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Abstract

Today, most applications are distributed to manage the growing volume of data
and processes. Simultaneously, the need for low latency, bandwidth efficiency,
and privacy has driven the deployment of distributed applications to the
network edge. However, the edge poses unique challenges, including widely
distributed, heterogeneous, uncontrolled, and untrusted environments.

Accordingly, this monographic thesis presents contributions to simplify the
development and deployment of distributed applications at the network edge.

The first contribution addresses the challenges of restricted connectivity
in edge networks and the risk of edge device communication in untrusted
networks to eavesdropping or forgery. Therefore, this contribution presents
an approach for the efficient and secure linking of edge devices. Hence, this
thesis introduces a new protocol that efficiently overcomes these connectivity
restrictions and simultaneously establishes secure communication channels.

The second contribution simplifies the integration of dynamic overlay net-
works into edge applications. Previous work often restricts the application
design or makes strong assumptions about the underlying network infrastruc-
ture. Therefore, this thesis introduces a new application programming interface
for overlay network integration into edge applications. The approach estab-
lishes an IP overlay that can be adapted by any IP-based application without
modification. Overlay services like routing, forwarding, quality of service, or
security are dynamically defined and transparently applied to selected appli-
cation communications. Such overlay services help applications in maximizing
edge resource usage.

The third contribution simplifies the deployment of edge applications. Lack
of central control, restricted reachability, and heterogeneous edge devices
complicate deployment in edge environments. The approach brings capabili-
ties known from software-defined networking, such as centralized network
view and control, a common interface for edge device configuration, network
configuration based on high-level functional requirements, and a closed-loop
mechanism identifying and reverting unintended network changes to the edge.

All contributions have been combined into a fully functional open-source
middleware, which was also evaluated in real-world experiments to demon-

strate their seamless integration and functional characteristics.






Kurzfassung

Viele Anwendungen sind verteilt, um das wachsende Daten- und Prozessvolu-
men zu bewiltigen. Niedrige Latenzzeiten, eine effiziente Bandbreitennutzung
und ein verbesserter Datenschutz fithren dazu, dass verteilte Anwendungen
ndher an die Datenquelle, an den so genannten ,Rand” des Netzwerks, verla-
gert werden. Dieses Anwendungsmodell bringt Herausforderungen aufgrund
unkontrollierter, heterogener und unsicherer Netzwerke mit sich.

Dabher stellt diese Arbeit Beitrage vor, die die Entwicklung und Bereitstellung
verteilter Anwendungen am Netzwerkrand vereinfachen.

Im ersten Beitrag wird ein Ansatz zur effizienten und sicheren Vernetzung
von Edge-Geriten vorgestellt. Er behandelt die Herausforderungen der einge-
schrankten Konnektivitdt in Edge-Netzwerken und das Risiko von Abhor- oder
Manipulationsversuchen in unsicheren Netzwerken. Es wird ein neues Netz-
werkprotokoll vorgestellt, das diese Einschrankungen effizient tiberwindet
und gleichzeitig eine sichere Kommunikation erméglicht.

Im zweiten Beitrag wird ein Ansatz zur einfachen Integration von Overlay-
Netzwerken in Edge-Anwendungen vorgestellt. Dies ist relevant, da existie-
rende Arbeiten oft das Anwendungsdesign einschranken oder strenge Annah-
men iiber die zugrundeliegende Netzwerkinfrastruktur treffen. Daher wird
eine neue API zur flexiblen Integration von Overlay-Netzwerken in Edge-
Anwendungen vorgestellt. Der Ansatz konstruiert ein IP-Overlay und erlaubt
so die Benutzung durch jede IP-basierte Anwendung ohne Anpassung. Trans-
parent fiir die Anwendung werden dabei dynamisch Overlay-Dienste wie z.B.
Routing, QoS und Sicherheit auf ausgewiahlte Kommunikation angewendet.

Der dritte Beitrag stellt einen Ansatz fiir die vereinfachte Bereitstellung von
Anwendungen im Edge-Bereich vor. Fehlende zentrale Kontrolle sowie hetero-
gene und schwer zu erreichende Edge-Gerite stellen eine Herausforderung fiir
die Bereitstellung dar. Der vorgestellte Ansatz erleichtert dies durch zentrale
Kontrolle, eine einheitliches Konfigurationsinterface, Ziel-basierte Netzkonfi-
guration und einer Closed-Loop-Kontrolle zur automatischen Erkennung und
Reparatur von unbeabsichtigten Netzverdnderungen, angewendet werden.

Diese Beitrdge wurden in eine voll funktionswahige Open-Source-Middle-
ware integriert und durch mehrere Echtwelt-Experimente auf ihr Zusammen-

spiel und Funktionalitdt hin evaluiert.
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1.1

Introduction

MOTIVATION AND PROBLEM STATEMENT

Most modern applications are designed to be distributed in order to handle the
ever-increasing volume of data and processes of a progressively digital world.
Distributed applications provide a level of scalability and availability that
is unattainable for centralized applications. The development of distributed
applications requires, however, careful consideration to aspects such as com-
munication, coordination, consistency, replication, fault tolerance, and security
[ST23]. The common denominator among all these aspects is the goal of maxi-
mizing the utilization of available computing resources.

While distributed applications in cloud environments benefit from access to
a virtually unlimited pool of well-defined and highly configurable resources
within a common infrastructure, edge computing applications often operate in
untrusted environments. This kind of environment presents unique challenges
for resource management due to its heterogeneous, uncontrolled, and unknown
infrastructure [Ren+19; Mao+17]. Despite these challenges, the applications’
need for low latency, high bandwidth efficiency, and privacy makes it necessary
to run applications in edge environments instead.

One way of dealing with these challenges is the use of the overlay network
technique. Overlay networks can help to manage edge devices by adding a
logical layer between the network and the application layer. An overlay network
provides services to an application layer without requiring changes to the
underlay, thereby granting an idealized view and access over the edge. Despite
its effectiveness in optimizing resource management, the development and
deployment process of overlay networks at the edge presents several major

problems:

PROBLEM 1: RESTRICTED CONNECTIVITY AND LACK OF TRUST IN EDGE
NETWORKS  Edge devices are typically distributed across different networks.
While connectivity within individual networks is usually unrestricted, it is
often limited between different networks. Restrictions stem from incompatible

network configurations and middleboxes (e.g., NATs and firewalls) that route
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communication between these networks. Additionally, edge devices are often
operated in untrusted networks, introducing the risk that transmitted data may
be intercepted or manipulated. Therefore, overcoming connectivity barriers and
implementing security services are essential for constructing overlay networks

that span edge devices efficiently and securely.

PROBLEM 2: INFLEXIBLE OVERLAY NETWORK INTEGRATION INTO AP-
PLICATIONS Integrating an overlay network into an application is a pre-
requisite for accessing the overlay’s services. However, this integration can be
complex, potentially introducing constraints on the application’s design and
functionality. Often, developers must adhere to a specific paradigm or build
their application using a particular framework, which may not align with the
application’s original design goals [STS08; Rod+o04; BP12; BL18; Ligog]. In
addition, the services that an overlay can provide must be as versatile in their
functionality as the application that uses the overlay. Many overlay network sys-
tems are inflexible in terms of overlay service selection. As a result, efficiently
utilizing edge resources is difficult without the ability to select available or
implement custom overlay services to help deal with edge constraints and het-
erogeneity. Therefore, the seamless integration of flexible overlay networks into

the application is essential to assist developers in meeting their requirements.

PROBLEM 3: COMPLEX APPLICATION DEPLOYMENT TO THE EDGE  De-
ploying distributed applications at the network edge introduces significant
complexity due to the heterogeneity of devices and restrictive network condi-
tions, making it challenging to access and manage these devices efficiently. The
lack of central control makes it difficult to achieve consistent and coordinated
actions across all edge devices hosting an application. Developers are required
to identify low-level configuration steps for individual edge devices necessary
to achieve the desired application development. After identifying these steps,
these configurations must be applied on the edge devices. This process is com-
plex and prone to errors. Therefore, application developers would benefit from
a simplified edge deployment and a goal-oriented overlay networking, based

on high-level functional requirements.

RESEARCH QUESTIONS

The problems outlined in the previous section highlight the need for advanced

resource management and more flexibility in programming, deploying, and
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operating overlay networks in untrusted edge environments. To address these
problems, we' propose a new terminology called software-defined overlay net-
working. This new terminology reflects the thesis’ incorporation of the advanced
network management capabilities of software-defined networking (SDN) with
the flexibility of overlay networks, allowing operation without altering the
underlying network infrastructure. SDN is a paradigm where networks are au-
tomatically configured based on intents (high-level functional requirements),
which are automatically translated to policies configuring network devices
[Kre+15; Ope24; Cle+22; LF23]. SDN systems provide automatic network
device configuration and ensure that the network is kept in the desired state in
response to changes in available underlying resources. By collecting analytics
and distilled insights, every unintended network change is tracked, potentially
triggering automatic reconfiguration of the network devices. Further, an SDN
system provides application programming interfaces (APIs) that enable cen-
tralized control of the network through a unified interface and configuration
language. In this thesis, these SDN principles are applied to run overlay net-
works in edge networks, allowing similar network management capabilities at
the edge without the need to reconfigure the underlying network infrastructure
(Figure 1.1). This helps running distributed applications in untrusted edge en-
vironments, as constructed overlay networks provide an idealized view of the
underlying network that matches the applications’ needs. While providing the
application with an idealized environment to run, the software-defined overlay
networking system transparently provides means to cope with restricted com-
munication and untrusted edge environments (Problem 1) as well as seamless
overlay network integration and customization (Problem 2). Further, the API
offers centralized control over the overlay network and simplified application

deployment to the edge (Problem 3).

In this context, the following research questions and their corresponding sub-

research questions are considered:

RQ 1 How to overcome the connectivity restrictions and lack of trust in edge

networks efficiently?

RQ 1.1 How to achieve connectivity between edge devices effi-

ciently?

RQ 1.2 How to ensure that edge devices are linked securely?

1 For better readability, the author refers to him-
self as we in the remainder of this thesis. Contri-
butions are explicitly credited when resulting
from collaborative efforts.

Application developer

lintents

foo 2)
<>

Software-defined overlay
networking system

/ l \conﬁgures

g =2 O

Edge devices

\ | e
s

Overlay network

Figure 1.1: Software-defined overlay net-
working.
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rRQ 2 How to seamlessly integrate dynamic overlay networks into edge applica-

tions?

RQ 2.1 How to integrate overlay networks into applications without

imposing restrictions on application design and functionality?

RQ 2.2 How to improve the use of heterogeneous edge resources

through dynamic overlay networks?

rRQ 3 How to simplify efficient overlay network programming and deployment at

the network edge?

RQ 3.1 How to program overlay networks that assist application

developers to use edge resources efficiently?

rRQ 3.2 How to simplify overlay network deployment and manage-

ment at the network edge?

1.3 CONTRIBUTIONS

This thesis answers the research questions regarding flexible overlay network

Ayppliteniitas, saritiss, sl development, deployment, and operation in untrusted edge environments.

This section briefly overviews the thesis’s contributions and explains their

Services management .
relevance to the research questions.

Security and resource management, This thesis presents three contributions, each advancing towards software-

reliability, fault tolerance . ) . . A

2l defined overlay networking at the edge. These contributions build upon one

Routing, forwarding, rendezvous, another. From bottom to top, the contributions loosely correspond to the three

discovery

layers common to all overlay networks (see Figure 1.2) [Tar1o0]. Figure 1.3

Eibgatzall nitovaall summarizes the contributions and illustrates how they are related. The system

described by these contributions has been fully implemented as a functional

Figure 1.2: Layers common to all overlay middleware. It is released as open-source software under a permissive license
networks [Tar10]. [BR23]
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CONTRIBUTION 1: EFFICIENT AND SECURE EDGE DEVICE LINKING
This contribution presents an approach for the efficient and secure linking
of edge devices. This contribution addresses two problems present in edge
computing: First, edge devices are often distributed across different networks,
with connectivity between these networks being restricted. This restriction is
caused by incompatible network configurations or middleboxes (e.g., NATs
and firewalls) that route communication between the networks. Second, edge
devices are often operated in untrusted networks, making any communication
between these devices vulnerable to eavesdropping or forgery.

A new network protocol is proposed to address these two issues and answer
research question rQ 1. It enables edge devices to link efficiently and securely
with each other. This is achieved by combining middlebox traversal techniques,
hole punching, and relaying with a Diffie-Hellman key agreement [ BRK21;
BRF23a]. This results in the protocol saving 1 to 2 RTTs compared to other

approaches.

CONTRIBUTION 2: SEAMLESS DYNAMIC OVERLAY NETWORK INTEGRA-
TION  The second contribution presents an approach for simplifying the
integration of dynamic overlay networks into edge applications without im-
posing restrictions on the application’s design or functionality. This is relevant
because existing overlay network approaches often need the application to be
adapted to a specific overlay network implementation or impose restrictions
on the application design [STSo08; Rod+o04; BP12; BL18; Ligog]. In addition,
offloading application functionalities to the overlay would ease application
development, but can be difficult to achieve. This is especially relevant for edge
computing, where the overlay can help maximize edge resource usage.

To answer rQ 2, we introduce a new API for seamless dynamic overlay
network integration into applications that help to utilize edge resources effi-
ciently [Bor+23; Rob+23]. The proposed API establishes an IP overlay that
transparently applies overlay services. While the edge application components
communicate using regular IP packets, the overlay processes the packets ac-
cording to configured services. Such services include routing, forwarding,
quality of service (QoS), communication encryption, and other mechanisms
that help improve the use of unreliable and heterogeneous edge resources.
Therefore, this API allows a seamless integration of dynamic overlay networks

into all IP-based applications.

CONTRIBUTION 3! SIMPLIFIED OVERLAY NETWORK DEPLOYMENT AT

THE EDGE  Finally, this contribution presents an approach for simplified
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1.4 OUTLINE

development and deployment of distributed applications running in restricted
edge networks. Deploying edge applications is inherently complex and error-
prone due to the absence of centralized control and the heterogeneity and
restrictions of edge devices.

To address rQ 3, this contribution presents an overlay networking system
that adapts principles of software-defined networking to overlay networking at
restricted edge networks [Bor+25]. Software-defined networking capabilities
such as centralized control, a common interface for edge device configura-
tion, network configuration based on high-level functional requirements, and
a closed-loop mechanism to help identify and revert unintended network

changes are brought to the edge through this contribution.

OUTLINE

Table 1.1 provides an overview of this thesis, focusing on the research questions,
contributions, and publications released within the scope of this thesis. This

thesis is structured as follows:

CHAPTER 2 provides the required background for this thesis on the terms of
software-defined networking, intent-based networking, overlay networks,
NAT and TLS fundamentals.

CHAPTER 3 derives requirements for a software-defined overlay networking

system.

CHAPTER 4 discusses and compares related work with requirements identified

in the previous chapter.

CHAPTER 5 presents an architecture of a software-defined overlay networking

system.

CHAPTER 6 presents the implementation of a software-defined overlay net-

working middleware.

CHAPTER 7 evaluates the implemented prototype by conducting simulations
and real-world experiments, showing that the system requirements are
fulfilled.

CuAPTER 8 concludes this thesis by summarizing the contributions and pro-
viding an outlook to future work in the area of software-defined overlay

networking.



Table 1.1: The outline of the thesis.

8 INTRODUCTION

Section Research question | Contribution Publications

Chapter 1: Introduction

Chapter 2: Background

Chapter 3: Requirements analysis

Chapter 4: Related work

Chapter 5: Architecture

Section 5.3 RQ1 Contribution1 | [BRK21; BRF23a]
Section 5.4 RQ 2 Contribution 2 | [Bor+23; Rob+23]
Section 5.5 RQ 3 Contribution 3 [Bor+25]

Chapter 6: Implementation

Chapter 7: Evaluation

Chapter 8: Conclusion

1.5 PUBLICATIONS

Our publications that are within the context of this thesis were peer-reviewed
and published. Additionally, open-source software implementations were
released to encourage further research in these areas. The appendix also in-
cludes a list of additional publications to which the author contributed (see

Appendix a.1) and student theses supervised by the author (see Appendix a.2).

1.5.1 Main publications
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Middleware for a Simplified Deployment of Distributed Applica-
tion at the Edge.” In: Proceedings of the 4oth ACM/SIGAPP Sympo-
sium on Applied Computing. SAC “25. Catania, Italy: Association
for Computing Machinery, 2025 (cited on pages 7, 8, 160).

[Bor+23]  Heiko Bornholdt, Kevin Rébert, Martin Breitbach, Mathias Fischer,
and Janick Edinger. “Measuring the Edge: A Performance Evalu-

ation of Edge Offloading.” In: 2023 IEEE International Conference



[BRF23a]

[Bor21]
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[BRK21]

1.5 PUBLICATIONS

on Pervasive Computing and Communications Workshops and other
Affiliated Events (PerCom Workshops). 2nd Workshop on Server-
less computing for pervasive cloud-edge-device systems and ser-
vices (*LESS’24). Atlanta, GA, USA: IEEE, 2023, pages 212—218.
por: 10.1109/PerComWorkshops56833.2023.10150261 (cited on
pages 5, 8, 32, 132, 159).

Heiko Bornholdt, Kevin Robert, and Mathias Fischer. “Low-Laten-
cy TLS 1.3-Aware Hole Punching.” In: ICC 2023 - IEEE International
Conference on Communications. IEEE International Conference on
Communications (ICC) 2023. Rome, Italy: IEEE, 2023, pages 1481~
1486. por: 10.1109/I1CC45041.2023.10279326 (cited on pages 5,
8, 27, 29, 127, 158).

Heiko Bornholdt. “Towards Citizen-Centric Marketplaces for Ur-
ban Sensed Data.” In: Advances in Service-Oriented and Cloud Com-
puting, International Workshops of ESOCC 2020. 8th European Con-
ference On Service-Oriented And Cloud Computing (ESOCC
2020). Heraklion, Crete, Greece: Springer Cham, 2021, pages 140-
150. DOL: 10.1007/978-3-030-71906-7_12.

Heiko Bornholdt, Dirk Bade, and Wolf Posdorfer. “Incorum: A
Citizen-Centric Sensor Data Marketplace for Urban Participa-
tion.” In: Advances in Computer, Communication and Computational
Sciences, Proceedings of IC4S 2019. International Conference on
Computer, Communication and Computational Sciences (IC4S
2019). Bangkok, Thailand: Springer Singapore, 2021, pages 659—
669. por: 10.1007/978-981-15-4409-5_59.

Heiko Bornholdt, Kevin Robert, and Philipp Kisters. “Accessing
Smart City Services in Untrustworthy Environments via Decen-
tralized Privacy-Preserving Overlay Networks.” In: 2021 IEEE In-
ternational Conference on Service-Oriented System Engineering (IEEE
SOSE 2021). 15th IEEE International Conference On Service-Ori-
ented System Engineering (IEEE SOSE 2021). Oxford, United
Kingdom: IEEE, 2021, pages 144—149. por: 10.1109/S0SE52839.
2021.00021 (cited on pages 5, 8).
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1.5.2 Software implementations
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Background

This chapter presents the nomenclature and methodological background necessary for

the remainder of this thesis. The chapter is organized into the following sections:

o Section 2.1 covers software-defined networking, which enables dynamic and pro-
grammable network configuration, forming the inspiration for software-defined
overlay networking which applies this principles to overlay network program-

ming.

e Section 2.2 introduces intent-based networking, where some concepts of which

are applied to software-defined overlay networking.

o Section 2.3 explains overlay networks, highlighting their ability to abstract from

underlying limitations, a key aspect of the approach in this work.

e Section 2.4 discusses network address translation, which complicate overlay
network construction on the Internet by rendering many hosts unroutable, thus

necessitating traversal techniques and careful assessment of host constrains.

e Section 2.5 provides an overview of the Transport Layer Security protocol, es-
sential for securing communication between overlay nodes in untrusted envi-

ronments.
e Section 2.6 introduces the Tasklet computation-offloading system.

o Section 2.7 summarizes this chapter.

2.1 SOFTWARE-DEFINED NETWORKING

Software-defined networking (SDN) is a network architecture that enables
dynamic, centralized, and programmatically efficient network management
by decoupling the control plane from the data plane. Traditionally, network
operators were constrained by proprietary software from vendors like Cisco
and Juniper, which required manual setups and provided limited flexibility.
SDN was developed to overcome these limitations by providing standardized

interfaces like OpenFlow, allowing network configuration independent of the

11



Figure 2.1: SDN-controlled switches in
the data plane are configured by an
SDN controller, which implements the
network-control applications’ configura-
tions from the control plane [Fis22].
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vendor [TFW21]. In traditional networks, both planes are tightly integrated
within the same network devices, which makes network management complex

and static. In contrast, SDN separates these two planes:

o The control plane is responsible for the logic that determines traffic routing,

such as selecting paths and managing network policies.

e The data plane consists of hardware (e.g., switches and routers) that

forwards packets based on instructions from the control plane.

By moving the control plane into centralized controllers, SDN enables uni-
form configuration and management across heterogeneous network devices,
regardless of vendor. Instead of manually configuring individual devices, SDN
controllers automate network policies and configurations via standardized
application programming interfaces (APIs). This centralization simplifies net-
work management, enhances flexibility, and allows for real-time reconfigura-

tions based on traffic patterns or policies.

network-control applications

access load
control balance
control

northbound API plane

SDN Controller
E (network operating system)

southbound API

data
plane

SDN-controlled switches

Figure 2.1 illustrates the architecture of a typical SDN system. At the bottom,
SDN-enabled switches are configured by the control plane of an SDN controller.
These switches are controlled through a southbound API using protocols such
as OpenFlow. The SDN controller centralizes control logic and interacts with
network control applications through a northbound API. At the top, network-
control applications implement control functions using services and APIs
provided by the SDN controller, enabling a flexible and unbundled network

control ecosystem. [Fis22].
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2.2 INTENT-BASED NETWORKING

After discussing SDN and its capabilities for dynamic network configuration,
intent-based networking (IBN) is explored. IBN further automates network
management, therefore helping reduce manual intervention and minimizing

configuration errors.

INTENT-BASED NETWORKING

Intent-based networking (IBN) builds upon the foundation of SDN (Sec-
tion 2.1) to simplify network management and configuration through automa-
tion and abstraction [LF23]. While SDN centralizes control and allows dynamic
network provisioning via a common AP], it still requires manual policy def-
inition and oversight [Doy22]. In contrast, IBN introduces a higher level of
abstraction by allowing network operators to define “intents” as declarative,
high-level goals describing the desired network behavior [Cle+22]. This omits
the necessity to identify the individual configuration steps required to achieve
the goal, which is a complex and error-prone task. Intents can be stated in natu-
ral language, such as a network operator specifying, “ensure all traffic between
finance department is encrypted and prioritized over other internal traffic dur-
ing business hours.” or a developer requesting, “Ensure my video streaming
application maintains a minimum bandwidth of 5 Mbit/s for a smooth user
experience”. An IBN system automatically translates intents into configura-
tions and applies them to the network devices. Additionally, a closed-loop
mechanism is integrated into the IBN system to continuously monitor the
network, ensuring compliance and making real-time adjustments in response
to unintended network changes [LF23].

A typical IBN system as shown in Figure 2.2 includes the following five

components [LF23]:

o Intent profiling: This component processes and interprets the user’s
high-level intents, expressed in natural language, to define the desired
outcome. Further, it checks if all intents can be translated into network

configuration.

o Intent translation: This component translates the high-level intents into
low-level network policies that can be applied to specific network devices.

In this step, each network device’s individual capabilities are considered.

o Intent resolution: This component checks for conflicts or incompatibil-
ities between new and existing intents and attempts to resolve them

automatically. It detects possible interference or unwanted side effects

13
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Figure 2.2: Interaction of main compo-
nent of an intent-based networking sys-
tem [LF23].
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between intents. If automatic resolution is not possible, the user gets
notified.

o Intent activation: This component deploys the network configuration

based on the translated intent to the relevant devices.

Intent assurance: This component ensures the network continues to
behave as desired after deployment. It continuously monitors the net-
work for unwanted changes and tries to correct any deviations from the

intended configuration automatically.

In summary, IBN is built upon the foundational concepts of SDN. Further
automation of network management is achieved through high-level intent
declarations. Manual effort is reduced, and continuous alignment between
network configurations and desired outcomes is ensured. The increasing com-
plexity of networks is addressed through the principles of overlay networks.
As a result, the overlay network provides an abstracted, idealized view while

also maintaining control over the underlying infrastructure.

OVERLAY NETWORKS

Overlay networks are virtual networks built on top of existing ones. They

provide their own addressing, routing, and service models while leveraging
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the existing infrastructure. This virtualization layer enhances functionalities
by optimizing traffic, bypassing limitations, improving scalability and security,
and facilitating complex distributed applications while also providing better
resilience and specialized data handling [Toy21]. As overlay networks do not
require changes to the underlying network infrastructure, this technology
is particularly useful for deploying new technologies or protocols like P2P
systems, content delivery networks, or virtual private networks [Tar10].

An example of a simple overlay network is depicted in Figure 2.3. In this
ring-shaped overlay, each node represents a user’s machine participating in
a distributed file-sharing system. Communication between two nodes over
a virtual link e involves transmitting messages through multiple underlying
network links, denoted as ey, ..., e4. This underlying routing complexity is
abstracted from the overlay’s perspective. Overlay network topologies can
optimize the efficiency of distributed algorithms, such as distributed search or
data distribution [Sch1o].

Overlay
network

Underlay
network

Depending on the requirements, different types of overlay network struc-
tures are utilized, categorized into unstructured, structured, and hybrid types,
each with its own advantages and trade-offs [ST23]. Unstructured overlay
networks offer high flexibility and expressiveness but face challenges with
efficiency and consistency. Structured overlay networks’ advantages include
efficient and deterministic data access due to their well-defined topologies,
although they come with increased complexity. Hybrid overlay networks com-
bine features from both unstructured and structured approaches, aiming to

balance flexibility and efficiency.

UNSTRUCTURED OVERLAY NETWORKS  Unstructured overlay networks
consist of nodes connected randomly, resulting in a non-deterministic struc-
ture. In unstructured overlays, maintaining the topology is simpler and more

lightweight because nodes are not required to adhere to a rigid structure.

15

Figure 2.3: Example overlay network
built on top of an Internet-style under-
lay [Schio].
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Figure 2.4: Example for an unstructured
overlay network, as constructed by early
version of Gnutella [Sch1o].

BACKGROUND

This flexibility makes the network more resilient to high node churn, as new
nodes can join or leave without disrupting the overall connectivity or requiring
complex reconfigurations. However, without a controlled structure, no assump-
tions must be made about effectively implementing distributed searches in
such networks, as finding specific data is not guaranteed. Figure 2.4 illustrates
an example of an unstructured overlay, with the P2P file-sharing application
Gnutella serving as a practical example of its use. Each dot represents a virtual
node and the rounded boxes correspond to data items with their respective keys.
In Gnutella versions before 0.6 [Gnuo3], search requests propagate through
the network as nodes forward them to all their neighbors until a maximum
of seven hops is reached [Cha+o03; RFoz]. This flooding can cause scalability
issues due to the high traffic generated by search propagation, which at times
reportedly accounted for a significant fraction of global Internet traffic [MIFo2].
To increase the likelihood of finding the desired data item, it must be replicated

to multiple nodes.
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STRUCTURED OVERLAY NETWORKS  Structured overlay networks have
defined topologies and algorithmic methods to organize and maintain node
connections. They exhibit strict coordination, as nodes must follow specific
rules for joining and leaving, resulting in higher management complexity. The
deterministic nature of these networks ensures predictable routing paths, en-
abling efficient data localization and retrieval. In such overlays, management
is distributed and employs protocols like DHTs to maintain order. The struc-

tured design ensures high consistency, allowing reliable data replication and
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availability. These networks are usually hierarchical or grid-like, promoting
completeness by systematically storing and retrieving data. Although struc-
tured overlay networks may limit expressiveness compared to unstructured
systems, they excel in efficient and scalable query processing, making them
ideal for applications that require reliable data access and distribution. The
previous overlay network shown in Figure 2.3 is structured. However, the
ring topology is impractical because it does not efficiently handle network
dynamics and may lead to high latency and limited fault tolerance. A more re-
alistic example of a structured overlay network is provided in Figure 2.6 which
is generated by Chord [Sto+03]. While the nodes and data were randomly
arranged in Figure 2.4, there is a strict sorting here. The lookup complexity
for the Chord protocol is O(log N), where N is the number of nodes in the
network. This logarithmic complexity is highly efficient, especially compared
to unstructured or randomized overlay networks, where lookup operations
often require traversing a significant portion of the network, leading to an

expected complexity of O(N) in the worst case (see Figure 2.5).
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HYBRID OVERLAY NETWORKS  Hybrid overlay networks feature moderate
coupling, with some nodes functioning as super nodes or central coordina-
tors while others operate more freely. The complexity and management of
hybrid systems are higher than those of unstructured networks but lower than
those of fully structured ones. These networks offer a mix of deterministic and

non-deterministic features, with structured elements ensuring reliable data
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Figure 2.5: Comparison of O(N) and
O(log N) complexity.

Figure 2.6: Example for a structured over-
lay network using a DHT, as generated
by Chord [Schio].
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Figure 2.7: Example for a hybrid overlay
network. Hierarchical topology using su-
per peers each serving a subset of leaf
peers. [GGog]
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access and unstructured aspects providing greater flexibility. Completeness
is generally high due to organized data management, while expressiveness
remains flexible, supporting varied query types. Hybrid overlay networks
are versatile, optimizing resource discovery and scalability while maintaining
robustness and adaptability. BitTorrent’s file sharing protocol employs hybrid
overlay networks, where centralized servers, known as trackers, provide a di-
rectory service by maintaining an index of available files and the peers sharing
them. However, the actual file transfers occur in a decentralized, P2P manner,
allowing peers to directly exchange data without relying on the centralized
server for the transfer itself. An example of such an overlay network is shown

in Figure 2.7, where the nodes 12, 24, 20 and 44 act as super peers.
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After discussing the various types of overlay networks, it is important to con-
sider the practical challenges they face in real-world deployment. One signifi-
cant challenge is the presence of NAT, which can hinder direct communication
between peers. This limitation prevents the overlay topology from being fully
realized, as nodes may be unable to establish direct connections, requiring

additional mechanisms to maintain network functionality.

NETWORK ADDRESS TRANSLATION

NAT is a method of mapping IP address spaces from one to another, facilitat-
ing transparent routing between private networks, as defined in [Mos+96],
and external networks by modifying network address information in packet

headers [HS99]. NAT is often deployed on middleboxes like Internet gateways
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and firewalls. A middlebox is an intermediary network device that performs
functions beyond the standard operations of an IP router [BCoz2].

Depending on whether the sender, receiver or both IP address information
is translated, NAT is classified into source, destination, or bidirectional NAT.
Source NAT translates the sender IP addresses, which is used when a private
host needs to access the Internet. Accordingly, destination NAT translates the
receiver addresses, which is used when an Internet host needs to access private
services. Finally, bidirectional NAT combines source and destination NAT,
allowing both Internet and private hosts to access private services.

Initially, NAT translated only network address information on the IP header.
Later, network address/port translation (NAPT) was introduced [ESo1], trans-
lating also transport identifiers (such as a TCP/UDP port numbers or ICMP
query ids). [Qiaz24].

Today, the most common NAT deployed on the Internet is the source NAPT.
This kind of NAT is typically applied on residential network routers, corporate
network firewalls, or mobile carrier networks [Per+13]. Source translation
helps mitigate the exhaustion problem of IPv4 addresses as multiple private
hosts can be mapped to a single public IP address [ICA11]. Further, access
from the Internet to a private network is restricted which is a security benefit.
Today, when referring to “NAT” in the literature, it usually means source
NAPT. Therefore, unless otherwise stated, this thesis always refers to this kind

of translator when the term “NAT” is used.

Private network | Internet

_ Src: 192.168.0.20:1025 Src: 2.2.2.2:1234 -
g Dst: 5.5.5.5:80 Dst: 5.5.5.5:80 =
Client: "~ Server:
192.168.0.20 5.5.5.5
NAT

192.168.0.0/24  2.2.2.2

Endpoint Mapping
192.168.0.20:1025 | 2.2.2.2:1234

Figure 2.8 shows an example flow of an outgoing packet sent from client end-
point 192.168.0.20:1025 in a private network to a server endpoint5.5.5.5:80
on the Internet, where the NAT device transparently replaces the client’s end-
point information with its own mapped endpoint 2.2.2.2:1234 (an endpoint

refers to an IP address and port number). The mapping is stored in the NAT
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Figure 2.8: Flow of source NAPT. The
outgoing packet’s source information
with the client’s address is replaced with
mapped address information of the NAT
device.
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device’s session table, which routes corresponding inbound packets back to

the client.

NAT classification

The method by which the NAT device populates its session table, specifically
when a new mapping is created or an existing one is reused, and which incom-
ing packets are mapped to a client, depends on the NAT type. Traditionally, four
NAT types are distinguished, whose different implementations are displayed

in Figure 2.9 and are described now [Ros+03]:

Traditional NAT types

FULL-CONE NAT  All requests originating from the same private endpoint
are mapped to the same public endpoint. Any Internet host can communi-
cate with the private host by sending packets to the mapped public endpoint
(Figure 2.9a). This is the least restrictive type.

RESTRICTED-CONE NAT  The mapping behavior is the same as a full-cone
NAT, but the private host can only be reached by Internet hosts if the private
host has previously initiated communication by sending a packet to the Internet

host (Figure 2.9b).

PORT-RESTRICTED-CONE NAT  This type is similar to a restricted-cone
NAT, but the restriction includes port numbers. An Internet host can send
packets to a private host only if the private host has previously contacted the

Internet host on the same endpoint (Figure 2.9c).

SYMMETRIC NAT A new mapping is created whenever the private host
contacts a new Internet host or the same host on a different port. Apart from
this mapping behavior, the filtering of incoming packets is identical to that of

a port-restricted cone NAT (Figure 2.9d). This is the most restrictive type.

NAT behavioral classification

The traditional classification provides an overview of different NAT types but
does not cover all the aspects of NAT behavior. For instance, these NAT types do
not detail how private ports are mapped to public ports. Consequently, while

the traditional classification is still commonly used in literature, a more sophis-
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(c) Port-restricted-cone NAT.
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(b) Restricted-cone NAT.

Private network | Internet
Dst: 5.5.5.5:1234(» =

=9
Src: 5.5.5.5:1234—Server_
Src: 5.5.5.5:7890—75.5.5.5

g Dst: 7.7.7.7:56/81-> =3
Client L Src: 7.7.7.7:3456— Server:
192.168.0.20 7.7.7.7

=

(E_o0)

Src: 9.9.9.9:9012 o
Server:
9.9.9.9

NAT

192.168.0.0/24  2.2.2.2

Session table

Endpoint Mapping Allowed
2.2.2.2:1234 | 5.5.5.5:1234
2.2.2.2:7890 | 7.7.7.7:5678

192.168.0.20:1025

(d) Symmetric NAT.

Figure 2.9: Behavior of different NAT
types. Outbound client packets result in
different session table entries populated.
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ticated taxonomy has emerged [Pen+16]. This new behavioral classification

describes the NAT as a combination of three different policies [REHo9]:

MAPPING POLICY  This policy is activated when a packet is sent from a
private endpoint to an Internet endpoint. The mapping policy determines
whether a new mapping should be added to the session table or an existing
one should be reused. There are three different behaviors: Endpoint-independent
mapping bases its decision solely on the private endpoint, reusing existing
mappings as long as the private address and port remain unchanged. Address-
dependent mapping maintains existing mappings if the public address stays
the same. Endpoint-dependent mapping only reuses existing mappings when

both the public address and port remain the same.

PORT ALLOCATION POLICY  While the mapping policy determines when a
new public port should be assigned, this policy specifies which port should be
assigned. There are three types of behavior: Port-preservation allocation method
keeps the same private port number in the mapping. Port-contiguity allocation
assigns ports in a sequentially increasing order. Random allocation assigns a

random port number.

FILTERING POLICY  This policy determines whether a packet from the
Internet, directed to a mapped endpoint of a NAT, is allowed to be forwarded
to the corresponding private endpoint or discarded. Three different behaviors
are possible: Endpoint-independent filtering allows packets from any public
endpoint to reach the private endpoint, provided the private endpoint has pre-
viously communicated with any address. Host-dependent filtering only allows
packets from a specific public address that the private endpoint has previously
contacted. Endpoint-dependent filtering permitting packets only from the same

public endpoint that the private endpoint has previously communicated with.

Rather than classifying NATs into just four traditional types, these policies
can describe 27 different NATs. Table 2.1 illustrates how traditional types
correspond to behavioral policies. This finer-grained distinction helps in better
distinguishing NATs, which is important and will be further explained in
the upcoming section Section 2.4.2, where several approaches for traversing

connection restrictions imposed by NATs are discussed.
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Policy
Mapping Port allocation Filtering

© Full-cone Endpoint-independent
I L
2 Restricted-cone Endpoint-independent Address-dependent
= undefined
<ZC Port-restricted cone .

Endpoint-dependent

Symmetric | Address- or Endpoint-dependent
Table 2.1: Mapping of traditional NAT
2.4.1.3 Further NAT behavior considerations types to behavior policies.

NAT devices in real-world networks exhibit a wide range of behaviors, and
even the classification by these three policies fails to capture all aspects. In this
section, some further NAT behaviors are discussed that have been encountered
during the literature review and experiment conduction in the context of this
thesis.

First, it is undefined how a NAT device behaves when it exhausts its available
resources. This situation can occur when all available IP addresses and ports
are already assigned to existing mappings. In such cases, the NAT device may
either cease routing packets for which it cannot establish a new mapping or
begin cleaning up existing entries in the session table.

The mechanisms for cleaning up session table entries vary. While a NAT
device can anticipate the termination of a connection-oriented communication,
such as TCP, by listening for FIN segment, it must use timeout mechanisms
for connectionless protocols like UDP. The applied timeout value can differ
significantly, with experimental studies revealing most values range from
1min to 10 min [H&t+10]. The same studies indicate that some devices apply
different timeout values depending on the protocol used and whether the
mapping was used for outbound or bidirectional communication.

Some NAT devices preserve port parity during mapping [JAo7]. This practice
is infrequent and aims to maintain compatibility with protocols like Real-time
Transport Protocol (RTP), where the protocol specification recommends using
even port numbers for RTP and odd-numbered ports for RTP Control Protocol
(RTCP) [Sch+o03].

Some NAT devices not only modify a packet’s address and port information
but also rewrite the payload to replace private endpoints with the mapped
endpoint. This mechanism aims to enhance NAT compatibility but can interfere
with protocols like Session Traversal Utilities for NAT (STUN) that need to
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communicate private endpoints. As a workaround, STUN uses an XOR function
to obfuscate endpoints, preventing interference from such NAT behavior.

In an attempt to standardize the behavior of NAT devices, several RFCs
specifying the requirements for translating protocols such as UDP, TCP, and
ICMP [JAoy; For+08; Guh+o9]. However, an experimental study by Hatonen

et al. revealed that many devices do not conform to the RFCs specifications.

NAT traversal

In the previous section Section 2.4, the source NAT was identified as the most
commonly present type, preventing Internet hosts from reaching private hosts.
This significant level of unreachability poses a problem for many applications,
particularly in the P2P and VoIP domains, which rely on participants being
able to communicate with each other. Studies have revealed that up to 92 % of
devices in today’s popular distributed applications remain unreachable because
of this [Haa+16; WP17]. To address this, multiple NAT traversal techniques
have been established to facilitate communication across NAT devices.

As the mapping and filtering behavior of a NAT device can vary, NAT
traversal can range from simple to complex, or even be unfeasible [REHoo;
Hit+10]. The following section presents different techniques to overcome
restrictions imposed by NAT devices. The discussion includes the types of NAT
that these techniques can overcome, protocols implementing these techniques,

and their respective drawbacks.

Port forwarding

Port forwarding, sometimes referred as port mapping, is a technique where
(permanent) mappings are created on a NAT device. This method enables
private hosts to appear as though they are directly connected to the unrestricted
public Internet. Port forwarding involves reconfiguring the NAT device, either
manually by a user via a management interface or through a network protocol
that allows applications running on private hosts to create these mappings
automatically. Three network protocols for creating port mappings are currently
used, with most devices typically supporting only one of these protocols. Port
forwarding is often restricted to privileged users and disabled for security

reasons in non-residential networks.

NAT PORT MAPPING PROTOCOL (NAT-PMP)  Introduced in 2005 [CK13],

this protocol operates over UDP and follows a simple request-response model
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[HWo3]. Private hosts act as clients, while the NAT device functions as the
server. In NAT Port Mapping Protocol (NAT-PMP), requests are always sent
by clients to UDP port 5351 of their default gateway, assuming it serves as the
server.

With this protocol, clients not only request new mappings, but can also learn
the external IPv4 address. A mapping request includes the desired protocol
(UDP or TCP), the internal port to be mapped, the external port to use, and a
requested mapping lifetime. The server treats the external port and mapping
lifetime as suggestions and may adjust them. It responds with a message
specifying the protocol, internal port, public port, and the mapping lifetime.
Clients must refresh their mapping within the specified lifetime by sending a
new request. To delete a mapping, a request with a mapping lifetime of o is

sent.

PORT CONTROL PROTOCOL (PcP)  Port Control Protocol (PCP) is the
proposed successor to NAT-PMP, introduced in 2013, using compatible packet
formats. Support is provided for IPv6, outbound mapping management, and
firewall rule configuration. Compatibility with large-scale NATs using a pool
of external addresses is ensured. Error lifetimes are managed, and an extension
mechanism is included to facilitate future enhancements [Win+13].

PCP mapping requests are similar to those in NAT-PMP but also include
the client IP address (to detect unexpected NATs between client and server),
a nonce that must be copied to the response to enable client verification, and
a suggestion for the public IP address to use for mapping. This suggestion is

needed to ensure that a mapping will maintain its external endpoint.

UNIVERSAL PLUG AND PLAY (UPNP) INTERNET GATEWAY DEVICE-
PORT CONTROL PROTOCOL INTERWORKING FUNCTION  The Universal
Plug and Play (UPnP) Internet Gateway Device (IGD)-Port Control Protocol,
introduced in year 2013, is based on UPnP to add, remove, or enumerate
mappings and to discover the external IP address [BPW13].

Initially, the IGD must be discovered. For this, private hosts send an IP mul-
ticast discovery request using a UPnP protocol to locate Internet gateways.
Matching devices respond with a UPnP device description XML. Private hosts
then verify if the gateway is connected and if it has an external address. Next,
an AddPortMapping SOAP request is sent to the gateway, containing informa-
tion about the internal endpoint, the desired external endpoint, the network
protocol, and a textual description for identification. Although the protocol

includes a field to specify the desired lifetime of the mapping, this field’s value
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should always be set to 0, for the following reason: “[...] if the client requests a
lease other than zero, some IGD home gateways may ignore the request, fail in

other ways, or even crash completely.” [CK13, page 30]

Relaying

This technique uses third-party hosts acting as intermediaries to facilitate com-
munication between devices behind NATs. This method ensures connectivity
with all kinds of NATs but can introduce additional latency, increase band-
width costs, create a bottleneck, and present a single point of failure (SPOF).
Additionally, relaying raises security and privacy concerns, as all communi-
cation passes through the relay server, potentially exposing sensitive data to
unauthorized access. SOCKS and Traversal Using Relays around NAT (TURN)
are two widely used protocols for relaying network traffic [ Leeg6; Red+20].
In both SOCKS and TURN protocols, private hosts register with a relay
server, which assigns them a relay address and port. This address serves as
an endpoint through which traffic sent to the relay is forwarded to the private
host. Discovery of each other’s relay endpoint is not part of these protocols and
is typically achieved through some signaling communication implemented by

the respective application.

Hole punching

Hole punching tries to exploit a NAT’s mapping and filtering behavior to create
desired entries in the session table enabling P2P connections. This technique is
compatible with most NAT types, but will not work reliably if both peers are
operated behind separate NATs both applying endpoint-depended mapping
[GTFo4; DA08]. In terms of compatibility, a distinction must be made between
UDP and TCP hole punching were the latter one comes with more restrictions

as discussed later [FSKos; GTFo4; Big+o5].

UDP HOLE PUNCHING  UDP hole punching, when successful, establishes
UDP connectivity across NAT devices. Consider two clients, A and B, both
potentially behind NAT devices, as illustrated in Figure 2.10. Initially, clients
only know their local IP addresses. To become reachable by others, both clients
register with a publicly accessible rendezvous server S located on the Internet.
The registration message includes information about their local endpoints,
causing any present NAT to create a mapping and filter that permits S to

respond. Additionally, S records the mapped endpoints from which the regis-
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tration messages are received. If client A now wants to connect to client B, the

following steps occur [BRF23a]:

r Figure 2.10: The UDP hole punching pro-

cess. The NAT devices are not included

(1) ConnectionRequest

for Space reasons. However, any commau-

(2) ForwardEndpoints (3) ForwardEndpoints

nication from either client must always

par pass through an existing NAT device first.
1 (4) ReachabilityCheck “Punches hole” BRF
: ! | inB'sNAT [BRF23a]
! (6) Acknowledgement 1
: :
1 | |
“Punches hole”| | ! (5) ReachabilityCheck !
in A’s NAT | ] 1
_: (7) Acknowledgement : :
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1 | |

i .
1 (8) [Application Data] 1

(1) As A is unaware of how to route to B, it has to request connection infor-

mation at S using a ConnectionRequest.

(2) Because of the preceding registrations, S knows a list of possible end-
points to reach B. Therefore, S will send this list to A by using a Forward-

Endpoints message.

(3) At the same time, S will also send B all it knows about how to reach A

with another ForwardEndpoints message.

(4) Once this information is received, A will try to reach B through all re-
ceived endpoints. Implicitly, A’s ReachabilityCheck will “punch a hole”
into any present NAT device between A and the Internet, allowing it to

be contacted back by B.

(5) B will do the same in parallel once it has received A’s endpoints from S.
B’s ReachabilityCheck will also implicitly punch a hole into any present
NAT device of B.

(6) A will wait for any ReachabilityCheck from B and will reply with Ac-

knowledgment when received.

—~
N
~

In parallel, B will behave identically for any received ReachabilityCheck

from A.
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(8) Each client will “lock in” to the endpoint for which it receives an Ac-
knowledgment first. As soon as both clients have locked in, bidirectional
communication is possible through the locked endpoints. The hole punch-
ing steps are concluded with this, and any other UDP-based protocol
(e.g., HTTP/3) can take over. However, in case of a connection loss, the

hole punching process must be repeated.

TCP HOLE PUNCHING  Establishing P2P TCP connections between hosts
behind P2Ps is slightly more complex than for UDP. A standard TCP connection,
initiated by sending a SYN packet, requires one peer to listen for this initiation.
This approach only works when one peer is behind a NAT and initiates the
connection. In hole punching scenarios, where both peers are behind NATs,
the listening peer cannot receive the SYN packet because it is dropped by the
listener’s NAT. Different techniques are available for TCP hole punching, which
all impose some smaller or larger drawbacks that result in TCP not being as

reliable as UDP in many environments [ GFo5].

TCP sIMULTANEOUS OPEN is a connection establishment procedure where both
peers initiate a connection by sending SYN packets simultaneously, followed
by ACK packets from both sides to complete the handshake [Edd22]. This
method would reliably facilitate hole punching if the NAT devices involved
used endpoint-independent mapping and if neither NAT responded with a FIN
packet when inbound packets are discarded, which would prematurely close
the connection. However, many platforms do not support TCP simultaneous

open, limiting its applicability in practice.

Uskr space TCP mMPLEMENTATIONS allow applications to apply non-standard
TCP behavior, which is mandatory by some TCP hole punching methods (like
ignoring FINs send by a NAT). While TCP implementation is normally provided
by the platform, a raw socket can be used for a user space implementation.
However, access to raw sockets generally requires elevated privileges, which
may not be available in all environments due to security and administrative

restrictions.

TTL manipuLATION sends outbound packets with a TTL value that is just high
enough to pass the NAT. This action creates a mapping but prevents the peer’s
NAT from sending a FIN segment that could prematurely terminate the con-
nection. After sending the low TTL SYN packet, the private host closes the

socket and reopens another socket on the same local port, ready to listen for
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incoming connections. Now the other host can initiate a TCP connection. While
this approach does not need a custom TCP implementation, setting a custom
TTL value is also a privileged action. Finding the right TTL might also be
challenging in complex NAT environments [ GTFo4].

Having explored the intricacies of NAT and its influence on network communi-
cation, the foundational aspects of TLS are now the focus. TLS is used to secure
data transmission over networks, ensuring that communication between over-
lay network nodes remains confidential and authentic, especially in untrusted

environments.

TLS FUNDAMENTALS

TLS is a cryptographic protocol designed to provide secure communication
over a computer network [Res18]. It is widely used to ensure privacy, integrity,
and authenticity between two communicating applications, such as a web
browser and a server. TLS encrypts the data transmitted between the client
and server, thus protecting it from eavesdropping and tampering.

The protocol begins with a handshake process, during which the client
and server negotiate key parameters for the secure session, including the
TLS version, encryption cipher suites, and session keys. The handshake is
initiated by one peer (the client) and then confirmed by the other (server).
During this handshake, the server presents its digital certificate, which the
client verifies to ensure the server’s identity. Once the handshake is completed,
a secure, encrypted communication channel is established using symmetric
encryption for efficiency. Public key cryptography is used during the handshake

to exchange the encryption keys securely.

1 (1) ClientHello, ... 1 1 (1) ClientHello, ..., 1
' i | P )
: (2) ServerHello, ..., Finished, : : [P HORT ] ::
1 [Application data] | | (2) ServerHello, ..., |
= 1 ! Application dat !
! ..., (3) Finished, ! o Applicationdata] |
1 [Application data] ‘I I 1
r L] 1 1
par i par |
' [Application data] ) ' [Application data] )
1 gt L gl
:‘ [Application data] : :‘ [Application data] :
& 1 ~ 1
[} [} ] ]

(a) Full handshake. (b) o-RTT handshake.
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Figure 2.11: TLS handshake modes with
and without reuse of previously received
information, highlighting 'encrypted

data. [BRF23a].
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Starting with version 1.3, TLS provides two handshake modes relevant to
distinguish [Res18]:

2.5.1 Full handshake

The full 1-RTT handshake (Figure 2.11a) is used for the initial connection
establishment when no previous cryptographic information exists between

client and server.

(1) The client initiates the handshake by sending a ClientHello message to
the server. This message contains the client’s cryptographic capabilities,
including information like the supported cipher suites, TLS versions, and

any extensions.

(2) The server responds with a ServerHello message, which includes the
server’s choice of cipher suite and the cryptographic parameters for the
session. The server may also send its certificate or other optional messages
required for authentication and key exchange. The server then completes
its part of the handshake with a Finished message. At this point, the

server can optionally start sending encrypted application data.

(3) After receiving the server’s messages, the client responds with a Fin-
ished message, confirming that it has received the server’s information
and that the handshake is complete from its side as well. Once this is

done, the client can also start sending encrypted application data.

2.5.2 0-RTT handshake

The o-RTT handshake (Figure 2.11b) allows the client to send data to the
server immediately without waiting for the full handshake to complete. This
is possible when the client and server have communicated previously, and the

client has stored session information from an earlier connection.

(1) The client initiates the handshake by sending a ClientHello message
indicating that the client wants to initiate a 0-RTT handshake. Following
this, the client sends encrypted application data based on previously
established session information, assuming the data to be processed by

the server.

(2) After receiving the ClientHello and application data, the server checks

session information and proceeds to decrypt and process the data if it’s
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valid. The server’s response includes a ServerHello to confirm session
resumption. Further, the server can send encrypted application data

immediately afterwards.

2.6 THE TASKLET SYSTEM
The Tasklet edge computing system [Sch+16] shown in Figure 2.12 consists of

three main COl’l’lpOI'lel’ltSZ resource providers, resource consumers, and resource

brokers.

Broker

Resource Resource Resource Providern Tasklet @
Provider {:E:] Consumer and Consumer VM m

e Resource providers are participants in the Tasklet system who offer
their local computing resources to support the execution of Tasklets from
other participants. Tasklets are self-contained computation units, typi-
cally at the granularity of function calls, that can be executed on remote
resources. These providers make their processing power, memory, and
other computational resources available for use by resource consumers,

facilitating the offloading of tasks that require additional capacity.

e Resource consumers are participants that offload local computations
by utilizing Tasklets. This offloading occurs for various reasons, such
as when local resources are insufficient or exhausted, or when faster
computation is desired to achieve quicker results. By leveraging exter-
nal computational resources, consumers can optimize performance and

manage resource constraints more effectively.

o The broker is essential for the Tasklet system, facilitating the matchmak-

ing process between resource consumers and providers.
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Figure 2.12: The Tasklet system. Compu-
tation resources are offered by resource
providers (P) in the form of virtual ma-
chines (TVMs) to resource consumers
(C). Scheduling is performed by the
peer-to-peer broker overlay. Tasklets and
results are exchanged directly between
providers and consumers.
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Figure 2.13: The Tasklet life cycle
[Bor+23].
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After the various components of the Tasklets system have been introduced,

the life cycle of a Tasklet [Bor+23], as shown in Figure 2.13, is now presented:

(1) The application requiring additional computing power packages the local
computation into a Tasklet and submits it to the locally running Tasklets

system, which processes the “Submit task” request.

(2) The locally running Tasklets system sends a “Resource request” to the

broker to obtain the necessary computing resources.

(3) The broker selects the most suitable provider for this request and per-

forms the “Assign resource” operation.

(4) The broker sends a “Resource response” back to the consumer, informing

it of the selected provider.

(5) The consumer “Offloads task” by forwarding the Tasklet directly to the

chosen provider for execution.
(6) The provider “Execute” the Tasklet locally using its available resources.

(7) After execution, the provider performs a “Return result” operation of

the Tasklet to the consumer.

(8) The local Tasklet system performs a “Forward result” operation to the

application, completing the Tasklet’s life cycle.

It is necessary for communication between providers, consumers, and the
broker so that all parties can reach each other. However, this is not always
the case in edge environments, which would prevent the Tasklet system from
easily utilizing such resources. The existing application’s limitation is overcome
by using middleware, which provides the necessary routability between all

participants.
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2.7 CHAPTER SUMMARY

This chapter presented various topics that all contributed to making the under-
lying edge network infrastructure and its hosts more accessible and manageable.
SDN is a networking management approach that enables centralized network
control through a unified interface and configuration language. IBN is built on
many SDN concepts and provides network configuration through a declarative
abstraction that describes what is desired from the network rather than how it
is achieved. Some of the concepts of SDN and IBN have inspired the system
proposed by this thesis. Overlay networks help abstract from the limitations
of underlying edge resources, providing an idealized view and control of avail-
able resources while transparently hiding corresponding complexity from the
application. NAT is a widely deployed technology on the Internet, introducing
indirections in host communication. This imposes restrictions on individual de-
vices and methods for traversal, which must be considered when constructing
overlay networks of edge devices, as up to 92 % of Internet hosts are affected by
NAT [Haa+16; WP17]. TLS is a proven protocol providing secure communica-
tion between edge devices. The Tasklet system is a computation-offloading
system that can transform computations into self-contained units that can be

sent to other computers.
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Requirements analysis

This chapter introduces requirements for a software-defined overlay networking system.
These resulting requirements are used in assessing prior work and that guided the
development of a software-defined overlay networking system, which is presented later

in this manuscript. The chapter consists of the following sections:

e Section 3.1 defines a scenario to identify all stakeholders of a software-defined

overlay networking system.

e Section 3.2 describes each software-defined overlay networking system stake-

holder’s needs.

e Section 3.3 and Section 3.4 specify both the functional requirements and non-

functional requirements of a software-defined overlay networking system.

e Section 3.5 summarizes the chapter.

SOFTWARE-DEFINED OVERLAY NETWORKING SCENARIO

A scenario is created to identify the stakeholders involved in an software-
defined overlay networking (SDON) system used by a distributed application.
Scenarios serve as informal descriptions of a system’s usage, offering a high-
level overview of its functionality. They typically outline the system’s operation,
different user groups, and potential exceptional situations [LK22]. Further, the
interactions between the stakeholders and the system are explored. Figure 3.1
illustrates the scenario, where the stakeholders and their interactions are as
follows:

The application developer has specific requirements for the overlay network
needed by its distributed application. The developer used the application
programming interface (API), provided by the SDON system, to express
the overlay network requirements. Thereby, the developer can use overlay
network-related functionalities of the SDON system, and thus do not need to
be implemented by the application. This allows the developer to focus on the

development of other functionalities of the application.
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Figure 3.1: Stakeholders and their inter-
actions in a software-defined overlay net-
working (SDON) system.
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The distributed application is a standalone software that relies on a network
to enable communication between its distributed components. While the ap-
plication is used like any other software, it transparently utilizes the overlay
network managed by the SDON system. Further, the application may specify
new intents during runtime.

The SDON system manages the overlay network desired by the distributed
application by configuring the edge devices that form the overlay.

The overlay network provides an idealized view and access to the underlying
resources. It offers services to the application that are not provided by the
underlay. The complexities of managing and utilizing the overlay network are
transparently hidden from the application and the user.

The application user runs the application like any other software, while the
application transparently uses the overlay network to provide the desired
functionalities. This allows the user to seamlessly access resources from various
edge devices without needing to understand how these resources are managed
or offered.

An edge device is any computer system that is willing to offer its local resources
to a SDON system. This could be dedicated devices waiting to be configured
by the SDON system or, in the case of a P2P application, the computer system
currently running the distributed application.

Lastly, the SDON system maintainer maintains the implementation of the
SDON system. It ensures the ongoing health by fixing reported bugs and

addressing feature requests from users and developers.
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3.2 STAKEHOLDERS

In the subsequent section, each stakeholder is described by outlining their

interests and responsibilities [LK22] as well as tangible benefits [Maco7].

APPLICATION DEVELOPER  This stakeholder is responsible for integrating
the SDON system into the distributed application.

The developer expects the SDON system to manage any overlay network-
related tasks. Therefore, possible tasks are, e.g., communication protocol de-
sign, peer discovery, overlay network implementation and operation, resource
management, and security. By delegating these tasks to the SDON system, the
developer expects a streamlined development process and transparent overlay
network management during runtime. The development process itself must
also be supported by effective testing and debugging options.

Additionally, the developer expects the SDON system to use available device
resources as efficiently as custom overlay network management in both small-
and large-scale systems. Overall resource usage should be maximized, resulting
in a minimized cost of running the application. The system is required to not
only use the optimal resources but also include suboptimal ones, as long as
they are still adequate, in order to distribute the workload more evenly across
all available resources.

Distributed application may have requirements regarding additional overlay
services, like custom routing, forwarding, quality of service (QoS), commu-
nication encryption, and other mechanisms that help to improve the use of

unreliable and heterogeneous edge resources.

APPLICATION USER  The application user runs the application and expects
seamless functionality, whereas the overlay network runs transparently, ensur-
ing that the distributed application behaves as a unified system. Additionally,
the user expects the system to provide high reliability, with minimal perfor-
mance degradation, even in the face of communication failures, resource churn,
or malicious resources. The distributed application should maintain seamless
functionality.

Furthermore, in a P2P application scenario, the user accesses and offers
resources simultaneously. In this case, the user should also be able to stop

resourcing sharing at any time, such as by exiting the application.
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The application may involve transmitting sensitive data, which raises secu-
rity and privacy concerns. Therefore, the SDON system should support the

integration of appropriate safeguards.

SDON SYSTEM MAINTAINER  The SDON system maintainer aims to sup-
port developers in creating performant distributed applications and ensure
reliable operation. To achieve this, the maintainer should deliver an easy-to-use,
well-defined, and documented API. As applications’ requirements vary, the
system should be extensible to match the wide range of possible use cases. The
maintainer is also responsible for ensuring the system’s longevity by fixing
reported bugs and adding requested features without unnecessarily disrupting

its overall architecture.

In summary, the needs and concerns of all key participants involved in a
SDON system are discussed, providing a comprehensive understanding of
the overall system. Some of the mentioned interests conflict with each other,
such as the application user’s need for the best possible user experience and
SDON system’s inclusion of suboptimal resources. Therefore, the SDON system
must consider these conflicting interests and achieve a balanced trade-off
between these needs. The insights gained in this section assist in defining the
requirements that a SDON system must meet, which are addressed in the

following sections.

FUNCTIONAL REQUIREMENTS

After identifying all relevant stakeholders, in this section, the functional re-
quirements (FRs) are extracted to specify what a SDON system must be able
to do.

FR1: DYNAMIC OVERLAY NETWORK PROGRAMMING  The primary func-
tion of the SDON system is to equip distributed applications with an overlay
network that aligns with the application requirements. No restrictions should
be imposed on the type of overlay networks, especially regarding topology,
routing behavior, and optimization [LHM10]. Given that both the application’s
requirements and the environment in which the overlay network operates can
change during runtime, the system must be capable of dynamically adapting

the overlay network to meet evolving constraints.
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FR 2: SELF-CONFIGURATION  The SDON system is intended to free the
developer from tasks related to the overlay network programming and man-
agement. Therefore, developers should only specify the overlay network’s
high-level goals. The whole system must be operational without external in-
terventions by autonomously configuring itself [Fis1z2]. Further, the system
should automatically devise a strategy based on known mechanisms to achieve
those goals efficiently. Achieving consistent and coordinated actions across all
components in overlay networking is essential. This ensures the system can
quickly adapt to changing application requirements and edge resources. Such
a level of coherence and efficiency is only possible when a unified, centralized

control instance governs the configuration and behavior of all nodes.

FR 3: OVERLAY SERVICES  Since application requirements vary, the overlay
network required varies as well. Therefore, the overlay network should provide
a wide range of services, helping the application offload functionalities to the
overlay system and to make better use edge resources. This includes services
such as custom routing, forwarding, QoS, or communication encryption. It
must be possible to dynamically enable these services and restrict them to spe-
cific application components. Services should also be able to operate without
interfering with each other. Finally, applications should be able to add their

own overlay services to the system.

NONFUNCTIONAL REQUIREMENTS

In addition to the FRs, there are nonfunctional requirements (NFRs) that define

how the system should behave.

NFR 1: EFFICIENCY  The SDON system must be designed for high efficiency
to meet application users” application developers’, and edge device’s expectations.

For application users, the SDON system must use the overlay network opti-
mally, ensuring that the application runs smoothly with e.g., minimal latency,
fast response times, and optimal bandwidth use. The user should experience a
seamless and uninterrupted service even under changing or restricted edge
network conditions.

For application developers, the SDON system must provide APIs that allow the
overlay network to be designed to maximize the use of underlying resources.
This includes minimizing the overhead related to overlay network and edge de-

vice management. Additionally, in untrusted environments where distributed
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applications commonly operate, the system must adapt edge device resources
to improve utilization and align with the application’s requirements.

For edge devices, the SDON system should ensure that the offered resources
are optimally allocated and used. The system must minimize unnecessary
resource consumption, such as reducing CPU, memory, and bandwidth us-
age. Additionally, it should dynamically adapt to changing workloads and
network conditions, ensuring that resources are used in a cost-effective manner
and aligned with both the application’s requirements and the edge device’s

limitations [Macoy].

NFR 2: OVERLAY ROBUSTNESS  The SDON system must feature a high
degree of robustness to function correctly under stress conditions such as
invalid inputs, resource unavailability, and communication failures [IEEgo].
The system must maintain stable overlay networks, even amidst fluctuations
in resource behavior and resource availability. This robustness ensures that
consistent, “acceptable” behavior is preserved, successfully managing adverse
or unexpected conditions [FMPos5]. In case of a failure, the system should pro-
vide self-healing mechanisms that automatically detect and restore the affected
components back to a normal state. Furthermore, the attack surface for poten-
tial attacks from external or internal participants must be minimized as much
as possible. This robustness is particularly important in edge environments, as
edge devices and edge networks display varying levels of reliability and may
leave the system at any time or change behavior due to network transitions.
Therefore, all resources in these environments must be considered unreliable

and untrusted by default.

NFR 3: SCALABILITY is crucial for the SDON system to accommodate
a broad spectrum of application deployment sizes. A system is considered
scalable if its performance grows in proportion to the size of resources added
[Hilgo]. The system must perform efficiently across both small and large-
scale environments. It should be capable of horizontal scaling (scaling out)
by dynamically incorporating additional edge devices and resources into the
overlay network to distribute workloads effectively [ST23].

In addition to the scalability of the edge devices and resources available
to the system, scalability must also be maintained concerning the size of the
requested overlay network in terms of links and nodes. Furthermore, central
components that could create bottlenecks or lead to single point of failure
(SPOF) must be avoided [Fis12].
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NFR 4: EXTENSIBILITY is essential for the SDON system to accommodate
to various distributed applications. It must be designed to facilitate easy cus-
tomization, allowing for the seamless addition or replacement of components
without disrupting existing operations [ST23]. The system must specifically
support extensibility concerning constructing and managing different types
of overlay networks and the associated mechanisms. Additionally, the sys-
tem must be extensible to include measures that optimize resource utilization
in edge environments and integration of a wide range of edge devices and

network types.

NFR 5: SECURITY To operate securely across potentially untrusted environ-
ments, the SDON system must address key security goals, such as confidentiality,
integrity, and availability [LK22].

Confidentiality prevents unauthorized access to transmitted data and can be
achieved using techniques such as end-to-end encryption. End-to-end security
is essential even when communication is relayed through third parties, ensuring
that intermediaries cannot access the data. The encryption of the data must
rely on session keys, ensuring that even a future compromise of long-term
secrets (e.g., the private key) does not allow the reconstruction of a session
key, thus achieving PFS [Rof311].

Integrity guarantees that data transmitted over the overlay network remains
unaltered and protected from unauthorized modifications by third parties.
Furthermore, it must be possible to reliably associate the data with a specific
sender, even in indirect communication scenarios where end-to-end security
must be maintained [Rof311].

Availability ensures that a system, its data, and functionalities are accessible
to users whenever required. It also requires that resource access remains un-
interrupted, even during failures, attacks, or high load, ensuring continuous

operation and minimizing downtime.

CHAPTER SUMMARY

This chapter identified FRs and NFRs for a SDON system. A requirements
analysis was conducted using a scenario to identify stakeholders, including ap-
plication developers, application users, and SDON system maintainers, along
with their needs. Based on these needs, requirements were identified, such

as dynamic overlay network programming (er 1), self-configuration (¢r 2),
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dynamic overlay services (¢r 3), efficiency (NFR 1), overlay robustness (NFR 2),

scalability (NFR 3), extensibility (NFr 4), and security (NER 5).



Related work

In this chapter, related work relevant to this thesis is reviewed, focusing on approaches
that facilitate the creation of distributed applications through overlay networking

technologies. The chapter is structured as follows:

o Section 4.1 establishes a classification for the literature analysis and presents

related work following this classification.

e Section 4.7 evaluates prior work against the requirements of a software-defined
overlay networking system identified in Chapter 3 to highlight gaps in prior

work.

CLASSIFICATION

The creation process of a distributed application can be divided into several
life cycle phases (Figure 4.1). Related work is classified into five areas corre-

sponding to the following phases [RF20]:

1. Design: Defines the architecture and component interaction based on
the requirements. Focuses on aligning technical design with business

goals, ensuring robustness, scalability, and maintainability (Section 4.2).

2. Code: Implements the design through coding. Produces reliable, scalable,

and efficient code to meet requirements (Section 4.3).

3. Test: Verifies component interaction and checks for correct functioning.
Involves writing and conducting tests to ensure all requirements are met

(Section 4.4).

4. Deploy: Installs and configures the application across hosts. Ensures a

smooth transition to production (Section 4.5).

5. Monitor: Monitors performance and reliability. Tracks metrics, detects is-
sues and ensures stability by scaling or migrating components as needed

(Section 4.6).
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Monitor Code

Deploy Test

Figure 4.1: Overlay network develop-
ment life cycle.
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RELATED WORK

After categorization, this chapter presents the relevant work. The literature
review includes approaches with varying scopes. Some works are extensive,
addressing multiple challenges in developing distributed applications using
overlay networking technologies, while others focus on solving specific as-
pects. The review period spans over three decades and covers several areas of

distributed systems development.

DESIGN METHODOLOGIES FOR OVERLAY NETWORKS

The design phase of a distributed application overlay network involves translat-
ing the requirements into a detailed architecture that defines how the system’s
components interact. This phase is critical for aligning the technical aspects of
the application with business objectives and performance goals. During this
phase, architects and developers decide on the software’s structure, technol-
ogy stack, and data flows. The primary goal is to ensure the system is robust,
maintainable, and scalable. [RF20].

In this context, works are identified and classified into overlay network tax-

onomies (Section 4.2.1) and declarative application modeling (Section 4.2.2).

Decision-support through overlay network taxonomies

Survey papers provide taxonomies that offer an overview and comparison
of existing overlay network schemes, guiding the selection of an appropri-
ate overlay network for specific application use cases. Notable work includes
[Lua+o5; ASo4; KS10; Pas12; RMo6], which each compare popular overlay net-
works like the structured overlay networks CAN, Chord, and Pastry [Rat+o01;
Sto+03; RDo1] as well as the unstructured overlay networks Hyphanet (for-
merly known as Freenet), Gnutella, and FastTrack [Cla+o1; KRo2; KRo4].
The papers compare the overlay networks based on different functionalities
and performance metrics. The following aspects are identified as often being

considered to assist in the selection of the correct overlay network scheme:

o Assess the overlay network system’s decentralization degree.
o Describe the operational architecture of the overlay network system.

e Specify the overlay’s lookup query protocol performance in terms of message

complexity.

o Identify the required overlay network system parameters for operation.
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Evaluate the lookup routing protocol performance in the overlay.

e Analyze the routing state and scalability of the overlay network system.

Describe the behavior of node churn and related self-organization.

Look into the overlay network security.

Examine the robustness and fault resiliency of the overlay network system.

Review the fairness of resource allocation to assess the balance of respon-

sibilities and dependencies among all overlay network participants.

Based on this work, architects and developers get a comprehensive overview of
overlay network techniques, allowing them to make an informed decision about
choosing the best-suited existing one or creating a new overlay. However, the
benefit of these surveys may be limited if they do not address aspects of interest
relevant to the specific application, such as how well the overlay network
topologies map onto the physical network infrastructure or their behavior
in mixed mobile, wireless, and ad-hoc network environments. Furthermore,
[Lua+o5] mentions that an overlay’s behavior in real-world networks like the

Internet is often not considered.

Declarative application modeling

Other papers present methodologies for modeling distributed applications
declaratively, where developers can specify what the solution should accom-
plish rather than how it should be achieved, contrasting with imperative pro-
gramming. While some of the following approaches are limited to modeling
the system, other models support features such as automatic source code gen-
eration or automatic service management during overlay network operation
that can be used in later software development life cycle phases. This section
covers rule-based application specification, embedding service descriptions
in source code, domain-specific language (DSL) descriptions, and modeling

overlay networks as distributed databases.

RULE-BASED APPLICATION SPECIFICATION is applied by approaches like FogBrain
[FB20] and MARIO [Bro+20]. FogBrain provides an approach where the appli-
cation, the included services, and the service interconnections can be specified
via declarative rules. In MARIO, management policies that define triggers when

and how an application should undeploy, migrate, or replicate services to keep
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Snippet 4.1: Example VR application
specification in FogBrain [FB20].

RELATED WORK

the application state aligned to a desired goal can be specified. Both approaches
have been implemented using the Prolog logic programming language. Prolog
employs a declarative programming paradigm, meaning the logic of computa-
tion is articulated through relations, manifested as sets of facts and rules that
can be queried to resolve problems via logical inference [CM12].

Snippet 4.1 shows an example of a VR application specified with FogBrain.
Line 1 specifies the application with identifier vrApp and three services video-
Storage, sceneSelector, and vrDriver using an application/2 fact. In the
next line, a service/4 fact is used to describe the videoStorage service with
software requirements mySQL and ubuntu, as well as hardware requirements of
16 GB of memory. Lines 3 to 4 describe the two other services, and in lines 5
to 8, the interaction requirements between all services using s2s/4 facts are
specified. For instance, line 5 specifies that communications directing from
service videoStorage to service sceneSelector requires a latency of at most
150 ms and a bandwidth of at least 8 Mbit/s.

application(vrApp, [videoStorage, sceneSelector, vrDriver]).
service(videoStorage, [mySQL, ubuntu], 16, [1).
service(sceneSelector, [ubuntul, 2, [1).

service(vrDriver, [gcc, make], 2, [vrViewer]).
s2s(videoStorage, sceneSelector, 150, 16).
s2s(sceneSelector, videoStorage, 150, 0.5).
s2s(sceneSelector, vrDriver, 20, 8).

s2s(vrDriver, sceneSelector, 20, 1)

Such rule-based approaches present a declarative continuous reasoning frame-
work to support runtime management decision-making. Both approaches do

not support application topology changes like adding/removing services.

EMBEDDING SERVICE DESCRIPTIONS into the source code is an approach that is for
example used by the multi-agent platform Jadex [BP12] and the distributed
computing framework Ray [Any17]. Service properties, dependencies and
interfaces are specified declaratively with method. Such descriptions can be
interpreted by a suitable runtime environment, as with Jadex. This runtime
environment ensures that the service is executed according to its configuration
and that all dependencies are resolved. Therefore, the application developer

is freed from tasks such as manual dependency management, service deploy-



4.2 DESIGN METHODOLOGIES FOR OVERLAY NETWORKS

ment, resource allocation, and runtime configuration adjustments. This design
principle, known as inversion of control, improves modularity and flexibility
by decoupling the execution of components from their implementation. This

allows systems to be more dynamic and adaptable.
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@Description("This agent provides a basic chat service.")
@Agent
@ProvidedServices(@ProvidedService(type=IChatService.class,
implementation=@Implementation(ChatServiceD2.class)))
@RequiredServices({
@RequiredService(name="clockservice", type=IClockService.class),

@RequiredService(name="chatservices", type=IChatService.class, scope=ServiceScope.PLATFORM)

1)
public class ChatD2Agent
{
}

Snippet 4.2 illustrates this design principle with the ChatD2Agent agent taken
from the Jadex tutorial. In Jadex, all services are part of an agent, which can
be — like in this case — an empty Java class for a simple agent. The service
descriptions are formulated by using Java annotations. The @ProvidedSer-
vices annotation in line 18 informs the Jadex runtime that this agent offers a
service of type IChatService and that this service should be instantiated using
the corresponding implementation ChatServiceD2. Conversely, the @Required-
Services annotation specifies the services required by the agent for execution,
in this case, services of types IClockService and IChatService. The attribute
scope in line 22 is used to specify the scope in which a required service should
be looked up for. It is worth noting that in Jadex, a distributed application is
organized into components and sub-components corresponding to this scope.
While the IClockService is only searched within the current or immediate
sub-components, the IChatService is searched across all components of the

Jadex platform.

This design paradigm offers advantages in terms of application modularity
and testability. However, in exchange, the developer loses some control over
the application as the framework supervises the runtime environment. This
can lead to increased dependency on the particular framework and restricted
expandability and debugging.. These are aspects that engineers and developers

of a distributed application should consider beforehand.

Snippet 4.2: Service descriptions are di-
rectly embedded to the source code in
Jadex [BP12].



48

RELATED WORK

DSL-BASED OVERLAY NETWORK BEHAVIOR MODELING. Approaches such as MACE-
DON, Mace, SEDA, and by Lopes [Rod+04; Kil+o07; WCBo1; Lopg7] introduce
DSLs where tailored language syntax and semantics simplifies the overlay
network description, reducing errors, and increasing development efficiency.
Further, such overlay-generic application programming interface (API) in-
creases the interoperability between different overlay networks and applica-
tions, simplifying consistent experimental evaluation.

The mentioned approaches have in common that they all implement overlay
node’s behavior using an event-driven finite state machine (FSM). Here, FSMs
typically consist of states, events (triggered by actions like message reception or
peer failures), transitions that define responses to these events, and timers for
scheduling future processes.

Approaches like Mace and Macedon support the generation of source code
based on these high-level specifications. The generated code can be used un-
modified in Internet settings, as all necessary functionalities, such as thread
and timer management, network communication, and state serialization, are
automatically provided. The generated source is API-consistent, allowing seam-
less integration into the application and ensure that overlay network changes

do not require modifications elsewhere in the system.

While DSL-based development can significantly reduce development effort, it
may come with the cost of potentially reduced overlay network performance
due to the required overlay network abstraction layer (the FSM). Additionally,
the authors of MACEDON note that some overlay networks may not be ex-
pressible using a FSM. Nonetheless, such approaches are well-suited for rapid

prototyping and evaluating various overlay network schemes.

MODELING OVERLAY NETWORKS AS DISTRIBUTED DATABASES, as introduced by ap-
proaches like OverLog and Behnel et al. [Loo+05; BBos], provide a method
for designing overlay network topologies as database management systems
(DBMSs). This approach treats each node’s knowledge about itself and its
directly connected overlay network neighbors as a partial view of a distributed
database containing all node information.

Behnel et al. design overlay networks using a SQL-like declarative languages.
Based on stored queries, a management system makes decision about relevant
neighbors, attributes of interest, and messages transmitted. This approach
makes it necessary, that all information will eventually reach all nodes. Behnel
et al. suggest various methods, including broadcast, active lookup, overhearing

routed messages, central discovery services, and epidemic communication.
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CREATE VIEW chord fingertable AS

SELECT node.id

FROM node_db

WITH log k = log(K)

WHERE node.supports_chord = TRUE AND node.alive = TRUE
HAVING  ring dist(local.id, node.id) IN (2f, 2i+1)
FOREACH i IN [0, log k)

RANKED  highest(1l, ring dist(local.id, node.id))

Snippet 4.3 demonstrates how a Chord graph can be formulated using the
SQL-like overlay specification language (SLOSL) [BBo7]. Chord is a DHT or-
ganizing nodes in a circular identifier space, with each node maintaining links
to its successor, predecessor, and “fingers” — peers at exponentially increasing
intervals for efficient routing [Sto+03]. In SLOSL, the clauses CREATE VIEW,
SELECT, FROM, and WHERE function similarly to their counterparts in SQL. The
CREATE VIEW clause initiates a node set view named chord fingertable. Lines
1 to 2 utilize the SELECT and FROM clauses to define the view’s attributes and
data sources, specifically showcasing the node. id attribute and integrating it
as a sub-view of the local node table, node_db. The WITH clause sets variables or
options, notably by assigning 1og_k a default value representing the logarithm
of the DHT key space size K. Line 5 s WHERE clause filters nodes into the view
based on their support for the Chord protocol and their status as “alive”, ex-
cluding those considered dead by the local node. The FOREACH clause outlines
a set of buckets corresponding to individual chord fingers, with the HAVING
expression allocating nodes to these buckets. Line 8 then selects the highest

node from each bucket to finalize the view setup.

Designing overlay networks as DBMSs allows developers to focus solely on
the view configuration rather than the underlying overlay network protocol,
effectively decoupling the design process. Behnel et al. acknowledge that while
performance may not match that of a direct implementation, the benefits of
rapid replication and flexibility justify its use. Further, manual configuration
is still necessary to select appropriate algorithms, such as a gossip protocol,
to maintain the currency and accuracy of the views. While the approach ex-
plained how a node locally decides what information is relevant to create and
maintain its local view of the overlay networks, the efficient propagation of

this information was out of scope.
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Snippet 4.3: Implementation of the
Chord graph [Sto+03] in SQL-like
overlay network specification language
SLOSL [Beho7].
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CODING-SUPPORT FOR OVERLAY NETWORKS

The code phase in the life cycle of a distributed application overlay network
covers implementing the overlay’s functionality. During this phase, developers
write code to realize the design specified in the previous phase. The primary
goal of this phase is to produce reliable, scalable, and efficient code that meets
the specified requirements. [RF20].

Two approaches are identified that support this life cycle phase in this con-
text: Providing building blocks for generic overlay network functionalities (Sec-

tion 4.3.1) and utilizing concurrent programming paradigms (Section 4.3.2).

Distributed application programming environments

Distributed application programming environments facilitate the development
of distributed applications with overlay networks by providing adaptable build-
ing blocks designed to address common challenges in distributed systems. For
example, JXTA [Gono1] and libp2p [Pro20] are software libraries that facilitate

P2P communication and simplify distributed application development.

THE JXTA P2P FRAMEWORK, originally developed by Sun Microsystems, includes
a suite of six protocols and components utilizing these protocols to provide
often-needed P2P functionalities. Within this framework, JXTA features two
fundamental protocols designated as core protocols, vital for basic message
routing and query resolution, while the remaining four protocols build on

these two core protocols to provide higher-level functionalities [Tra+o02]:

o Endpoint routing protocol: Facilitates route discovery for message trans-
mission between peers, particularly through intermediary relays when

direct routes are unavailable.

o Rendezvous protocol: Manages message propagation across peer groups
by allowing peers to subscribe to and propagate messages within a peer

group’s rendezvous service.

o Peer discovery protocol: Enables peers to publish and discover advertise-
ments related to peers, peer groups, modules, pipes, and content using

resolver queries.

e Peer information protocol: Supports the retrieval of status information
about peers, including status, uptime and capabilities, using resolver

queries for propagation.
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e Pipe binding protocol: Establishes virtual communication channels, or
pipes, between peers and manages the binding of these pipes to physical
peer endpoints. These pipes provide quality of service (QoS) guarantees

and are used for application traffic.

Sun
. J ).(TA JXTA community applications JXTA
applications applicati
pplications
* Indexing
JXTA Sun JXTA

JXTA community services * Searching

services " :
* File sharing

services

JXTA | Peer pipes | | Peer groups | | Peer monitoring |

core |

Security |

Any peer on the extended Web

The JXTA architecture displayed in Figure 4.2 is structured into three main
layers: core, services, and applications. The core layer provides the fundamental
protocols and mechanisms for P2P communication, including peer discovery,
peer communication, peer group management, and security. Building on these
core protocols, the services layer offers higher-level functionalities such as
indexing, searching, and file sharing, facilitating more complex interactions and
functionalities required by distributed applications. Finally, the applications
layer consists of the end-user applications that leverage the core and services
layers to perform specific tasks, providing user-facing functionalities built
on top of the core and service components. Sun Microsystems envisioned a
community developing over time to provide services and applications for the

JXTA ecosystem.

LIBP2P originated as the networking protocol for the InterPlanetary File System
(IPFS) project [Ben14 ] and has since been abstracted into a standalone modular
networking stack utilized across various projects for P2P communication. In
contrast to JXTA, libp2p is aimed more at interoperability across different
programming languages and versions, thereby providing developers with the
flexibility to integrate P2P capabilities into diverse software environments.
The architecture of libp2p is designed to be modular, allowing developers

to tailor the overlay network stack by selecting specific components that meet
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Figure 4.2: JXTA architecture.
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their applications’” requirements. This modularity extends to the transport
layer, accommodating a range of protocols to ensure operability under various
network conditions, including challenging scenarios such as NAT traversal.
libp2p comprises a suite of language-agnostic protocol specifications that
support fundamental P2P functionalities like peer discovery, data storage and
retrieval, and secure communications. Security features include peer identity
verification through public key cryptography and encrypted communications

to safeguard data exchanges.

In conclusion, JXTA and libp2p offer libraries that accelerate distributed appli-
cation development by providing directly usable and well-tested components.
These components primarily address lower-level functionalities, which require
developers to engage in significant configuration. Integration efforts to achieve
higher-level functionalities are tailored to specific requirements and can there-

fore introduce complexity.

Concurrent programming paradigms

While the approaches in the previous chapter are software libraries integrated
into the application, this chapter introduces frameworks that utilize concur-
rent programming paradigms like actor-based and agent-based programming.
Here, an application is modeled as a collection of software actors or agents
who interact with each other to achieve given goals.

The actor-based model [ Agh86] is a computational paradigm where actors
are the fundamental computation units. All actors are independent software
components that do not share data and communicate through asynchronous
message passing with non-deterministic message delivery. They operate au-
tonomously with location-transparent communication, relying on thread-based
local behavior and a mailbox that buffers incoming messages, serving as the
universal identifier for the actor [CN22].

An agent is an goal-driven entity capable of learning and adaptation, while
an actor focuses on concurrency and state isolation through asynchronous
message passing [Fergg].

This programming model fosters scalable application development by simpli-
fying concurrency management, ensuring inherent fault tolerance, enhancing
scalability, providing location transparency, and facilitating easier debugging
and maintenance by encapsulating state and behavior within actors. These fea-
tures make it a powerful and effective alternative to traditional multi-threaded

systems that rely on shared data and locks [Leeo6].



4.3 CODING-SUPPORT FOR OVERLAY NETWORKS

The principles of these approaches for overlay network programming are
now discussed, based on the work of actor-based programming platforms
Akka, Parallel Theatre, and ActorEdge [Ligog; Nig21; AZ17] and agent-based
programming platforms Jadex, JADE, and JaCoMo [BP12; BPRo1; Boi+13].
These approaches provide runtime platforms to host multi-actor/multi-agent
applications running locally or distributed multiple systems connected through
a network.

The following section contains further description of Parallel Theatre, which
offers the most comprehensive features for distributed application develop-
ment, including automatic actor migration between remote platforms and
dynamic load balancing. In Parallel Theatre, the actor runtime environments
are called “theatres”. Each theatre consists of four layers: (1) The application
layer (AL) contains actors assigned locally for execution. (2) The control layer
(CL) manages scheduling and dispatching messages among AL actors. (3) The
transport layer (TL) facilitates remote interactions through communication
networks, typically using TCP sockets. (4) The time server layer (TS) ensures

a common global time notion within the system.

Theatre#2
o)

actors

Theatre#N

Theatre#1

Trans Laye
Message ransportLayer

@ actor on theatre
@ actor migrating

@ actors

Theatre#3

Q actor proxy

Figure 4.3 shows the relationships between theatres, the messages travel-
ing through the network, and the actors within the system. Black circles (o)
represent actors currently executing in a specific theatre. White circles (o)
indicate actors that have moved away from their original theatre. Gray circles
(@) depict actors that are migrating to a new destination theatre.

As part of a load-balancing strategy, an actor can migrate between different

theatres during its lifecycle. A proxy version is then created in the original
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Figure 4.3: Distributed actor-based sys-
tem consisting of N actor runtime envi-
ronments called “theatres” [CNS20].
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1 “The temporal logic of actions (TLA) is a logic
for specifying and reasoning about concurrent
systems.”—[Lamog4 |
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theatre when the actor migrates. This proxy is a placeholder and message
forwarder, retaining the last known destination theatre. Messages directed to

a proxy actor are transparently forwarded to the indicated remote theatre.

To summarize, concurrent programming paradigms like actor-based and agent-
based programming offer an easy-to-use, lock-free, and concurrent computing
model that supports the development of scalable distributed application over-
lay networks. However, these paradigms can introduce complexity in debug-
ging and managing states across distributed systems, along with performance

overhead, a steep learning curve for developers, and limited tooling.

TESTING FRAMEWORKS FOR OVERLAY NETWORKS

In the test phase of a distributed application overlay, it is verified that all com-
ponents interact correctly. This phase is crucial for identifying defects and
verifying all requirements. Tasks include writing and conducting automatic/-
manual tests. [RF20].

Formal verification methodologies (Section 4.4.1) and simulation environ-
ments (Section 4.4.2) for overlay network systems have been identified to assist

in this development phase.

Formal verification of distributed systems

Approaches like IronFleet, Verdi, or by Sergey et al. [Haw+15; Wil+15; SWT17]
aim to verify the correctness of a distributed system formally. In theory, this
verification methodology can potentially completely remove errors from dis-
tributed systems.

The formal verification methodology is examined by highlighting IronFleet,
which outlines a methodology for constructing provably correct systems using
a combination of formal state-machine refinement based on TLA* [Lamoz]
and formal program verification using Floyd-Hoare-style imperative verifica-
tion [Hoa69]. This approach can be automated and machine-checked, proving
the safety and liveness properties of distributed system implementations. The
“safety” property states that something will do not happen, such as guaran-
teeing that a program started with correct input cannot terminate without
producing correct output [Lamy7]. The “liveness” property states that some-
thing must happen, such as guaranteeing that a program will terminate if its
input is correct [Lamy7]. IronFleet ensures that a distributed system imple-

mentation conforms to a high-level centralized specification (e.g., a distributed
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key-value store behaves like a key-value store). Consequently, the approach can
address specific concurrency issues, arithmetic errors, and protocol mismatches
[Yua+14]. To achieve this, IronFleet decomposed the distributed system be-
havior into three layers corresponding to a high-level specifications layer, a
distributed protocol layer, and an implementation layer, making the verification
of practical distributed system implementations feasible, as illustrated in Fig-
ure 4.4. Each layer consists of a series of steps determined utilizing reduction
[Lipy5] based on a fine-grained behavior description of the application that
must be supplied. Any behavior of a lower layer (e.g., PO, P1, ...) refines some
behavior of the layer above (e.g., H9, H1, ...). The two states must satisfy the
specification’s refinement conditions for each refinement, as shown in a dashed
arrow.

Imperative verification is applied for the implementation layer running on
each host, proving that the implementation correctly refines the protocol layer.
For this, Dafny, an automatic program verifier for functional correctness [Lei10],
is used as seen in Snippet 4.4. This capability automatically handles many low-
level proofs, such as verifying the program for all possible inputs without

assistance.

To summarize these formal approaches, verification complexity scalability
relative to application size is an ongoing area of research. The authors of
IronFleet note that exploring a large search space can be time-consuming.
Additionally, extending guarantees, e.g., to include fairness properties beyond
liveness is a topic for future work. “fairness” property extend “liveness” by
ensuring that certain actions occur infinitely often within a system. A crucial
requirement for formal verification is a fine-grained behavior description of

the application.

Simulation environments

Simulation environments offer well-defined platforms for running and com-
paring different distributed application overlay networks. In this context, two
simulation frameworks are highlighted: PlanetSim [Gar+o05], which focuses
on structured overlay networks, and OverSim [BHKo7], which supports both
structured and unstructured overlay networks. Both frameworks utilize a cus-
tom discrete event simulator (like OMNeT++ [Opeo1] in the case of Plan-
etSim). A discrete event simulator models the operation of a system as a
sequence of discrete events in time, where each event occurs at a specific point

and changes the system’s state [Rob14].
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Figure 4.4: IronFleet divides a dis-
tributed system’s behavior into layers of
steps for verification [Haw+15].

1 method halve(x:int) returns (y:int)
2 requires x > 0;

3 ensures y < X;

4 {y:=x/2;}

Snippet 4.4: Imperative verification ex-
ample [Haw+15].
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These simulators divide their simulation environments into three layers: the
application layer, the overlay network layer, and the underlay layer. Each layer
is separated by a well-defined API, allowing layers to be exchanged indepen-
dently. This separation allows for the simulation of the same application with
different overlay networks or underlay networks.

OverSim features a similarly flexible underlay layer that supports heteroge-
neous networks, enabling the configuration of bandwidth and latency proper-
ties. Additionally, it allows simulations to run on real networks. In contrast,
PlanetSim offers a GUI for visualizing the overlay network topology at any
time, aiding in the debugging of new overlay network protocols [Nai+o06].

Before an overlay network can be executed within these frameworks, it must
implement a given API. PlanetSim requires overlay networks to implement
the Common API (CAPI) for structured overlay networks, as presented by
[Dab+o03], which offers an overlay-neutral interface based on key-based routing
and consists of eight individual interfaces, as detailed in Table 4.1.

Once the overlay network is implemented and all underlying layers and
experiment parameters (such as the initial state and desired overlay network
size) are configured, the simulation can be started. The entire distributed
system will be executed event by event. Simulators like OMNeT++ offer the
flexibility to manually step through each event or run the simulation until a
specified condition is met. Additionally, the environment can be configured
to behave deterministically, facilitating easier debugging and comparison of

results. OMNeT++ also provides an interactive simulation runtime GUIL

In conclusion, it is essential to implement the overlay network using the sim-
ulation framework’s API first. When using CAPI, a widely adopted API for
overlay network programming, the overlay network implementation will likely
work directly in the simulator. However, the poor scalability of simulators often
necessitates a significant amount of computing time [Law24]. Additionally,
the usability of some simulators is a serious issue, as documentation is often

inadequate [Nai+06].

STRATEGIES FOR OVERLAY NETWORK DEPLOYMENT

The deployment phase of a distributed application overlay network involves
installing the application’s components across multiple hosts. This phase en-
sures the application is correctly installed, configured, and operational in the
target environment. This phase is crucial for transitioning from development

to production. [RF20].
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Interface

Description

void route(key —K, msg M, nodehandle hint)

void forward(key <K, msg ©M, nodehandle enextHopNode)

void deliver(key —K, msg -M)

nodehandle[] local lookup(key —=K, int —num, bool -safe)

nodehandle[] neighborSet(int —num)

nodehandle[] replicaSet(key —k, int —-max_rank)

void update(nodehandle —-n, bool —joined)

bool range(nodehandle -N, rank -r, key elkey, key ©rkey)

Forwards message M, towards root of key K. Optional
hint argument specifies the initial hop node for rout-
ing.

Triggered at every node forwarding message M, no-
tifies the application that M with key K is being for-

warded to nextHopNode.

Called on root node for key K when message M ar-

rives.

Generates node list for next hops towards key K,
maintains a safe fraction of non-faulty nodes if safe

is true.
Returns up to num unordered nodehandles neighbor-

ing the local node.

Returns ordered nodehandles for storing replicas of

object k up to max_rank.

Informs application that node n joined or left neigh-

bor set of the local node.

Returns ranges the node N is currently a r-root for.

true if determinable, false otherwise.

readonly parameters are denoted as -» p. read-write parameters as « p. ordered set of type T as T[].

Table 4.1: Common API for structured
overlay networks [Dab+o03].
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As part of this effort, solutions have been identified that create more favorable
environments for the deployment and operation of distributed applications.
Overlay networks such as VPNs overcome some limitations of underlying
physical networks by providing multicast, QoS support, DoS defense, and
resilient routing [Sto+02; Forog; KS10] (Section 4.5.1). Further, ISP-involved

overlay network deployment models are presented (Section 4.5.2).

Self-configurable mesh VPNs

Mesh VPNs use a P2P network architecture, which improves resiliency, scala-
bility, and performance compared to traditional VPNs that use a star topology.
One approach is highlighted in which the control and data planes are decen-

tralized, followed by two where the control plane is centralized.

THE Secure OverLAy For IPsec Discovery (SOLID) [RSS10] approach is a self-
configurable VPN based on IPsec, used to connect subnetworks. IPsec is a suite
of protocols designed to ensure the confidentiality, integrity, and authenticity
of data communications over IP [SKo5]. Here, access to the overlay network
is controlled via a central authority, which also assigns IP addresses to the
individual participants. Apart from that one-time certification per gateway,
SOLID requires no manual configuration. If a packet arrives at a gateway
without knowing a route to the corresponding target gateway, it is cached, and
the gateway sends a discovery request over the existing routes. A greedy search
is used where each gateway forwards the message to the gateway closest to
the destination address. The Chord [Sto+03] ring structure ensures the timely
discovery of the correct gateway. Routing tables are further optimized by
detecting public routable gateways and gateways within the same subnetworks
that are candidates for direct paths. This overlay network for discovery and
routing allows the system to achieve the necessary security, robustness, and
scalability.

Figure 4.5 illustrates the SOLID overlay network that is organized in a Chord
ring [Sto+03]. Each subnetwork, capable of containing an arbitrary number
of hosts, is connected to the overlay network via an IPsec gateway. Solid lines
indicate proactively established IPsec tunnels, while dotted lines show tunnels
that are routed through intermediate systems due to a nested configuration.
Thick lines represent virtual connections between IPsec gateway processes on
the same device, allowing multiple secured subnetworks to connect through a

single IPsec gateway.
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Figure 4.5: Mapping of a VPN topology
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> A CENTRALIZED CONFIGURATION APPROACH is presented by ZeroTier [Zer14] and
Tailscale [Tai1g]: These two providers offer proprietary services where they
provide centralized infrastructure to semi-automatical customer VPNs. Via
a web interface (or an API), the customer can configure their overlay net-
work, such as routing tables and access rights. Subsequently, customers must
install the provider’s software on the respective hosts and associate it with
the customer’s token. The provider’s software then automatically handles the
construction and management of the overlays. Further, these approaches aim
to optimize the underlay routes to minimize latency automatically.

ZeroTier uses a two-layered overlay network. The first layer consists of a P2P
network with encryption and NAT traversal, providing a fully routable flat
network. On top of this, a second layer for the data plane, an Ethernet virtual-
ization layer, is placed [Zerz4a]. Further, ZeroTier provides a SDK [Zer24b]
allowing to use their service as an application-level overlay. Tailscale relies on
WireGuard for the data plane. WireGuard is a secure network tunnel protocol
operating at layer 3, known for its lightweight design, performance, and use of
modern cryptography [Don1y]. In contrast, a custom protocol is used for the
control plane, utilizing centralized coordination servers for rendezvous and

configuration distribution [Taiz2o0].
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The presented work here helps deploy distributed applications by providing
secure, fully-routable layer 3 overlays. Therefore, generic IP-based applications

can be used without customization while relying on a more idealized network.

ISP-involved overlay network deployment models

[KS10] discusses overlay network deployment models with involvement from
ISPs. While overlays usually do not impose requirements on the underlay, the
approach presented here expects ISP participation to provide end-to-end QoS
guarantees.

The deployment model proposed by [DZHo3], aims to provide end-to-end
QoS guarantees on an interdomain scale through an overlay network. This
is achieved by purchasing necessary resources like bandwidth with specific
QoS guarantees from underlying ISPs via bilateral service level agreements
(SLAs). The authors motivate their approach because of the inherent structure
of the Internet, which is a collection of autonomous systems owned by various
administrative entities (like an ISP) that work on a best-effort quality model.
They state that each administrative entity is primarily concerned only with the
performance of its network, making it challenging to achieve end-to-end QoS
across multiple such systems.

The overlay network uses service gateways that perform service-specific
data forwarding and control functions. These gateways are placed between
the individual networks, and the QoS guarantees between them are specified
in bilateral SLAs. End-to-end QoS between networks is provided by these
gateways, while within individual networks, it is managed by the respective

administrative entity.

To conclude this approach, it must be stated that the primary challenge lies in
efficiently purchasing resources from ISPs, which is a capital-intensive process
and does not scale well with large and dynamic overlays due to the extensive
number of required SLAs with numerous ISPs. However, there is the opportu-
nity to achieve end-to-end QoS by ensuring that the underlying ISPs reserve

the necessary resources according to the SLAs.

MONITORING AND MANAGING OVERLAY NETWORKS

The monitor phase of a distributed application overlay network involves contin-
uously observing the application’s performance, availability, and reliability.

Key tasks include tracking system metrics, logging events, detecting anoma-
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lies, and raising alerts. The goals are to ensure optimal performance, quickly
identify and resolve issues such as node churn or link failures, and maintain
the application’s health and stability by migrating or scaling components to
meet QoS goals. [RF20].

This section examines two contrasting approaches to application monitoring
and management. The first approach involves a separate system that conducts
monitoring and management, allowing the application to operate without
being aware of these functions (Section 4.6.1). The second approach integrates
monitoring and management directly into the application, enabling it to mon-
itor itself and respond autonomously to failures, load changes, or evolving

requirements (Section 4.6.2).

Separate application orchestration

This approach places the application orchestration into a separate system that is
transparent to the application. This simplifies the application design by decou-
pling operational concerns, allowing developers to focus solely on application
logic without the added complexity of incorporating monitoring and manage-
ment functionality. It also enables specialized, dedicated systems to handle
monitoring and management tasks, potentially leading to more robust and
efficient performance. Additionally, this separation allows for greater flexibility,
as the monitoring and management system can be independently updated,
scaled, and optimized without requiring changes to the application itself. This
modularity facilitates more manageable maintenance and upgrades and can
enhance the overall reliability and scalability of the application infrastructure.

Kubernetes [Kub14] is an open-source orchestrator designed for deploying
containerized applications. Initially developed by Google in 2014, it has since
become the standard API for building cloud-native applications. Kubernetes
is versatile and can be used on various scales, from small clusters of Raspberry
Pi computers to large data centers filled with the latest hardware. [Bur+22].
While initially developed for cloud environments, several approaches have been
proposed to adapt the principles of Kubernetes to IoI and edge environments
as well [SAF23; Bar+23].

In Kubernetes, a distributed application must be packaged as containers,
typically created with Docker [Doc13]. A container image is a binary package
thatincludes all the files, libraries, and dependencies required to run a program.
It also encapsulates the application’s code and environment settings. The

container image has well-defined interfaces, allowing the orchestration system
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apiVersion: vl
kind: Pod
metadata:
name: nginx-mariadb-pod
spec:
containers:
- name: nginx
image: nginx:latest
resources:

requests:
memory: "64Mi"
cpu: "250m"
limits:

memory: "128Mi"
cpu: "500m"
livenessProbe:
httpGet:
path: /
port: 80
initialDelaySeconds: 30
periodSeconds: 10
- name: mariadb
image: mariadb:latest
resources:
requests:
memory: "128Mi"
cpu: "500m"
limits:
memory: "256Mi"
cpu: "1"
livenessProbe:
tcpSocket:
port: 3306
initialDelaySeconds: 30
periodSeconds: 10

Snippet 4.5: Pod manifest for an Nginx
and MariaDB pod with resource manage-
ment and monitoring mechanisms.
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to manage and run the containers without understanding the application’s
specifics or internal structure. This abstraction enables Kubernetes to efficiently
handle application deployment, scaling, and management across a cluster of
machines, ensuring consistency and portability across different environments.

To orchestrate an application, Kubernetes requires metadata regarding the
resource requirements of each container, performance metrics, and appropriate
responses to those metrics. Snippet 4.5 describes a simple pod example. Pods
are the smallest deployable units of computing that Kubernetes can manage.
Here, the pod consists of a nginx-based [Igoo4 ] web server (lines 7 to 21) and
a MariaDB-based [Marog] database server (lines 22 to 35).

For resource management, Kubernetes allows the specification of minimal
and maximum resources a single container utilizes. For each container, the
requests sections (lines 10 and 25) specify the minimum amount of resources
(memory and CPU) guaranteed to the container, while the limits sections
(lines 13 and 28) define the maximum amount of resources it can use. If a
container exceeds its CPU limits, it is throttled, while exceeding memory limits
results in the container being terminated and restarted according to a specified
restart policy. This mechanism helps maintain system stability and performance
by controlling resource usage.

For monitoring, Kubernetes can be instructed with livenessProbe sections
on how to check if an application within a container is deadlocked. For the web
server, it performs an HTTP GET request starting 30 s after the container begins
and repeating every 10s. For the database server, it checks TCP connectivity
on port 3306, starting 30's after startup and repeating every 10s. If a liveness
probe fails, Kubernetes restarts the container to restore functionality according
to a specified restart policy.

Further, Kubernetes allows scaling the number of pod instances running in
parallel in response to changing loads or failures. Kubernetes can be instructed
to maintain a given number of pods at all times and to scale horizontally
up or down in response to specific criteria, such as CPU or memory usage.
For example, if the CPU usage of a set of pods exceeds 80 %, Kubernetes can
automatically create additional pod instances to distribute the load more evenly.
Conversely, if the CPU usage drops below a certain threshold, Kubernetes can
reduce the number of running pods to save resources. Kubernetes also manages
load balancing through built-in service mechanisms.

A core concept of Kubernetes is the reconciliation loop, which ensures that
the system’s observed state matches the desired state. For example, it ensures
pod resource consumption is within defined limits, liveness probes succeed,

and pod replication is aligned with the desired configuration. The reconciliation
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loop continuously monitors the system’s current state and takes specified

actions to return it to the desired state.

Even though management and monitoring run transparently for the applica-
tion, using dedicated orchestration tools like Kubernetes requires the applica-
tion to be containerized and its requirements to be explicitly specified. This
additional step can make adoption more complex, but it ultimately provides

robust management, scalability, and reliability for distributed applications.

Integrated application orchestration

This approach integrates orchestration functionalities directly into the appli-
cation, enabling real-time, context-aware responses to failures, load changes,
and evolving requirements. Having immediate access to its performance data,
the application can use resources more efficiently and react faster to dynamic
conditions. This tight coupling enhances resilience and adaptability, allow-
ing the application to adjust its behavior autonomously to maintain optimal

performance and reliability.

CONSTRAINTS UTILITY FUNCTION

node_constraint(Host) :-
comonnode {hostname:Host},
alive(Host),
light_loaded(Host),
is_avail(Host),
get_node_attr(Host,cpuspeed,Cpuspeed),
get_node_attr(Host,freecpu,Freecpu),
Cpuspeed*Freecpu/100>1.5.

util_function(NodeList,Util,Params) :-

% Compute utility values for different node attributes
fiveminloadUtil(LoadMin,LoadMax,LoadWeight),
assemble_values(NodeList,fiveminload,LoadList),
util_value("<",LoadList,LoadMin,LoadMax,LoadUtil),

% Omitting utility values for liveslices and freecpu, the same as above

group_constraint(NodeList) :-
assemble_values(NodeList,location,Locs),
length(NodeList,Len),
Max is ((Len-1)//4)+1,
( for(I,1,4), param(Locs,Max) do
count_element(I,Locs,Num),
Num=<Max ).

% Utility of max distance from fixed nodes to the overlay
findall(P.fixednode(P),Fixed),

minlatency(MinLat),

maxneighUtil(_NeighMax NeighWeight),
get_nearest_neighbor_list(Fixed,NodeList,NeighList),
max(NeighList,MaxDist),
util_value("<",[MaxDist],MinLat,NeighMax,NeighUtil),

path_constraint(LenList, Max) :~
max(LenList, Max),
diameterUtil(_DiameterMax, _),
Max<DiameterMax.

% Utility of overlay network diameter
diameterUtil(_,DiamMax,DiamWeight),
util_value("<",Params,MinLat,DiamMax,DiamUltil),

) ; .
COST FUNCTION % Weighted average of the utilities above

ighted_avg([LoadUtil,SliceUtil,CpuUtil,NeighUtil, DiamUtil],
migration_cost(Actions, MigrateCost) :- [LoadWeight,SliceWeight,CpuWeight,NeighWeight, Diam Weight], Util).
count_element(add, Actions, AddLen),
count_element(remove, Actions, RmvLen),
addCostParam(AddParam),
removeCostParam(RmvParam),
MigrateCost is AddParam*AddLen +
RmvParam*RmvLen.

Definition of util_value:
util_value. = avg; ((Xpma— bound(X;))/(Xmax— Xmin))
util_value. = avg; ((bound(X;) = Xmin)/(Xmax— Xmin))
bound(x) = max(min(x, Xmax), Xmin)

CONFIGURATIONS

SfiveminloadUtil(0, 10, 2). liveslicesUtil(0, 10, 1). freecpuUtil(1, 4, 3).
addCostParam(0.012). removeCostParam(0).

maxneighUtil(0, 500, 2).  diameterUtil(0, 1000, 2).

63

Figure 4.6: Publish/Subscribe applica-
tion requirements expressed as a set of
Rhizoma constraints [Yin+o09].
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Rhizoma [Yin+o09] and GoPrimE [Cap+16] and by Al-Oqily et al. [AKog],
provide approaches where orchestration management is provided by a policy
layer embedded in the application. To give a deeper insight into these ap-
proaches, this section focuses on Rhizoma and closely connects the application
with a decentralized management system called Rhizoma, turning it into a
self-deploying system similar to early “worm” programs. A computer worm
is a self-replicating malware program that spreads across networks without
needing to attach itself to a host program or requiring human intervention. The
application specifies its resource requirements to the Rhizoma management
system as a constrained optimization problem. Constraint logic programming
defines a set of constraints an application must satisfy and a goal function that
optimizes within those constraints. Rhizoma monitors the resources on which
the application runs and decides at runtime if new resources are needed or if
existing resources can be released to maximize its utility continually [Yin+o08].

Figure 4.6 illustrates the requirements for a publish/subscribe application
using Rhizoma constraints. These constraints encompass node, group, and
network path constraints. Node constraints (top left of the figure) employ
several predefined predicates, such as “alive” for nodes that must respond to
ping requests and accept SSH connections and “light loaded” for specifying
maximum memory pressure and five-minute load averages. Group constraints
(second box on the left side) are applied to any group of nodes, ensuring, for
instance, that nodes are evenly distributed across four geographical regions.
Path constraints (third box on the left side) specify the desired network prop-
erties, such as setting a limit on the maximum diameter for the shortest path
between any two nodes in the overlay network. Additionally, Rhizoma defines
a utility function used to compute a utility value for each possible deployment,
aiming to optimize this value. The function represents a weighted average
of the deviations of different node parameters from their ideal states, taking
into account factors such as the five-minute load on each node, available CPU
resources, network diameter, and maximum latency. Moreover, a cost function
is included to evaluate the cost of a specific deployment and the migration
process to it. This is especially important for commercial cloud services, as it
directly aligns with the provider’s pricing model. Optimizing for actual costs
is a key characteristic of Rhizoma. An example configuration of these function

values is shown at the bottom of the figure.

Concluding, using knowledge-representation techniques in distributed sys-
tems is widespread in work on intelligent agents [Syc+96]. There has not

been much related work in autonomous, self-managing distributed systems
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since then, outside the malware community [Yin+o9]. Approaches only sup-
port system-level metrics, not application-level metrics used in the optimized

process.

CHAPTER SUMMARY

Related work was discussed in terms of the different development life cycle
phases. Now, related work is classified against the requirements identified in
chapter 3. The tabular overview in table 4.2 illustrates which related works
fully (@), partially (O), or not at all (blank) meet the requirements. In some
cases, a lack of data prevented a conclusive statement, indicated by a “?”. This
evaluation follows a summary highlighting research gaps and unaddressed

issues in existing work.

Dynamic overlay network programming: Previous approaches, like [STSo08;
Rod-+04; Bufo8; Net2o; DAS23], focus on separating the application from
the implemented overlay scheme by providing a overlay-agnostic interface,
such as the presented Common API for structured overlays [Dab+03]. This
separation allows the overlay implementation to be switched transparently for
the application, providing flexibility when different overlay schemes need to
be evaluated or when the application’s requirements change. However, these
approaches share the limitation that the choice of overlay implementation
must be made at the application’s build time. This means that the developer
must decide on a concrete overlay scheme before deployment and operation of
the application. Consequently, the application cannot switch between overlay
schemes at runtime and can only react to changing constraints within the
current scheme.

The only approaches that theoretically support runtime adaption of overlay
schemes are [Bufo8; AKog; Yin+o09]. However, these approaches primarily
focus on overlay resource policy description. They allow for the theoretical
description of high-level goals to be fulfilled by dynamically selecting an overlay
scheme at runtime, but this capability is not actually addressed or implemented

in the approaches.

Self-configuration: Some approaches support self-configuration only partially.
However, this often comes with the limitation that self-configuration is fully
achieved iff a specific overlay scheme is chosen at build time, or the approach
supports only a specific overlay scheme (e.g., DHT) as seen in [Sto+02; Forog4;
RSS10]. Therefore, approaches that meet this requirement often exclude those

that fulfill the requirement of “dynamic overlay programming”.
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It is also noteworthy that some presented approaches focus on specific func-
tionalities, such as low-latency pairwise communication in the case of INSANE
[Ros+23], or location transparency as seen in Jadex [BP12], Tailscale [Tai1g],
and ZeroTier [ Zer14]. These approaches are self-configuring within their clearly
defined working area.

Additionally, it should be mentioned that approaches like [Bufo8; AKoog;
Yin+o09] construct only a conceptual framework for self-configuration without

considering this aspect in the context of dynamic overlays.

Overlay services: In terms of flexible overlay services, the observation is sim-
ilar to self-configuration. Many approaches provide solutions that address
specific sub-problems of overlay construction in untrusted environments, such
as focusing on communication constraints, without offering extensions [Bufo8;
Yin+o09; Net2o; DAS23].

Efficiency and Robustness: It has often been observed that strong assumptions
about the underlay in terms of control and availability are made, which only
apply to limited environments like data center networks [Kub14]. Operation in
heterogeneous and dynamic networks is often considered out of scope. Only
a few approaches [BP12; Foro4; Hogz22; BL18; Zer14; Tai1g; SAF23] address
operation in more flexible network environments e.g. by implementing NAT
traversal or failover mechanics. Approaches like [Prozo; BL18] provide low-
level building blocks for the construction of overlays and are thus capable of
being efficient and robust in principle. However, whether these approaches

fulfill these properties depends on the specific overlay scheme implemented.

Scalability and Extensibility: This is a fundamental requirement of many
overlay schemes, which is why many approaches partially fulfill these re-
quirements. Scalability and extensibility often come at the cost of reduced or
nonexistent control over the overlay regarding dynamic overlay programming
or self-configuration, which require a certain degree of central coordination.

This central coordination can limit the system’s overall scalability.

Security: Security is often not considered and is frequently omitted by many
approaches, as indicated by the numerous “?” symbols for this requirement
in table 4.2. When security is addressed, it is typically focused on controlling
access to the overlay resources and ensuring the integrity of the overlay while
operating in an untrusted underlay [Sto+o02; Foro4; RSS10]. Approaches like
[Zer14; Tai1g] provide confidentiality by encrypting all data plane communi-
cations. Other approaches, such as [Gono1; Proz0], offer low-level building

blocks that at least provide security primitives.
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In summary of prior work, each system focuses on one or a few aspects of the
overall topic, no system meets all the discussed requirements to the best of our
knowledge. A recurring observation is the frequent absence of dynamic overlay
reconfiguration in response to changing application requirements or resource
constraints. Furthermore, support for dynamic overlay services is often lacking,
which is necessary for resource management in heterogeneous environments.
Existing applications frequently require modifications to be compatible with a
given approach, or limitations in the application design process may arise.
There is a lack of solutions that can dynamically reconfigure overlays at
run time without placing strong requirements on the physical network capa-
bilities. A robust solution should overcome limitations through appropriate
techniques, such as NAT traversal, and support additional overlay services,
which many applications require. Overlay design is complex, so developers
should be supported in constructing overlays by allowing them to define the
desired outcome without specifying each step necessary to achieve it.
Overall, the need for a comprehensive approach that addresses these gaps

remains an open research area.



System architecture for SODON at the edge

In the preceding chapters 3 and 4, the requirements for a software-defined overlay net-
working system are identified, and the relevant literature is reviewed. The review found
that numerous existing systems facilitate the development of distributed applications by
applying overlay networking techniques. However, while these systems address certain
aspects of the broader topic, none fully satisfy all the identified requirements. This
chapter, therefore, presents an architecture for a software-defined overlay networking

approach that meets all requirements. The structure of this chapter is as follows:

e Section 5.1 outlines the general system model of a software-defined overlay

networking system.

Section 5.2 describes the overall system architecture of a distributed middleware
for a simplified development and deployment of overlay networks at the network
edge. This includes the rationale for splitting the middleware into three conceptual

layers, each dealing with one aspect of software-defined overlay networking.

e Section 5.3 introduces the communication layer. It overcomes restricted connec-

tivity and the lack of trust in edge networks to link edge devices dynamically.

e Section 5.4 describes the service layer. This layer allows the flexible integration
of services into the overlay, like custom routing, quality of service (QoS), or

security. Therefore, it helps applications in making better use of edge resources.

o Section 5.5 introduces the software-defined overlay networking layer. This layer
provides central control and automatically interprets high-level functional re-
quirements to configure overlay networks. Thus, it simplify deployment of overlay

networks to the edge.

Section 5.6 summarizes this chapter.
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SOFTWARE-DEFINED OVERLAY NETWORKING SYSTEM MODEL

This section describes a system model that combines the advanced network
management capabilities of software-defined networking (SDN) (Section 2.1)
with the flexibility of overlay networks (Section 2.3) to operate independently
of underlying edge network challenges. SDN systems allow network adminis-
trators to define the desired outcomes for the network rather than manually
specifying individual configuration steps. These systems automatically config-
ure network devices and paths to meet performance, security, and reliability
requirements. Many SDN systems, like ONOS and Ryu [Ope24; Ryu17], re-
quire control of the underlying network infrastructure, which requires all
networks involved to be operated by the same administrative domain, which
is typically only provided in data center-like networks [LL14]. In contrast,
overlay networks are often deployed in untrusted environments, spanning
administrative domains without the need to control the network configura-
tion. For this reason, overlay networks construct an abstraction layer above
this constrained environment (Section 2.3). Overlay networks provide their
own services without requiring changes to the existing network infrastructure.
Therefore, a normal SDN system cannot be used in untrusted environments
because it makes strong assumptions about underlying infrastructure con-
trol. Whereas a conventional SDN system requires network infrastructure
configuration to adapt to requirements, a software-defined overlay networking
(SDON) system creates an overlay network that does not require control of
the underlying infrastructure.

In the remainder of this section, the impact of distributed application re-
quirements on such a system is first discussed, followed by the challenges the
system faces in untrusted edge networks. Finally, the next section presents an
architecture for a SDON system that connect these two “worlds” of application

requirements and edge network challenges.

Distributed applications requirements

Distributed applications demand a robust and flexible network environment
where individual components can communicate seamlessly. Such a network
environment is often not present at the edge. A system in which overlay net-
works are programmed is required to integrate them into the application. This
approach allows the network to be created and used transparently to match the

application’s needs (rr 1). The overlay network deployment process involves
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the application developer formulating high-level functional goals. Afterward,
the system automatically self-configures the overlay by enforcing the necessary
lower-level configuration steps to achieve the formulated goals (Fr 2). Since
no assumption can be made about the behavior of edge devices the overlay is
deployed on, the system must support overlay services to provide additional
services, like routing, QoS, or security in an otherwise best-effort and untrusted
environment (R 3). Furthermore, the system must be efficient, robust, scal-
able, extensible, and secure to optimize the utilization of device resources
and to be capable of supporting a wide range of application deployment sizes

(NFR 1-NFR 5).

Challenges of edge networks

The edge networks pose challenges to SDON, respectively when distributed
applications are operated across multiple subnetworks under different ad-
ministrative control, e.g. the Internet [TFW21]. Here, developers have limited
visibility and control over the configuration and behavior of devices and
networks. Here, reconfiguring devices and networks to improve application

performance is constrained or entirely unfeasible. The types of devices en-
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Applications’ requirements:
overlay network programming,
self-configuration, overlay
services, efficiency, robustness,
scalability, extensibility,
security

Networks’ challenges:
limited visibility and
control, complex resource
management, restricted
communication, insecure data

Figure 5.1: Model of a SDON sys-
tem: Atop applications requiring well-
behaving overlay networks. At the bot-
tom, independent best-effort behaving
devices. In between, the SDON system

provides means to “connect” these two

layers.
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countered, such as smartphones, desktop computers, and servers, as well as
the networks they operate on, including residential, corporate, cloud, public,
and mobile networks, can vary significantly in their capabilities. Additionally,
networks are dynamic and edge resources can be unpredictable, as they may
suddenly exit the system or change their behavior without prior warning, mak-
ing complex resource management necessary. The construction of an overlay
networks needs coordination and synchronization. Although almost all devices
are somehow connected with the Internet, communication is restricted between
many devices [ DA08; Foro4]. Incompatible protocols are used side-by-side,
such as IPv4 and the successor IPv6, requiring IPv6 transition mechanisms
(like NAT64, 4in6, or 6in4 [MBB11; DC98]). Those mechanisms introduce com-
munication indirections between IPv4 and IPv6. Furthermore, the widespread
deployment of middleboxes on the Internet render many devices unreachable
without additional countermeasures like NAT traversal (refer to section 2.4 for
more information about NAT) [Haa+16; WP17]. A middlebox is an intermedi-
ary network device that performs functions beyond the standard operations of
an IP router, like gateways or firewalls [BCoz]. Finally, all information trans-
mitted in these environments must be considered as insecure data due to the
absence of built-in security services and the public nature of the Internet. Thus,
received information can be manipulated, including the sender and receiver
information of the communication and its content, in the absence of security

protocols.

The system model described is illustrated in Figure 5.1. The SDON system
application layer at the top contains applications, each requiring a different
overlay network. At the bottom, the edge network layer consists of devices that
can host the applications and establish overlay networks for the distributed
applications. The application will transparently use the overlay network. In
between, the SDON system, tasked with addressing the needs of applications
despite the challenges present in the underlying edge network.

The described system model can be used for the following two usage sce-
narios: i) Operation on dedicated devices that wait to host services of various
distributed applications, which then transparently use the SDON overlay. This
enables SDON system to realize an edge computing platform, on which any
application can be deployed and operated. ii) Peer-to-peer operation, where
SDON system is tightly coupled with a specific application. In this case, the
user starts the application as usual, with SDON system transparently inte-
grated into the application. While the user operates the application normally,

an overlay established by SDON system is used transparently.



5.2

5.2 OVERVIEW ON THE DISTRIBUTED MIDDLEWARE SYSTEM

In the next section, an architecture for such an envisioned SDON system
is presented by identifying required components, specifying their needed

functionalities and defining their interfaces.

OVERVIEW ON THE DISTRIBUTED MIDDLEWARE SYSTEM

This section outlines the overall architecture of the conceptualized Software-
defined overlay networking (SDON) system. Given the system model pre-
sented (Section 5.1), a realization as distributed middleware is suitable. A
middleware is a software layer located between the application and the oper-
ating system, abstracting the complexities of the device resources to simplify
the programming and management of distributed applications [Maho4]. The
SDON middleware is distributed, meaning it can run on every device that
wants to offer its local resources to run distributed applications that transpar-
ently build and use the overlay. Developers can use the middleware to provide
applications equipped with an overlay network, giving them an idealized view
and control of the underlying device resources. The middleware transparently

handles all the necessary tasks regarding overlay networking.

Bringing software-defined networking to the edge

In the previous section, four main challenges were identified for overlay net-
working in untrusted edge environments: limited visibility and control, com-
plex resource management, restricted communication, and untrusted resources.
Each of these challenges must be addressed using appropriate techniques,
which can then be combined to form the desired SDON middleware. For this
reason, the process enabling SDON is divided into the following subsequent

steps (Figure 5.2):

1. Link edge device efficiently and securely: Ensuring that as many devices
as possible can securely reach each other is a key task in overlay network
construction. Establishing connectivity enables individual devices to be
used for flexible network topology creation. Additionally, equipping each
device with a cryptographic identity ensures the secure identification
of devices. This step provides the primitives for flexible, efficient, and

secure overlay network construction.

2. Integrate dynamic overlay networks seamlessly: Control communi-

cation behavior between devices by overlay services. Edge networks
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typically operate on a best-effort service level, which does not meet the
requirements of many applications to function properly. This step pro-
vides the ability to control the behavior of the overlay network by overlay
services that, e.g., enforce QoS or other services that make the edge

appear more reliable.

3. Simplify deployment of overlay networks to the edge: SDON enables
flexible overlay network management using high-level functional re-
quirements. This assists developers in managing overlay networks, as
a network management system takes over many tasks related to device

resource selection, overlay construction, and maintenance.

This three-step process shows how underlying device resources are trans-
formed step by step to an overlay network managed by intents. Initially, the edge
network layer consists of a collection of autonomous systems, each containing
one or more subnetworks, operating on different IP versions and including
heterogeneous devices and configurations, some of which are deployed behind
middleboxes. As a result, communication is heterogeneous, restricted, and
insecure. Therefore, a first layer constructs an overlay network, enabling secure
connectivity between all devices. A second layer dynamically adds services
to the overlay network. The third layer allows the overlay network to be cen-
trally managed through high-level function requirements, enabling automatic

resource selection, overlay construction, and maintenance.
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Figure 5.3: Overview of SDON middle-
ware architecture as UML component di-
agram. The middleware utilizes the phys-
ical network to provide distributed appli-
cations with overlay networks specified
by intents.

SYSTEM ARCHITECTURE FOR SDON AT THE EDGE

Architecture overview

The corresponding overall middleware architecture is shown as an UML com-
ponent diagram [OMGa1] in Figure 5.3. The middleware is positioned between
the application on top and the device’s edge network interface at the bottom.
Three sub-components are included within the SDON middleware component,

corresponding to the three steps discussed earlier in this section.
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A View A Specify Send /Read
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5 SDON middleware E
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The remainder of this section is structured as follows: First, the required inter-
faces of the SDON middleware are presented. This is followed by a discussion

of the provided interfaces. Finally, the sub-components are introduced.

Required interfaces

The SDON middleware requires one interface from the edge network:

o Send/Read IP packets: The edge network is utilized for control plane and
data plane traffic, serving purposes such as overlay network management

and application traffic. Therefore, the middleware must be provided with
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an interface allowing sending and reading IP packets for communication

with other remote devices running the middleware.

Provided interfaces

The SDON middleware provides a total of three interfaces to applications:

e Send/Read IP packets: While the required “Send/Read IP packets” in-
terface handles underlay network communication, this interface is used
for overlay network communication. The overlay network transparently
processes all packets sent via this interface. This interface enables the ap-
plication running on the local device to communicate with applications
running on remote devices, allowing coordination and synchronization,
thereby forming a distributed application. This interface processes all
application communication and applies the overlay network routing and

traffic-control.

o Specify intents: This interface is used to pass the application’s require-
ments for the SDON system. These requirements are described as intents,
where only the desired high-level goal is specified without detailing
the necessary steps to achieve it. This abstraction simplifies the manage-
ment of overlay networks [LF23]. While the application only specifies
its intents, the middleware determines and automatically applies the
necessary steps, such as neighbor discovery, latency measurements, link
establishment, and dynamic adaption to node churn and alignment to

the intents.

e View insights: This interface provides insights into internal middleware
information. These internal details include the status of intent imple-
mentation, overlay network configuration, monitoring data, and device
information. While intent-based networking (IBN), as facilitated by the
previous interface, is typically designed to prevent applications needing
to care about these internal details — since the SDON system abstracts and
implements the provided intents automatically — it is advantageous in
this case to provide applications with such an interface. IBN is typically
applied in environments with a controlled availability of resources or the
ability to deploy new resources (e.g., cloud environments). The SDON
system is operated in potentially untrusted environments. Therefore, no
assumptions about available resources can be made. The application can

adapt to the edge network constraints using this interface if necessary.
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Figure 5.4: Communication layer archi-
tecture as UML component diagram. The
layer enables secure communication be-
tween as many edge network devices as
possible. It abstracts from communica-
tion barriers and provides a unified inter-
face for communication.
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Sub-components

The SDON middleware component includes three sub-components: the commu-
nication layer (Section 5.3), the service layer (Section 5.4), and the SDON layer

(Section 5.5) that will be described in detail in the following sections.

COMMUNICATION LAYER

The communication layer, as depicted in Figure 5.4, provides fundamental com-
munication capabilities, secure communication and mutual authentication
among individual middleware devices. This component optimizes device re-
source utilization by maximizing device connectivity and identifying the most
efficient edge network paths. Establishing a key infrastructure at this low layer,
by mutually authenticating devices and ensuring confidential communication,

provides the secure foundation needed for all subsequent steps.
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After presenting this component’s task of creating a secure communication over-
lay network, the required interfaces, provided interfaces, and sub-components

are introduced.
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Required interface

The communication layer requires the following interface:

e Send/Read IP packets: The edge network is utilized for peer discovery
and communication with remote middleware devices. This interface is

provided by the parent SDON middleware component (Section 5.2).

Provided interfaces

The communication layer provides two interfaces:

e Send/Read IP packets: This interface differs from the required “Send /
Read IP packets” interface, as it processes communication overlay net-
work messages, not edge network packets. All communication passed
over this interface is routed and secured via the overlay network provided
by this component. Communication overlay addresses are used instead
of IP addresses for peer identification. The reasoning for introducing a
separate overlay address schema is explained in Section 5.3. This interface
is used by the parent SDON middleware.

e View insights: This interface provides internal information regarding the
construction of the communication overlay network and edge network
metrics. This interface exposes information such as discovered peers,
paths to reach them, and corresponding path metrics. This interface is

used by the service layer.

Sub-components

The communication layer component consists of three sub-components: Identity
manager (Section 5.3.1), peer discoverer (Section 5.3.2), and location-aware router

(Section 5.3.3), which are now described in detail.

Identity manager

The identity manager holds information about the identity of the locally running
middleware. While IP addresses are used by the edge network to identify hosts,
the communication overlay network employs its own addressing scheme for

the following reasons:
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o [P addresses are often unintentionally and unknowingly shared among
multiple devices when deployed behind firewalls or NATs, making iden-

tification based on IP addresses impossible.

e These deployments also cause devices to be reachable at different ad-
dresses (e.g., WAN address vs. LAN address), depending on whether
the sender is in the same subnetwork, rendering IP routing information

context-sensitive.

o Further, a device’s IP address changes over time when being mobile and
roaming between networks or connected through dial-up Internet access,
which assigns the device a new address every time a new connection is
established. Here, it is not known which and when a new address will
be assigned, making it difficult to identify a device over a longer period

of time.

o [P addresses can be forged easily when no additional network security

protocol, e.g., IPsec, is used.

Therefore, the identity manager employs virtual identities consisting of a
public/private signing key pair, where the public part is used as the address
for communication. Using a public key as a peer identifier is beneficial because
it ensures both uniqueness and security. In contrast, the private part is used
to authenticate and initiate encrypted communication [Cas+03]. A signing
key pair allows the device to securely prove its ownership of an address to
other entities and to ensure that messages originating from this address are

recognized as legitimate.

Provided interface

o Get identity: This interface provides the middleware’s local identity,

including the address and corresponding cryptographic key material.

Peer discoverer

The peer discoverer is responsible for finding routable IP endpoints of remote
middleware devices. This process involves exchanging routing information,
overcoming communication barriers, verifying reachability, and providing
secure communications. Establishing routability between as many devices
as possible using most local network paths helps efficiently utilize available

devices. Establishing secure communication is necessary as otherwise received
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information, like the identity of a peer or application messages, can not be
trusted. First, we explore the challenges of establishing routability and secure
communications, and then present a protocol design that effectively addresses

both issues.

Peer discovery

As stated in the system model (Section 5.1), the widespread deployment of
NATs and firewalls render many devices unreachable from the Internet, which,
in turn, prevents these devices from being used flexibly in overlay networks.
Therefore, this component must provide means to overcome these commu-
nication barriers. Due to the heterogeneous behavior of NATs and firewalls,

multiple traversal techniques have emerged, each with its rationale for use:

e The most successful NAT traversal method is relaying (Section 2.4.2.2).
Here, communication with NATed devices is achieved by relaying all
communication through a public reachable server. This method works
with all NAT behaviors but has the drawback of making the relay a
single point of failure (SPOF), a potential bottleneck, and a privacy con-
cern. Further, this relayed communication increases the communication

latency.

e Another method is hole punching (Section 2.4.2.3), which can establish
direct network connectivity for most NAT behaviors. There is one excep-
tion: If both devices trying to communicate with each other are operated
behind a NAT applying endpoint-dependent mapping and filtering (of-
ten named as “Symmetric NAT”, see Section 2.4.1.2), this method will
not succeed reliably. In this case, relaying is the only way to enable con-

nectivity.

o Port forwarding (Section 2.4.2.1) — when supported by the NAT — changes
the NAT behavior to endpoint-independent mapping and filtering. This
allows the device to become reachable like a public server, increasing the

likelihood of successful hole punching.

Individual protocols exist for each of these techniques. For relaying and
hole punching, the Interactive Connectivity Establishment (ICE) framework
[KHR18] is widely-employed, which combines the protocols STUN [Pet+20],
TURN [Red+20], and a signaling protocol like SIP [Sch+o02]. For port for-
warding, protocols such as NAT-PMP [CK13], PCP [Win+13], and UPnP IGD
[BPW13] are required, with the latter relying on SSDP, SOAP, and HTTP (refer
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to section 2.4.2.1 for more information about port forwarding). As different
NAT devices implement different port forwarding protocols, all protocols must

be supported to ensure compatibility with many NAT devices.

Establishing secure peer communications

A cryptographic key agreement must be performed between both devices
before a discovered network path can be used securely (Section 5.1). This key
agreement is necessary to establish confidential and authenticated communi-

cation, and it involves the following steps:

1. Each device generates a pair of public and private keys for key agreement.
2. The public keys are then exchanged between the devices.

3. Each device computes a shared secret key using the received public key
and its own public and private keys. This shared secret key is used to

encrypt and authenticate subsequent communications.

For key agreement, protocols such as TLS using Diffie-Hellman key agree-
ment are available [Res18; IT21; RTM22]. Since the key agreement process
requires connectivity between the two devices, it cannot be performed before
NAT traversal. As a result, key agreement protocols are applied after the NAT

traversal process has been completed.

Secure peer discovery

For secure peer discovery, the NAT traversal techniques of port forwarding,
hole punching and relaying must first be applied to achieve routability, fol-
lowed by key agreement to secure the connection. Accomplishing this using
existing protocols would involve many protocols, each conducting individual
handshakes, resulting in additional load on the network and delayed commu-
nication establishment. This issue is illustrated in Figure 5.5. The messages 1 to
7 belong to the NAT traversal process (Section 2.4.2.3). This process requires
at least 2 RTTs. Depending on the behavior of the NAT, up to two additional
ReachabilityCheck messages might be necessary. Afterwards, with messages
8 to 9, the key agreement is conducted, resulting in an additional RTT. With
this sequential process, devices are utilized less efficiently, which contradicts
the efficiency nonfunctional requirement. Additionally, NAT traversal mes-
sages are not secured, which allows a potential attacker to perform a MITM
attack. This can unintentionally result in an opening in the NAT for the attacker,

enabling unauthorized access to the local network.
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A more efficient approach includes creating a new protocol aware of the
whole NAT traversal and key agreement processing, avoiding redundant hand-
shakes. The communication used for NAT traversal can be used for key agree-
ment, saving the subsequent handshake. Further, the NAT traversal messages
can be used to initial application communication, further reducing connection
establishment time. While the key agreement could be integrated into NAT
traversal process, port forwarding cannot be changed as these would involve
adjustments to middleboxes, which is impossible as control of underlying
network infrastructure cannot be assumed.

The complete secure peer discovery process is shown in Figure 5.6. First,
port forwarding is applied to help make any local NAT less restrictive to hole
punching. Second, hole punching is applied, which requires both peers to
exchange information. While existing protocols only exchange routing infor-
mation, this signaling is also be used for key agreements. If hole punching
succeeds, the discovered direct path is used. Otherwise, communication is
relayed through a public reachable server. Unlike existing protocols, this new
protocol would better use existing devices, thereby improving the efficiency of

the middleware.
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Figure 5.5: Sequential hole punching and
key agreement. Messages 1 to 7 belong to
the hole punching process and messages
8 to 9 to the key agreement process.
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Figure 5.6: NAT traversal process applied
by the peer discoverer component.
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Required interfaces

o Get identity: The discovery process involves agreeing on cryptographic
keys with peers, which needs access to the local address and identity’s

key material.

o Send/Read IP packets: The edge network is utilized for peer discovery.
This interface is provided by the parent communication layer component

(Section 5.3).

Provided interface

o Request route: This interface specifies to which peers a route is needed,

triggering this component to start the discovery process.

Location-aware router

The location-aware router is responsible for routing using the most local discov-
ered edge network path. The component maintains a table containing all known
peers and their corresponding discovered paths. Continuously, all entries in
the table are checked to verify peer reachability. Periodic health checks also
collect path metrics like latency, jitter, and packet loss. Ensuring reachability
and collecting metrics is necessary, as the service layer and SDON layer require
this information to select suitable edge resources for overlay network construc-
tion. Further, this router signs and encrypts all outbound communication and
decrypts and verifies all inbound communication to ensure an attacker has not
forged received data. If a communication to an unknown peer is requested,
this component temporarily buffers outgoing communication messages while

a route is requested via the “Request route” interface.

Required interface

o Request route: This interface is required to request the discovery of a
route to a given peer. Used when a communication to a peer with no

discovered path occurred.

o Get identity: The routing process involves signing and encrypting com-
munication, which needs access to the local address and identity’s cryp-

tographic key material.
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e Send/Read IP packets: The edge network is utilized for route main-
tenance and processing outbound and inbound application commu-
nication. This interface is provided by the parent communication layer

component (Section 5.3).

Provided interfaces

e Send/Read IP packets: This interface processes communication with
peers. All communication passed over this interface is routed and secured,
as mentioned in the component description. Communication overlay

addresses are used instead of IP addresses.

e View insights: This interface exposes insights such as discovered peers,

their routable IP endpoints, and associated route statistics.

In summary, the communication layer creates an overlay network that enables
secure connectivity between as many devices as possible on the underlay using
the best physical path, as shown in Figure 5.7. The dotted lines indicate the
possible any-to-any connectivity, where physical paths are only established
if communication occurs. The dashed lines indicate the mapping of devices
between layers. This overlay network abstracts from many communication
barriers incurred by heterogeneous physical network configurations and mid-
dleboxes. Further, secure communication and mutual authentication are pro-
vided, enabling devices to authenticate each other mutually and communicate

securely.
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Figure 5.7: Communication overlay net-
work provides secure connectivity be-
tween all devices. Heterogeneities and
communication barriers of edge net-
works are abstracted. Dotted lines indi-
cate available connectivity between de-
vices, while dashed lines indicate the
mapping of devices.
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Figure 5.8: Service layer architecture as
UML component diagram. The layer im-
plements mechanisms to provide ser-
vices many applications need to function
correctly.
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SERVICE LAYER

The service layer is built upon the communication layer (Section 5.3). While
the communication layer enables connectivity between devices, it inherits the
best-effort behavior prevalent in the edge networks. While some applications
support running without any guarantees, many need higher requirements to
function properly. Therefore, the service layer provides capabilities to control
the overlay network behavior, like enforcing a given topology, QoS, or security.
As a result, this layer elevates the best-effort overlay network to an overlay
network, providing QoS guarantees. This component is designed to support a
wide range of services to suit various application needs. Thus, goals can, for
example, influence the communication between individual pairs of devices
or the behavior and organization of groups of devices. Given the virtually
limitless range of service requirements, as each application may have unique
objectives, the middleware should offer a core set of foundational services
while remaining flexible enough to accommodate the addition of new services

as needed.
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After describing this component’s task of making the communication behavior
configurable by dynamic integration of overlay services, the required interfaces,

provided interfaces, and sub-components are presented.
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Required interface

e Send/Read IP packets: This component requires access to the commu-
nication layer’s communication interface as some overlay services might

need to modify it.

e View insights: This interface is necessary because some services require

access to internal information about the underlying environment.

Provided interfaces

e View insights: This interface provides internal information regarding the
applied overlay services. Information, such as the currently applied ser-
vice and statistics generated by some of those services, is made accessible

alongside insights provided by the communication layer.

e Specify services: This component provides an interface that accepts a
list of required services that are integrated into the overlay and may only

regard specific devices and their communication.

o Send/Read IP packets: This interface is equal to the one provided by
the communication layer (Section 5.3), with the difference that all commu-
nication passing through this interface undergoes the communication

modification enforced by some overlay services.

Sub-components

The service layer component comprises three sub-components: the library of
service mechanisms (Section 5.4.1), the service goals interpreter (Section 5.4.2),
and the service implementer (Section 5.4.3), each of which is now described in
detail.

Library of service mechanisms

While service goals define the desired outcome (e.g., connectivity, confiden-
tial communication, support for distributed lookup overlay service), concrete
mechanisms are required to enforce these goals (e.g., perform connectivity
checks between edge devices, conduct latency measurement on network links,

apply encryption sent over specific overlay links, let edge devices arrange in a
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Figure 5.9: Interceptor design pattern

used to implement various service mech-

anisms.
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DHT). Thus, the library of service mechanisms maintains a library of available
mechanisms to enforce service goals. These mechanisms may implement spe-
cific protocols, such as a cryptographic key agreement [DH22], authentication,
error-control [Wel82], or codecs (e.g., gzip compression). More complex pro-
tocols, including examples like the structured Chord-DHT [Sto+03] and the
unstructured membership management protocol CYCLON [VGSo5], can be
used to influence the arrangement of devices. Since service goals vary widely,
the library also allows the addition of new mechanisms.

The interceptor design pattern is well-suited for implementing service mech-
anisms by adjusting the communication behavior on a lower level [Sch+o00;
RF20; ST23]. It enables modular processing of inbound and outbound mes-
sages through interceptors that can independently filter, modify, or analyze
messages as shown in Figure 5.9. For example, an interceptor may encrypt
outbound messages and decrypt inbound messages independently of any
other interceptors, while other interceptors may perform functions such as
authentication or replay protection. This independence allows easy addition,
removal, or reordering of interceptors, as each interceptor focuses solely on its

specific service mechanism.

Application Network

Non-intercepted message
Outbound [[---- z ________________________ L >
message thrcepted messige/- >

Message
interceptor
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Provided interface

o Select mechanisms: This interface provides access to all service mecha-

nisms available to achieve certain service goals.

Service goals interpreter

The service goals interpreter interprets the service goals received through its
interface by mapping them to specific service mechanisms. It tracks available

mechanisms in the library and which enforce what goals. Enforcing a goal may
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include choosing one or combining multiple available mechanisms. Not all
communication requires the same service goals. Therefore, setting different
goals for each remote device and message is possible.

Service mechanisms are implemented as independently acting interceptors.
This component connects these interceptors in sequence to form pipelines that
ensure that all communication passes through such pipelines is processed se-
quentially by all interceptors, where each interceptor applies its corresponding
service mechanism. For each peer, the middleware creates separate pipelines
as shown in Figure 5.10. In this example, the processing pipeline for communi-
cation with peer A applies encryption and error control. For peer B, only error
control is applied. For peer C, only encryption is applied. A list of the available

service mechanisms in the middleware can be found in Section 6.3.1.2.

Application Processing pipelines Network
'SR SR
Message | Encryption Error control «| Message
for peer A | interceptor interceptor 7| from peer A
—— |
Message |_ Error control «| Message
for peer B [ interceptor 7| from peer B
—— |

SR
Message | Encryption | Message
for peer C [ interceptor ”|from peer C

—

Required interfaces

o Select mechanisms: This interface is required to retrieve available service

mechanisms from which this component selects to enforce service goals.

e Submit pipelines: After goals have been mapped to mechanisms, the
mechanisms are chained together, creating processing pipelines. These
pipelines are submitted to a component that processes messages through

the dedicated pipeline before being passed further.

Provided interface

o Specify service goal: This component provides an interface that accepts

service goals that must be applied to communication.
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Figure 5.10: Interceptors are chained to
create peer-level processing pipelines.
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Service implementer

The service implementer ensures that the chosen service mechanisms are enforced
to meet the specified goals. It tracks the inbound and outbound communi-
cations associated with each peer and processing pipeline, ensuring that the
appropriate service mechanisms are applied to the communication stream

before passing it along for further processing.

Required interfaces

e Send/Read IP packets: Access to the communication interface of the
communication layer is necessary for this component to apply service mech-
anisms. This interface is provided by the parent service layer component

(Section 5.4).

e View insights: This interface is essential because certain service mech-
anisms can benefit from internal information about the underlying en-
vironment. For instance, a reliable communication service mechanism
might need details about the average latency of a route to configure the
acknowledgment timeout for received messages correctly. This interface

is provided by the parent service layer component (Section 5.4).

Provided interfaces

e Send/Read IP packets: This interface provides the application commu-

nication where the required service goals have been applied.

e Submit pipelines: This interface configures this component to know

which communication belongs to what processing pipeline.

o View insights: This interface provides internal information regarding
the applied service mechanisms. Further, the insights obtained via the re-

quired “View insights” interface are also exposed through this interface.

In summary, the service layer provides control of the overlay network topology
and service guarantees in an otherwise best-effort environment, which does
not adequately meet higher-level guarantees required by many applications
to work correctly. The service overlay network created is shown in Figure 5.11:
The communication overlay network has been “elevated” to a service over-
lay network with enforced network topology and communication behavior.

Solid directed lines indicate established network paths by the connectivity goal.
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The rounded boxes indicate different service goals applied, like reliability or
confidentiality. To save space, the different goals are only depicted by differ-
ent symbols, each type representing one goal. service goals are mapped to
mechanisms that enforce the desired communication behavior. While the com-
munication layer facilitates the communication itself, this layer determines the

behavior of that communication.
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Figure 5.11: Service overlay network
provides control of network topolo-
gies and service guarantees. Solid di-
rected lines indicate the topology, while
rounded boxes indicate service goals. Dif-
ferent symbols depict different goals. The
dashed lines indicate the mapping of de-

vices.
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Figure 5.12: Software-defined overlay
network programming.
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The SDON layer enables overlay networking using intents that are high-level
functional requirements, as shown in Figure 5.12. The system shown is similar
to an IBN system and has been adopted for the use with overlay networks in
untrusted environments [LF23]. The SDON system provides an interface (@),
allowing applications to express intents — high-level functional requirements —
which are then translated into a network model specifying resource constraints
and service goals on all overlay network elements, such as nodes and links. This
also includes specifying which application components should be deployed on
which nodes. Based on this model, device configuration policies are created,
and appropriate devices are selected (2). For this selection, information available
for each device is considered. Not only is information provided automatically
by the lower layers used, but information is also actively gathered from the
devices (e.g., by requesting devices to benchmark peer bandwidth). The goal
is to select the best available devices for each overlay network node that meet
the desired properties. Once suitable resources are selected, the devices are
configured according to the policy configurations. During the implementation
of these policies, service goals are applied. After the deployment is completed,
both the overlay network and the devices used are monitored by this SDON
layer. Due to changes in edge resources or newly available information, it may
become necessary to repeat the entire process and possibly deploy the overlay
network on more suitable devices (3). This closed-loop mechanism ensures

ongoing alignment between the intended and deployed overlay network.
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After describing this component’s task, the required interfaces, provided

interfaces, and sub-components are presented.

Required interfaces

The SDON layer requires three interfaces:

e Send/Read IP packets: This component requires access to an interface
for overlay network communication, as activating intents requires coor-

dination and synchronization with remote middleware devices.

e Specify service goals: The activation of intents requires configuring
the behavior of overlay network communication. This is achieved by

specifying service goals on devices and their communication.

e View insights: This interface is necessary because intent activation and

monitoring require access to internal information about the layers below.

Provided interfaces

These interfaces are provided, which are both delegated to the parent SDON

middleware component (Section 5.2):

e View insights: This interface provides internal information regarding

the activation and assurance of intents. This includes information such as
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Figure 5.13: SDON layer as UML com-
ponent diagram. The layer enables the
construction and deployment of overlay
networks based on intents, representing
high-level functional requirements.
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Figure 5.14: Software-defined network
model describing a client-server appli-
cation communicating through a proxy.
Intents describe the desired topology,
nodes, and links.

SYSTEM ARCHITECTURE FOR SDON AT THE EDGE

what intent results in what device policies and what policies have been
successfully applied. Besides this information, the insights provided by

the lower layers are exposed as well.

e Specify intents: Through this interface, intents specifying the high-level

functional requirements of the overlay network are received.

Sub-components

This component has three sub-components: Intent translator (Section 5.5.1),

intent activator (Section 5.5.2), and intent assurer (Section 5.5.3).

Intent translator

The intent translator compiles the received intents into a network model that
describes the desired overall overlay network behavior. This model includes the
desired nodes, links, resource requirements, service goals, and instructions on
which application components should run on each node. The network model

is the foundation for matchmaking between overlay nodes and devices.

A@
Run: server.sh
Memory: 1024 MB

Q

Run: proxy.bat
Disk: 5 GB

Run: client.sh
CPU: 2
Route: n2 via nl,

To improve the understanding of such a network model, an example of
an application consisting of three nodes is shown in Figure 5.14. The model
specifies that the program proxy.bat is to be executed on a node identified n1,
the program client.sh on node 12, and the program server.sh on node n3. Node
nlis required to have at least 5 GB of disk capacity, while node n2 must have at
least 1024 MB of memory. Node 13 is required to have at least 2 CPU cores and
should route its messages to n2 via nl. Additionally, it is specified that nodes
nl and n2 should be connected by a link that ensures the confidentiality of

the communications and maintains a latency not exceeding 100 ms. Nodes n1
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and 73, on the other hand, are to be connected by a link that ensures reliable

communications with a minimum bandwidth of 500 kbit/s.

Required interface

e Provide network model: An interface is required so that this component

can hand over the network model, including all intents.

Provided interface

e Specify intents: Through this interface, intents are received from the
application. This interface is delegated to the parent SDON layer, which
is provided to the application (Section 5.2).

Intent activator

The intent activator uses the received network model to create a list of node-
centered intents, as illustrated in Table 5.1. This list specifies which intents exist
for each node, serving as a basis for matchmaking between overlay nodes and

devices. A distinction is made between two categories of intents:

e Resource constraints: Resource constraints describe intents that require
specific device capabilities, which cannot be intentionally enforced. For
example, an operating system cannot be changed from Linux to Win-
dows to enable support for running a batch program as requested by
an application. Similarly, the bandwidth of a link between two nodes
cannot be deliberately increased, but it may automatically increase in the
future (e.g., due to reduced network congestion, which frees up more
bandwidth).

For this reason, only this category of intents is considered in the resource

matchmaking process.

e Service goals: Service goals describe intents that can either fully or par-
tially enforced. For example, two devices can implement an encryption
protocol to enforce confidential communications, or an error control
protocol to manage packet loss by resending lost packets in the edge
network.

This component tries to select devices that best match the specified resource

constraint intents. Resource matchmaking decisions are made based on the
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Resource Service

Table 5.1: List of intents describing net- Node Intent Value

work model shown Figure 5.14. constraint  goal
nl  Run program. proxy.bat v
nl  Minimum disk size. 5GB v
nl  Confidential communication. n2 v
nl  Maximum latency. n2 = 100 ms v
nl  Reliable communication. n3 v
nl  Minimum bandwidth. n3 = 500 kbit/s v
n2  Run program. server.sh v
n2  Minimum memory size. 1024 MB v
n2  Confidential communication. nl v
n2  Maximum latency. nl =100 ms v
n3  Run program. client.sh v
n3  Minimum CPU count. 2 v
n3  Route Bvia A v
n3  Reliable communication. nl v

n3  Minimum bandwidth. nl = 500 kbit/s v
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information available at the moment of the process. Information may be incom-
plete, change, or become outdated, resulting in a different resource matchmak-
ing process that better aligns with specified intents in the future. To address
this, the next component employs a closed-loop mechanism that allows the
resource matchmaking process to be rescheduled whenever new information
or intents become available. Further, this component can trigger processes
that will start to collect metrics needed to better comply with intents (e.g.,
perform bandwidth tests to find links that align with an intent). This device
matchmaking is shown in Figure 5.15. Here, the intents from the client-server
application that have already covered (Figure 5.14) are mapped to match avail-
able devices best. Overlay node n1 is mapped to device D because it is the only
system that can run the proxy.bat service, which is a Windows batch script,
and meets the other constraints. Node 12 is mapped to device A because it
requires a connection with a latency not exceeding 100 ms to the device used
for node n1. Node 13 is mapped to device C. It is the best remaining device
because it is known to have a link to device D, although the exact bandwidth
is not (yet) known. This selection may be based on incomplete information, as

opportunistic matchmaking assumes that the desired conditions will likely be

met.
Available devices
A b=l
OS: Linux
Memory: 8 GB
Resource constraints Latency: D=29ms
nl @) s ~N
Run: proxy.bat B =
Disk: 5 GB N OS: Linux
Latency: n2=100 ms N CPU: 2
Bandwidth: n3=500 kbit/s| s Memory: 5 GB
Latency: A=200ms
n2 O Device > 4
s cli s N
Merrﬁ)l:';: ;hégt‘Sh matchmaking C |
X 0S: macOS
Latency: n1=100 ms . CPU: 8
\ Latency: D=912ms
R n3 o \ Bandwidth: D=?ms
un: server.sh N L )
CPU: 2 N 3
Bandwidth: n1=500 kbit/s AN D 8
AN 0OS: Windows
N CPU:8
Disk: 500 GB
Latency: A=27ms
\Bandwidth: C=?ms

After matchmaking, device configuration policies are created based on the

corresponding intents. These policies are then sent using the communication
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Figure 5.15: Device matchmaking ap-
plied by intent activator. Each node is
mapped to best matching device.
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overlay to the intent activator components of the selected devices, which will

then automatically apply the received configuration policies.

Required interfaces

o Implement monitoring: This interface is used to inform which intents
are activated and which monitoring tasks should be conducted to contin-
uously verify that the overlay network aligns with the expressed intents.
The collected monitoring information is sent back using the same inter-

face.

e View insights: This interface helps to get lower-level information in

activating intents.

e Specify QoS goals: This interface is used to configure the local mid-
dleware by applying the desired QoS goals on the necessary peers and

messages.

e Send/Read IP packets: This interface is required to communicate local
decisions on resource allocation and desired QoS goals to other middle-
ware devices. Therefore, this interface is also required to receive decisions

a remote middleware made about the activation of intents.

Provided interface

e Provide network model: This interface is provided to receive the network

model, including all intents.

Intent assurer

The intent assurer ensures that the overlay network remains aligned with the
intended state. This is necessary as edge networks are dynamic, and device
resources change over time. Further, overlay network deployment may have
been conducted using limited information, revealing after some time that a
different device matchmaking would result in better overlay network perfor-
mance. Therefore, this component continuously monitors the overlay network
by gathering passive and active analytics. The information to be gathered is
directly specified by the intents (e.g., latency intents require monitoring the la-
tency). The gathered information is sent to the intent activator, when thresholds

are met and if the overlay networks needs to be reconfigured.
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Required interfaces

e View insights: This interface helps to get lower-level information used
to track the deployment progress of intents and monitor the state of

successfully applied intents.

Provided interfaces

e View insights: This interface provides intent-level insights in addition to
the existing insights received that are just passed through. This interface is
delegated to the parent SDON layer, which is provided to the application
(Section 5.2).

o Implement monitoring: This interface is needed to make this component
aware of the intents that are in the process of being activated and to
decide what measures are necessary to collect monitoring information to

track intents.
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In summary, the SDON layer provides all key system components to achieve
IBN using overlay networking technology, facilitating the operation of dis-
tributed applications in untrusted environments, as shown in Figure 5.16. This
component represents the final layer and last step of the middleware. The
intended behavior of nodes and links is specified based on an overlay network
model. This specification assists in selecting devices that can meet the require-
ments to achieve the desired outcome. Additionally, a closed-loop mechanism
is applied to keep the overlay network aligned with the intents, responding to

changes in application requirements or edge resources.
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Figure 5.16: Software-defined overlay
network. Based on high-level functional
application requirements, an overlay net-
work of nodes and links is created imple-
menting the desired behavior.
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CHAPTER SUMMARY

In this chapter, the architecture for a SDON system was summarized, which
fulfilled all functional requirements and nonfunctional requirements identified
in Chapter 3. The requirements necessitate architecting the SDON system as a
distributed middleware, positioned between the application and the edge net-
work. The individual components, their tasks, and interfaces were identified.
The SDON middleware includes a communication layer that dynamically and
securely links individual edge devices by applying methods known from the
P2P domain to overcome connectivity restrictions of edge networks. Further,
the middleware includes a service layer, which allows the flexible integration of
additional overlay services as needed by the application. These services can pro-
vide functionalities like custom routing, forwarding, QoS, or security. Finally,
a SDON layer allows the programming of overlay networks using high-level
functional requirements (intents), where the middleware then automatically
identifies the required means to construct and maintain the desired overlay
network. This architecture forms the basis for the prototypical implementation

discussed in the next chapter.



Implementation of a SODON middleware

This chapter introduces the prototype of a software-defined overlay networking middle-
ware. It implements the architecture developed in chapter 5. The prototype is a fully
functional distributed middleware called drasyl. The structure of this chapter is as

follows:

o Section 6.1 gives an overview of the distributed middleware implementation.

Section 6.2 presents the implementation of the communication layer.

e Section 6.3 details the implementation of the quality of service layer.

Section 6.4 describes the implementation of the software-defined overlay net-

working layer.

Section 6.5 summarizes this chapter.

THE SDON MIDDLEWARE

The software-defined overlay networking (SDON) middleware has been im-
plemented in Java due to its capability to support a wide range of software
and hardware platforms, enabling the inclusion of as many devices as possible
in constructing software-defined overlay networks at the edge. Therefore, the
middleware is compatible with desktop computers, notebooks, servers running
Windows, macOS, Linux, and smartphones with Android operating systems.
Overlay networks can be constructed spanning across all these platforms.

The middleware implementation is called drasyl [drazy:1], named after Yg-
gdrasil, the mythical tree from Norse mythology that connects all the realms
of the universe [Lino1]. This name reflects the middleware’s goal of con-
necting any devices, regardless of location and context, enabling overlay net-
working. drasyl was published as an open-source software project under the
permissive MIT license to foster further research in this area. This disserta-
tion refers to the version current at the time, which was also published as an
open dataset [BR23]. The latest version of drasyl can be found on GitHub:
https://github.com/drasyl/drasyl.
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Figure 6.1: Yggdrasil (1895) by Lorenz
Frolich.
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COMMUNICATION LAYER

This section presents the implementation of the communication layer, whose
architecture has been developed in Section 5.3. Beginning with the identity
manager (Section 6.2.1), where details about the implemented public-key signa-
ture system are provided. This is followed by the peer discoverer (Section 6.2.2),
which describes the protocol implemented for communication overlay net-
work construction. Finally, the location-aware router (Section 6.2.3) is presented,

describing the mechanism used to verify peer reachability and routing.

Identity manager

As outlined in Section 5.3.1, public keys are used instead of IP addresses. Public
keys provide uniqueness and security, while IP addresses do not offer these
features. The identity manager uses an Ed25519 key pair as the device identity.
Ed25519 is a high-speed and high-security public-key signature system, that is
based on the Edwards-curve Digital Signature Algorithm (EdDSA) [Ber+12].
This signature scheme has been chosen because it best meets the requirements

as it provides the following properties:

o High security: This signature system provides a 2128 security level, of-
fering a similar difficulty to break as a 3000-bit RSA key [Ber+12]. A

security level high enough to be used to connect devices securely.

o Fast performance: A quad-core 2.4 GHz Intel Westmere processor from
the year 2010 can verify 71 000 signatures per second and sign 109 000
messages per second. Key generation happens almost as quickly as sign-
ing. [Ber+12]. This makes the signature system usable even on lower-

power devices running the middleware.

e Small keys: The public key uses just 32byte, and a signature takes up
64 byte, making them compact compared to other schemes providing
a similar security level. This compactness reduces the middleware’s
overhead of the network protocol, as every middleware message must
contain the recipient and sender’s public key in its header. Every byte
saved in the header increases the available space for application payloads

contained in messages.

o Flexibility: Ed25519 keys are convertible to X25519 keys for use in key
agreement protocols. This allows peers to establish Authenticated en-

cryption with associated data (AEAD)-secured communication from the
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first message by knowing only the peer’s address, which represents the
peer’s Ed25519 public key. AEAD encrypts data while also protecting the
integrity of both the ciphertext and associated, non-encrypted data, pro-
viding confidentiality and protection against unauthorized modifications
[Rogo2]. Message complexity can be reduced because signaling for agree-
ing on a key is no longer required, increasing security as communication

can be encrypted from the very first message [ Tho21].

When the middleware is started, it checks if an identity is present. If not, a new
random identity is automatically generated locally and stored to be found on

the next start. An example of a middleware’s address is shown below:

c0900bcfabc493d062ecd293265f571edb70b85313badcdda96c9f77163ba62d

Peer discoverer

This component’s architecture section 5.3.2 identifies the need for a custom pro-
tocol that efficiently combines NAT traversal and key agreement functionalities.
This section presents the implementation of this protocol by first providing
an overview and then all protocol messages (Section 6.2.2.1) and processes
(Sections 6.2.2.2 and 6.2.2.3). Finally, the protocol is summarized by giving

further details on how this protocol establishes the communication overlay.

The protocol is implemented by using UDP as the 4 protocol because UDP
offers more flexibility than TCP. The features provided by TCP, such as reli-
ability, flow control, congestion control, and error detection, are not always
necessary, which leads to otherwise unnecessary overhead. Additionally, UDP
hole punching is less constrained than TCP hole punching (Section 2.4.2.3). In
this protocol, the standard UDP hole punching process is enhanced by piggy-
backing the key agreement on the signaling required for NAT traversal. As a
result, the key agreement is completed no later than NAT traversal is finished,
saving at least 1 RTTs. A second and third RTT can be saved in some scenarios
because signaling traffic can securely transfer application data. While standard
UDP hole punching uses only a single rendezvous server and uses it solely for
signaling, this new protocol supports multiple rendezvous servers, which can
also serve as relays when direct communication is not possible (or if the device
does not desire it). Multiple rendezvous servers increase the scalability of the
middleware, and using rendezvous servers as relays reduces the additional

message complexity needed to contact a dedicated additional server.
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Messages

Each message is AEAD-secured using the stream cipher XChaChazo for en-
cryption, with Poly1305 authenticator. XChaChazo, a variant of ChaChazo,
supports random nonces, which reduces protocol complexity by eliminating
the need for stateful nonce tracking and synchronization [ Arc20]. The message
format builds up on a public header, a private header and a body, as shown in
Figure 6.2. The complete message is authenticated. The private header and the

body are encrypted and can only be accessed by the recipient.

Nonce (24 byte)

header Recipient (32 bytes)
Sender (32 bytes)
Private Message type (1 byte)
header Authentication header (16 bytes)
HELLO ACKNOWLEDGEMENT UNITE APPLICATION
Body Time (8 byte) Time (8 byte) Address (32 byte) Payload

Endpoints (18 bytes/each)

Signed Public Keys (96 bytes/each) Signed Public Key (96 bytes)

Remaining Keys (1 byte) Endpoints (18 bytes/each)

Figure 6.2: The communication layer
protocol contains four message types.
Each contains a public header, a private
header, and a message type-dependent
body.

The public header includes three fields: A 24-byte uniformly random Nonce,
used as a message id and for encryption, followed by the Recipient’s and Sender’s

public key, both fields are 32 byte long.

The private header contains two fields: A 1-byte long field for the Message type
and a 16-byte long Authentication header.

The Body has the following message-type-dependent fields:

o HELLO: This message is used to register at a rendezvous server or to check

connectivity to a peer.
It consists of:

— An 8-byte Time field, containing the sender’s current time in mil-

liseconds as a Unix timestamp when the message is sent.

— An Endpoints field, listing IP endpoints, each 18 bytes long.
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— A Signed public keys field, listing signed public keys, each 96 byte
long.

Only the Time field is used for peer communication.

o ACKNOWLEDGEMENT: This message acknowledges the receipt of HELLO mes-

sages.
It has:

— An 8-byte Time field containing the timestamp from the correspond-

ing HELLO message.

— A 1-byte Remaining Key field indicating the number of unused public
keys stored at the rendezvous server, only used when the message

is sent from a rendezvous server.

e UNITE: This message is sent by the rendezvous server to exchange con-

nection information between two middleware devices.

- A 32-byte Address field containing the public key.
- An Endpoints field with a list of IP endpoints, each 18 byte long.
— A Signed Public Key used for key agreement.

e APPLICATION: This message is used to send application data and, with
an empty payload, to initiate a connection information exchange at a

rendezvous server.

- A variable-length Payload field containing application data.

6.2.2.2 Server registration

Middleware devices register with a rendezvous server to become available for
peer discovery initiated by other devices. Further, the registration is used to
place connection information on how the device believes it can be reached,
together with signed public keys used for key agreement on the server. While
the connection information will help during NAT traversal, the public keys are
used for key agreement.

The registration process is described in the UML sequence diagram [OMG11]
shown in Figure 6.3. The registration is refreshed periodically as long as the
middleware device is running. This is necessary to notify the rendezvous server
that the middleware device is still online, to update the connection information
stored on the server, to upload additional public keys, and to ensure that any

existing middlebox keeps the device reachable.



Figure 6.3: Registration process.
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e The middleware device sends a () HELLO message to the rendezvous
server. The HELLO message contains the current timestamp, contact infor-

mation and public keys.

e The rendezvous server stores the received contact information and pub-
lic keys. Additionally, the server records the IP endpoint from which
it received the middleware device message. Receipt of the message is
acknowledged by responding with an (2) ACKNOWLEDGEMENT message. This

response includes the received timestamp.

e Upon receiving the ACKNOWLEDGEMENT, the device is successfully regis-
tered to the communication overlay (3). The device also learns the RTT

to the rendezvous server using the received and current timestamp.

o If no ACKNOWLEDGEMENT is received within a given time, the device is no

longer registered to the communication overlay (4).

To unregister, the device stops sending new HELLO messages, resulting in being
considered offline by the rendezvous server after some time. The rendezvous
server maintains a list of all currently considered online clients, including their
transferred contact information, keys, and IP endpoint the registrations were

received from and registration time.

Peer discovery process

Middleware devices perform peer discovery to establish connectivity using
the most local available network path. This process requires both devices to be
registered with the rendezvous server. It is shown as a UML sequence diagram

in Figure 6.4.
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Figure 6.4: Discovery process.
e When middleware device A wants to communicate with middleware

device B, it initially lacks information on how to reach B. Therefore, it
contacts a rendezvous server to request information to reach B by sending

an empty (D) APPLICATION message addressed to middleware device B.

e The rendezvous server now sends all contact information alongside a
signed public key for B to A using a (2) UNITE message. The server sent
A’s routing to B in parallel using another (3) UNITE message to enable
hole punching. Both sent public keys are immediately removed from the

server, to not be used for another key agreement process.

o Both devices will check if the received own public key for the key agree-
ment has already been used. Additionally, the received peer’s public key
is verified to ensure it is signed by the peer. Both devices will check if
the public keys received for the key agreement have already been used.
If not, both devices can generate their part of the shared secret and try
to reach each other in parallel on all endpoints contained in the UNITE
message by sending (4) HELLO messages. On receipt, a middleware device
will respond with an (5) ACKNOWLEDGEMENT message. Once a middleware
device gets an acknowledgment, it will know that the endpoint used for
the HELLO message can be used to reach the other middleware device ®).

The timestamps in both messages are also used to calculate the RTT.

The augmented protocol requires only four message types and two protocol
processes “Server registration” and “Peer discovery”. Depending on if one or

both middleware devices are behind a middlebox and one of the middleboxes
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Figure 6.5: Communication overlay es-
tablished by the communication layer to
enable secure discovery of middleware

peers.
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applies endpoint-dependent mapping, up to three @ HELLO messages must
be sent to “punch” a hole into the middlebox (see Section 2.4.1.2). If hole
punching failed, the active relay is used for communication with the peer. In
this situation, middleware device A periodically repeats the discovery process

as it never gives up on establishing a direct connection.

Rendezvous
server S,

Rendezvous

’

N

- L’ oo S KRR

Device A Device B Device C Device D Device E

= - N -
N —

— — Registration (active relay) =~ —— Direct path

— — Registration e Relayed path

Figure 6.5 illustrates the overlay network constructed by this protocol. Mid-
dleware devices register with at least one rendezvous server and select the
one with the shortest latency as the active relay. The active relay is used when
direct communication is impossible (like devices C and E). If hole punching

succeeds, a direct connection is possible (like devices A and C).

Location-aware router

This component maintains a table with all known peers and their corresponding
IP endpoints, discovered by the peer discoverer (Section 5.3.3).

The following factors were considered for the implementation of the IP end-
point health check: middleware devices can leave the communication overlay
at any time or may be assigned a new IP address. Therefore, a health check
is necessary to verify that the discovered endpoint is still alive. Furthermore,
the discovered endpoint might point to a middlebox that has created a tempo-
rary mapping (refer to section 2.4 for more information about middleboxes
and their mapping behavior). Middleboxes strive to destroy mappings due to
inactivity. Therefore, traffic must be sent through this mapping to keep it alive.
Thus, a periodic health check is needed to verify that a peer is still reachable,
measure the latency, and prevent any middlebox from garbage-collecting the

used mapping. A proper time interval must be selected for this as too many
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health checks increase the network’s overhead. Too few checks will result in
the destruction of middlebox mappings and increase the time before a peer can
be assumed offline. The challenge with middleboxes is that no assumption can
be made regarding when a mapping will be cleared. According to [Hét+10],
most middleboxes retain UDP bindings for at least 120s of inactivity.

The health check is shown as a UML sequence diagram in Figure 6.6 and

has been implemented as follows (Figure 6.6):

e Each IP endpoint is periodically checked by sending a (1) HELLO message

including the current time in milliseconds as a Unix timestamp.

e The contacted peer has to response by sending back an (2) ACKNOWL -
EDGEMENT including the just received timestamp. As all messages are
AEAD-secured the response can be verified and the timestamp is used
to calculate the RTT (3).

If no response is received within a given time, the message is considered lost.
If no response is received for a series of messages, the endpoint is considered
dead and will be removed from the routing table (4). The component assumes

an endpoint is finally dead if at least three consecutive responses fail to arrive.

A : Device B : Device

1
[loop )| (MHELLO

A

alt
. [default]
Endpoint (2) ACKNOWLEDGEMENT
alive <
[time

Endpoint exceeded]

@ dead

Ll o e e e T Ty S

In summary, the communication layer implements a peer discovery protocol

creating a communication overlay making all middleware devices routable.

Whenever a middlebox device needs to communicate with an other device, the
most local discovered network IP endpoint is used for communication. Hole
punching is used to provide direct connectivity in most cases, with a fallback

to relayed communication.
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Figure 6.6: Endpoints are checked.
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SERVICE LAYER

This section presents the presented of the service layer, whose architecture has
been developed in Section 5.4. The presentation begins with the service mecha-
nisms library (Section 6.3.1), which demonstrates the application programming
interface (API) that supports the implementation of a wide range of mecha-
nisms. Additionally, a selection of the already implemented mechanisms is
presented. Next, the service goals interpreter (Section 6.3.2) is introduced, show-
ing how the mapping of service goals to service mechanisms is performed. It
also explains how these mapped mechanisms are subsequently used to con-
struct a communication processing pipeline. Finally, the service implementer
(Section 6.3.3) is discussed, describing how the constructed pipelines are ap-

plied and how messages are assigned to the correct pipelines.

Library of service mechanisms

First, the library of service mechanisms provides an API allowing the implemen-
tation of mechanisms to enforce service goals. Second, a collection of already
implemented mechanisms is provided, from which the application can select

(Section 5.4.1).

Service mechanism API

Service goals are enforced by mechanisms implemented as message-level inter-
ceptors that control how communication is processed between the application

and the network.

Interface

Description

void messageOutbound(Object msg)

void messageInbound(Object msg)

void pipelineActive()

void pipelineInactive()

Invoked when an outbound message is passed to the interceptor.

Invoked when an inbound message is passed to the interceptor.

Invoked once, when pipeline for peer communication has been created.

Invoked once, when pipeline for peer is about to be terminated.

Table 6.1: MessageInterceptor API for
implementing mechanisms to enforce ser-
vice goals.
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In drasyl, each interceptor is represented by a Java class that implements
the MessageInterceptor interface, providing the methods shown in Table 6.1.
The outboundMessage () and inboundMessage () methods alter outbound or in-
bound messages, while pipelineActive() and pipelineInactive() perform
connection establishment or teardown handshakes. All methods can optionally

be implemented, depending on the mechanism to be implemented.

public class EncryptionInterceptor extends MessageInterceptor {
private final byte[] encryptionKey;
private final byte[] decryptionKey;

EncryptionInterceptor(byte[] encryptionKey, byte[] decryptionKey) {
this.encryptionKey = encryptionKey;
this.decryptionKey = decryptionKey;

void outboundMessage(Object msg) {
if (msg instanceof byte[]) {
byte[] cyphertext = encrypt(msg, encryptionKey);
super.outboundMessage (cyphertext);
} else {
super.outboundMessage(msg) ;

void inboundMessage(Object msg) {
if (msg instanceof byte[]) {
byte[] cleartext = decrypt(msg, decryptionKey);
super.channelRead(cleartext);
} else {
super.channelRead(msg) ;

An example implementation of an interceptor for encrypting application
communication before it is transmitted over the edge network, ensuring confi-
dentiality, is provided in Snippet 6.1. The example interceptor is called Encryp-
tionInterceptor and implements the MessageInterceptor interface.

The outboundMessage () method (line 10) first checks if the outbound mes-
sage msg is a byte array. If msg is a byte array, it is encrypted using the provided
encryption key. This key could, for example, be provided by a separate inter-
ceptor that has performed a key agreement in advance. The encrypted message
is then passed to super.outboundMessage() to forward it along the pipeline

for further processing or transmission (line 13). This enables handling by the
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Snippet 6.1: Implementation of a service
mechanism that enforces confidentiality

using encryption.
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next outbound interceptor in the pipeline, eventually leading to transmission
over the network. Using outboundMessage () ensures that each interceptor can
add processing logic while maintaining a consistent and organized flow of
message handling. If msg is not a byte array, it is forwarded unaltered (line 15).

Similarly, the method inboundMessage() (line 19) checks and decrypts in-
bound messages using a provided decryption key before passing it further by

calling super.inboundMessage() (line 22).

Implemented overlay service mechanisms

Several overlay service mechanisms have been implemented to enforce service
goals that are often needed. All these mechanisms have been implemented

using the API presented in the previous section.

AUTHENTICATED COMMUNICATION  Authentication has been imple-
mented by signing messages with the sender’s private Ed25519 key (Sec-
tion 6.2.1), enabling the verification of the sender’s identity and securely en-

suring the integrity of the transmitted messages against forgery.

COMPRESSED COMMUNICATION  Compression has been implemented
by applying the Zstandard (Zstd) lossless data compression algorithm to all
messages sent over the network [CK21]. Compression reduces the amount of
data transmitted in exchange for CPU time, improving the network efficiency

and data throughput.

CHORD-BASED ARRANGEMENT  All nodes participating in an overlay
network can apply the Chord protocol [Sto+03] to establish a DHT, which can
be used for efficient, scalable distribution of keys across nodes in a distributed
system. Nodes and keys are arranged in a virtual ring, allowing for quick data

retrieval, and dynamic scaling with minimal reorganization.

ENCRYPTION  Encryption has been implemented using the XChaChazo
stream cipher with Poly1305 for message authentication. Both peers perform
an X25519 key agreement to establish this, generating a shared secret to derive

encryption keys.

ERROR CONTROL  Error control has been implemented using Automatic Re-
peat reQuest (ARQ), which ensures in-order delivery of messages and triggers

retransmissions when necessary to prevent data corruption or loss. Addition-
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ally, checksums are employed to detect accidental errors during transmission,

maintaining the integrity of the transmitted messages.

CYCLON ARRANGEMENT  All nodes participating in an overlay network
can apply the CYCLON protocol [VGSos], which conducts a peer sampling
mechanism where each node maintains a continuously updated list of peers.
CYCLON achieves this by periodically exchanging partial network views with

randomly chosen peers, ensuring robust and dynamic peer sampling.

PRIORITIZATION  Prioritization is implemented using a priority queue,
where each message is assigned a priority level (based on factors like message
type, urgency, or the time it was created ). Messages are enqueued based on
their priority, with the highest priority messages processed first, ensuring that

critical messages are handled before less important ones.

ROUTING  Routing has been implemented by allowing the specification of
custom relays, enabling overlay messages to be routed through a predefined

path of overlay nodes rather than the default direct network route.

In summary, the implemented mechanisms are not intended to be exhaustive
in meeting all the needs of applications. However, they demonstrate that this

component’s API can represent various mechanisms.

Service goals interpreter

The quality of services (QoSs) goal interpreter uses the implemented service mech-
anisms to enforce service goals specified by the application. It creates processing
pipelines, including one or multiple service mechanisms. (Section 5.4.2). First,
the available service goals are presented. Next, the mapping of these goals to
mechanisms is explained. Finally, the interface for implementing processing

pipelines is presented.

Service goals

Service goals describe the desired outcomes. To illustrate this function, goals
are selected based on two criteria: (1) goals providing the most desired features
by applications, (2) goals that describe different dimensions, goals describing

overlay links between node pairs, goals describing paths between groups of
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nodes, and goals describing the overlay topology. This section presents goals

that can be enforced using the available mechanisms (Section 6.3.1.2).

RELIABILITY Communication in unreliable environments is inherently un-
predictable. While some applications can tolerate message loss, others require

reliable data transfer to ensure guaranteed delivery and error-free reception.

INTEGRITY  Integrity ensures that transmission data is protected from unau-
thorized alterations. While reliability addresses errors that occur accidentally
during transmission, integrity focuses on preventing intentional attacks such
as tampering or data corruption. This is needed by applications where data

authenticity and accuracy are essential.

CONFIDENTIALITY  Confidentiality ensures that transmission data is ac-
cessible only to authorized parties, protecting it from eavesdropping. This
is needed to maintain privacy and when the application handles sensitive
information, such as personal information. If this confidentiality flag is set, the
system uses symmetric encryption to ensure data can only be decrypted by the
receiver having the corresponding decryption key, even when relayed through

a rendezvous server.

EFFICIENCY Communication has a cost, in terms of required communi-
cation resources. This means the network between two devices has only a
limited bandwidth, determining how much data can be transmitted over time.
Increasing efficiency is essential when applications are operated in constrained

environments with limited resources.

PRIVACY  The privacy goal ensures that sensitive data is handled with strict
access control, allowing users to determine who can access their information.
Additionally, it is essential to protect not only the content of the communication
but also the identities of the communicating parties, ensuring that both the

data and the interaction remain confidential.

DISTRIBUTED LOOKUP  Distributed lookup aims to efficiently locate and
retrieve data or resources across multiple nodes, ensuring scalability, low
latency, fault tolerance, and balanced query load while minimizing network

traffic and maintaining data consistency.
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LOAD BALANCING  The goal of load balancing is to evenly distribute work-
load across multiple resources, ensuring optimal performance, preventing
overload, minimizing latency, maximizing resource utilization, and enhancing

system reliability and fault tolerance.

6.3.2.2 Service goals mapping

While goals specify the desired outcome, mechanisms are needed to enforce
them. Therefore, goals must be mapped to mechanisms. Table 6.2 shows possi-

ble strategies to enforce each service goal by one or multiple service mecha-

nisms.
Service mechanism Table 6.2: Mapping between service
c %D goals and mechanisms. The service layer
2 g ED = g g in the drasyl middleware selects a single
.g ‘A g g -E' 2 = mechanism or a combination of mecha-
+ 9} < B o N 50 .
qu) 5, X & o E)] 2 g nisms to enforce one goal.
5 £ ¢ 8§ B % g 3
< 0 U &8 @& 0 &
Reliability v (v)
Integrity v (v) (V)
S
S Confidentiality %
(]
= ici 4 v v
5 Efficiency (V)
& Privacy v v
Distributed lookup v ()
Load balancing v v ()

v := fully enforced (v) :=cond. enforced (blank) := not enforced

6.3.2.3 Pipeline configuration

Once service goals have been mapped to mechanisms, the processing pipeline
is created. The pipeline consists of a chain of one more multiple Message-
Interceptors and itself is called ProcessingPipeline.

Snippet 6.2 shows the exemplary initialization of a pipeline using the pro-
vided ProcessingPipeline interface. This pipeline enforces the goals reliability
and confidentiality by using error control and encryption mechanisms (lines 3 to
4).
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Snippet 6.2: Creation of a processing

pipeline that enforces service goals re- 1

liability and confidentiality.

1 https://www.wintun.net/
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class ReliableAndConfidentialPipeline extends
o ProcessingPipelineInitializer {
void initChannel(Pipeline p) {
p.addLast(new EncryptionHandler());
p.addLast(new ErrorControlHandler());

Service implementer

The service implementer ensures that every incoming and outgoing message
passes through the respective processing pipeline. A separate pipeline is main-
tained for each peer. If a message is sent to or received from a peer without an
existing pipeline, one is implicitly created based on the service goals. Regard-
less of the processing performed by the pipeline, each message is formatted
as an APPLICATION message with the appropriate public, private header, and
body (see Section 6.2.2.1).

A virtual network interface is established on each edge device to implement
the “Send/Read IP packets” interface. This virtual interface can be used as
any other interface connecting a physical network. By creating such a TUN
interface [Bor23b], IP applications can communicate transparently through
the overlay network without modification. While Linux and macOS provide
native support for TUN devices, Windows requires the use of Wintun'.

Configured with the IP address and netmask specified in the network model,
the TUN interface ensures correct network addressing. The SDON middle-
ware receives IP packets sent to this interface, processes them according to the
overlay network configuration, and transmits them to the appropriate destina-
tion SDON device. Conversely, packets received via the overlay network are

delivered to the local application through the TUN interface.

SDON LAYER

This section presents the implementation of the overlay layer, which has been
architected in Section 5.5. The introduction begins with the intent translator
(Section 6.4.1), which provides a Lua-based programming interface for creating
overlay network models that incorporate the intents specified by an application.

Lua is a lightweight, high-level scripting language specifically designed for
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embedded use in applications [IFF96]. Next, the intent activator (Section 6.4.2)
is introduced, showcasing the SDON controller that provides logically central-
ized software control of the underlying edge resources being programmed. The
controller’s greedy-based algorithm for selecting the best currently available
resources for activating the overlay intents is demonstrated. Finally, the intent
assurer (Section 6.4.3) is discussed, highlighting the closed-loop mechanism
used to verify that the overlay aligns with the desired intents in the presence

of changing resources.

Intent translator

Intents submitted to the system cannot be directly used to configure the under-
lying edge resources. Therefore, intents need to be converted into a network
intent. The intent translator defines the network model and API for submitting
intents to the system. (Section 5.5.1).

The goal is to describe a network with virtual nodes and virtual edges. Both
the network as well as the nodes and edges can be assigned intents. Since the

system is designed to be extensible, it must allow for adding new properties.

Network model

Following the requirements mentioned above, the data model has been created
and is presented as an entity-relationship (ER) model [Che76] in Figure 6.7.
The “root” of each network model is the network entity, which can contain any
number of network intents and nodes. Links have a start and an end, connecting
two nodes. Nodes and links can each have any number of associated node
intents or link intents. Now, the available node, link, and network intents are
presented, with the flexibility to extend them as needed. Intents either result
in influencing the resource allocation progress applied by the intent activator
(Section 6.4.2) or the service goals being enforced provided by the service

goals interpreter (Section 6.3.2.1).

NODE INTENTS  These node intents are available to be used individually or

in combination.

e cpu: The minimal number of CPU cores. Applied by the intent activator

to influence the resource allocation process (Section 6.4.2).

o memory: The minimum amount of memory in MB. Applied by the intent

activator to influence the resource allocation process (Section 6.4.2).
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Figure 6.7: Network model describing
intent-based overlay networks as an ER
model.
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o disk: The minimum disk size in GB. Applied by the intent activator to

influence the resource allocation process (Section 6.4.2).

e privacy: Enables encryption. Optionally, a list of routes can be supplied
to control which devices see communication. Enforced by the service goals

interpreter (Section 6.3.2.1).

e distributed_lookup: Enables node to perform distributed lookup pro-

tocol. Enforced by the service goals interpreter (Section 6.3.2.1).

e load_balancing: Enables node to perform balancing protocol. Enforced

by the service goals interpreter (Section 6.3.2.1).

LINK INTENTS  The following link intents can be used individually or in

combination:

e reliability: Enables reliable communication if set to true. Enforced by

the service goals interpreter (Section 6.3.2.1).

e integrity: Ensures communication integrity when set to true. Enforced

by the service goals interpreter (Section 6.3.2.1).

e confidentiality: Ensures communication confidentiality when set to

true. Enforced by the service goals interpreter (Section 6.3.2.1).
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o efficiency: If set to bandwidth, communication is optimized to mini-
mize bandwidth usage. If set to latency, communication is optimized
to minimize transmission latency Enforced by the service goals interpreter

(Section 6.3.2.1).

e latency: The maximum latency in ms. Applied by the intent activator to

influence the resource allocation process (Section 6.4.2).

e jitter: The maximum jitter in ms. This parameter is applied by the intent

activator to influence the resource allocation process (Section 6.4.2).

o loss: The percentage of packet loss, expressed as a percentage (%). This
parameter is applied by the intent activator to influence the resource

allocation process (Section 6.4.2).

e bandwidth: The minimum bandwidth in kbit/s. Applied by the intent

activator to influence the resource allocation process (Section 6.4.2).

NETWORK INTENTS  Both node and link intents can also be enforced on the
network level, activating them on every node and link if not locally overwritten.
Furthermore, additional network intents control the proactive collection of

edge device and network capabilities:

e measure_latency: Enables latency measurements between SDON de-
vices. Each device periodically performs latency measurements with
randomly selected other devices. The results of these measurements are
collected at the SDON controller and are used to optimize the overlay

network.

e measure_ cpu: Enables one-time CPU benchmarks on all SDON devices
to measure the CPU performance. The benchmark includes searching for
prime number within a specified interval. The results of these measure-
ments are collected at the SDON controller and are used to optimize the

overlay network.

6.4.1.2 Network modeling API

An overlay network scripting API has been created using Lua to create network
models. Lua is language-agnostic, making integrating with many different
programming environments easy. This decouples the model from the concrete

implementation.
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Function

Description

create network(intents)

network:

network:

network:

network:

network:

network:

network:

network:

network:

add_node(node_id, intents)
remove_node(node_id)
clear_nodes()

add _link(nodel, node2, intents)

remove_link(nodel, node2)
clear_links()

get_nodes()

get_links()

set_callback(callback)

node:get _insights()

link:get_insights()

Creates a new network model with specified intents.

Adds a new node to the network model with specified identifier and intents.
Removes node with specified identifier from the network model.

Removes all nodes from the network model.

Adds a new link to the network model between specified nodes and with

specified intents.

Removes link between specified nodes from the network model.
Removes all links from the network model.

Returns list of all nodes of the network model.

Returns list of all links of the network model.

Sets a callback function that is called every time new insights have become

available.
Returns list of all insights of the node.

Returns list of all insights of the link.

Table 6.3: Lua-API describing desired
overlay networks.

Table 6.3 shows the Lua interfaces. First, a network model is created by calling
create_network(). Then, nodes and links with the desired properties are
added to the model using add_node() and add_link(), respectively. Further,
a callback can be defined using the set_callback() function. That callback
is called every time a new insight becomes available, allowing the network
model to change in response to changes in the underlying device resources.
This callback can alter the network model in response to changes in the edge
resources or to implement intents that are otherwise impossible with the
available options.

Snippet 6.3 presents an example of using the modeling API to create the
overlay network shown in Figure 5.14. A conditional intent has been added
using the callback functionality (lines 7 to 17): If latency of link A« B exceed
latency of 100 ms, traffic from node C to B is routed through a direct link instead

of a path via A. If latency is below 100 ms, traffic via A.
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Snippet 6.3: Example usage of network

1 network = create_network() modeling API describing network shown
2 network:add node("A", {disk = "5G"}) in Figure 5.14.

3 network:add node("B", {memory = "1024M"})

4 network:add node("C", {cpu = 2, routes = {B = "A"}})

5 network:add_link("A", "B", {encrypted = true, latency = "100m"})

6 network:add link("A", "C", {reliable = true, bandwidth = "500k"})

7 function my callback(network, devices)

8 1inkAC = network:get link("A", "C")

9 nodeC = network:get node("C")

10 if get insights(linkAC)["latency"] > "100m" then
1 network:add_link("C", "B")

12 nodeC.routes[B] = "B"

13 else

14 nodeC.routes[B] = "A"

15 network:remove link("C", "B")

16 end

17 end

18 network:set callback(my callback)

6.4.2 Intent activator

The intent activator allocates underlying edge resources and configures nodes
and links to activate the network model (Section 5.5.2).

A centralized SDON controller supervises the task of activating intents by
first asses available resources, which includes the application of reactive/proac-
tive means to collect information on the available resources. All other nodes
are middleware devices that register to one SDON controller forming a sys-
tem as shown in Figure 6.8 using the protocol shown in Figure 6.9. Through
registration, they offer resources to the controller, who can use these to create
desired overlay networks and deploy application components.

The protocol shown relies on the virtual overlay network provided by the
communication layer, enabling connectivity between the controller and all
nodes. Further, all SDON overlay protocol messages are processed by pipelines,
enforcing confidentiality, integrity, and reliability.

Multiple controllers can be added to the system, distributing the load of
managing multiple applications among them. However, each application and
each edge device is always managed by one controller at a time. An edge device
transfer between controllers is possible. One controller with excess resources

can hand over devices to a controller that needs more edge resources.
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Figure 6.8: SDON overlay network. De-
vices register with a controller and offer
resources to be part of an overlay where
application components are deployed on
the individual nodes.

Figure 6.9: SDON layer protocol. Nodes
(re)register periodically with a controller,
to which the controller replies.
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6.4.2.1 Resource allocation algorithm

Algorithm 1 Matchmaking of overlay nodes to SDON devices.

1: function MmatcuMAKING(N, D)

2 M<0@

3 forall n € Ndo

4 best_match « @

5: min_distance « oo

6: foralld € D do

7: distance < |CURRENT_STATE(d) — DESIRED_STATE(11)|
8: if distance < min_distance then
o: min_distance « distance

10: best_match « d

11 end if

12: end for

13: M «— M U {(n, best_match)}

14: end for

15: return M

16: end function

A greedy algorithm selects the best device resources based on the available
knowledge of the resources during allocation. The algorithm is implemented
as follows: For each node n € N, with N being the set of all nodes in the
model, the desired state d,, is defined. The matchmaking process is outlined
in Algorithm 1. Matchmaking requires traversing all overlay nodes N (line 3).
Each node’s and its connected links’ requirements are compared with available
SDON devices D to find the most suitable device d € D (line 6). For each
node n € N, the desired state of n is compared with the current state of d and
then 7 is mapped to the d closed to the desired state (lines 7 to 11). At the end,
the matchmaking returns a list of mappings M containing pairs (1,d), each
mapping a node # to a device d (line 15).

The distance between the two states is calculated as follows. Each state is
represented as a vector s = (py,p», ..., p,,), Where each component p; represents
a resource property to be considered. The vectors are subtracted component-
wise to quantify the distance between the desired state s; and the current state
s.. This results in a difference vector As = s; — s.. Each component is weighted
by a corresponding priority vector w = (wq,w, ..., w,,) to enable prioritization

among the resource properties. The weighted distance is then calculated by
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multiplying the difference vector component-wise with the priority vector,

resulting in:
ASweighted =woAs = (wy + (Sg1 — Sc1), W2+ (Sa2 = 5c2)s ++r Wy * (San — Sen))

This allows certain resource properties to have a greater influence on the overall

distance measurement (e.g., when latency is more important than jitter).

Configuration distribution

In this step, the controller distributes the overlay node intents to the assigned
SDON devices. This is achieved using the () CONTROLLER_HELLO message seen

in Figure 6.9, where the list of desired intents is attached to.

Intent assurer

The SDON controller supervises the provision and ongoing application of
distributed intents by periodically receiving HELLO_NODE messages containing
information about the node as well as the currently applied intents. These
periodic updates potentially alter the current state of each node, c,,, which
may render the existing resource allocation suboptimal. To address this, the
controller regularly executes the algorithm described in the previous section
to ensure that the overlay utilizes resources optimally and, if necessary, auto-

matically reconfigures the overlay.

CHAPTER SUMMARY

This section presented the implementation of a distributed middleware for
software-based overlay network programming.

First, the implementation of the communication layer was presented. A
novel network protocol was introduced, which efficiently combined multiple
NAT traversal techniques with a Diffie-Hellman key agreement, allowing edge
devices to establish secure links in minimal time. This was used to construct
an IP overlay, which creates the illusion of an unrestricted network for the
application.

Second, a service layer was introduced that allowed the flexible integration
of overlay services. This was implemented by applying the interceptor design
pattern to all communication processed by the overlay. Individual interceptors

can alter overlay behavior to integrate desired services without interfering with
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other service interceptors. Services can be limited to specific overlay elements
and can be changed during runtime. These services include functionalities like
custom routing, forwarding, QoS, or security.

Third, the SDON layer was introduced, which provided global visibility and
control of the overlay by introducing a network controller. The controller pro-
vides a Lua scripting API where application developers can program desired
overlay networks by specifying the desired number of nodes, the topology, and
node and link behavior. The presented controller automatically identifies the
required steps and most suitable edge devices to create the desired overlay net-
work. The controller supervises the ongoing alignment of the current overlay
network state with the desired state by monitoring all edge devices. A closed-
loop mechanism allows the automatic detection and repair of any unintended

network change in response to unpredicted changes of edge resources.
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Evaluation

The prototype of a software-defined overlay networking system presented in Chapter 6
is evaluated through several experiments, each focusing on one of the three layers:
communication, dynamic overlay services, and software-defined overlay networking.
Although each experiment targeted a specific layer, the lower layers were also implicitly
tested. The evaluations are performed to demonstrate that the prototype meets the
specified requirements. The same middleware is used throughout all evaluations, and it
is successively extended with new functionalities, which then become the focus of each
respective evaluation. Therefore, the experiments demonstrate how the middleware can

be applied across a variety of use cases. This chapter is structured as follows:

o Section 7.1 describes the evaluation of the protocol that enables secure connectiv-

ity between devices in restricted networks.

e Section 7.2 shows the performance evaluation of edge offloading where the mid-

dleware was integrated into a pre-existing computation offloading application.

e Section 7.3 presents the evaluation of two edge computing applications using
the middleware to simplify edge deployment and centrally-controlled overlay

network optimization.

EVALUATION OF THE SECURE CONNECTIVITY PROTOCOL

In this section, the protocol used for achieving secure connectivity in re-
stricted edge networks is evaluated. The evaluation setup is described first
(Section 7.1.1), followed by the metrics (Section 7.1.2), the results (Section 7.1.3)
and a discussion of the findings (Section 7.1.4). Parts of this section are based
on the publication [BRF23a].

The evaluation demonstrates that the protocol implemented in the commu-
nication layer can securely connect devices in heterogeneous network environ-
ments. Therefore, the proposed protocol has been compared with the state of
the art to show the expected 2 RTTs reduction in connection establishment
time. Additionally, it is shown that this approach is compatible with actual ap-
plications and transparently provides secure communication channels. Further,

with this experiment, we address the following research questions:
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RQ 1.1 How to achieve connectivity between edge devices efficiently?

RQ 1.2 How to ensure that edge devices are linked securely?

7.1.1 Experimental setup

Figure 7.1: Application for communica-
tion layer evaluation. The application
consists of a HTTP-client on device A
communicating and a HTTP-server on
device B. On the underlay, both nodes are
connected through NATs with the Inter-
net. The middleware transparently pro-
vides secure reachability between client

and server.
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The setup used for this experiment is shown in Figure 7.1. In this evaluation,
the middleware runs a client-server HTTP application consisting of one client
and one server. In this application, the client wants to send a single request to
the server and receive the response. The HTTP client runs on device A, and
the HTTP server runs on device B. To prove NAT traversal capabilities, each
device is operated behind a NAT. Therefore, before the device A can securely
reach the device B, the overlay network must perform NAT traversal and key
agreement. Rendezvous server S, a public Internet host, handles the signaling
required for hole punching and key agreement. In this setup, both devices are
registered with the rendezvous server and have not yet established a direct
connection.

An early snapshot of the middleware prototype has been used for this evalu-
ation using a TLS-based key agreement (Section 2.5). TLS supports two distinct
key agreement modes: The first one is used when peers communicate for the
first time. This handshake mode is called “full handshake”. The second mode
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uses key material received through an earlier handshake or a separate chan-
nel, which is known as the “o0-RTT handshake”. The prototype used for this
experiment has been published [BRF23b].

This experiment is conducted as a real-world experiment, where both devices
and the rendezvous server are deployed on actual hardware within the Internet
(Figure 7.2). Device A is located in Helsinki, Finland; device in B in Ashburn,
Virginia, USA; and rendezvous server S in Nuremberg, Germany.

To demonstrate that the proposed approach is more effective than exist-
ing approaches, the client-server application establishes a connection once
using the communication layer, with both devices and the server implement-
ing the communication layer protocol, resulting in a piggybacked TLS hand-
shake. The same experimental setup is used to perform hole punching and
key agreement as conducted by previous approaches. In previous approaches,
the TLS handshake is conducted subsequently after the hole punching pro-
cess is completed. These two scenarios are repeated for both TLS handshake
modes to compare how the system behaves during initial and successive con-
nection establishments. Therefore, four real-world experiments are conducted,
comparing the proposed approach and existing approaches for different TLS

handshake modes:
E1 Hole punching with subsequent full TLS handshake (state of the art).
E2 Hole punching with piggybacked full TLS handshake.
E3 Hole punching with subsequent o-RTT handshake (state of the art).

E4 Hole punching with piggybacked o-RTT handshake.

Experimental metrics

This experiment aims to demonstrate that the proposed approach is effective
and performs faster than existing methods when two peers want to communi-
cate with each other. To achieve this, the experiment first examines whether a
connection between the two peers can be established. Next, it measures the
number of RTTs required before the time to first application byte sent (TTFBS).
Additionally, the time elapsed from the client’s connection request to the recep-
tion of the first byte is recorded. These metrics comprehensively evaluate the
proposed approach’s connectivity success rate and communication efficiency.
Each of the four mentioned experiments (Section 7.1.1) was repeated n = 1000

times to obtain a reliable mean value for the TTFBS.
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Figure 7.2: Location of server and de-
vices of communication layer evaluation.
Device A is located in Helsinki, Finland;
device B is in Ashburn, Virginia, USA;
and the rendezvous server S is in Nurem-
berg, Germany.
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7.1.3 Results
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E2: Piggybacked |
full handshake
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Figure 7.3: Distribution of the time to first
application byte sent for n = 1000 experi-
ments until two software-defined overlay
networking (SDON) devices can start to
communicate securely after a connection
has been requested. Broken down into
the two available TLS handshake modes
and whether the handshake was done
subsequently or piggybacked.
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Figure 7.4: Observed median ping times
between server and devices during ex-
periment.
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During the experiments, the following median ping times between the server

and devices were observed (Figure 7.4):

Ao B:103ms A« S5:24ms B < S5:89ms

Figure 7.3 plots the median time to the first application byte sent in depen-

dence on the conducted handshake mode:

El

E2

E3

E4

A median TTFBS of 241 ms was observed for hole punching with a sub-
sequent full TLS handshake. This result is consistent with the expected
value, as the total handshake time can be derived by adding the ping
times: A experiences 1 RTT with S and 2 RTTs with B (24 ms+2x103ms ~
230 ms). The value observed sets the baseline for full TLS handshakes.

Hole punching with a piggybacked full TLS handshake resulted in a
median TTFBS of 139 ms, which is 102 ms less compared to E1. The ob-
served value comprises 1 RTT between A and S and 1 RTT between A
and B, corresponding to the expectation. This experiment demonstrates
that 1 RTT can be saved during a full TLS handshake.

Subsequent hole punching followed by a o-RTT handshake results in a
median time of 139 ms. This observation matches the previous experi-
ment, with A having 1 RTT to S and another 1 RTT to B. The observed

value sets the baseline for zero round-trip time (0-RTT) TLS handshakes.

Hole punching with a piggybacked o-RTT TLS handshake results in a
TTEBS of 35ms. Data transmission can begin after 1 RTT between A and
S, aligning with expectations. These results indicate that saving 1 RTT

can reduce the connection establishment time by 134 ms.
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The experiment results confirm statements regarding general functionality
and reduced peer discovery time by 1 to 2 RTTs. Since the TLS handshake is
implemented similarly in other protocols, such as QUIC or Datagram Transport
Layer Security (DTLS), similar results are expected. The results of this minimal
setup can also be applied without loss of generality to large-scale middleware
deployments, as the actual connection setup process between devices remains

consistent.

Discussion of results and evaluation conclusion

This section discusses various aspects of the proposed approach and concludes

with a summary.

HANDSHAKE OPTIMIZATION  Further handshake optimizations are tech-
nically impossible with current NAT behavior. All TLS handshake messages
are already piggybacked, and no further optimization of the hole punching

process is feasible.

TLS SECURITY  Inthis approach, the ClientHello message of the TLS hand-
shake is relayed through the rendezvous server S, which might be seen as
a potential security concern. However, TLS is explicitly designed to handle
message transmission through potentially untrusted intermediaries, ensuring

that security remains unaffected.

APPENDING APPLICATION DATA  Following the completion of the TLS
handshake, the augmented hole punching process allows for the transmission
of encrypted application data via subsequent hole punching messages, thereby
reducing connection establishment time. While this capability is technically
possible with previous hole punching methods, it is generally discouraged
due to the risk of data being sent to incorrect hosts during the hole punching
process. Existing methods, which do not incorporate a TLS handshake, risk
leaking unencrypted data if messages are sent to incorrect hosts. This issue
arises when ReachabilityChecks are addressed to private endpoints obtained
from S. Since many LANSs use the same private address spaces, a Reachabil-
ityCheck from A might reach an incorrect host within A’s private network,

which shares the same private IP address as B.
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AMPLIFICATION ATTACKS  Existing hole punching methods are suscepti-
ble to amplification attacks. In such an attack, a malicious rendezvous server
S could send A a large list of incorrect endpoints for B, causing A to send
repeated ConnectionRequests to all these endpoints until a timeout or retry
limit is reached. This attack can be mitigated in the proposed approach if TLS
is configured to use a public key cipher, which is commonly the case. A public
key cipher enables both peers to sign their endpoint lists before sending them
to S for registration, allowing A to verify the ForwardEndpoints message upon

receipt.

MAN-IN-THE-MIDDLE ATTACKS  Man-in-the-middle attacks during the
hole punching process are also possible, where malicious hole punching mes-
sages are injected. For instance, B might receive a ForwardEndpoints message
with endpoints pointing to a malicious client C, resulting in B performing
hole punching with C instead of A. This situation would create a hole in B’s
NAT, exposing B to direct attacks from C. The proposed approach can miti-
gate this risk by configuring TLS to require client certificates, allowing B to
authenticate A’s identity when receiving the ClientHello message. Another
potential attack involves injecting Acknowledgments for non-functional end-
points, causing a client to lock into an endpoint and preventing communication.
This attack can be countered using the piggybacked o-RTT handshake, which

allows authentication of all Acknowledgments.

In summary, the presented approach saves between 1 to 2 RTTs compared
to existing methods. A full TLS handshake saves 1 RTT, while all subsequent
0-RTT TLS handshakes save 1 to 2 RTTs. This approach is designed for use with
protocols such as QUIC and DTLS 1.3, which rely on UDP and use TLS-based
handshakes for security. Particular benefits are seen for applications where the
overlay network frequently needs to link new edge devices. Additionally, the

hole punching process is secured through the piggybacked TLS handshake.

EDGE COMPUTING EVALUATION USING THE MIDDLEWARE

In this section, a performance evaluation of edge offloading is presented. The
middleware is integrated into a pre-existing computation offloading system,
enabling execution on the edge. This section begins with a description of
the evaluation setup (Section 7.2.1), followed by the evaluation metrics (Sec-
tion 7.2.2), and concludes with the evaluation results (Section 7.2.3). Parts of

this section are based on the publication [Bor+23].
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The evaluation shows that a pre-existing application that uses TCP and UDP

for communication in unrestricted networks can be operated in restricted edge

networks through an IP overlay network provided by the service layer. This

overlay integration simplifies conducting a performance evaluation of various

edge computing scenarios, where the service layer constructs the required

overlay for each scenario. Additionally, it shows the successful creation of

overlays across various environments, including edge, cloud, grid, residential,

and mixed settings. With this experiment, we address the following research

questions:

through dynamic overlay networks?

7.2.1 Experimental setup

Application layer
Cloud
CF1 CF2
CF3
Edge network
layer

rRQ 2.1 How to integrate overlay networks into applications without

imposing restrictions on application design and functionality?

RQ 2.2 How to improve the use of heterogeneous edge resources

Legend:
Resource
provider
Resource
consumer

GH1 GH2
GH3 GH4

In this evaluation, the middleware runs the Tasklet computation-offloading

system (Section 2.6) as shown in Figure 7.5.
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Figure 7.5: Application for service layer
evaluation.
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Edge computing environments vary widely. An edge computing application
is considered with heterogeneous devices that are connected differently across
several scenarios. Different overlay service goals are applied in the individual
experiments. Furthermore, this experiment demonstrates that existing soft-
ware can operate with the middleware without modifications, thereby gaining
the advantages provided by the middleware and improving application per-
formance. This evaluation demonstrates how the middleware supports the
execution of scientific experiments. Additionally, it is shown how various net-
work environments impact communication and, consequently, the performance
of edge computing. This experiment is conducted as a real-world experiment
with an actual implementation.

An overview of the devices (Section 7.2.1.1), environments that are integrated
with the middleware in different scenarios (Section 7.2.1.2), and computation

tasks (Section 7.2.1.3) is provided in the following.

7.2.1.1 Devices involved in experiment

Figure 7.6: Location of all environments
and nodes with their respective roles.
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For this evaluation, sixteen heterogeneous devices were used at seven lo-
cations in Germany, near Hamburg, Frankfurt, and Mannheim, as shown in

Figure 7.6. One device acted as a consumer that offloaded computations to
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Environment ‘ ID ‘ Network/ISP NAT type CPU (cores/threads) ‘ RAM ‘ (1]
CF1 cs.xlarge (2C/4T) 8GB | Ubuntu 20.04
Cloud CF2 AWS Frankfurt - cs.xlarge (2C/4T) 8GB | Ubuntu 20.04
CF3 cs.xlarge (2C/4T) 8GB | Ubuntu 20.04
RH1 | Deutsche Telekom Xeon E3-1270v6 (4C/8T) | 60GB | Ubuntu 20.04
. . RH2 Vodafone . M1 2020 (8C/8T) 16GB | macOS 12.1
Residential Port-restricted
RH3 0, Xeon E3-1225v2 (4C/4T) | 32GB | Ubuntu 20.04
RH4 Deutsche Telekom Xeon E3-1225v2 (4C/4T) | 12GB | Windows 10
GH1 Port-restricted | Xeon E3-1225v2 (4C/4T) | 16 GB | Ubuntu 20.04
GH2 Port-restricted | Xeon E3-1225v2 (4C/4T) | 32GB | Ubuntu 20.04
Grid GH3 University Port-restricted | Xeon E3-1225v2 (4C/4T) | 32GB | Ubuntu 20.04
ri
GH4 of Hamburg Port-restricted | Xeon E3-1225v2 (4C/4T) | 16 GB | Ubuntu 20.04
GM1 Symmetric Core i7-8700K (6C/12T) | 32GB | Windows 10
GM2 Symmetric Core i7-8700K (6C/12T) | 32GB | Windows 10
Deutsche Telek
MH1 eutschie fefekom Core i5-6300U (2C/4T) 8GB | Ubuntu 20.04
. (4G LTE Band 7) .
Mobile b he Telek Symmetric
t
MH2 eutschie fefekom Core i5-8350U (4C/8T) 8GB | Ubuntu 20.04
(4G LTE Band 7)
MH3 | O, (4G LTE Band 7) Ryzen 7 3700X (8C/16T) | 64GB | Ubuntu 21.10
Broker ‘ B1 ‘ DigitalOcean - Xeon 62xx (1vCPU) ‘ 1GB | Ubuntu 20.04
Rendezvous
S1 Vultr - 5th Gen. Core (1vCPU) 1GB | Ubuntu 20.04
server

Table 7.1: Devices, networks/ISPs, oper-
ating systems and NAT types used in the
evaluation [Réb22].
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fifteen providers. Additionally, two other hosts served as a broker and a ren-
dezvous server, respectively. The devices varied in type (desktop or mobile
systems), Internet connection (cellular or wired), and communication restric-
tions imposed by the networks to which the devices belong, such as firewalls
or NATs blocking inbound connections, NATs rendering hosts unroutable, and
ISP policies blocking P2P connections entirely, as detailed in Table 7.1.

Devices without NAT-imposed restrictions can be reached directly, while
devices with such restrictions must be made reachable using the NAT traversal
techniques first, which is transparently applied by the communication overlay.
Some NATs restrict any P2P connections, requiring communication to occur via
a public rendezvous server as a last resort. The devices were placed in different
environments, allowing evaluation of the Tasklet system’s performance in
various scenarios. Providers were either located in the cloud, on a local or
remote grid, in private households (residential), or in cellular networks as
mobile devices.

In the following sections, devices are referred to by systematic identifiers.
For consumers and providers, the first letter indicates the environment (C
for “cloud”, R for “residential”, G for Grid, M for “mobile”). The second letter
represents the location (H for Hamburg, F for Frankfurt, M for Mannheim). B
denotes the broker, and S denotes the rendezvous server (see Figure 7.5).

The cloud environment (CF1-CF3) was located in the AWS data center in
Frankfurt. All devices in this cloud environment were provided with public IP
addresses and configured with no firewall, allowing these devices to be directly
routable from any other device. The residential environment devices (RH1-RH4)
were distributed in and around Hamburg and equipped with broadband In-
ternet connections. Each residential network was isolated from the Internet
through an NAT, which applied network address translation and blocked all
inbound connection attempts. Therefore, to enable bilateral connection estab-
lishment with devices in these residential environments, the overlay network
must be used to overcome the barriers imposed by the NAT. The filtering poli-
cies applied by the NAT permitted P2P connection establishment. The first
grid environment was located in a university network in Hamburg (3 providers,
GH1-GH3; 1 consumer, GH4). A second grid environment was placed in a univer-
sity network in Mannheim (2 providers, GM1-GM2). Each university network
was isolated from the Internet through a network-wide firewall that blocked
all inbound connections. Within each grid, devices could reach each other, but
bilateral connection establishment with devices from the Internet was only pos-
sible using the overlay network. Two mobile environments with three providers

(MH1-MH3) were also utilized. Both mobile environments were equipped with
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a carrier-grade NAT, assigning each mobile device a private, unroutable IP
address and preventing any inbound connection attempts. Additionally, all
mobile devices were isolated from each other, making P2P communication
between these devices impossible. The overlay network allowed these devices
to be reachable from the Internet, but P2P connections between two mobile
devices were restricted by the strict filtering policies of the carrier-grade NAT.
For communication between mobile devices, relaying through S1 was required.

The broker B1 and the rendezvous server were located near Frankfurt, Ger-
many, in data centers operated by DigitalOcean and Vultr. Both were configured

with public routable IP addresses and were not protected by a firewall.

Edge computing scenarios

Seven scenarios were evaluated, each representing an individual experiment.
In each scenario, a subset of providers was used for execution, except for the
“combined” scenario, where all available resources were utilized.

Each scenario required a different overlay network topology to be enforced.
Further, the quality of service (QoS) goal “reliability” was set for all communi-

cation. In the following sections, each scenario is briefly presented.

cLouD  This scenario resembles traditional cloud offloading. Three Amazon
EC2 ¢5.xlarge instances were rented in the same data center/availability zone
in Frankfurt (CF1-CF3). Since no network barriers, such as firewalls, exist in
this scenario, the consumer GH1 can communicate directly with the providers.
Therefore, the overlay network did not need to make any hosts reachable in

this scenario.

RESIDENTIAL  This scenario models typical residential setups (RH1-RH4).
Each environment is located near Hamburg, Germany, and within different
NATSs. As a result, the overlay network must first make all providers reachable.
Without this, the providers would not be available as offloading targets. The
relaxed filtering policies applied by the residential gateways allow for P2P

communication.

GRID-LOCAL In this scenario, a grid environment within an institute or
company network is assumed (GH1-GH4). All devices, including the resource
consumer, are located within the same LAN. This environment represents the
ideal setting for P2P communication, as there are no network barriers on any

side.
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GRID-RELAYED  The Grid-Relay scenario is a variation of the Grid-Local
environment. In this scenario, all LAN-based communication between peers
is intentionally disabled using a “routing” QoS goal. As a result, all commu-
nication is relayed through the public server S1. This setup allows for the
comparison of the impact of the absence of the overlay network, as direct

communication between consumers and providers is not possible.

GRID-REMOTE In this scenario, the consumer (GH4) is located in a different
location than the grid’s providers (GM1 and GM2). Although these locations
provide a high-quality Internet connection, institute/company-wide NATs

require that the providers be made reachable via the overlay network first.

MOBILE In this scenario, offloading in mobile environments is assessed
(MH1-MH3). Two of Germany’s three Tier 1 mobile carriers, Deutsche Telekom
and O,, are covered. Mobile environments are typically very P2P-hostile, as
mobile operators deploy symmetric NATs that prevent establishing any direct
link between two mobile devices. As a result, communication between mobile
devices must be relayed. Furthermore, due to the cellular connection, this
environment can experience significant disruptions and jitter. Therefore, this

environment represents the worst-case scenario for computation offloading.

CcOMBINED This scenario combines the Cloud, Residential, Grid-Remote,
and Mobile environments. The goal of this scenario is to evaluate how highly
heterogeneous environments impact the results. This scenario introduces the
risk of observing negative performance effects on overall completion time due

to stragglers.

Tasks

During the experiment, 16 800 tasks were executed across seven scenarios. Each
task was split into 12 individual sub-task and was repeated 100 times. The result
of a task is returned to the application once all 12 sub-tasks results have been
obtained. The offloading experiments have been conducted with four different
types of tasks. They are divided into two CPU-intensive (option pricing &
a color key filter) and two bandwidth-intensive tasks (image convolution &
ray tracing). The influence of network connectivity or computational power
on offloading performance can be determined using this spectrum. Since all

four application types show the same trend, only two tasks are presented in
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this thesis: Option pricing (CPU-intensive) and Image convolution (bandwidth-

intensive).

OPTION PRICING  This task represents a CPU-intensive computation with
low network load, using a Monte Carlo method to price a European call option.
A Monte Carlo experiment uses random sampling to estimate mathematical
or statistical outcomes. A European call option is a financial contract allowing
the holder to purchase an underlying asset at a predetermined price, but only
on a specific date in the future, without any obligation. The compiled code for
this task is approximately 5kB in size, takes two integers as input parameters,
and outputs a single floating-point number. Consequently, the network load

can be considered negligible for this task type.

(a) Source image. (b) Filtered image.

IMAGE CONVOLUTION  An image convolution filter was implemented to
exemplify tasks with high network load and moderate CPU usage. This filter
constructs a 9x9 matrix for each pixel to detect the edges of images. Since
this task uses images with the same resolution for both input and output
parameters, the network load is higher and strongly dependent on the size
of the image. In the experiment, the image was 1867 pixels wide and 1050
pixels high, resulting in 2 million pixels and 6 million RGB values that needed
to be transferred twice (source input image and filtered output image) per

computation (see Figure 7.7).

Experimental metrics

In this experiment, both qualitative and quantitative metrics have been cap-
tured. The qualitative metrics assessed whether the middleware successfully
constructed the desired overlay network and whether task offloading was
effectively implemented. On the other hand, the quantitative metrics involved

investigating the behavior of different edge environments by measuring the
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Figure 7.7: Source image and filtered out-
put image of the image convolution task
for edge kernel.
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timings associated with transferring the task from the consumer to the provider
(“offload task”) and the timings of transferring the results back to the consumer

(“return result”).

7.2.3 Results

Figure 7.8: Average transmission times in Offl. Task Return Result
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Figure 7.8 and Figure 7.9 plot the average transmission times in dependence
on the edge scenario. The figures summarize the results of the experiments
for the CPU-intensive option pricing (left) and bandwidth-intensive image
convolution (right) tasks. The figures show the average transmission times
observed for offloading the task and returning the result. Transmissions were
routed either directly through P2P connections or via the rendezvous server
S1, depending on the specific environment. Since computation times strongly
depend on the CPU performance of the respective device, the focus is placed
only on transmission-related operations (offloading a task from a resource
consumer to a provider and returning the result) to provide insights into
environment-related performance. The outcomes of the results will now be

presented and discussed:
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Stage Completion Time [ms]
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(b) Option pricing

7.2.3.1 Option pricing (CPU-intensive)

The Cloud scenario performs very well, even though the providers are located
hundreds of miles away from the consumer. This strong performance is at-
tributed to the large and reliable symmetrical network connections of the cloud
servers. However, a lower performance bound exists due to network latency
caused by the long distances.

The Residential scenario’s median performance is slightly higher, and the
mean is 50 % higher than that of the cloud scenario. A more significant variance
in performance is observed, attributed to the heterogeneity of the residential
devices. While some tasks were completed within 5ms, others took over a
minute due to stragglers. This issue with stragglers can be mitigated by of-
floading the same task to multiple consumers in parallel and returning the
first available result. Applying this scheduling strategy is expected to improve
performance, demonstrating that P2P-connected edge resources can achieve
competitive performance.

It is observed that the Grid-Local scenario achieves the best overall perfor-
mance. This result aligns with expectations, as this environment is optimal for
offloading. Grid-Local is twice as fast as the Cloud environment, demonstrating
that with comparable CPU performance, a significant performance increase is

possible in locality-aware computation offloading systems.

20000 0 10000 20000

(c) Image convolution

Figure 7.9: Histograms showing the den-
sity of the completion times in millisec-
onds of the individual life cycle stage in

each scenario.
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The results of the Grid-Relayed scenario demonstrate the impact of missing
P2P connections compared to the Grid-Local environment. Since all communi-
cation must be routed through a public rendezvous server, the performance is
generally lower in this scenario, with approximately 22 ms compared to 11 ms.

The Grid-Remote scenario performs worse than the Cloud environment but
better than the Residential environment. Apart from a few stragglers, the exe-
cution time shows low variance, attributable to the homogeneity of the devices
present in the grid. This scenario further demonstrates that edge comput-
ing can be effectively applied to institutional resources, offering competitive
advantages over traditional cloud resources.

The Mobile scenario exhibits the worst mean and median performance of
all scenarios. This aligns with expectations given the nature of cellular com-
munication, the resulting network latency, and the shared network capacity
among all carrier customers within a radio cell. It is notable that the proximity
of consumers and providers does not result in improved performance.

In the Combined scenario, all providers from the Cloud, Residential, Grid-
Remote, and Mobile environments were combined. The overall performance is
comparatively poor, despite this scenario offering the most resources. This is
attributed to the previously mentioned splitting of tasks into 12 sub-tasks and
the significant impact of stragglers on performance. This issue can be mitigated
by using a different scheduler that prioritizes faster devices or employs parallel

offloading.

Image convolution (Bandwidth-intensive)

Due to the fast connection between the consumer and the providers, the Cloud
environment consistently performs well for data-insensitive tasks. This envi-
ronment is not significantly affected by the type of application.

The Residential scenario performs slower than the Cloud environment, with
the task offloading stage displaying a higher variance in completion times.
Four clusters can be identified in the histogram for the return result stage,
each representing one of the four residential providers in this scenario. The
asymmetrical downlink and uplink of the providers significantly affect these
environments, particularly when returning the result. If the consumer is also
situated in a residential environment, the uplink will have a strong influence
on the offloading task stage.

Grid-Local exhibits the best performance for the offloading task stage and

the second-best overall performance. Although the times are comparable to
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the Cloud environment, it is observed that stragglers negatively impact the
performance during the result return stage.

In the Grid-Relayed environment, it is evident that relaying traffic signifi-
cantly impacts network times. For instance, the time required to offload a task
is increased by 33 %, and the time to return the result is increased by 46 %
compared to the direct traffic observed in the Grid-Local scenario.

In the offload task stage of the Grid-Remote environment, the mean is ap-
proximately 1000 ms slower, and the median is nearly 900 ms slower compared
to the Grid-Local environment. This decrease in performance is due to the
providers being several hundred kilometers/miles away from the consumer.

The Mobile scenario represents the weakest-performing environment for
these task types. Compared to the CPU-intensive task, there is a considerable
variation in the offloading task stage times. This result aligns with expecta-
tions that the varying quality of radio communications significantly impacts
bandwidth-intensive tasks. In contrast, the response result does not exhibit
such significant deviation, which can be explained by the more restricted uplink
of the asymmetric cellular connection.

The Combined environment is also evident in this scenario. It should be noted
that, compared to returning the result, the offloading stage is slightly faster

due to the asymmetrical uplink of some devices.

Evaluation conclusion

This evaluation assumed a computation offloading system that utilizes cloud,
grid, and (idle) edge computation resources. The following main challenges
has been addressed in the evaluation: First, the heterogeneity of hardware,
software, connectivity, and reliability of the involved devices needed to be
overcome to create a unified computing platform. Second, different network
topologies and QoS goals have been successfully enforced. Third, the network
environment context information have been collected that can be used to
support QoS mechanisms. The system was deployed in a real-world setup with
peers located in various cloud, residential, grid, and mobile environments.

It was demonstrated that residential and grid resources are only marginally
slower than cloud resources regarding network times, making them cost- and
energy-efficient alternatives. The additional resources from the edge were
shown to positively impact application performance, indicating that these edge

resources can serve as cost-effective alternatives to cloud resources.
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Furthermore, the experiments indicated that the absence of P2P communi-
cations could significantly degrade overall application performance by up to a
factor of 5.

In this evaluation, it has been shown how an existing application — the
Tasklet system — that normally only functions in unrestricted networks, can be
operated in restricted networks without requiring changes to the application.
This enables the application to access resources that could not previously be

used.

EVALUATION OF CENTRALLY-OPTIMIZED OVERLAY NETWORKS

This chapter describes the evaluation of an approach to simplifying the deploy-
ment and operation of overlay networks at the network edge. The evaluation
assumes complementing edge computation scenarios and is divided into two
complementary sub-evaluations. Both evaluations focus on constructing an
overlay network based on high-level functional requirements. The underlying
resources are heterogeneous, and initial knowledge about these edge devices is
limited. In both evaluations, the overlay network is optimized and redeployed
over time as more data is collected. The first evaluation considers heterogeneous
link latencies between edge devices, while the second evaluation considers
heterogeneous edge device computing performances.

The evaluation demonstrates that the implemented SDON layer can do
overlay network management based on high-level functional requirements.
Therefore, the implementation of the SDON layer, including all components,
has been used in two scenarios: One requiring overlay link resource optimiza-
tion, the other requiring overlay node resource optimization. Further, with this

experiment, we address the following research questions:

RQ 3.1  How to program overlay networks that assist application de-

velopers to use edge resources efficiently?

rRQ 3.2 How to simplify overlay network deployment and manage-

ment at the network edge?
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7.3.1 Latency-based routing optimization

This evaluation focuses on optimizing the overlay routing based on link laten-
cies. This section first describes the evaluation use case, setup (Section 7.3.1.2),

followed by the metrics (Section 7.3.1.3), the results (Section 7.3.1.4).

Server: . ) o
n2 Figure 7.10: Real-time application used
for first evaluation of SDON layer.
Server:
Application Client: n3
layer nl
nlOO
Dev1ce B
Device A Device C
NAT NAT
Edge network

layer \ Internet

NAT

7.3.1.1 Use Case

This use case assumes a widely distributed real-time application as shown in
Figure 7.10, where a client (n1) wants to communicate with a set of servers
(n2-n100), each placed in a different edge network. The client and most of the
servers are placed behind separate symmetric NATs (Section 2.4), while some
servers are not NATed and, therefore, publicly reachable. Since hole punching
is not practically feasible over two symmetric NATSs, the only option for the

client to reach NATed servers is relayed communication (Section 2.4.2).

ROUTING ALGORITHM Instead of just rely on the rendezvous server, the
application uses a custom routing, using one of the accessible servers as a relay.
Achieving the best performance requires the application to determine which
servers are accessible and which are only accessible via a relay. In the latter
case, the application must find which node can act as the relay with the lowest

latency and configure the routing table accordingly.
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Figure 7.11: In (a), client n1 communi-
cates with all servers n2-n5 through n2
acting as a relay. In (b), faster paths are
selected due to additional knowledge
about link latencies (edge labels) and
NAT information.

Snippet 7.1: Network model for NAT-
aware routing.

EVALUATION

| O Unknown NAT node O NATed node O Not NATed node <€ - > Physical link €<—> Virtual link

(a) Centralized routing. (b) Middleware-aware routing.

Application developers often prefer a simpler implementation approach
where all nodes route through a centralized relay, as shown in Figure 7.11a.
This use case is chosen to demonstrate how the middleware facilitates the pro-
gramming of an overlay network that performs these functions, as illustrated

in Figure 7.11b.

network = create network({measure latency='0.2|60"'})
initial_relay = 'n2'
network:add_node('nl', {ip='10.2.1.1"', run='client.sh'})
for i = 2, 100 do
network:add node('n'..i, {ip='10.2.1.'..i, run='server.sh'})
network:add link('nl', initial relay)
network:add link(initial relay, 'n'..1i)
network:get node('nl').routes['n'..i] = initial relay
network:get _node('n'..i).routes['nl'] = initial relay

n

end
network:set callback(function(network, devices)
network:clear links()
for i = 2, 100 do
fastest _relay = fastest path('nl', 'n'..i)
network:add_link('nl', fastest relay)
network:add link(fastest relay, 'n'..i)
network:get node('nl').routes['n'..i] = fastest relay
network:get_node('n'..i).routes['nl'] = fastest_ relay
end
end)

NETWORK MODEL
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Snippet 7.1 demonstrates the network model, providing functions to optimize

routing.

e Inline 1, a new network model is created. The parameter measure_laten-
cy is set to 0.2 60 resulting in the SDON controller enforcing all SDON
devices to randomly select a subset of 20 % of other devices for latency
testing, repeated every 60 seconds. Otherwise, no latency information
would be available to optimize the overlay network. The results of these
tests, which fail for non-routable devices, thereby identifying NATed

devices, are automatically aggregated at the SDON controller.
o The initial relay n2 is specified in line 2.

e In line 3, the client node n1 is added, setting the overlay IP address to

10.2.1.1.

e In lines 4 to 10, servers n2-n100 are added. Initially, the client uses n2 as

a central relay to reach all servers (see Figure 7.11a).

e Lines 11 to 20 define a function triggered upon receiving new latency
information. This function allows the identification of the fastest relay and

updates the topology and routing tables accordingly (see Figure 7.11b).

o Although the exact code for selecting the fastest relay in line 14 is not
shown for brevity, the process involves creating a latency matrix that

includes all latencies, enabling the selection of the fastest relay.

7.3.1.2 Experimental setup

In this experiment, Mininet [LHM10] is used to emulate a network consisting
of 103 nodes, with one serving as a rendezvous server, another as the SDON
controller, and the remaining 101 nodes acting as SDON system nodes. One
SDON system node functions as the application client, while the other 100 act
as servers. 92 % of the SDON system nodes are placed behind NATSs, reflecting
real-world end-host statistics in edge networks [Haa+16]. To equip the Mininet
environment with NATs exhibiting the desired symmetric behavior, a software
was developed that implements several NAT behaviors [Borz23a]. Latencies
based on the King dataset [ GSGoz] are incorporated, providing real-world
latencies between a set of 1740 Internet hosts, with a random subset of 101
hosts drawn to configure the latencies of the paths between the client and
servers. The controller is configured with the SDON system settings specified

in Snippet 7.1, where measure_latency is set to n|60 with n € {g, %, ey g},
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resulting in nine individual settings. Thus, for each setting, n relay candidates
are considered for every client-server path. When n = g, centralized relaying
is used, whereby all paths use the same predefined relay.

An experiment run begins with the rendezvous server and controller being
started, followed by all nodes registering with both. Subsequently, the con-
troller instructs the nodes to perform latency measurements with a random
subset (as defined by the above parameter), to then choose the fastest relay,
and to configure the corresponding routing tables. Once routing tables are
populated, the application client contacts all servers in sequence. The experi-
ment is repeated 100 times, testing all nine possible settings in each iteration.
For each iteration, a new random subset of latencies from the King dataset is

drawn, resulting in a total of goo runs.

7.3.1.3 Experimental metrics
fping is used to measure latency for each client-server path, calculating the
average from 10 ICMP pings. Additionally, tcpdump is employed to monitor
relay traffic, using the number of UDP packets handled by each relay as a load
metric.
7.3.1.4 Results
The results are shown in Figure 7.12.
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Figure 7.12: Median client-server-path la-
tency and maximum per-relay load in de-
pendence on the number of considered
relays per path. Results have been nor-
malized to centralized relaying within
the same experiment iteration.

ered relays.
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PATH LATENCIES  Figure 7.12a shows the median path latencies for client-
server communications depending on the number of considered relays. These
latencies are plotted on the y-axis and normalized to the median latency for
centralized relaying within the same experiment iteration. This normalization
is performed to compare all latencies with centralized relaying, which is com-
monly used due to its ease of implementation for communication across NATs.
The x-axis indicates the number of relays considered for each client-server
path to identify the fastest relay through latency measurements. The solid line
represents the median latency of centralized relaying, while the triangle marks
the mean latency for each setting.

The results indicate a logarithmic improvement in median and mean path
latencies as more relay candidates are considered. The highest scattering is
observed when only one relay is considered, which can be attributed to the
fact that, in this setting, a random relay is effectively chosen since only one
relay is tested, preventing the selection of the best option. Consequently, this
setting shares the same median latency as centralized relaying, whereas, in all
other cases, the median latency is improved. Including a second and third relay
improves performance by 5 % with each additional candidate. This improve-
ment decreases to 2 % and eventually to 1 % for each subsequent candidate.
Overall, performance can be enhanced by 20 % when all eight available relays

are considered.

MAXIMUM PER-RELAY LOAD  Figure 7.12b shows the median of the max-
imum per-relay load depending on the number of considered relays. These
loads are plotted on the y-axis and are normalized to the median load for
centralized relaying observed within the same iteration. In all other respects,
this sub-figure is structured in the same manner as the left-hand sub-figure.

The results show a logarithmic increase in load as more relay candidates
are considered. This growth occurs because the likelihood of using a globally
optimal relay increases. Additionally, the scattering of the load also increases
due to this effect. For all eight settings, the load per relay remains within the
range observed when a central relay is used. Addressing the second experi-
ment’s research question, the inclusion of a second relay increases the load by
67 %. This increase reduces to 40 % and 21 % with each additional candidate.
Overall, performance can be enhanced by 20 % when all eight available relays
are tested.

Considering the results of both figures in Figure 7.12, a favorable trade-off
between reduced latency and moderate load is achieved when half of the relays

are tested for each path.
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Figure 7.13: Computation-offloading ap-
plication used for first evaluation of
SDON layer.

EVALUATION

CPU-based node arrangement optimization

This evaluation focuses on the overlay node arrangement based on node
CPU performances. This section first describes the evaluation use case, setup

(Section 7.3.2.2), followed by the metrics (Section 7.3.2.3), the results (Sec-
tion 7.3.2.4).
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7.3.2.1 Use Case

This use case assumes a computation offloading system where a node (denoted
as the consumer) wants to offload a batch of similar computations to a group
of other nodes (denoted as providers). Each computation involves finding the
largest element in a set, which requires a pairwise comparison of the elements.
Here, parallel reduction is employed, where the set is evenly divided among
the providers. Each provider then calculates its local maximum and forwards
it to the next provider. This step is repeated until only one element — the
global maximum — has been identified. Each provider compares exactly two
elements, with the computational load per comparison being equal. This type
of computation results in a pipeline that resembles a binary tree, where each
provider acts as a node and the final result is received back from the root.
Consequently, each provider must wait for the completion of the previous

two providers, always waiting for the slower of the two providers. Therefore,
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it is beneficial that the two preceding nodes have as similar performance as
possible. This problem is illustrated in Figure 7.14. Here, we see how the timings
of subsequent sub-tasks impact overall completion time. In Figure 7.14a, the
providers n2—-n8 are not optimally arranged. The computation task in this figure
compares eight elements, with two elements sent to nodes n2—-n5 respectively.
These, in turn, send their results to the subsequent providers né and n7. Here,
n6 must wait for n3 and n7 must wait for n4 before the sub-task can begin. This
causes sub-task 6 to be significantly delayed, affecting the overall completion

time.

ARRANGEMENT ALGORITHM  Achieving the best performance requires
the application to assess individual providers’ performance and arrange the
computation pipeline that minimizes delays due to stragglers. An optimized
pipeline is shown in Figure 7.14b: The fastest provider is placed at the last stage.
The second and third providers are placed in the stage before. The slowest
providers are placed in the first stage, whereas the slowest providers in this
first stage are placed before the fastest providers in the second stage.

This use case is chosen to demonstrate how SDON system assists in config-
uring an overlay that takes over these functionalities, hiding the complexity
in performance distinction of providers and automatically reconfiguring the

overlay, resulting in faster computation completion times.
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Figure 7.14: Task completion time is re-
duced when fast providers are placed at
the end of the processing pipeline.



152 EVALUATION

network = create network()
network:add node('nl', {ip='10.2.1.1"', run='consumer.sh'})
for i = 2, 8 do
network:add node('n'..i, {ip='10.2.1.'..i, run='provider.sh', record packets={offload={magic number='0x1"'},
« result={magic_number='0x2"'}}})
network:add link('nl', 'n'..i)
for j =i+ 1, 8 do
network:add link('n'..i, 'n'..j)
end
end
network:set callback(function(network, devices)
providers = providers n sorted(network, sort count)
for i = 1, #providers do
network:get node(providers[i]).ip = '10.2.1."'..(i+1)
end
end)

Snippet 7.2: SDON system configuration
for computation offloading. NETWORK MODEL  Snippet 7.2 shows the network model of the SDON

system, providing functions that optimize the pipeline arrangement.

e In line 1, a new network model is created.

e In line 2, the consumer n1 is added, and in the subsequent for loop,
seven providers n2-n8 are added. The magic numbers of the applica-
tion messages offload task and return result are assigned to each provider.
This enables SDON system nodes to identify these messages and report
the timings to the controller. The controller then uses these timings to

calculate sub-task times, estimating the CPU capacity per provider.

e Additionally, lines 5 to 8 ensure that the consumer and all providers can

reach each other.

e The code for clustering providers based on performance (line 11) is omit-
ted, which estimates task completion times by using the time delta be-
tween offload and result messages, calculates average times per provider,
compares these averages with other providers, and then creates a list of
providers where the fastest sort_count providers are moved from their

current position to the end.

e The for loop in lines 12 to 14 virtually flips providers’ positions in the

computing pipeline by changing their overlay addresses.
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This experiment demonstrates how a SDON system helps an application

better utilize host resources.

Experimental setup

In this experiment, Mininet is used again to emulate a network consisting
of 10 nodes, with one serving as a rendezvous server, another as the SDON
controller, and the remaining eight nodes acting as SDON devices. One SDON
device functions as the application consumer, while the other seven act as
providers. cgroups is used to limit the CPU resources per provider to create a
network of devices with heterogeneous capacities [ker15]. For CPU capacities,
a random sample is drawn from a normal (Gaussian) distribution, resulting
in sub-task times with a mean (¢#) of 1000 ms and a standard deviation (¢)
of 400 ms. The controller is set up with the SDON network model specified
in Snippet 7.2, where sort_count is set ton € {0, 1, ...,7}, resulting in eight
individual settings. Thus, with each setting, n providers are optimally placed.

An experiment run begins with the rendezvous server and controller being
started, followed by all nodes registering with both. Initially, the controller
arranges providers randomly, as no information about the individual CPU
capacities is known. The consumer submits ten tasks to the providers, resulting
in seven sub-tasks computed on the providers, for a total of 700 sub-tasks being
performed. As each provider reports the times of sub-tasks using the provided
magic numbers, the controller learns about the performance of each provider.
The SDON controller then rearranges the first n fastest providers. Once the
overlay is reconfigured, the application submits another batch of ten tasks. The
experiment is repeated 100 times, testing all eight possible settings in each
iteration. For each iteration, a new random sample of CPU capacities is drawn,

resulting in a total of 800 runs.

Experimental metrics

The time is measured from when each task is submitted by the consumer to the
first group of providers until the final result is received from the last provider,

and this is used as the overall computation completion time.

Results

The results are shown in Figure 7.15, illustrating the median task completion
times based on the number of optimally placed providers. These times are

plotted on the y-axis and normalized to the median time for an unoptimized
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Figure 7.15: Median task completion

time and rearrangements in dependence
on the number of optionally placed
providers. Task completion times have
been normalized to randomly placed
providers within the same experiment
iteration.

tionally placed providers.

provider arrangement (1 = 0) observed within the same iteration. This nor-
malization is performed to compare all times with a random (unoptimized)
arrangement, which is considered the baseline for its simplicity. The x-axis
indicates the number of providers optimally placed within the computation
pipeline. The dashed line represents the median of optimally placed providers,
while the triangle denotes the mean completion time for each setting.

The results indicate an improvement in the median and mean completion
times as more providers are placed optimally. Special attention should be given
to the setting with two optimally placed providers, which is the only setting
where a performance decrease is observed in some iterations. This decrease
occurs when the initial provider arrangement includes similarly performing
providers at the first processing pipeline stage (sub-tasks 1 to 4), but a provider
from this balanced stage is swapped out for a slower provider in stage two
(sub-tasks 5 to 6). Under these circumstances, the decline in performance in
the first stage is greater than the gain in the second stage. The best perfor-
mance gain is observed when three providers are optimally placed, resulting
in optimal levels one and two. Optimizing the third level only slightly further
improves performance, as the likelihood of additional improvements decreases
when only providers within the same level are moved. Placing more than five
providers does not result in further improvements, as this only causes the last
two providers in the third level to swap, which does not impact performance.
Regarding the first experiment’s research question, the best performance gain
is achieved when all but the last two providers are optimally placed, resulting

in a performance gain of 22 %. The greatest performance gain is observed when
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additional stages are optimized. Optimizing the first stage increases perfor-
mance by 11 %, while an optimized second stage increases performance by
6 %.

Conclusion

In the evaluation, the novel concept of SDON system was introduced and ap-
plied in middleware, combining central control and configuration, intent-based
overlay programming, support for IP applications, and operation in rigid envi-
ronments with no control over intervening network devices. Through two use
cases, it was demonstrated how overlay networks can be seamlessly configured
and automatically optimized according to specified KPIs. The results indicate
that, in the evaluation scenarios, SDON system and centrally enforced opti-
mization at the SDON controller can improve mean network and host resource
usage by up to 20 % and 22 %, respectively. This demonstrates that with SDON
system, applications can delegate functionalities to the underlying overlay
layer, making SDON system a suitable tool for accelerating the prototyping,
development, and deployment of distributed applications or algorithms in

real-world edge environments.

CHAPTER SUMMARY

This section presented the evaluation results of several key components of the
SDON middleware.

First, a real-world experiment was conducted to demonstrate that the pro-
posed protocol used by the communication layer reduces 1 to 2 RTTs in se-
cure connection establishment in restricted networks compared to existing
approaches.

Second, seven experiments were conducted, each in a separate real-world
environment, including residential, mobile, cloud, grid, corporate, and mixed
environments, to demonstrate how the proposed service layer successfully
enforces required overlay network behaviors. Further, the experiment shows
that a pre-existing application can use the middleware without modifications.

Third, two real-world data experiments indicate how the SDON layer im-
proves edge computing application performance through centrally enforced
optimizations by 20 % and 22 %, respectively.

These experiments were built upon and conducted on different early snap-

shots of the middleware implementation. They indicate that each middleware
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layer fulfills the requirements, and the interaction between the layers works,

ensuring that the middleware as a whole meets the requirements.



Conclusion

Distributed applications, such as those used in emerging application scenarios
like autonomous vehicles, smart cities, healthcare, and industrial automation,
require low-latency, high-bandwidth, and computational resources [ Var+16;
Cao+20]. Due to the distant locations of data centers from data production
and consumption sites, cloud environments fail to meet these requirements.
However, edge computing involves distributed applications that run at the
cloud, edge, and end-systems simultaneously. Getting edge applications to
work as unified systems spanning across these disparate edge environments
makes application development complex [Shi+16].

Accordingly, this thesis presents contributions incorporated into a middle-
ware, which simplifies the development and operation of applications running
at the edge. This middleware provides functionalities that are essential for a
seamless application operation at the edge. Functionalities that would other-
wise have to be implemented by the applications themselves. Therefore, many
of the “nasty” things that make edge application development and operation

complex are hidden from the application.

Chapter 1 introduces research questions that we answer in the following;:

RQ 1.1 How to achieve connectivity between edge devices efficiently?

In edge computing scenarios, devices are typically distributed across differ-
ent networks. Communication between these networks is often restricted due
to incompatible configurations or the presence of middleboxes (e.g., NATs,
firewalls) by which communication is routed between these networks. Con-
nectivity is usually unrestricted within networks, although some networks
prevent this through client isolation.

Thus, mutual route discovery on the underlying network by both devices
is required to connect edge devices. Many devices are not directly reachable
from other networks by middleboxes, requiring the appliance of NAT traversal
techniques. Furthermore, the heterogeneity of NATs makes it necessary to
combine multiple techniques, each usually requiring separate protocols, to

traverse middleboxes in the most optimal way. Therefore, to minimize the time
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before two edge devices are linked, a new protocol is proposed that efficiently
combines NAT traversal techniques [BRF23a] (Contribution 1). Compared to
previous work using individual NAT traversal protocols, our protocol min-
imizes the number of messages required to determine the most local path
between two edge devices, allowing for more efficient and faster connection

establishment.

RQ 1.2 How to ensure that edge devices are linked securely?

Edge devices that host edge computing applications are often operated in
untrusted networks. Therefore, there is an inherent risk that any informa-
tion obtained might not be reliable. Data transmitted could be intercepted or
manipulated.

Unique identification among edge devices is necessary to enable secure
linking. Therefore, an approach is presented that equips all devices with a
public-private key pair. The public part is also used for identification, and
the keys together can be used to secure the communication. Thus, before
two devices are linked, they mutually authenticate first. Further end-to-end
encrypted communication between edge devices with the very first message is
possible. This is achieved by piggybacking a Diffie-Hellman key agreement into
the protocol described in previously [BRF23a] (Contribution 1). Compared
with previous work, our protocol saves between 1 to 2 RTTs and secures the

connection establishment process against multiple vulnerabilities.

rRQ 2.1 How to integrate overlay networks into applications without

imposing restrictions on application design and functionality?

Integrating overlay networks into applications often imposes restrictions on
application design or functionality. Further, many integrations depend on a
concrete type of overlay network, making it a complex task for the developer
to migrate to a different overlay, which might be necessary to adapt to evolving
application requirements.

Accordingly, an application programming interface (API) is presented, al-
lowing the integration dynamic overlay networks without imposing restrictions.
The approach establishes an IP overlay that can be adapted by any IP-based
application without modification. While the application receives or sends
communication from remote components as before, the overlay network trans-

parently processes the packet delivery. Based on Contribution 1, the application
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creates the impression of seamless, secure and location-transparent connectiv-
ity between all edge devices. The presented API has been successfully used
with pre-existing applications and evaluated in real-world scenarios [Bor+23;
Réb+23]. The evaluation demonstrated that using our approach, dynamic over-
lay networks can be transparently integrated without imposing restrictions.
In addition, our approach enables applications to operate in restricted edge

environments, which helps conduct real-world experiments (Contribution 2).

RQ 2.2 How to improve the use of heterogeneous edge resources

through dynamic overlay networks?

Many distributed application systems [Kub14; Ligog; AZ1y; Nig21; Ros+23]
make strong assumptions about the underlying network infrastructure in terms
of control and behavior. However, edge applications are often operated in
networks where the edge computing application does not control the network
configuration. Furthermore, edge devices are more heterogeneous, restricted,
and unreliable than devices in cloud computing environments. Therefore,
edge computing environments must be considered as best-effort systems, and
additional mechanisms are required to provide applications with additional
services, quality of service (QoS), security, and reliability for correct application
functioning.

Therefore, a service layer is presented that dynamically integrates additional
services into the overlay network through an extensible set of mechanisms.
Individual services can be flexibly applied to certain overlay elements and
operated in coexistence. The service layer is transparently integrated into the
previously presented API. Thus, overlay services can be added or removed as
needed, without affecting the application’s transparency. As a result, applica-
tions got an idealized view of the edge resources that provide more service

guarantees in an otherwise best-effort system (Contribution 2).

RO 3.1 How to program overlay networks that assist application de-

velopers to use edge resources efficiently?

Overlay networks are as versatile as the edge applications that utilize them.
They can vary in size, topology, node, and link properties. Further, overlay
networks apply different mechanisms to maintain and restore the desired state.

Accordingly, an approach is presented that allows application developers to

program software-defined overlay networks using high-level functional require-
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ments. Desired overlay nodes, overlay links, their respective resource capa-
bilities, and desired behavior can be described. This goal-oriented overlay
programming relieves developers from identifying and describing routines
to reach the desired overlay state, as our middleware automatically identifies
these routines. Further, policies can be specified, describing how an overlay
network should respond to unwanted network changes or customizing how

overlay elements are mapped to edge resources [Bor+25] (Contribution 3).

rRQ 3.2 How to simplify overlay network deployment and manage-

ment at the network edge?

Deploying and operating an overlay network at the network edge is challenging
due to the heterogeneous, restricted, and unknown environments and the
absence of central control.

Therefore, an software-defined overlay networking middleware is presented
that brings capabilities known from software-defined networking, such as
centralized control, a common interface for edge device configuration, intent-
based overlay network configuration, and a closed-loop mechanism identifying
and reverting unintended network changes to the edge [Bor+25] (Contribu-
tion 3). The presented approach builds upon the protocol used for flexible and
secure edge device linking Contribution 1 and API for unrestricted integration
of dynamic overlay networks Contribution 2. Our evaluation results, assum-
ing two contrary edge computation scenarios, show that deployments via
our middleware, with centrally enforced optimizations, improve applications’

performance by 20 % and 22 %, respectively.

All contributions have been combined into a fully functional open-source
middleware, most evaluated in real-world experiments, to demonstrate their
seamless integration and function. Additionally, the middleware was published
as open-source to encourage further research in these areas: https://github.

com/drasyl/drasyl.

FUTURE WORK

Beyond our contributions, we discovered several other open research gaps that
remain as future work. These gaps include decentralizing network control, re-
fining intent-based networking support, enhancing multi-application support,
integrating with cloud deployment systems, and leveraging API for improved

resource management.


https://github.com/drasyl/drasyl
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REDUCTION OF SYSTEM'S DEPENDENCE ON THE CENTRAL NETWORK
CONTROLLER  The approaches presented in this thesis rely on a central net-
work controller to maintain global view and control over the overlay network.
So far, the controller poses a crucial role for the operation and health of the
overlay network: New edge devices need to register with the controller, the
current state of each device is aggregated at the controller and the controller
disseminates new overlay network configurations. Therefore, the controller
poses a potential bottleneck and single point of failure (SPOF), limiting the
whole system’s scalability and availability.

However, some of the controller’s functions can be offloaded to the edge
devices, reducing the overlay network’s dependency on the controller. Selected
edge devices can take over managing parts of the overall network. Further,

moving closer to edge devices could improve the system’s performance.

ENHANCING THE INTENT-BASED PROGRAMMING OF OVERLAY NET-
WORKING FUNCTIONALITIES  The presented system has already been
built upon certain concepts known from the intent-based networking (IBN)
domain, such as goal-oriented descriptions of network functionalities and the
closed-loop mechanism.

However, further improvements to overlay network management may be
possible. Currently, intent profiling (Section 2.2) is missing, which enables
intents to be described through natural language expressions by application
developers. An investigation can be conducted into how existing intent profiler

approaches can be utilized with overlay networks at the edge.

IMPROVE MULTI-APPLICATION SUPPORT  Although the controller pre-
sented in the current approach can manage multiple applications simultane-
ously, further work is necessary in this regard. Currently, a single application
can request all available resources and will also receive them.

To prevent resource monopolization, further mechanisms that improve the
co-existence of applications need to be implemented. A mechanism that pro-
vides fairness among applications might be included. Various approaches are
promising for this: For example, market-based approaches where resources are
bid on by applications [NLB19g]. This way, resources are allocated based on bids,
which can reflect the urgency or importance of the application. Alternatively,
fair scheduling can be applied, where resource allocation is based on historical
usage. Here, higher priority is given in future allocations to applications that
have had fewer resources in the past to balance overall usage [Mad+20]. In

this context, it can also be monitored that an application requests only as many
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resources as it actually consumes. Applications that intentionally request too

many resources are accordingly penalized by being given lower priority.

INCORPORATION WITH APPLICATION DEPLOYMENT SYSTEMS  The
approaches presented in this work help simplify application deployment chal-
lenges in edge environments. This was achieved by creating overlay networks
that provide an idealized view of the underlying edge resources. In the cloud
computing field, many approaches with sophisticated application management
capabilities exist, such as Kubernetes. However, these approaches perform
poorly and inefficiently in edge environments, as they make strong assump-
tions about the behavior and control of the underlying network infrastructure,
which is only available in cloud-like environments.

Future research can explore the integration of the proposed approach with
existing cloud-based application deployment systems. Specifically, it warrants
investigation into how the network control mechanisms presented in this work
can enhance the operation of cloud-native application management solutions
in edge environments. One avenue to explore is the implementation of the
Container Network Interface [CNI24]. This integration would enable Kuber-
netes pods and other containerized applications to communicate efficiently at
the edge, thereby overcoming the limitations posed by conventional network
control in edge scenarios. The approach described here promises to be more
effective than existing work such as [SAF23], which does not provide means

to overcome edge network restrictions efficiently.

IMPROVED RESOURCE MANAGEMENT THROUGH EDGE Al  Finding the
most suitable edge resources to host distributed applications poses significant
challenges due to the unpredictable behavior of these resources. Edge devices
often have limited and variable capacities, making it difficult to guarantee
sufficient computational and networking resources. This could potentially lead
to suboptimal overlay network performance or even complete failure.
Al-based approaches are increasingly used in edge computing. Edge Al is
defined as deploying Al technologies within an edge computing environment.
Adaptive inference is a promising approach to enhancing resource matchmak-
ing in edge environments by improving the predictability of resource behavior.
Increased predictability allows the overlay network management system, for
example, to gracefully degrade network performance in response to insufficient
resources. This approach helps applications maintain functionality even under

adverse conditions.
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