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We are no longer the subjects of value realisation. Nor are we, as some have insisted, the 

“product” of Google’s sales. Instead, we are the objects from which raw materials are 

extracted and expropriated for Google’s prediction factories. Predictions about our 

behaviour are Google’s products, and they are sold to its actual customers, but not to us. We 

are the means to others’ ends 

-Shoshana Zuboff, 2019, p.66. 
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Abstract  
 

Characterised by big data, digitalisation now underpins the social, economic, and political 

fabric of modern life. It marks the dawn of what is widely termed the digital economy. The 

primacy of data is no longer open to question. Seven of the world’s ten most valuable 

companies, by market capitalisation, are built upon it. From this foundation, new business 

models have emerged. These models are refined, efficient, and relentless in monetising platform 

user data through targeted advertising or transmuting it into the machinery of E-Commerce. 

Increasingly, policy and academic discourse returns to a central concern, i.e., how data is 

governed, how it moves, where it accumulates, and in whose hands it ultimately resides. This 

determines a country’s capacity to participate meaningfully in E-Commerce. In this epoch, data 

is not merely an asset. It is the resource, often dubbed the ‘engine’ or ‘new oil’ of the digital 

economy. Seemingly aware of both its promise and its consequence, governments are 

advancing data governance frameworks, often through international agreements that facilitate 

free cross-border flows, even as they shape and at times constrain them. 

 

This dissertation examines the often complex and obscured nexus between data governance and 

E-Commerce participation in Kenya and Uganda through the analytical lens of Gill’s new 

constitutionalism. As the digital economy expands, data has assumed a position of quiet 

dominance, driving global economic transformation. However, beneath this expansion lies a 

more disturbing reality, i.e., data governance structures remain asymmetrical, with power 

increasingly concentrated in the hands of big tech corporations. These can be classified under 

Global Platform and Cloud Giants (e.g., Google, Amazon, Microsoft, Facebook/Meta, Apple, 

Huawei, ZTE, Alibaba, and Uber); fintech infrastructure giants (e.g., Mastercard and Visa); and 

digital infrastructure corporations (e.g., Samsung, Dell, Sony, IBM, Cisco Systems, Siemens, 

Bosch, Lenovo,  Nvidia, and Philips). Through the reach of such Big Tech, patterns that echo 

an older model of extraction and dependency are emerging. As a result, while rarely declared, 

digital colonialism is enacted. Digital latecomers like Kenya and Uganda are not excluded, but 

are rather incorporated, albeit on unequal terms. This is compounded by a persistent ambiguity 

in the absence of a shared understanding of what data is and how it should move across borders. 

  

There are significant difficulties in reconciling the notion of national sovereignty traditionally 

associated with country territories and the borderless nature and openness of the digital space 

in which data flows. In the absence of a coherent global strategy to govern E-Commerce, 

competing interests among actors in the data and E-Commerce value chain continue to assert 
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themselves, shaping policy in divergent and often conflicting directions. Within this 

dissertation, four interrelated variables are brought into focus, i.e., the opacity of data 

governance and E-Commerce structures, the competing interests of value chain actors, the 

evolution of data governance discourse, and its implications for emerging actors such as Kenya 

and Uganda. 

 

To answer these questions, this dissertation examines how power relations, embedded, 

structured, and often concealed within data governance models, shape the prospects for gainful 

participation in E-Commerce. It considers how Big Tech consolidates control over data, 

influences the direction of policy, and, in doing so, constrains the competitiveness of domestic 

platforms. By placing Kenya’s comparatively advanced ecosystem alongside Uganda’s more 

nascent landscape, the study reveals a shared condition: the challenge of harnessing data within 

systems not entirely of their own making. A qualitative approach, drawing on case studies and 

expert interviews, enables a closer examination of the political economy that underpins data 

governance. 

 

Results revealed that neoliberal lock-ins, data extractivism, and incoherent data regulatory 

frameworks hamper equitable participation in E-Commerce by small actors, especially start-

ups and SMEs. Additionally, the dissertation detects prospects for aligning data policies at 

national, regional, and continental levels, stressing the importance of a Pan-African Data 

governance strategy. Lastly, the dissertation calls for rebalancing power relations in data 

governance to ensure that latecomers to digitalisation are not merely participants, but decision-

makers, capable of regulating cross-border data flows, of disciplining dominant firms, and of 

ensuring that local actors are not edged out of the very markets they seek to enter. 

 

In terms of contribution, this dissertation complements the debate on data localisation and 

safeguarding state regulation of data, offering practical policy recommendations to promote 

inclusive and gainful participation in E-Commerce by African countries. Academically, the 

dissertation spreads the application of the new constitutionalism concept to the digital economy 

by offering a fresh framework for examining data governance and E-Commerce. It also 

contributes to new academic scholarship on the manifestations of digital constitutionalism, i.e., 

through new digital (data to be specific) rules and constitutions which seek to circumscribe the 

power of States in regulating economic (trade, investment, fiscal), social (health, 

environmental, education) and political policies, thereby guaranteeing more power and 

domination by (transnational) corporations. 
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Zusammenfassung 
 

Die Digitalisierung, die durch Big Data geprägt ist, bildet heute das Fundament des sozialen, 

wirtschaftlichen und politischen Gefüges des modernen Lebens. Sie markiert den Beginn 

dessen, was gemeinhin als digitale Wirtschaft bezeichnet wird. Die Vorrangstellung von Daten 

steht nicht mehr zur Debatte. Sieben der zehn wertvollsten Unternehmen der Welt, gemessen 

an der Marktkapitalisierung, basieren darauf. Auf dieser Grundlage sind neue Geschäftsmodelle 

entstanden. Diese Modelle sind ausgefeilt, effizient und unerbittlich darin, Nutzerdaten von 

Plattformen durch gezielte Werbung zu monetarisieren oder sie in die Maschinerie des E-

Commerce umzuwandeln. Zunehmend kehrt der politische und akademische Diskurs zu einem 

zentralen Anliegen zurück, nämlich der Frage, wie Daten verwaltet werden, wie sie sich 

bewegen, wo sie sich ansammeln und in wessen Händen sie letztendlich liegen. Dies bestimmt 

die Fähigkeit eines Landes, sinnvoll am E-Commerce teilzunehmen. In dieser Epoche sind 

Daten nicht nur ein Vermögenswert. Sie sind die Ressource, die oft als „Motor“ oder „neues 

Öl“ der digitalen Wirtschaft bezeichnet wird. Sich offenbar sowohl ihres Potenzials als auch 

ihrer Folgen bewusst, treiben Regierungen Rahmenwerke zur Datenverwaltung voran, oft durch 

internationale Abkommen, die den freien grenzüberschreitenden Datenfluss erleichtern, ihn 

aber gleichzeitig gestalten und bisweilen einschränken. 

 

Diese Dissertation untersucht den oft komplexen und undurchsichtigen Zusammenhang 

zwischen Daten-Governance und der Teilnahme am E-Commerce in Kenia und Uganda unter 

dem analytischen Blickwinkel von Gills „neuem Konstitutionalismus“. Mit dem Wachstum der 

digitalen Wirtschaft haben Daten eine Position stiller Dominanz eingenommen und treiben den 

globalen wirtschaftlichen Wandel voran. Hinter dieser Expansion verbirgt sich jedoch eine 

beunruhigendere Realität: Die Strukturen der Daten-Governance bleiben asymmetrisch, wobei 

sich die Macht zunehmend in den Händen großer Technologiekonzerne konzentriert. Diese 

lassen sich in globale Plattform- und Cloud-Giganten (z. B. Google, Amazon, Microsoft, 

Facebook/Meta, Apple, Huawei, ZTE, Alibaba und Uber), Fintech-Infrastrukturgiganten (z. B. 

Mastercard und Visa) sowie Unternehmen der digitalen Infrastruktur (z. B. Samsung, Dell, 

Sony, IBM, Cisco Systems, Siemens, Bosch, Lenovo, Nvidia und Philips) einteilen. Durch die 

Reichweite solcher Big-Tech-Unternehmen entstehen Muster, die an ein älteres Modell der 

Ausbeutung und Abhängigkeit erinnern. Infolgedessen wird, wenn auch selten offen 

ausgesprochen, digitaler Kolonialismus praktiziert. Digitale Nachzügler wie Kenia und Uganda 

werden nicht ausgeschlossen, sondern vielmehr einbezogen, wenn auch zu ungleichen 

Bedingungen. Hinzu kommt eine anhaltende Unklarheit aufgrund des Fehlens eines 
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gemeinsamen Verständnisses darüber, was Daten sind und wie sie grenzüberschreitend fließen 

sollten. 

 

Es ist äußerst schwierig, den Begriff der nationalen Souveränität, der traditionell mit Staatsgebieten 

assoziiert wird, mit dem grenzenlosen Charakter und der Offenheit des digitalen Raums, in dem Daten 

fließen, in Einklang zu bringen. In Ermangelung einer kohärenten globalen Strategie zur Regulierung 

des E-Commerce setzen sich die konkurrierenden Interessen der Akteure in der Daten- und E-

Commerce-Wertschöpfungskette weiterhin durch und lenken die Politik in unterschiedliche und oft 

widersprüchliche Richtungen. In dieser Dissertation werden vier miteinander verbundene Variablen in 

den Fokus gerückt, nämlich die Undurchsichtigkeit von Daten-Governance- und E-Commerce-

Strukturen, die konkurrierenden Interessen der Akteure in der Wertschöpfungskette, die Entwicklung 

des Diskurses zur Daten-Governance und dessen Auswirkungen auf aufstrebende Akteure wie Kenia 

und Uganda. 

 

Um diese Fragen zu beantworten, untersucht diese Dissertation, wie Machtverhältnisse, die in 

Datenverwaltungsmodellen eingebettet, strukturiert und oft verborgen sind, die Aussichten auf eine 

gewinnbringende Teilhabe am E-Commerce prägen. Sie beleuchtet, wie Big Tech die Kontrolle über 

Daten festigt, die politische Ausrichtung beeinflusst und dadurch die Wettbewerbsfähigkeit 

einheimischer Plattformen einschränkt. Indem Kenias vergleichsweise fortgeschrittenes Ökosystem der 

noch jungen Landschaft Ugandas gegenübergestellt wird, deckt die Studie eine gemeinsame Situation 

auf: die Herausforderung, Daten in Systemen zu nutzen, die nicht vollständig von ihnen selbst 

geschaffen wurden. Ein qualitativer Ansatz, der sich auf Fallstudien und Experteninterviews stützt, 

ermöglicht eine genauere Untersuchung der politischen Ökonomie, die der Datenverwaltung zugrunde 

liegt. 

 

Die Ergebnisse zeigen, dass neoliberale Lock-ins, Datenextraktivismus und inkohärente datenrechtliche 

Rahmenbedingungen eine gerechte Teilhabe kleiner Akteure, insbesondere von Start-ups und KMU, am 

E-Commerce behindern. Darüber hinaus identifiziert die Dissertation Perspektiven für die Angleichung 

der Datenpolitik auf nationaler, regionaler und kontinentaler Ebene und unterstreicht die Bedeutung 

einer panafrikanischen Strategie zur Daten-Governance. Schließlich fordert die Dissertation eine 

Neugewichtung der Machtverhältnisse in der Daten-Governance, um sicherzustellen, dass Nachzügler 

der Digitalisierung nicht nur Teilnehmer, sondern Entscheidungsträger sind, die in der Lage sind, 

grenzüberschreitende Datenströme zu regulieren, marktbeherrschende Unternehmen zu disziplinieren 

und zu gewährleisten, dass lokale Akteure nicht aus genau den Märkten verdrängt werden, in die sie 

eintreten wollen. 

 

Was den Beitrag angeht, ergänzt diese Dissertation die Debatte über Datenlokalisierung und die 

Sicherung staatlicher Regulierung von Daten und bietet praktische politische Empfehlungen zur 
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Förderung einer inklusiven und gewinnbringenden Teilnahme afrikanischer Länder am E-Commerce. 

Aus wissenschaftlicher Sicht erweitert die Dissertation die Anwendung des Konzepts des „neuen 

Konstitutionalismus“ auf die digitale Wirtschaft, indem sie einen neuen Rahmen für die Untersuchung 

von Daten-Governance und E-Commerce bietet. Sie leistet zudem einen Beitrag zur neuen 

wissenschaftlichen Forschung über die Ausprägungen des digitalen Konstitutionalismus, d. h. durch 

neue digitale (genauer gesagt datenbezogene) Regeln und Verfassungen, die darauf abzielen, die 

Befugnisse der Staaten bei der Regulierung wirtschaftlicher (Handel, Investitionen, Finanzen), sozialer 

(Gesundheit, Umwelt, Bildung) und politischer Politik einzuschränken und dadurch mehr Macht und 

Dominanz für (transnationale) Unternehmen zu gewährleisten. 
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Chapter One: Introduction  
 

The expansion of the digital economy has been accompanied by a prevailing assumption that 

integration into global digital markets constitutes, in and of itself, a pathway to development. 

For countries across the Global South, participation in E-Commerce is frequently framed as 

both inevitable and desirable, i.e., an opportunity to leapfrog traditional constraints and to 

secure a place within an increasingly data-driven global order. Yet such narratives, while 

compelling, are not without their limitations. They tend to obscure the structural conditions 

under which participation occurs, and, in so doing, risk conflating presence with advantage. 

Therefore, the question is not merely whether countries participate, but how they do so, and to 

what effect. It is this distinction that animates this dissertation. 

 

1.1 The Power Shift: Unveiling How Data Governance Shapes a Country’s E-

Commerce Participation 

 

When Kenya partnered with google, European Union (EU), Huawei, and Meta (Facebook) to 

build digital infrastructure, and Uganda applauded Meta’s Free Basics (an initiative that 

provides free access to basic services like news, maternal health, travel, local jobs, sports, 

communication, and local government information), it seemed like this was a correct pathway 

to digital transformation in the two countries. Narratives like this were going to jumpstart E-

Commerce in Kenya and Uganda, and were easily coined. But who owns the digital 

infrastructure, the data it generates, and the market (E-Commerce) induced by this data?   

Understanding the power relations shaping data governance and how they determine the nature 

of a country’s participation in Electronic Commerce (E-Commerce) is important, especially in 

the current epoch of digitalisation.  In today’s era of digitalisation, data is not just information 

but is a means of production, power, infrastructure and currency. Indeed, as countries scramble 

to position themselves as front-runners in the digital economy, a new power structure is 

unfolding, i.e., one shaped not by industrial production but by control over digital infrastructure, 

E-Commerce platforms, and data governance. For countries at the dawn of digitalisation (digital 

laggards), both in terms of infrastructure and policy ecosystem, this raises pertinent questions: 

Who controls their data? Who writes the data and E-Commerce governance rules? Can they 

profitably compete in the global E-Commerce marketplace dominated by global tech giants? 

 

For purposes of clarity, I argue that data should not be simply understood as a neutral or inert 

resource, but as a socially produced and economically valuable asset, the extraction and 
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circulation of which are structured by relations of power. It is information about people and 

activities in digital form, collected & used as a valuable resource shaped by who controls it [Big 

Tech in this case]. Most importantly, big data should be understood as the large-scale 

aggregation and processing of data, characterised not only by volume, but by its capacity to 

generate predictive insights and economic value through algorithmic analysis. Furthermore, the 

use of the argument “data as a raw material” should not be taken literally. In this dissertation, I 

argue that data has been politically and economically constructed as the foundational extractive 

resource of the digital economy, and that control over its extraction, processing, and 

monetisation reproduces structural inequalities between the Global North and Global South. 

Thus, data functions within the digital economy in a manner analogous to how raw materials 

functioned within earlier colonial and neoliberal economic orders. 

 

 As a critical raw material of the digital economy and driver of the fourth industrial revolution 

(Industry 4.0), data is evolving in a way that its governance is creating new forms of power 

relations (Ruppert, Isin, & Bigo, 2017). Indeed, the manner in which data is presently collected 

and processed is generating power imbalances and information asymmetries on its value and 

usage in shaping countries’ participation in [E-Commerce] trade (Micheli, Ponti, Craglia, & 

Suman, 2020; Gurumurthy & Chami, 2022; James, 2020).  A growing narrative hypothesised 

by Sætnan, Schneider, and Green (2018) is that data is increasingly hyped as the ‘engine’, or 

‘new oil’ of the digital economy. According to Kneuer and Milner (2019), and  Manganelli and 

Nicita (2022), Data has intensely altered the social, fiscal, and political domains over the years, 

and is gradually forming a digital market economy and social order. Socially, platforms 

leverage user data to personalise feeds, influencing communication, news consumption, and 

even shaping opinions through targeted advertising and confirmation bias (Pariser, 2011). 

Fiscally, data analytics empower businesses to optimise operations, personalise pricing, and 

influence consumer behaviour, while assisting Governments in tax collection, welfare 

distribution, and targeted social programs (Sætnan, Schneider, & Green, 2018). Politically, data 

is being mined to predict voter preferences, mobilise specific demographics, and potentially 

manipulate public discourse through micro-targeting campaigns (Zuboff, 2019). Therefore, this 

intricate web of data-driven practices fosters a dynamic digital market economy where 

information itself becomes a valuable commodity. 

 

The rise of the digital economy and its growing significance in shaping the global economic 

landscape can be deduced from its projected economic value. The World Bank estimates that 

the digital economy is worth 15.5% of the global Gross Domestic Product (WEF, 2022), and 
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has grown 2.5 times faster than the global GDP for the past 15 years. UNCTAD (2021) notes 

that the digital economy generated trade (E-Commerce) worth $3.9 trillion in 2021. In Africa, 

E-Commerce generated $33.3 billion in revenue in 2022 and is projected to generate revenue 

worth $38.2 billion in 2023 and $42.3 billion in 2024 (UNCTAD, 2023). Furthermore, the 

economic potential of open data is projected to be between 1% to 2% of Africa’s GDP (AfDB, 

2017).  Given the potential or data, it is not surprising that 9 out of 15 countries globally that 

have launched national data partnerships are African (Mo Ibrahim Foundation, 2024). 

Additionally,  Tech billionaires were worth a combined $2.5 trillion in 2021, far outpacing the 

next-best-performing industries, fashion and retail ($1.7 trillion) and finance and investment 

($1.5 trillion), and also make up 8 of the 20 richest individuals globally (Forbes, 2021). In his 

commentary- ‘Big Tech is now worth so much we’ve forgotten to be shocked by the numbers’, 

Wilhelm (2021) observes that the share-price appreciation (stock value) of notable Big Tech in 

May 2021 was as follows:  Apple ($2.21 trillion), Microsoft ($1.88 trillion), Amazon ($1.76 

trillion), Alphabet ($1.60 trillion) and Facebook ($0.93 trillion), totalling to around $8.4 trillion 

for the five companies. Furthermore, a report by the International Data Corporation (IDC) 

predicts that, by 2025, the cloud will contribute over $2.8 trillion in business value (Pawa IT, 

2024).  

 

The above numbers are aimed at illuminating the budding dominance of big tech in the digital 

economy and how the market, as we know it, is shifting at hyper speeds.  Indeed, the digital 

economy’s substantial share of global GDP, booming online trade, and the wealth generated by 

tech giants solidify its transformative power. These statistics give us several insights into the 

digital economy, as emphasised by Brass and Hornsby (2019)  i.e., (a) there is a growing rapid 

shift of trade from physical markets to virtual markets (E-Commerce); (b) these technological 

changes in the market spectrum (from physical to digital) are spontaneously taking place and 

are here to stay; and (c) we are experiencing a transition from the industrial economy to the 

digital economy. This is more so given the fact that we are experiencing a transition from the 

industrial economy to the digital economy, from physical products to digital goods and services 

(Øverby & Audestad, 2021; Manganelli & Nicita, 2022). This also signifies a broader 

transformation from an industrial economy reliant on physical goods to a digital economy 

centred on digital services and products, where he who controls data reigns.  

 

The above numerical description further illuminates that: (a) while the economy and markets 

are evolving from virtual to digital, it is the increased use of digital goods and services that is 

responsible for this evolution (Øverby & Audestad, 2021), and (b) the digital economy produces 
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winners and losers on a scale never before imagined (Bootle, 2019). This belief is shared by 

UNCTAD (2019) which cautions that whereas the fast growth of digital technologies is 

transforming many economic and social activities, the widening digital divides and power 

asymmetries threaten to leave some countries, e.g. least developed countries, even further 

behind. One notable hypothesis by Peitz and Waldfogel (2012) is that digitalisation is so 

pervasive that it is having major effects on the modes and distribution of market power, which 

perpetuates leading Big Tech in a winner-takes-all position as first come.  

 

Through using their domination, they can outcompete their challengers by using their huge, 

minimally taxed capital reserves, subscribers/users, and economies of scale to buy them or beat 

them (Peitz & Waldfogel, 2012).  The digital economy is therefore not only leading to a shift 

in market governance but is also widening disparities between first movers and latecomers and 

between the global north and global south (UNCTAD, 2019). This is even more likely given 

the wider digital divides, differences in readiness, and high concentration of market power in 

the hands of a few countries and digital trade platforms (Kituyi, 2020). Thus, digitalisation is 

creating a new form of market and production structure where big tech corporations, which 

control data and now control the means of production, are the “new Lords” of the economy.  

According to  Goodwin (2015), the world’s largest taxi company (Uber) owns no vehicles; the 

world’s most popular social media owner (Facebook) creates no content; the most valuable 

retailer (Alibaba) has no inventory; the world’s largest accommodation provider (Airbnb) owns 

no real estate; while Amazon which dominates a market share of 60-70% in book sales does 

not write the books itself (Mosendz, 2014).  

 

It is imperative to underscore the role of data in calibrating the momentum and speed of the 

digital economy.  Extracted from the digital footprints of personal, social, and business 

activities taking place on various digital platforms (Gurumurthy & Chami, 2021; UNCTAD, 

2019),  big data’s value is growing exponentially that big tech corporations are willing to 

construct a digital infrastructure like internet cables, cafes, and connectivity for free purposely 

to increase data extractivism/generation (Solon, 2017; Oyedemi, 2019). Currently, seven (7) 

out of the top ten (10) companies globally are data-centric by market capitalisation (Singh, 

2020). In 2018, these companies had a combined annual revenue of over $500bn, a net income 

of over $90bn, and a market value of over $2.8 trillion (Moore & Tambini, 2018; Couldry & 

Mejias, 2019). Such hyper profits have fuelled a growing buy-in that data is such a precious 

raw material driving the digital economy that whoever collects and controls it owns its 

economic value, and ultimately controls the digital economy (Singh, 2020).   
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Amidst the increase in data generation, flows, and computing power, the cooperation agenda of 

the digital economy, which is actionized through multi-stakeholder alliances, is important to 

examine. Schwöbel (2017) and Gurumurthy and Chami (2021) argue that such cooperation has 

become yet another instance of ‘neoliberal lock-in’, where the trope of ‘technology for 

development’ often masks the workings of the global political economy. Furthermore, 

partnerships in this regard may be a neocolonial route that may lead to granting market access 

to the data resources of the Global South (Gurumurthy & Chami, 2021).  It has been suggested 

by Brass and Hornsby (2019) that orthodox strategic approaches to market power have become 

obsolete due to rapid digitalisation and datafication of the economy, which ought to change the 

ways we look at market power.  Indeed, the digital economy is characterised by the unevenness 

of power of a few big tech and telecommunication corporations that have instituted de-facto 

quasi-data monopolies, resulting in biases in algorithmic decision-making in jolting, 

manipulation, and privacy violations (Berti, Marina, Ponti, and Craglia, 2020).  As such, big 

tech, as the “new lords” of the digital economy, has become an important subject in global 

governance ethos and sometimes even assumes “primary responsibility. This view is held by 

Lu, Zhou, and Fan (2023)  who argue that concerns with the evils of capitalism and abuse of 

technology are rising and have emerged among the hottest social issues in the current era, ever 

since people discovered that data, algorithms, and computing power are controlled by big tech.  

 

Amidst the evolving digital economy, scholars like Ruppert, Isin, and Bigo (2017) have 

cautioned that power relations in data governance conceive data as an object of investment that 

is shaped by the competitive struggles of actors who claim to wager in its meaning and 

functioning.  These struggles have resulted in a dominant model of data governance in the 

current ‘platform society’ that is established and controlled by a few corporate big tech 

platforms (Srnicek, 2016). Indeed, concerns of a widening digital divide within and among 

countries in participation in E-Commerce have been raised by UNCTAD (2019; 2021), unless 

they are tackled through pro-development data governance and E-Commerce policies and legal 

frameworks. Furthermore, whereas the main focus is presently given to the central model of big 

tech platforms that are amassing and economically exploiting hefty volumes of personal data, 

there is less focus on how this affects the gainful participation of developing and least-

developed countries (Micheli et al, 2020; Ruppert et al, 2017; Smichowski, 2019). Therefore, 

there is a growing notion of the need to bring to the vanguard the power dynamics and 

multilayered economic and social exchanges within data governance models, which are 

evolving in a sphere mostly dominated by big tech (Micheli et al, 2020).  
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By examining power relations within data governance models, one can better understand how 

different groups in society are affected by data governance decisions, which can ultimately help 

inform policy decisions and ensure that data governance is designed to promote the well-being 

of all members of society (Micheli et al, 2020). Additionally, Micheli et al (2020) argue that by 

examining power relations and exchanges therein data governance models, we can identify 

areas where governance practices can be improved, and this can lead to more effective and 

efficient data governance, better protection of individual rights, and more responsible use of 

data. The growing power asymmetries in data governance have prompted several scholars and 

policymakers to call for a reorientation of the scientific gaze, from the critique of the current 

data landscape to the possibilities of agency from the ‘bottom-up’ (Beraldo & Milan, 2019; 

Couldry & Powell, 2014; Kennedy, Poell, & Dijck, 2015), the ‘good data practices’ (Mann, 

Devitt, & Daly, 2018) and the ‘alternative’ data governance models  (Smichowski, 2019; 

Morozov & Bria, 2018). This dissertation contributes to this line of thinking by studying 

whether addressing the power relations among actors in data governance is necessary for 

countries to gainfully participate in E-Commerce.  

 

In this dissertation, I argue that unless Kenya and Uganda establish a supportive data 

governance ecosystem (policy and institutions) that balances the interests of both actors 

(governments, CSOs and Tech corporations) and gives policy space for local start-up tech actors 

to evolve, the benefits of E-Commerce will be skewed towards Big Tech corporations.  To 

validate this argument, the dissertation analyses how power asymmetries and relations in data 

governance, as discussed in global forums, determine the nature of countries' participation in 

E-Commerce, especially given the already existing uneven power and influence in trade. 

Through assessing the linkage between data governance and a country’s gainful participation 

in E-Commerce, this dissertation seeks to enlighten future investigations of power relations in 

data governance and E-Commerce, especially now that policy debates around data governance 

and E-Commerce are gaining momentum among latecomers to digitalisation, e.g., African 

Countries.  

 

It is important to clarify what gainful participation in E-Commerce is. In this dissertation, this 

concept is not taken to mean mere inclusion within digital markets. Rather, it denotes a form of 

engagement that yields enduring economic value, cultivates domestic capabilities, and permits 

a meaningful degree of regulatory autonomy. It is, in essence, a question not of presence, but 

of position. I argue that a country participates gainfully where it can retain value within its own 
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economy, to develop the institutional and technological capacities required for sustained 

participation, and to exercise agency in the governance of data and digital trade. Conversely, 

participation may be considered non-gainful where it is characterised by structural dependence, 

where value is extracted rather than accumulated, where capabilities remain externally 

anchored, and where the terms of participation are largely determined beyond the domestic 

sphere. In this sense, participation is considered non-gainful where countries remain structurally 

dependent on external platforms, extractive data practices, and regulatory constraints that limit 

domestic value creation. 

 

Furthermore, whether all of this is perhaps, even fundamentally, changing and whether we are 

currently at the beginning, or already in the midst, of a process of transformation or disruption 

is a debate that has concerned our society for some years now. Irrespective of the ideological 

orientation between the proponents and critics of digitalisation, Pfeiffer (2022) hypothesizes 

that they all agree on the fact that: a) we are dealing with a comprehensive transformation whose 

scale and dynamics of change are comparable to historical precursors like the emergence of 

agricultural society or the Industrial Revolution; b) the cause of this transformation lies in 

technological advances especially in robotics, the acceleration of computing capacity and 

Artificial Intelligence; c) this process entails dramatic, radical changes for our economies and 

the way we work, the consequences of which must urgently be dealt with by society. It is a 

debate on what kind of agency and with what urgency is required to shape data governance and 

the power relations that define it that this dissertation aims to examine, from a trade angle.  

 

Finally, despite increasing engagement with digital trade, there remains limited clarity as to 

whether such participation yields outcomes that are economically beneficial, institutionally 

enabling, or developmentally sustainable. In many instances, participation is mediated through 

platforms and infrastructures that are externally owned, governed, and operated, raising 

questions as to the extent to which value is retained domestically or instead transferred 

elsewhere. This dissertation contends that participation, absent the capacity to capture value, 

develop capabilities, and exercise regulatory agency, may be more apparent than substantive. 

 

1.2 Research Focus and Contribution  

 

This dissertation examines the power relations that shape data governance and investigates how 

these relations impact Kenya and Uganda’s ability to gainfully participate in E-Commerce. It 

explores this inquiry within the broader context of digital colonialism, characterised by 
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neoliberal trade lock-ins, the dominance of tech platform capitalism, and asymmetrical 

rulemaking in digital governance. Several scholars and development policy institutions have 

investigated and written about data and the power relations that shape its governance 

architecture.  For example, they argue that Industry 4.0 promises to significantly reshape the 

global economy as new technologies change how production and consumption take place, 

moving beyond simple automation to technologies that uphold a degree of intelligence (i.e., an 

ability to predict preferences, respond to clear problems that are small in scale but interrelated), 

alter traditional modes of governance and regulation, and even transform pathways in which 

value is allotted (Brass and Hornsby, 2019).  Authors like Micheli et al (2020) illuminate that 

beyond big tech platforms, other actors are progressively becoming involved in controlling 

personal data and generating value from it through various data governance models. These 

actors, as explained in Chapter 2.6, include (a) organisations running very different kinds of 

businesses or providing public services; (b) middle and end-users consuming different kinds of 

digital and ICT products, e.g., private and public organisations; and (c) digital platforms having 

a broad scope of activities.  

 

However, the examined literature revealed limited focus on actors in the data value chain and 

E-Commerce and their interests. Therefore, there is a research gap on how actors in data 

governance and E-Commerce influence rules, policies and ecosystems that govern data and 

how this ultimately shapes the nature and scale of a country's participation in E-Commerce. The 

examined literature ignores the role of certain actors; neglects the power relations in data 

governance and the neocolonial aspects it exudes. This leaves a gap in understanding how the 

unequal relations among actors are bound to change the outlook of [digital] trade and lock out 

emerging actors unless they are addressed. Another critical dimension missed by such literature 

is that Big Tech has become a behemoth in the digital economy by consolidating its power and 

establishing itself both as purveyors of their products and as the hosts of digital platforms that 

circumscribe, and profit from the activities of other smaller E-Commerce actors.   

 

Literature by James (2020), Iyer, Achieng, Borokini, & Ludger (2021), UNCTAD (2019), and 

Manganelli and Nicita (2022) has revealed that big tech is consolidating their power by shaping 

the enactment of liberal rules and engaging in anti-competitive practices, which makes it hard 

for other actors, especially the smaller start-ups to utilise data competitively and gainfully 

engage in E-Commerce. By examining how big tech continues to consolidate its power and 

influence both in rulemaking and in actual trading, this dissertation will contribute to academic 

knowledge that is critical of big tech and its powers. It will also support negotiators of E-
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Commerce rules at the global level, like the World Trade Organisation (WTO), Continental 

level, like the African Continental Free Trade Area (AfCFTA), bilateral level (Free Trade 

Agreements-FTAs), and national data and E-Commerce policies to develop rules that promote 

inclusive participation of all actors in E-Commerce and data governance.   

 

Furthermore, it is argued that ongoing policy processes at national, continental and global 

(WTO) levels aim at liberalizing cross-border data flows and weakening the role of the State in 

regulating such flows and maximizing the value of such data (Micheli, Ponti, Craglia, and 

Suman, 2020; Gorwa and Ash, 2020; Kiiza, 2018; Gurumurthy and Chami, 2022; Brass and 

Hornsby, 2019; Schwöbel, 2017). By building on these arguments, this dissertation aims to 

examine whether big tech, through exercising power relations in trade negotiations and 

institutions, limits the powers of data governance actors and regulatory frameworks, which 

ultimately constrains countries’ gainful participation in E-Commerce. In addition to facing 

potential digital disruption, such latecomers might find that future international trade 

agreements limit the policy tools available to them (James, 2020). This not only perpetuates the 

existing imbalances but also locks out latecomers to digitalisation, e.g., African countries at the 

lower end of the digital value chains. This dissertation, therefore, seeks to examine how such 

latecomers, especially in Africa, are responding to this terrain, especially through the kind of 

data and E-Commerce governance policies being enacted at national, regional, continental and 

global levels.  

 

There is also emerging literature on digital infrastructure (satellite links, internet cables, and 

internet cafes), and the power dynamics it exudes in determining a country’s positioning in E-

Commerce. While studies conducted by institutions like UNCTAD (2019; 2021) and Tralac 

(2022) and by scholars like Ertz (2022), Bootle (2019), and West (2022) believe that such 

digital infrastructure is a tool for increasing connectivity and preparedness of developing 

countries to participate in E-Commerce, few have examined the role of digital infrastructure as 

a means to facilitate increased data extractivism from developing countries (like in Africa). 

There has also been limited examination of literature on the perceptions and awareness of 

African countries on the linkage between their increased partnership with big tech corporations 

in the construction of digital infrastructure and data extractivism. Therefore, this dissertation 

will seek to tease out the nature and purpose of digital infrastructure development projects in 

Africa and responses by African governments in dissociating such infrastructure investments 

from data extractivism by big tech.  
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Finally, drawing on Stephen Gill’s theory of New Constitutionalism, the research shows how 

power is embedded in digital rules, infrastructure, and negotiations, often locking African 

countries into frameworks that benefit foreign actors. Rather than simply critiquing the 

exclusion of African countries, this dissertation foregrounds how digital extractivism, platform 

lock-ins, and cross-border data liberalisation reproduce neocolonial patterns in the digital era. 

Existing literature on data governance and digitalisation has also presented how digitalisation 

is leading to the digital divide, given the uneven preparedness by developed countries and 

developing countries to participate in E-Commerce (James, 2020; Iyer, Achieng, Borokini, & 

Ludger, 2021; UNCTAD, 2019; Manganelli and Nicita, 2022). While this is a clear assessment 

of the digital economy’s present outlook, the authors fall short in determining the causal factors 

of this divide, i.e., how tech corporations are pushing for policies that perpetuate this divide, 

and how institutions that oversee developing policies that challenge such power asymmetries 

are either unaware of such power relations or are locked in, which affects their autonomy. 

Therefore, it is critical to examine the nature of data and E-Commerce policies (both existing 

and those being developed) and ecosystems at national, regional, continental, and global levels 

and the mechanisms being put in place to tackle such divides.  Furthermore, it is imperative to 

contribute to research that not only examines the power relations that perpetuate this digital 

divide but also generates proposals that policymakers can use to design progressive data 

governance and E-Commerce policies and legal frameworks.  

 

1.3 Research Question and Objectives 
 

This dissertation examines how power relations in global data governance policies and 

ecosystems affect the gainful participation of African countries in E-Commerce, with a specific 

focus on Kenya and Uganda. As latecomers to digitalisation, these countries offer a unique 

empirical lens for examining digital dependency and asymmetries in data governance. The 

dissertation is anchored in the observation that big tech corporations, as key actors in digital 

capitalism, perpetuate data extractivism that limits gainful access and participation in E-

Commerce. While cross-border data flows promoted by E-Commerce and data rules have 

indeed revolutionised production and trade (Burri, 2021), they have also created highly 

monopolised digital infrastructures. These platform monopolies dominate data and generate 

exclusionary marketplaces (Gurumurthy & Chami, 2022), posing structural challenges for 

latecomers to digitalisation like Kenya and Uganda in their quest to gainfully participate in E-

Commerce. 
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The dissertation further draws on Cox’s (1989) theory that a world order necessitates a 

particular configuration of forces and a tripartite fit between material power, ideas, and 

institutions. This would require balancing the interests of the actors in data governance, i.e., 

States, big Tech, consumers, and SMEs, in the construction of a mutually beneficial global and 

continental E-Commerce framework. Finally, while such a balance of interests is important, it 

is a challenging task for latecomers to digitalisation, i.e., African countries (Kenya and Uganda 

in this case), since big tech companies enjoy economies of scale, which enables them to exploit 

markets and data around the globe while applying anti-competitive practices like Internet 

chokepoints. Adopting this lens to Kenya and Uganda, the dissertation interrogates the power 

relations involved in data governance, and how they shape gainful participation in E-Commerce 

by Kenya and Uganda.  

 

1.3.1 Research Question 

 

Inspired by the above arguments and realities, the main research question that this dissertation 

seeks to answer is: “How do power relations shape the relationship between data governance 

and gainful participation in E-Commerce by Kenya and Uganda”? To answer this broader 

question, the dissertation interrogates: a) how data and its mode of governance are powerful in 

determining a country’s gainful participation in E-Commerce; b) the gaps in the data policies 

of  Kenya and Uganda which work as a kind of open door for big tech and enables them to hold 

power over a nation's critical data; c) measures through which Kenya and Uganda can develop 

a Pan African strategy on data governance and E-Commerce; and d) the kind of data governance 

rules which should be put in place to support gainful participation in E-Commerce by Kenya 

and Uganda. Critically, this research question seeks to move beyond descriptive accounts of 

digital integration and instead to interrogate the underlying structures that shape the distribution 

of benefits within the digital economy. 

 

Therefore, for analytical purposes, the research question will revolve around three sub-

questions, i.e. 

   

i. How is data and its mode of governance powerful in determining a country’s gainful 

participation in E-Commerce?  

 

ii. What are the gaps in the data policies for Kenya and Uganda that work as an open door for 

big tech and enable them to hold power over the countries’ critical data?  
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iii. Given the different data regulatory regimes of Kenya and Uganda, in addition to the data 

provisions in ongoing E-Commerce negotiations at the WTO and AfCFTA, how can a Pan-

African data governance strategy that supports gainful participation in E-Commerce by 

Kenya and Uganda be developed? 

 

1.3.2 Objectives  

 

To answer the above question and sub-questions, the dissertation revolves around four 

objectives: 

 

i. To identify the key actors in data governance and E-Commerce, their policy positions, and 

their interests, especially as they relate to national, regional and global E-Commerce and 

Data governance policy frameworks. 

 

ii. To find out how power relations shape data and E-Commerce policies and processes (trade 

negotiations) in Kenya and Uganda. 

 

iii. To determine whether and which neocolonial tendencies of data governance can be identified 

in Kenya and Uganda’s data and E-Commerce regulatory frameworks.   

 

iv. To recommend key proposals for consideration in a comprehensive Pan-African data 

governance strategy that harmonises the data regulatory frameworks of Kenya and Uganda, 

while integrating provisions from ongoing E-Commerce negotiations at the WTO and 

African Continental Free Trade Area (AfCFTA). 

 

1.4 Hypotheses 
 

To answer the above question and sub-questions, the dissertation will be guided by four 

hypotheses. These are informed by the researcher’s previous engagement in data governance 

negotiations at WTO, AfCFTA, regional and national (Kenya and Uganda) levels and 

unravelling the geopolitics informing the ecosystem (policies and institutions). These 

hypotheses include: 

 

i. Data and E-Commerce are mutually reinforcing variables that Kenya and Uganda must be 

cognizant of in ongoing E-Commerce negotiations at the WTO and Free Trade Agreements 
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(FTAs) like the AfCFTA and the Kenya-United States Strategic Trade and Investment 

Partnership (STIP).  

 

ii. The current data governance model has created a skewed and exclusionary online 

marketplace (E-Commerce) in favour of big tech and constantly makes it hard for Kenya 

and Uganda, as latecomers to digitalisation, to gainfully participate in E-Commerce. 

 

iii. While the digital economy is on the rise, governance of data, especially cross-border data 

flows, will determine how Kenya and Uganda can leverage E-Commerce to structurally 

transform their economies.   

 

iv. Kenya and Uganda need to harmonise their domestic data governance regimes to increase 

their negotiating power on   E-Commerce negotiations at the WTO and other FTAs like 

AfCFTA and Kenya-U.S. STIP while balancing the interests of all actors.  

 

1.5 Methodology: An Overview   
 

The researcher adopts a qualitative case study approach, focusing on Kenya and Uganda. These 

countries offer different yet complementary perspectives, i.e., Kenya is a fairly advanced actor 

in the digital economy (ranked as one of the leading top 5 E-Commerce-ready countries in 

Africa), while Uganda is still in an early phase of digitalisation (UNCTAD, 2019). It is these 

“latecomers to digitalisation” who have to navigate the power dynamics shaping data policies 

in trade negotiations at all levels and in their individual national data and E-Commerce policies. 

Uganda, therefore, provides a good case for upcoming digital startup actors, while Kenya 

provides a case for already existing start-ups, which both need to navigate the hurdles of 

competition and power relations on data governance by big tech. Regarding data sources, the 

dissertation uses expert interviews, document analysis, and literature review to trace the 

political economy of data governance and to examine the nature (gainful or not) of a country’s 

participation in E-Commerce. While a total of thirty interviews were conducted, a small number 

of respondents were substituted through snowball sampling, primarily due to constraints of 

availability. Finally, the concept of gainful participation in E-Commerce is operationalised in 

the analysis through indicators such as local platform growth, regulatory autonomy, and data 

value capture. 
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1.6 Contribution of the Dissertation to Knowledge and Policy 
 

From an academic perspective, the researcher aims to make a significant contribution to the 

literature on data governance and E-Commerce by analysing the power relations involved in 

data governance in the context of E-Commerce, and by examining how these power relations 

impact a country's participation in E-Commerce. From a Pan-African development perspective, 

the researcher contributes to the understanding of data governance in general and Africa in 

particular. Given that Africa has unique challenges concerning data governance, such as limited 

digital infrastructure and unequal access to technology, which, at the onset, threaten her gainful 

participation in E-Commerce, findings by this dissertation will help to advance knowledge on 

how power relations affect data governance in Africa and how this impacts the continent's 

ability, as a latecomer to digitalisation, to gainfully participate in E-Commerce.  Moreover, 

there is limited academic research on data governance in Africa and the repercussions of such 

power relations on the nature of participation in E-Commerce by African countries. Research 

in this field will therefore help fill this gap in the literature and contribute to the academic 

discourse on the topic and other areas like Artificial Intelligence. Furthermore, its rigorous 

methodology that incorporates data analysis, critical thinking, and problem-solving can be 

applied in other research areas and can also benefit other sectors, such as trade governance and 

international political economy. 

 

Overall, the dissertation contributes to a growing body of scholarship that recognises the critical 

importance of data governance for achieving sustainable and equitable economic growth in the 

21st century. By shedding light on the power dynamics that shape data governance and E-

Commerce, it provides a foundation for future research and policymaking aimed at promoting 

a more inclusive and democratic digital economy. Furthermore, by highlighting the power 

dynamics that exist in data governance in Africa and how they affect gainful participation in E-

Commerce by Kenya and Uganda, this dissertation will contribute to informing Kenya and 

Uganda’s negotiating positions on E-Commerce rules; and will also inform the review of their 

respective national data governance policy frameworks, and the continental digital strategy for 

Africa. It is therefore guided by this assessment and seeks to contribute to a body of knowledge 

that will guide African Countries in general and Kenya and Uganda in particular to put in place 

regulatory frameworks on data flows and access to data, to ensure that they participate in E-

Commerce as competitive players, and as producers, rather than consumers of E-Commerce 

products. It will also improve on the findings in the above framework by providing specific 

challenges and experiences for Africa in data governance and E-Commerce, which will support 
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Kenya and Uganda in E-Commerce negotiations in the World Trade Organisation (WTO), 

African Continental Free Trade Area (AfCFTA), and update their data protection regulatory 

frameworks. 

 

1.7 Structure of the Dissertation 
 

This dissertation comprises eight chapters. As an introduction, Chapter One provides a brief 

discussion on the manifestations of digitalisation, power relations shaping data governance 

architecture, and E-Commerce, including a statistical representation of the rise of the digital 

economy, the power dynamics therein, and why this makes it an important area to study. The 

chapter also presents both the research problem and research questions, research focus and 

contribution, an overview of the methodology and the contribution to knowledge and 

development policy. Chapter Two reviews the existing literature on data governance and E-

Commerce from a political economy angle, zeroing in on the role of data and E-Commerce 

actors, digital capitalism, and governance modes.  The literature review also helps illuminate 

the state of data and E-Commerce policy and ecosystem in Kenya and Uganda.  

 

To examine the data governance-E-Commerce participation nexus phenomenon, Chapter Three 

introduces Gill’s New Constitutionalism theory to frame the conceptual toolkit used in the 

empirical analysis. The theory is used to discuss power relations in the context of data 

governance, focusing on how power is exercised and contested in the governance of data, and 

how this ultimately shapes participation in E-Commerce by Kenya and Uganda. Chapter four 

discusses the methodology comprehensively, justifies the case study selection, and describes 

how data were collected, synthesised, and analysed using Qualitative Content Analysis. Chapter 

five provides background information about Kenya and Uganda’s data and E-Commerce 

policies and ecosystem. It presents the countries’ E-Commerce profiles, a brief overview of 

their respective data governance frameworks, and discusses their E-Commerce aspirations vis-

à-vis their data governance policies and ecosystems.  

 

Under Chapter Six, the dissertation applies the New Constitutionalism lens to Kenya and 

Uganda’s data governance mechanisms, revealing patterns of lock-in, dependency, and power 

asymmetry. It provides an empirical analysis of field findings about Data Governance 

frameworks and participation in E-Commerce by Kenya and Uganda. Chapter Seven 

(discussions chapter) interprets the results and implications of the identified data governance 

structures for gainful E-Commerce participation by Kenya and Uganda, including barriers like 
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dependence on Big Tech, and emerging patterns of digital labour exploitation.  The chapter 

further presents how the Governments of Kenya and Uganda are struggling to regulate powerful 

big-tech corporations, especially those dominating the data landscape, and how this limited 

control over data could lead to imbalances in E-Commerce participation.   Finally, Chapter 

Eight concludes with a synthesis of the findings and presents recommendations for policy 

reform and harmonisation, and areas for future research.   

  

1.8 Conclusion  
 

The benefits of digitalisation are neither neutral nor equally distributed. The central question of 

this dissertation is not whether Kenya and Uganda are participating in E-Commerce, but how 

[whether gainfully or not], on what terms, and with what power. The governance of data is an 

important area that intersects sovereignty, economic development, and global digital justice. 

Through studying the increasing power and influence of big tech corporations, the evolution of 

the digital economy, and the impact of data governance models, it is obvious that inequalities 

in power and influence significantly shape a country’s competitiveness in the global digital 

landscape. In doing so, the dissertation contributes to ongoing debates within political economy, 

development studies, and digital governance by advancing a framework through which 

participation may be assessed not simply in quantitative terms, but in relation to power, control, 

and value. Finally, by analysing the power relations entrenched in data governance and E-

Commerce rules, this dissertation aims to advance the debate on how latecomers to 

digitalisation (African countries in this context) can reclaim agency and gainfully participate in 

E-Commerce.   

 

 

 

 

 

 

 

 

 

 



 

17 

2 Chapter Two: Data Governance in E-Commerce: A Manifestation 

of New Power Relations?  
 

2.1 Introduction  
 

This chapter explores the literature on the political economy of data governance and E-

Commerce through the lens of International Political Economy (IPE). It engages debates on 

digital capitalism, platform power, and governance asymmetries, and places Africa- by using 

Kenya and Uganda as case studies—within these global architectures. The chapter makes a 

diagnosis of the core gaps, especially the limited theorisation of power relations and neocolonial 

formations in data governance and E-Commerce discourses. The chapter is organised into six 

sections. Section One describes the rise of digitalisation and a Data-driven Economy by 

examining the factors behind the rise of digitalisation. The second section defines the concepts 

of data governance and E-Commerce while linking them to E-Commerce. Section Three 

examines the deeper relationship between data and E-Commerce, especially how data 

determines the nature of a country’s participation in E-Commerce. Section Four analyses the 

respective Data governance and E-Commerce actors and their interests, while Section Five 

analyses the modes of data governance, i.e., how data and its governance are being envisioned 

and the factors shaping such modes. Finally, Section Six studies the power relations in data 

governance and how they shape a country’s participation in E-Commerce.  

 

2.2 The Rise of the Fourth Industrial Revolution (Industry 4.0) and a Data Economy   

 

Industry 4.0, a phenomenon which is characterised by rapid digitisation, data-enabled global 

value chains and digital trade, has become a buzzword defining the global geopolitical and 

development landscape. First coined by Schwab (2016), Industry 4.0 as a concept creates a 

world in which virtual and physical systems of manufacturing flexibly cooperate at the global 

level.  It involves the digital transformation of the entirety of industrial and consumer markets, 

from the advent of smart manufacturing to the digitisation of entire value delivery channels 

(Ghobakhloo, 2020; Schroeder, Bigdel, Galera, & Baines, 2019). Furthermore, Brass and 

Hornsby (2019)  view Industry 4.0 as promising to significantly reshape the global economy as 

new technologies change how production and consumption take place, moving beyond simple 

automation to technologies that maintain a degree of intelligence (i.e., a capacity to anticipate 

preferences or respond to defined problems that are small in scale but interconnected), disrupt 
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traditional systems of governance and regulation, and even turn ways in which value is 

assigned.    

 

For all the different connotations, both Schroeder, Bigdel, Galera, and Baines (2019), and Brass 

and Hornsby (2019) seem to agree with Schwab (2016) that we are no longer looking into the 

potential benefits and challenges of Industry 4.0 but are rather living in it.  This is because the 

increased adoption of connected and intelligent objects, e.g., the Internet of Things (IoT), the 

rise of the automatic enterprise, and the growing investment in cryptocurrencies are only some 

of the current trends that highlight the extent to which new digital transformations have 

penetrated core aspects of our lives (Schwab, 2016). A key takeaway point here is that Industry 

4.0, with all its tenets, is on the rise and increasingly defining the socio-economic, cultural, and 

even moral stratum of our lives. Another buzzword born out of the fourth industrial revolution 

discourse, as a way of defining the economy associated with it, is digitalisation. This is 

collaborated by Pfeiffer (2022) who argues that digitalization is a ubiquitous term, that has 

strayed considerably from its original meaning (i.e., a technical procedure for the conversion of 

information from analog to digital form, at times, also referred to as ‘digitization’) and instead 

becomes a kind of meta tag for how society perceives the reach, direction, and depth of the 

assumed transformation of our time. Industry 4.0 is therefore a key component of the digital 

economy.  

 

While there is no widely accepted definition of the digital economy (UNCTAD, 2019), it can 

be understood as the part of economic output derived primarily from digital technologies with 

a business model based on digital goods and services (Tralac, 2022). Srnicek (2016) defines the 

digital economy as those businesses that increasingly rely upon information technology, data, 

and the internet for their business models, and cuts across traditional sectors including 

manufacturing, services, transportation, mining, and telecommunications. This view is widely 

shared by Tralac (2022), which notes that “the main components of the digital economy include 

fundamental innovations (semiconductors, processors), and core technologies like computers 

and electronic devices” (p.3).  This also includes enabling infrastructures (the Internet and 

telecoms networks), and digital and information technology, e.g., digital platforms, mobile 

applications, and payment services (Tralac, 2022).   Øverby and Audestad (2021) define the 

digital economy as based on “information and communication technologies such as the Internet, 

smartphones, mobile and wireless networks, Internet of Things (IoT), cloud storage and cloud 

computing, apps and cryptocurrencies among others” (p.2). It also encompasses online 

platforms (e.g., Google, Facebook, and Amazon), platform-enabled services (e.g., Uber and 
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Airbnb), trade-in electronic transmissions (e.g., online delivery of software, music, e-books, 

films, and video games), and mobile technology and applications, including mobile payment 

services (Tralac, 2022).  

 

These are still the early days of digitalisation, and thus, there are more questions about how to 

deal with the phenomenon.  Indeed, UNCTAD (2019) points out that given the absence of 

relevant statistics and empirical evidence, as well as the rapid pace of technological change, 

decision-makers and scholars alike face a moving target as they try to adopt sound policies 

relating to the digital economy.  This view is shared by the UN Secretary-General, who in 2019 

acknowledged that the multilateral system is unprepared and needs to catch up to face the 

challenges of the age of digital interdependence (Gurumurthy & Chami, 2021). Such catch-up 

is critical because the digital economy and its governance, as argued by Tralac (2022), require 

new ways of thinking about competition, intellectual property, taxation, industrial policy, 

privacy, cyber security, the labour market, immigration, skills, investment and, of course, trade.   

 

Kneur and Milner (2019) further caution that “whereas the digital revolution has unquestionably 

generated extraordinary opportunities for political scientists, it also raises serious questions 

about politics, issues like the future of trade, regulatory oversight, work, global conflict, 

privacy, and democracy”. While a significant portion of these glitches are old, digitalisation has 

magnified their difficulties and importance (Kneuer & Milner, 2019). Nevertheless, a critical 

debate pointing to addressing the wide-ranging normative deficits, specifically in the regulation 

of digital technologies, and generally in rights-based governance for the digital age, is emerging 

(Gurumurthy & Chami, 2021). This discourse, as claimed by Gurumurthy and Chami (2022), 

suggests that the absence of universal political constitutionalism adequate to the human 

condition in the current techno-social epoch is untenable. 

 

As the digital economy metamorphoses as the catalyst for economic globalisation, trade policy 

avenues have emerged as crucial amongst the multiplying sites of digital public policy and 

governance debates. From a business perspective, the transformation of all sectors and markets 

through digitalisation can foster the production of higher-quality goods and services at reduced 

costs (UNCTAD, 2019). However, James (2020) warns that the development of the digital 

economy is highly uneven, with the world characterised by a yawning gap between the under-

connected and the hyper-digitalised countries. For example, in the least Developed Countries 

(LDCs), only 1 in 5 people use the Internet as compared with 4 out of 5 in developed countries, 

with Africa and Latin America together accounting for less than 5% of the world’s colocation 
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data centres, while in other areas, such as capabilities for harnessing digital data and frontier 

technologies, the gap is considerably wider (UNCTAD, 2019).  

 

Furthermore, the economic geography of the digital economy not only displays a traditional 

North-South digital divide but is also consistently led by one developed and one developing 

country, i.e., the United States and China (James, 2020; Iyer, Achieng, Borokini & Ludger, 

2021). These two countries account for 75% of all blockchain technology-related patents, 50% 

of global spending on the Internet of Things (IoT), and more than 75% of the world market for 

public cloud computing (UNCTAD, 2019). Most strikingly, they account for 90% of the market 

capitalisation value of the world’s 70 largest digital platforms, with Europe’s share at a meagre 

4% and Africa and Latin America’s together only accounting for 1% (UNCTAD, 2019). James 

(2020) and Iyer, Achieng, Borokini, and Ludger (2021) warn that if left unaddressed, these 

divides will exacerbate existing inequalities in all their forms. However, less attention is paid 

by the two authors to how developing countries could be impacted by this (r)evolution and 

divide in terms of the creation and capture of value, E-Commerce, and what should be done to 

improve the status quo. Indeed, as UNCTAD (2019) cautions, even if individuals, firms, and 

countries do not take part in the digital economy, they can still be indirectly affected. 

 

On the side of Generation Z (Gen Z), the digital economy can offer great opportunities and jobs 

(Tralac, 2022). This notwithstanding, digital technologies have had an impact on the economy 

as well as on social and cultural practices, by affecting the law and patterns of governance in 

general, which often are void of Gen Z Agency (Burri, 2021). Such patterns are listed by 

Gurumurthy and Chami (2022) to include the production mode of Big Tech extending their 

monopoly control through integration of multi-sector vertical markets (e.g., Amazon has 

branched out from E-Commerce into health and pharma, digital streaming, and robotics) and 

data-based horizontal markets (that is, Amazon is not only a data collector, but also cloud and 

analytics provider), and rule-making in the digital arena. Such a shift in production is made 

possible because the “digital revolution has reshaped traditional approaches concerning 

production, consumption, and distribution” (Manganelli & Nicita, 2022, p.18). At a 

development policy level, governments and trade policy institutions are embracing 

digitalisation.  

 

In 2019, the African Union launched the Digital Transformation Strategy for Africa (2020-

2030), which upholds digitalisation as a driving force for innovative, inclusive, and sustainable 

growth that will stimulate job creation, tackle poverty and inequality, facilitate the delivery of 
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goods and services, and contribute to the achievement of Africa’s Agenda 2063 for 

development.  The strategy seeks to harness digital technologies and innovation to transform 

African societies and economies to promote Africa's integration, generate inclusive economic 

growth, stimulate job creation, break the digital divide, and eradicate poverty for the continent’s 

socio-economic development and ensure Africa’s ownership of modern tools of digital 

management (African Union, 2020). In the same year, the push for E-Commerce negotiations 

on the WTO’s Agenda intensified, and while the pressure met resistance from the African 

Group and the majority of LDCs, a few African Countries, namely Nigeria, Benin, Cote 

D’Ivoire, Kenya, Cameroon, and Burkina Faso, started to identify themselves as “Friends of E-

Commerce for Development” (James D. , 2020).  

 

Under the African Continental Free Trade Area (AfCFTA), negotiations for a Protocol on 

digital trade (E-Commerce) were also being fronted by a group of multinational businesses and 

financial institutions, i.e., the Afrochampions. This was further escalated by COVID-19 when 

online trading was hailed as the safest trading method since it reduced contact with humans 

(DHL, 2023; UNCTAD, 2022; Alwan, Hu, Ahmed, Yaser, & Ahmed, 2023; UNECA, 2021).  

Indeed, Pfeiffer (2022) believes that in the last few years, new digital technologies have 

emerged and uprooted much of the pre-existing social and economic normality, especially since 

the outbreak of the Covid-19 pandemic.  

 

At the national level, the governments of Kenya and Uganda have also put in place several data 

and E-Commerce policy frameworks, which are discussed in Chapter Five. Indeed, Gabor 

(2020) contends that the COVID-19 pandemic has contributed to the acceleration of certain 

neoliberal or radical liberal developments. According to Gabor (2020), the increased usage of 

digital technologies in financial transactions and services (digital payment systems and online 

banking services) during COVID-19 was part of a broader trend toward financialization and the 

commodification of social relations, which further entrenched the power of dominant tech 

corporations and financial institutions and marginalised alternative forms of payment and 

financial services. Linked to trade, the changing market landscape from physical markets to E-

Commerce, as propelled by COVID-19, is likely to further marginalise small actors like start-

up E-Commerce platforms unless appropriate legislation and support mechanisms are 

established (Biswas, Takia, Fairuz, & Yasmin, 2020). 

 

 



 

22 

2.3 Defining Data Governance, E-Commerce and Their Nexus  
 

 

To assess the nexus between data governance and the nature of a country’s participation in E-

Commerce, an understanding of what data is, and its mode of governance is important. In 

general terms, data governance can be defined as the systems and processes that organisations 

use to manage and protect their data assets. Brass and Hornsby (2019) define data as an 

information asset characterised by such a high volume, velocity, and variety that it requires 

specific technology and analytical methods for its transformation into value. Size is achieved 

through intensive competition for customers to digitally based services, by high rates of 

investment in technology and innovation, and by developing network effects.  Subsequently, 

competition in the digital economy often leads to monopolies rather than in traditional markets 

(Brass & Hornsby, 2019).   

 

A similar view is held by De Mauro, Greco, and Grimaldi (2016), who define data as a term 

describing a social phenomenon, information assets, data sets, storage technologies, analytical 

techniques, processes, and infrastructures.  The author further argues that data includes several 

aspects, i.e., Volume, Velocity, and Variety, to describe the tenets of Information; Technology 

and Analytical Methods describe the requirements needed to make proper use of such 

Information; and Value describes the transformation of information into insights that may create 

economic value for companies and society. However, literature often falls short of 

conceptualising data as a site of global power contestations, specifically impacting the 

participation of latecomers to digitalisation (especially those in the global south). 

 

UNCTAD (2023; 2021) defines data as observations that have been converted into a digital 

form that can be stored, transmitted, or processed, and from which knowledge can be drawn. 

Data are small, unrelated pieces of “human-readable” information (data points), which may be 

numbered but may also reveal qualitative aspects. When put together and processed, data results 

in information, knowledge, and wisdom that can be used to make more informed decisions 

(UNCTAD, 2021; Singh P. J., 2022). It can be about people (such as demographics, behaviours, 

and relationships), organisations (such as their types, activities, and business relationships), the 

natural environment, the built environment, or manufactured objects (Anushka, 2020). 

Contemporary economic literature refers to data as huge in volume, consisting of terabytes or 

petabytes of data; high in velocity, being created in or near real-time (Kitchin, 2014); diverse 

in variety, being structured and unstructured in nature; exhaustive in scope, striving to capture 

entire populations or systems; fine-grained in resolution, aiming to be as detailed as possible, 
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and uniquely indexical in identification; relational in nature (Prinsloo & Slade, 2017), 

containing common fields that enable the conjoining of different data sets and are flexible, 

holding the traits of extensionality (can add new fields easily) and scalability (can expand in 

size rapidly) (Bibri, 2020). 

 

A view shared by Burri (2021) and Sætnan, Schneider, and Green (2018) is that there exist 

different taxonomies of data and its governance, e.g., personal or non-personal; private or 

communal/public; for commercial or government purposes; volunteered, observed or inferred; 

sensitive or non-sensitive, and their governance frameworks, i.e., cross-border and domestic 

data policies. Furthermore, UNCTAD (2021) and Anushka (2020) state that Data are of 

different kinds and can be categorised according to different taxonomies, i.e., volunteered and 

observed data. Volunteered data refers to information intentionally provided by the user, such 

as personal details shared on a social media platform or credit card information for online 

purchases (UNCTAD, 2021; Anushka, 2020). Observed data are information collected by an 

application or third-party software, with or without the knowledge or consent of the user, such 

as location data and web usage behaviour (UNCTAD, 2021; Anushka, 2020). These are 

extracted from activities on the web – for example, by digital platforms and from applications, 

connected machines and sensors – most often for free, on different aspects of users’ personal 

data, such as location, preferences, relationships and personal behaviour (Burri, 2021). The 

exponential increase in data through breakthroughs in digital technologies, particularly data 

analytics, relates mostly to the observed data (Sætnan, Schneider, & Green, 2018). Both authors 

believe that currently, a big part of the data is observed data.  

 

Data is also associated with Cross-Border Data Flows (CBDFs), which have become the most 

hotly contested issue in digital trade, as Singh (2020) believes are fundamental to the 

functioning of a global digital economy.  According to Sucker and Beyleveld (2022), Cross-

Border Data Flows refer to the movement or transfer of data between servers across the borders 

of (mostly) countries, i.e., from within the boundaries of one geographic unit to another, via 

networking equipment that enables such transmission. Anushka (2020) argues that Data flows 

are the transfer of digitally encoded events (in zeros and ones) between digital devices. 

Generally, data flows across borders when individuals, firms or governments authorise data to 

be transferred from one country (the source of the data) to another country where the data may 

be processed or used in other ways (Sucker & Beyleveld, 2022). Once data has crossed a border, 

actors in the country of origin may lose what control they initially had over the data (Singh, 

2022). At the 2019 G20 Summit in Osaka, the host country, Japan, proposed amending the 
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cross-border ‘free flow of data’ doctrine to admit one specific kind of concern, i.e., privacy and 

security. Whereas a new term, ‘Data Free Flow with Trust’ (DFFT), was coined, major 

developing countries in the G20, South Africa, India and Indonesia refused to buy into this new 

term.  Singh (2022) believes that this is because their main issue with the original ‘free flow of 

data’ doctrine was not as much to do with privacy and security (although these are concerns 

too) as it is about economic expropriation, given that data is the most precious resource today. 

 

There are attempts to link data to human rights. According to Singh (2022), if we apply the 

schema of three generations of rights to data, then privacy and security can be viewed as first-

generation data rights (being in the realm of civil and political rights). Singh (2022) further 

opines that economic rights over data, such as the right to the value generated from one’s data, 

may be considered second-generation data rights, while collective data rights of (a) protection 

against collective harm, and (b) benefiting from the group, community and national data, may 

be considered third-generation data rights. Singh (2022) claims that, whereas there can be no 

hierarchy among rights, privacy is important, and so is the right to the economic value of one’s 

data.  

 

Thus, in the discussion of data and human rights, one can argue that the principle of 

indivisibility of rights must underpin all data regimes, including those for cross-border data 

flows. While different authors have defined and are still defining the concept of data, a key 

argument being advanced in its definition is that data is of economic value as the main raw 

material for digitalisation and thus plays a fundamental role in driving economic growth and 

development.  Indeed, Burri (2021) contends that data is so valuable that companies such as 

Facebook, LinkedIn, Pinterest, Twitter, and many others are willing to offer free services to 

obtain it. This can be used to explain why today, data is deeply and inextricably linked with 

social, economic, cultural, and political systems in every society (Kneuer & Milner, 2019). 

 

2.3.1. Data as the Fuel of the Digital Economy: Illuminating the Causal Factors Behind Its 

Expansion 

 

It is essential to illuminate the reasons behind the rapid expansion of data as the fuel of the 

digital economy. One of the reasons advanced by De Mauro et al (2016) is the extensive degree 

to which data is created, shared, and utilised. Mian & Rosenthal (2016) believe that the massive 

growth in computing since the 1980s and 1990s has revolutionised data gathering and how 

people transact with one another. As a result, Data is extracted from internet users who post 
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photos, write, share, and like posts; comment; create communities of friends; browse friends’ 

pages, and stream videos, among others (Oyedemi, 2019). McGuigan (2012) maintains that 

personal private data, including user-generated content, is commodified and sold to advertisers 

for targeted advertising. This makes digital technology users both producers and consumers, 

whom McGuigan (2012) sums up as prosumers. For example, Oyedemi (2019) and Fuchs 

(2012) claim that Facebook sells its prosumers as a commodity to advertisers on the rationale 

that their exchange value is based on produced use values derived from personal data and 

interactions. Eventually, internet users’ raw materials are coded in statistical representations 

and shaped into commodities by marketers and sold (Oyedemi, 2019). Therefore, one can argue 

that data can be multifaceted, and their application has effects on commerce, peace, security, 

human rights, and economic development. 

 

 

 

Another critical factor behind the rapid expansion of data as the fuel of the digital economy is 

infrastructure supportive of data generation, sharing, and extraction. Sætnan, Schneider, and 

Figure 1. Graphical representation of data streams per minute. Source: https://www.domo.com/blog/how-much-data-is-created-every-
minute/ 
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Green (2018) define Digital infrastructure as an active system that makes data available to a 

plethora of actors on a real-time basis, dynamically observing several conditions and 

constraints, as well as special access provisions. It is a common facility underpinning and 

making possible a wide swathe of economic, social, and other public activities (Sætnan, 

Schneider, & Green, 2018). De Mauro et al (2016, p.124) claim that the proliferation of personal 

devices connected to the Internet and equipped with digital sensors (such as cameras, audio 

recorders, and GPS locators) makes digitisation possible, while network connection lets data be 

collected, transformed, and, ultimately, organised as information. For example, between 2008 

and 2009, the number of tethered devices surpassed the number of human beings, and at such 

a rate, by 2025, there will be more than 26 billion devices on Earth (De Mauro et al, 2016). A 

key point, therefore, being advanced here is the upsurge of data extractivism by big tech 

corporations to which the raw materials (technology users) are actively and voluntarily 

engaging. This is made possible by the fact that Big Tech, like Apple, Amazon, Facebook, 

Google, and Microsoft, control most of the internet and online infrastructure, from app stores 

to operating systems to cloud storage to online ad business (Kneuer & Milner, 2019), which 

keeps users hooked and generates enormous streams of the desired raw material, i.e., data. 

 

E-Commerce is another phenomenon shaping the digital economy. The WTO (2017) defines 

E-Commerce as the production, distribution, marketing, sale, or delivery of goods and services 

by electronic means. It is no more than a mere shift from the offline to the online world—from 

movie theatres to streaming services, from concert earnings to music downloads, from the 

printed book to e-books, and so forth (Pfeiffer, 2022), and has tenets of online shopping, online 

payment, transfer of funds, online auctions, online ticketing, management of supply chains, and 

business-business exchange of data (Øverby & Audestad, 2021; Kiiza, 2018).  While E-

Commerce orders are placed and received over the Internet, Tralac (2022) claims that 

sometimes, deliveries and payments do not necessarily happen online, especially in Least 

Developed Countries. Thus, E-Commerce can take on many forms. Some of the renowned 

global E-Commerce giants include American-based (Amazon, eBay, and Wayfair); China-

based (Jingdong, Alibaba, Suning.com, and Meitua); European-based (Otto group and 

Zalando); and Japanese-based (Rakuten). In Kenya and Uganda, which are the scope of this 

dissertation, key E-Commerce platforms include Jumia, Kilimall, Checki, AfricaMasoko, 

Avechi, Skygarden, Skyshoppe, Rupu, Jpesa, JamboPay, KikuuboOnline, Masikini, among 

others (Kiiza, 2018). Current estimates value global E-Commerce at $3.9 trillion (UNCTAD, 

2022). 
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Øverby and Audestad (2021) categorise E-Commerce into four categories depending on 

whether the buyer or seller is a professional business (denoted as “B”) or a private consumer 

(denoted as “C”). Business-to-Consumer (B2C) E-Commerce is the traditional market in which 

goods or services are sold online by professional companies to private consumers. Examples 

can include buying books from Amazon, Films from Netflix and YouTube, flight and movie 

tickets, buying computers (say from HP), and broadband subscriptions from a network operator 

(Øverby & Audestad, 2021). The authors further argue that Business-to-Business (B2B) E-

Commerce is online trade between two professional companies. B2C and B2B E-Commerce, 

respectively, have experienced huge growth in the last decades.  The main difference between 

B2B and B2C E-Commerce is that in the latter, small quantities of goods and services are sold 

to many private consumers, while in the former, large quantities of goods and services are sold 

to a small number of professional businesses.  

 

 

Figure 2. Amount of Data generated every minute by different actors. Source: (James J. , 2012) 
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Regarding Consumer-to-Consumer (C2C) E-Commerce, this occurs between two private 

consumers (Brass & Hornsby, 2019). Examples of C2C E-Commerce companies include eBay, 

Uber, and Airbnb. Most of the sharing economies are C2C E-Commerce. The advantages of 

C2C E-Commerce are better utilisation of resources and simpler trade opportunities for second-

hand goods (Øverby & Audestad, 2021). Another form of E-Commerce is Consumer-to-

Business (C2B), which enables private consumers to sell their digital services online to 

professional companies and is the most recent supplement to E-Commerce (ibid). One example 

of a C2B E-Commerce is a private consumer’s webpage on which manufacturers and retailers 

advertise their products, e.g., a blogger, vlogger or “TikToker” may have many views on their 

page, and manufacturers or providers may find the page/Account to be a simple and cheap way 

to reach a particular audience (Ertz, 2022). According to Fay (2019), E-Commerce platforms 

are at the core of the digital economy and form both its backbone and conduits, since they are 

used for search, social engagement, and knowledge sharing, and as labour exchanges and 

marketplaces for goods and services. Atal (2020) and Fay (2019) claim that E-Commerce 

activities on these platforms are expanding at a tremendous pace that is likely to continue, 

especially with 5G implementation looming, although the governance around their undertaking 

is not as well developed as it is for public utilities, and some have claimed the existence of a 

governance chasm.   

 

In determining where E-Commerce thrives, Brass and Hornsby (2019) identify two types of 

online platforms, i.e., attention platforms and matching platforms. Attention platforms are 

mainly search engines and social networks, which provide services to individual users. 

Individual customers pay attention to their search patterns and purchasing habits, and these data 

are purchased by a variety of sellers, including public authorities (Brass & Hornsby, 2019). The 

authors argue that matching platforms are marketplaces where sellers and buyers, employers 

and employees, or two individuals or firms may meet. Under matching platforms, the larger the 

number of individuals and other users the platform provider may get on the attention platform, 

the more that provider can offer on the matching platform (Brass & Hornsby, 2019). Under 

such circumstances, E-Commerce businesses create value by matching customers with 

complementary needs, such as software developers and users (Microsoft’s MS-DOS and 

Apple’s App Store), publishers and book buyers (Amazon), drivers and potential passengers 

(Uber), and, in many cases, including Google and Facebook, advertisers and consumers (Moore 

& Tambini, 2018). This is realised by ensuring that once a platform dominates the relevant 

markets, these network effects become self-sustaining as users on each side help generate users 
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on the other (Ertz, 2022; Barwise, 2018). This brings out the aspect of how E-Commerce 

platforms can dominate digital economy value chains from data to markets. 

 

E-Commerce is also shaped by transaction platforms. According to UNCTAD (2019) and 

Srnicek (2016), E-Commerce platforms are multi-sided markets with an online infrastructure 

that supports exchanges and transactions between several different parties. The authors argue 

that such platforms have become a core business model for major digital corporations (such as 

Amazon, Alibaba, Facebook, and eBay), as well as for those that are supporting digitally 

enabled sectors (such as Uber, Didi Chuxing, or Airbnb). By exploring double roles as 

intermediaries and sellers, E-Commerce firms are likely to metamorphose, dominate the entire 

E-Commerce value chain, and lock out emerging E-Commerce actors. For example, according 

to West (2022), more than half of the goods that Amazon sells are through the Amazon 

Marketplace and Fulfilment by Amazon (FBA) programs, the former, where sellers use the 

platform to sell their goods but take care of the delivery themselves, and the latter, where sellers 

also pay Amazon to warehouse their goods and arrange their delivery.  

 

Thus, Amazon is also a retailer, meaning it stocks products and increasingly produces items, 

such as personal electronics, fashion, and beauty products under its labels (West, 2022). It is no 

wonder that Amazon boasts an almost 40% share of global online retail activity and 75% of the 

e-book market, while its Amazon Web Services accounts for a similar stake in the global cloud 

infrastructure services market (UNCTAD, 2019). Furthermore, E-Commerce platforms offer 

opportunities for business transactions to traders who either do not want to or cannot operate 

their online store (Peitz & Waldfogel, 2012; Singh, 2019).  While some merchants use E-

Commerce platforms primarily as an additional business to their online store, others use them 

to supplement their traditional stationery business (Bootle, 2019). It can therefore be argued 

that E-Commerce is putting pressure on the stationary retail sector and that retailers are 

increasingly looking for opportunities to take advantage of E-Commerce (Ertz, 2022). With 

such a versatile multipronged business acumen, it is important to tease out how E-Commerce 

penetration will work out for newcomers.   

 

It has been argued by different scholars that E-Commerce can affect both demand and supply 

fundamentals of markets. Peitz and Waldfogel (2012) hypothesise that on the demand side, E-

Commerce precludes potential customers from inspecting goods before purchase, yet usually, 

online sellers tend to be newer firms and may have less brand or reputation capital to signal or 

bond quality. E-Commerce sales also often involve a delay between purchase and consumption 
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when a product must be physically delivered (West, 2022; Peitz & Waldfogel, 2012). These 

factors can create information asymmetries between buyers and sellers.  However, E-

Commerce technologies reduce consumer search costs, making it easier to (virtually) compare 

different producers’ products and prices (Peitz & Waldfogel, 2012). The same asymmetry 

applies to E-Commerce actors/firms. Unlike traditional physical businesses or new E-

Commerce actors, dominant E-Commerce actors, due to their enormous economies of scale, 

often intentionally lose money (Peitz & Waldfogel, 2012), i.e., ‘cannibalise their profits’ for 

extended periods while still attracting investment capital, as a strategy to undercut any 

competitor and still make a good profit (West, 2022). For example, Amazon has a tolerance for 

eating into its profits, or even losing money to gain a competitive advantage, and has used books 

as loss leaders in the book industry to lure consumers to its website, gather data, make profits 

on bigger ticket items, and capture an increasing market share (ibid). The logic behind this 

‘voluntary cannibalisation of profits’ by Amazon is aimed at delaying profits to build a 

customer base and damage competition (Peitz & Waldfogel, 2012). Eventually, this strategy 

puts different kinds of companies, even if they provide similar services, on an uneven playing 

field (West, 2022).  

 

COVID-19 has also played a critical role in the rise in prominence of E-Commerce. Both Ertz 

(2022) and West (2022) claim that the COVID-19 pandemic has dramatically accelerated E-

Commerce when many physical stores and venues of non-essential businesses closed due to 

social distancing, lockdowns, and curfews. This closure created significant difficulties for 

businesses that did not offer a digital marketplace to their customers; thus, many took this as an 

opportunity to initiate or accelerate digitalisation efforts, often by joining established platforms 

or subscribing to turnkey online marketplace services (Ertz, 2022). Subsequently, what has 

become clearer to many is that E-Commerce platforms are and will continue to be an 

increasingly central aspect of business with all their challenges (privacy, taxation, and 

regulation) and opportunities (productivity, efficiency, and convenience) (Ertz 2022; West, 

2022; UNCTAD, 2021). It is due to this exponential boom that there is a rise of a narrative that 

E-Commerce will support Small and Medium Enterprises (SMEs) competitiveness in both 

global and regional markets through innovation and market diversification (Singh, 2019). 

Indeed, West (2022) believes that there is no doubt that all countries and SMEs will participate 

in E-Commerce because they are increasingly being integrated into the digital economy and are 

developing policies to guide their integration. However, a critical question that requires 

answering is how SMEs will be integrated, since wrong integration will undermine their gainful 

participation in E-Commerce (Brass & Hornsby, 2019).  
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Finally, trade agreements are increasing the adoption of E-Commerce by countries and 

businesses. In 2021, there were about 105 trade agreements with E-Commerce provisions, 

ranging from rendezvous clauses and best endeavours to E-Commerce to the comprehensive 

and justiciable provisions (Tralac, 2022).  Of the 347 Free Trade Agreements (FTAs) agreed 

upon between 2000 and 2019, 235 had provisions related to E-Commerce, totalling 68% (Burri, 

2021). According to Belayneh (2022), trade negotiations have functioned as Trojan horses to 

lock in binding international rules for corporate interests. Thus, under E-Commerce 

negotiations, Big Tech appears to be latching onto the opportunity to get a seat at the negotiating 

table and cement its power to control data and E-Commerce governance.  For example, while 

the European Union’s proposal favours control of data by individuals based on fundamental 

rights and values (James D. , 2020), Africa’s proposal calls for E-Commerce and data 

governance-related rules that would serve to elevate her participation, given her current state as 

a late-comer to the digital economy (Belayneh, 2022). This lack of cohesion among the key 

actors in the digital economy is heightened by the global digital corporations, which are seeking 

to expand their own data ecosystems and are working with their governments to push for them 

in bilateral and regional Free Trade Agreements (James, 2020; Brass & Hornsby, 2019).   

 

2.4 Overview of Common E-Commerce Provisions in Trade Agreements 

 

In a bid to regulate data, states are seeking to enact and implement policies to foster data-based 

industries within their borders and are pushing for the adoption of data governance frameworks 

ranging from restrictions on cross-border data flows to entering into international agreements 

to facilitate those flows (Kneuer & Milner, 2019). However, states at the global level (WTO) 

are yet to jointly agree on how to handle the data and their flows across borders due to the 

stalemate between developed countries, which are home to big tech and developing countries 

(Moore & Tambini, 2018). Whereas the divergences are prevalent, discussions on E-Commerce 

are largely being tackled in preferential trade agreements rather than at the World Trade 

Organisation (WTO) level, with the latter being so far unresponsive to such governance shifts 

(Burri, 2021). However, this observation can be challenged given the fact that the WTO has 

had several engagements on E-Commerce, including the 1996 Singapore Round of 

Negotiations and the framework of the 1998 WTO Work Programme on E-Commerce, 

including the current Joint Statement Initiative (JSI), where the push for global binding E-

Commerce rules is at the top of the agenda. Nonetheless, Ertz (2022), Singh (2019), and 

UNCTAD (2021) agree that regulating E-Commerce is even more critical given that neither do 
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we have a full understanding of the implications of digitization for the entire body of global 

trade rules, nor do we know how the current set of rules impacts on the conditions for data-

driven innovation and data governance in general. Furthermore, it can be agreed that issues like 

data protection, which are becoming thorny in E-Commerce negotiations at WTO and in Free 

Trade Agreements, seek to reinforce the same restrictions-akin to data flows-tariffs, and are 

increasing the puzzle of data governance (Brass & Hornsby, 2019).   

 

Figure 3. Common E-Commerce provisions in Trade Agreements 

 

The lack of consensus over a global (WTO) framework has led to incoherent approaches to 

regulating E-Commerce.   Indeed, it has resulted in a messy and fragmented situation both 

concerning the substantive rules and the agreements’ membership (Burri, 2021). Despite the 

recent reinvigoration of the E-Commerce negotiations under the Joint Statement Initiative at 

the WTO, many of the disruptive changes underpinning the data-driven economy have 

demanded regulatory solutions outside the ailing multilateral trade forum (Burri 2021; Singh 

2019; UNCTAD, 2021). This demand is supported by Bootle (2019), who argues that there is 

a need for the establishment of international standards to prevent the development of different 

systems for E-Commerce in different parts of the world, which would prevent its full benefits 

from being realised.  Furthermore, whereas a global E-Commerce and data governance 

framework is important, UNCTAD (2019; 2021) argues that the continued lack of such a 

regulatory framework has resulted in a mushrooming and yet uncoordinated data governance 

and E-Commerce frameworks at different levels, including domestic, regional, bilateral 

(through Free Trade Agreements) and Plurilateral (WTO E-commerce Joint Statement 

Initiative). The most problematic one (and has been criticised by the African Group in the 
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WTO) is the latter (WTO JSI), which aims to agree on common rules in areas including enabling 

electronic commerce; promoting openness and trust in E-Commerce; cross-cutting issues; 

telecommunications and market access for E-Commerce firms (WTO, 2017). The 

uncoordinated positions on data governance and E-Commerce are evident from proposals from 

different WTO members, where four proposals are being fronted. The United States’ proposal 

moots for control of the data by the private sector, while China’s proposal emphasises control 

of data by the Government (James, 2020; Singh, 2019; Chen, 2015).  

 

In conclusion, the era of data and E-Commerce has ushered in new challenges for global trade 

law. As a result, Burri (2021) believes that policymakers are faced with the difficult task of 

matching the existing, largely analogue-based, institutions and rules of international economic 

law with the dynamic, scruffy innovation of digital platforms and data that flows regardless of 

state borders. Brass & Hornsby (2019), Tralac (2022), and Srnicek (2016) caution that without 

a regulatory framework, the digital economy will still occur, but it will be piecemeal and 

uneven, as those that are already advantaged (incumbent businesses and privileged individuals) 

will be able to capture the benefits, while but start-up and micro businesses and those 

disadvantaged by poverty, geographical location, gender, race or other factors will be shut out.  

 

2.5 Data and Its Importance in E-Commerce  
 

The general characteristics of the new production logic can be summarized as the 

development of a ‘free service’ that is reliant on the continuous, dynamic, and almost real-

time flow of data between users, intermediaries, content creators, and other parties, to 

support both indirect and direct forms of monetization and customization….the ‘central 

broker’ in this new production logic is not the publisher or developer of the content, it is the 

intermediary distributor or platform owner (Kerr, 2016). 

 

Several scholars have attempted to explore the Data-E-Commerce nexus. According to Burri 

(2021), Data and its flow matter a lot for E-Commerce that countries are seeking to: a) regulate 

the cross-border flow of data by regulating trade in goods and services as well as the protection 

of intellectual property; and b) install certain beyond the border rules that demand changes in 

domestic regulation, for example, concerning procedures with electronic signatures or data 

protection. A similar view is held by West (2022), who believes that big tech in the taxonomy 

of GAFAA (Google, Apple, Facebook, Amazon, Alibaba) and GAFAM (Google, Apple, 

Facebook, Amazon, Microsoft) have dominated E-Commerce due to their capacity to harness 
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data and its value. Burri (2021) also believes that data is central to today’s economy since it 

enables people to connect instantly, companies to do business smoothly, and governments to 

offer new services to their citizens efficiently.  Indeed, the author believes that given its core 

role in E-Commerce, data should be included as a ‘fifth” item to the traditional list of issues 

addressed by trade policy, i.e., movement of goods, persons, services, capital, and data. One 

can tell, therefore, that there is a rising debate on the need to appreciate the interlinkages 

between data and E-Commerce, given the fact that, as argued by Meltzer (2016) and Tralac 

(2022), the wheels of international trade, from the smallest informal trade to a major supply 

agreement, contracts transactions, E-Commerce stores or digital platforms are powered by data 

and the internet. 

 

A novel aspect of the digital economy is the aggregation of large amounts of data in the cloud. 

Digitalisation allows data to flow from all corners of industry and society, not only from sensors 

built into production lines but also from electric meters, security cameras, customer service call 

logs, online clicks, point-of-sale registers, status updates on social media, and post-reactions, 

such as “likes” (Anushka, 2020). Access to and analysis of data are becoming crucial for the 

competitiveness and expansion of companies across sectors (Singh, 2022). Manufacturers and 

exporters increasingly depend on data analytics, not only because they have digitised their 

operations, but also because they use support services that require access to data, such as 

shipping and logistics, retail distribution, and finance (Manganelli & Nicita, 2022). This 

reinforces the argument that E-Commerce and Data are interlinked variables driving the digital 

economy. While assessing the digital revolution, Sætnan, Schneider, and Green (2018) claim 

that it has ushered in a new phase of neoliberal economic globalisation, where market power is 

synonymous with network-data power. According to Gurumurthy and Chami (2022), data has 

emerged as an important topic in contemporary law and policy because it is critical to 

understand whether and how countries’ participation in E-Commerce has been affected by data 

governance. According to Azmeh and Foster (2016) and Manyika et al. (2016), data flows have 

played a revolutionary role in the global economy, revolutionising the production and trade of 

existing goods and services, subsequently creating new geographies of production and trade 

through facilitating outsourcing processes and enabling real-time integration of global supply 

chains.  

 

The versatile nature of the Data-E-Commerce nexus should be clearly emphasised. Burri (2021) 

hypothesises that at a micro level, the value of data changes the traditional relationship between 

consumers and producers. This is because while in the past, companies sold products to their 
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customers in return for money and some negligible data, today, transactions and indeed every 

interaction with a consumer produce valuable information (Burri, 2021; Sætnan, Schneider, & 

Green, 2018). As the digital evolves, Singh (2019), Sætnan, Schneider, and Green (2018), and 

Iyer, Achieng, Borokini, and Ludger (2021) emphasise that it has become more obvious that 

cross-border data flows are indispensable, particularly in the era of big data. This does not only 

apply to digital enterprises but also to more conventional companies in sectors like 

manufacturing and logistics. This belief is corroborated by Liu (2010), Burri (2021), and Kneur 

and Milner (2019), who argue that we seem to be at the beginning of a period where data and 

its governance-related provisions will only increase in importance as many classic trade 

provisions, such as tariffs, become relatively less important in the digital economy. While this 

is partially true, Brass and Hornsby (2019) argue that issues like data protection, which are 

becoming thorny in E-Commerce negotiations at WTO and in Free Trade agreements, seek to 

reinforce the same restrictions akin to data flows-tariffs and are increasing the puzzle of data 

governance.   

 

Data is also supporting the evolution of E-Commerce, where big tech is no longer concentrating 

on the sale of goods and services online, but rather on the monetisation of data collected by 

users of E-Commerce platforms. As argued by Srnicek (2016) and Vincent and Arno (2012),  

data monetisation is done through leveraging Platform user data to offer precision advertising 

services (e.g., Google, Facebook); using Data from the Internet of Things to support innovation 

and make supply chains more efficient; use by E-Commerce platforms to offer augmented 

services or to raise fees for using the platforms; and by selling or renting it out as a service, 

software, or infrastructure needed to operate in a data-driven economy (e.g., Amazon Web 

Services). For example, Belayneh (2022) argues that while Amazon is recognised by most as 

an E-Commerce company, it generates more than half of its profits from its cloud computing 

branch, Amazon Web Services (AWS). Similarly, Google and Facebook make most of their 

money through targeted advertisements based on surveillance dossiers. Big Tech relies on data 

for profits through a business model that aims to monopolise the collection, control, and transfer 

of data worldwide (Belayneh, 2022; Meltzer, 2015; Chen, 2015). Therefore, data can be 

regarded as an indispensable pillar of international trade and one of the world’s highly prized 

tradable resources.  

 

While data arguably support the rise of E-Commerce, the effect is not only positive but also 

negative. UNCTAD (2019) believes that in the past decade, a plethora of E-Commerce 

platforms have emerged around the world using data-driven business models and disrupting 
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existing industries in their wake.  These platforms, as claimed by Belayneh (2022) and 

UNCTAD (2019), have a major advantage in the data-driven economy, given the fact that, as 

both intermediaries and infrastructures, they are positioned to record and extract all data related 

to online actions and interactions among users of the platform. Chen (2015) and Liu (2010) 

believe that this data extraction is cut-throat because the growth of digital platforms is directly 

linked to their capacity to collect and analyse digital data, coupled with their interests and 

behaviour, which depend greatly on how they monetise that data to generate profits.  As a result, 

if cross-border data flows have revolutionised the production and trade of existing goods and 

services, the enclosure of data by E-Commerce platform monopolies has created a skewed and 

exclusionary marketplace.  

 

Apart from economic and social policy discourse, data governance, and its concentration and 

accumulation and how these impact countries' gainful participation in E-Commerce have gained 

academic discourse and research. These have largely focused on the emerging data divide, which 

reflects the wide differences that exist between and within countries to harness data for participation 

in E-Commerce (Chen, 2015; Nye, 2011). Indeed, understanding the data governance and E-

Commerce participation nexus is important given the fact that Countries with limited capacities to 

turn data into digital intelligence and business opportunities, and use them for economic and social 

development, are at a clear disadvantage in participating in E-Commerce, which will widen 

inequalities (WTO, 2017; UNCTAD, 2021).  This is because an exclusive marketplace in the 

digital economy is likely to occur since, as argued by Kneur and Milner (2019), concerning 

trade, the concentration of data among a small number of big tech firms has triggered questions 

over how this will affect the gainful participation of newcomers in E-Commerce, as such firms 

are capable of abusing their dominance.  

 

As the digital economy evolves further, data has become even more inextricably interwoven 

with all aspects of the world economy, including global value chains and international trade. 

Given the inherent interlinkages, contemporary Trade discourse is centred on the 

growing interplay between data governance, especially cross-border data flows and E-

Commerce (Singh, 2022; Gurumurthy & Chami, 2022; Iyer et al, 2021). Indeed, with trade 

increasingly becoming digitalised, cross-border data flows are becoming more important for 

international transactions, with access to and analyses of data becoming crucial for the 

competitiveness and expansion of businesses across sectors (UNCTAD, 2019; Google, 2010).  

Meltzer (2015) and Schmidt and Cohen (2013) believe that E-Commerce value chain actors 

like Manufacturers and exporters are increasingly becoming dependent on data analytics, not 

https://dig.watch/issues/data-governance
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only because they have digitised their operations, but also because they use support services 

that require access to data, such as shipping and logistics, retail distribution and finance. 

Therefore, because Data are invaluable in terms of gaining a competitive advantage, as earlier 

pointed out, E-Commerce platform providers are often happy to provide services in return for 

data rather than money (Singh, 2022).  

 

In conclusion, there is ample evidence to qualify the fact that data flows are creating significant 

value for the global economy and exert a greater impact on E-Commerce than the traditional 

flow of goods (Martina, 2021). Data governance is more than just storing, cleansing, or 

consolidating data, but is about a framework of policies and practices on how to collect, process, 

store/protect, and apply data to enable gainful participation in E-Commerce (West, 2022). Thus, 

it can be argued that to succeed in E-Commerce, where data is the oil and fuel, it is essential to 

master data governance (West, 2022; Atkinson & Cory, 2021).  To understand the governance 

of data and E-Commerce, one must examine the actors involved across the data value chain and 

their interests. The section below examines the nuances of actors in data governance and E-

Commerce and their respective interests. 

 

2.6 Power and Actors in Data Governance and E-Commerce and their Interests. 
 

It is not from the benevolence of the butcher, the brewer, or the baker that we expect our 

dinner, but from their regard to their own self-interest. We address ourselves not to their 

humanity but to their self-love, and never talk to them of our own necessities but of their 

advantages (Smith A. , 1776)   

 

Whether technology finds its way into a company, whether it is used to change or replace work 

processes, and whether it creates better- or worse-paid jobs or new qualifications in the process 

depends on the actors involved and the relationships between them (Pfeiffer, 2022).   Indeed, 

the data governance ecosystem comprises a wide array of actors. Srnicek (2016) and Ertz (2022) 

categorise such actors to include consumers, traders, researchers, and policymakers/regulators. 

The authors argue that the main digital platforms are a few global companies, i.e., Amazon, 

Facebook, Netflix, Google, Apple, Microsoft, Alibaba, and Tencent, which are among the top 

10 leading corporations in terms of market capitalisation (Manganelli & Nicita, 2022).  These 

corporations are at the core of a complex and multifaceted digital ecosystem cutting across all 

industries, markets, and societies (Ertz,2022; Manganelli & Nicita, 2022).  The authors make a 

categorisation of the actors to include: 
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a) Organizations, running very different kinds of businesses or providing public services, e.g., 

ICT Manufacturers, network operators, communications service providers, a multitude of 

digital platforms, creative content producers, advertisers, applications producers, and 

vertical companies i.e., industries horizontally impacted by digital transformation (for 

example, automotive, energy, food and agriculture, healthcare, manufacturing, 

finance/banking, transportation and logistics among others). 

 

b) Middle and end-users consuming different kinds of digital and ICT products, e.g., private 

and public organisations.  Middle users are individuals or departments who act as 

intermediaries between the ICT product and the end-user, e.g., IT departments managing 

company servers, librarians providing access to online databases, and teachers integrating 

educational software into their curriculum. On the other hand, end users are the individuals 

who directly interact with the final product to get their job done, e.g., students using 

educational apps, customers using online banking platforms. 

 

c) Digital platforms having a broad scope of activities: for example, online advertising, 

marketplace services, internet search engines, social media, creative content aggregations 

and distribution, video-sharing, communication services, product price comparison, 

distribution, payment system services, among others.   

 

The need for coherence in balancing the interests of actors, i.e., States, Big Tech platforms, and 

Small and Medium Enterprises (SMEs), regarding the data value chain and E-Commerce 

governance brings into question the need to understand their respective interests (James D., 

2020; UNCTAD, 2021). Indeed, Leonila and Maciel (2020) claim that a key problem 

manifesting itself in data governance for E-Commerce and data governance is the difference in 

interests among countries and regional groupings in various negotiating forums, i.e., whether, 

in a bid to foster E-Commerce, cross-border data flows should be guarded (restricted) or 

conditioned.  Ertz (2021), Leonila and Maciel (2020), and Atal (2020) note that two approaches 

to governing these flows for E-Commerce are being advanced, i.e., a restrictive/guarded 

approach and a conditional transfer/prescriptive approach. With regards to latecomers, Singh 

(2022) claims that their interest is in a framework for governing cross-border data flows that 

complements and is coherent with their respective national policies, and as such, will facilitate 

their nascent firm’s effective participation in E-Commerce.  
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As major actors in data governance, digital platforms concentrate on mining private information 

and proposing, to each user, different offers based on what the platform algorithm calculates, 

at the precise moment, to be the user’s reserve price (Manganelli & Nicita, 2022). To achieve 

this, Solon (2017) indicates that Big Tech platforms enact rules that their users must follow 

when they interact, as they have become ‘private rule makers’ or ‘private regulators’ which 

organise the exchange between a plethora of users. Moreover, some Big Tech platforms have 

reached an enormous scale and size, in terms of customers, revenue, market capitalisation, and 

unprecedented economic and social relevance (Manganelli & Nicita, 2022). These platforms 

compete in global markets, interconnecting an enormous and growing number of users, and 

interacting with a myriad of companies ranging from traditional communications and media 

players to small, specialised companies (Manganelli & Nicita, 2022; Solon, 2017). Ultimately, 

Big Tech relies on profiling to monetise data by either using information directly, as retailers 

for online trade, or indirectly, mainly as recipients of targeted personalised advertising (Singh, 

2022; Manganelli & Nicita, 2022).  

 

Another key interest to examine is that of Big Tech firms. Belayneh (2022) believes that at the 

heart of Big Tech’s trade agenda is the demand for free cross-border data flows, which, in a bid 

to obtain, the tech lobbying recommends banning data localisation and watering down data 

privacy protections. As earlier noted, data localisation rules require companies to store and 

process certain types of data (often personal or financial) where it is extracted, which hurts Big 

Tech’s bottom line, as massive data centres largely located in the U.S. have lower operational 

costs. Both Belayneh (2022), Iyer, Achieng, Borokini, and Ludger (2021), and Burri (2021) 

believe that Big Tech’s interest in data localisation is to increase their monopolist extractivist 

model. Their strategies to achieve this typically include creating platforms, gathering and 

exploiting vast quantities of user data, product bundling, building large-scale infrastructure, 

strategic acquisitions, and political lobbying (Moore & Tambini, 2018). Their interest is also to 

establish and secure leading platforms with which they will build a network of customers, i.e., 

leveraging the platforms to operate as the main link between consumers and various market 

actors (Brass & Hornsby, 2019). 

 

A critical analysis of the construction of digital infrastructure where big tech is investing 

colossal resources also helps tell their interests. According to Solon (2017), Fay (2019), and 

Oyedemi (2019), Big Tech corporations are willing to construct a digital infrastructure like fibre 

internet cables, cafes, and connectivity for free, purposely to increase data 

extractivism/generation. For example, Facebook has launched the Free Basics app in 22 African 
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countries to corner the African mobile Internet market potential, whereby, through working 

with local telecom operators, internet users will have access to Facebook and other selected 

websites and services without data (Oyedemi, 2019). The logic behind this ‘free service’ is to 

provide a free sample of the Internet to those without access in the hope that they will eventually 

value buying data to access the Web and information that will benefit them (Solon, 2017; 

Oyedemi, 2019). One can ask why to give people free internet and infrastructure and not 

platforms. This is because for Big Tech to be successful in capital agglomeration, they need 

people to be connected to the Internet, and the billions of people without access to the Internet 

represent a potential market to be captured (Ye, Schneider, Shanin, & Ploeg, 2019). Moreover, 

as Oyedemi (2019) argues, in the digital technology economy, if you are not paying for it, then 

you are the commodity. Thus, the lack of investment in Internet infrastructure in Africa provides 

both challenges and opportunities for digital capitalists like Facebook, who, in their benevolent 

pursuit of digital capital, aim for global domination (Ye, Schneider, Shanin, & Ploeg, 2019).  

 

While assessing the interests of the Big Tech corporations, James (2020), Meltzer (2015), South 

Centre (2017) and Singh (2022) argue that platforms like Google, Apple, Facebook, Amazon, 

Alibaba, and eBay, often regarded as the “ruling class” of the digital world are pushing for data 

governance regulations in E-Commerce negotiations which will consolidate their extractivist 

business strategy in the digital economy, lock-out competition and consolidate their first mover 

advantages. Such proposals include gaining rights to access markets globally; extracting and 

controlling personal, social, and business data around the world; locking in deregulation and 

evading future regulation; accessing an unlimited supply of labour that has been stripped of its 

rights; expanding its power through monopolies; and avoiding the payment of taxes (James, 

2020; South Centre, 2017). Thus, these are not only among the wealthiest private companies 

but are also defining new market models on how digital capitalism is evolving (Schwab, 2016). 

While the United States subscribes to this model, and the European Union preconditions such 

flows to “trust and individual rights”, China’s model is for data by the Government (UNCTAD, 

2021; Singh, 2022). 

 

The state is another indispensable actor in data governance, given its role as a regulator of Big 

Tech. According to Manganelli and Nicita (2022), state intervention has become crucial for a 

fair and effective functioning of the digital market society, bringing back to the state a leading 

role in rulemaking for those fundamental digital rights. Such rights are categorised by 

Manganelli and Nicita (2022) to include consumer protection in E-Commerce and online 

services, online privacy and data protection, and cybersecurity. According to Pfeiffer (2022), 
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Gurumurthy and Chami (2022), the interests of states that are latecomers to the digital economy, 

regarding a regulatory framework, focus on the need for such frameworks to provide flexibility 

with data flow governance so that countries with varying levels of readiness and capacities have 

the necessary policy space to design pro-development national data and E-Commerce 

regulatory policies and agreements. Burri (2021) hypothesises that data protectionism’ seems 

to be on the rise because states find it necessary to localise different elements of data flows to 

ensure jurisdictional control and enforceability of national rules. While this may be ideal for a 

mutually beneficial E-Commerce, Gurumurthy and Chami (2022) caution that the first comers 

who are dominating E-Commerce and digital infrastructure are interested in unfettered data 

flows, which are impervious to the autonomy that digital latecomers need to steer the digital 

economy towards their socio-economic development. Such positions are often explored in free 

trade agreements, and where necessary, the first comers, through the use of trade sanctions 

threats, end up blocking the efforts by the late comers to restrict data flows within their 

territories (Singh, 2022; Atal, 2020).  

 

Sætnan, Schneider, and Green (2018)  argue that a key question to ask is how governments can 

preserve the interests of consumers and the public at large while continuing to support 

innovation and technological development induced by Big Tech. Ertz (2022) concurs with this 

question by noting that by embracing agile governance, governments will be behaving just as 

the private sector, which has increasingly adopted agile responses to software development and 

business operations more generally. This means governments' interests should be to 

continuously adapt to a new, fast-changing environment, reinventing themselves so they can 

truly understand what it is they are regulating (Ertz, 2022; Sætnan, Schneider, & Green, 2018). 

James (2020) and Singh (2022) opine that to do so, governments and regulatory agencies will 

need to collaborate closely with the private sector and civil society. It is also in the interest of 

Big Tech to perform several roles simultaneously, i.e., as a producer of devices that are used 

for data extraction as well as the software to do so (Prainsack, 2020). Big Tech is also interested 

in shaping the digital research agenda and has become a force to reckon with in the funding 

landscape across the globe (Ye, Schneider, Shanin, & Ploeg, 2019). They run research institutes 

and provide research funding in areas that they consider important, thus setting and controlling 

research agendas without the public accountability requirements that traditional research 

funders face (Prainsack, 2020). 

 

E-Commerce platforms are other actors in data governance who collect or have access to 

personal and non-personal data from those entities they interface with.  According to Mian and 
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Rosenthal (2016), Manganelli and Nicita (2022), and Oyedemi (2019), those data may originate 

from (a) a direct disclosure, e.g., to let the platform (better) perform the match-making activity 

or provide (free) online services, or from (b) an indirect disclosure.  As argued by West (2022), 

due to the massive number of users and the vast amount of time spent by online actors, platforms 

collect an incredibly high amount of users’ data, which allows their algorithms to profile 

individual demand for services and products for each user, in terms of preferences, needs, and 

willingness to pay.  This data is monetised by the tech platforms through direct profiling (as 

retailers for online trade) or indirect profiling (as recipients of targeted personalised 

advertising). Moreover, data allows algorithms to gradually improve themselves as new data is 

analysed and improve estimations of users’ preferences and the quality of profiling (Manganelli 

& Nicita, 2022). In other words, users give digital platforms data providing information on 

preferences on products, services, friends, news, political-social-economic ideas, and visions of 

the world, and platforms efficiently select and propose to their products, services, friends, news, 

political ideas, or vision of the world that (a) match their preferences and (b) save their search 

time (Manganelli & Nicita, 2022; Ertz, 2022; Fay, 2019). 

 

Furthermore, to have a clear appreciation of the interests of E-Commerce platforms, it is 

important to understand their nature of operation and market dominance. Moore and Tambini 

(2018) hypothesise that one cannot ignore the interests of Governments in the data governance 

and E-Commerce equation. According to Øverby and Audestad (2021), Governments as actors, 

especially latecomers to the digital economy, are increasingly pushing for localisation of data 

within their jurisdictions. This is being opposed by first-comers who believe that imposing 

barriers to data flows impinges directly on trade and may endanger the realisation of an 

innovative data economy (Øverby & Audestad, 2021). The first-comers argue that their interest 

in unrestricted data flows is informed by the argument that the provision of any digital products 

and services, cloud computing applications, or the Internet of Things (IoT) and Artificial 

Intelligence (AI), would not function under restrictions on the cross-border flow of data (Burri, 

2021; Chen, 2015; Moore & Tambini, 2018). Nevertheless, Øverby and Audestad (2021) assert 

that governments around the world are interested in a search for a new strategy and framework 

to govern the digital public sphere, leading to what many are calling a platform governance 

agenda. 

 

On the side of Small and Medium Enterprises (SMEs), their major fear, rather than interest, is 

the likelihood of being unable to compete with Big Tech platform companies, which enjoy the 

benefits of scale, historical subsidies, technological advances in strong state-sponsored 
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infrastructure, and a system of trade rules written by their lawyers. This is even more concerning 

given the fact that several private firms specialise in collecting and consolidating data from vast 

public data sources (Mian & Rosenthal, 2016). Thus, in a bid to tackle this inherent danger, 

their interests lie in rules that erect barriers that regulate the access and cross-border flows of 

data to provide the potential for local firms to grow without early competition from mature 

international firms, and as such, resemble approaches for nurturing infant industries in the 

digital sector (Chen, 2015). While seen as a censorship issue, this approach is also an economic 

issue. Indeed, Azmeh and Foster (2016), Chen (2015),  Liu (2010), and Mian and Rosenthal 

(2016) argue that restriction of cross-border data flows has been used by China, through the 

“great firewall of China”, to nurture and wean competitive web giants such as Ali Baba and 

TaoBao (E-Commerce sites), Weibo (Twitter-like service), Baidu (Search engine), and Tencent 

(social networking)– which are directly attributable to these policies. 

 

While it appears that the different actors are pushing their respective, often different agendas, 

Ertz (2022) claims that E-Commerce platforms are in a symbiotic relationship with all actors, 

like Governments, SMEs, and platform users/consumers. They can be characterised as digital 

conglomerates, as their business operations have expanded far beyond their original business 

idea (Øverby & Audestad, 2021). Thus, the E-Commerce platform’s interest is to make profits 

by providing an avenue for the customers to purchase goods or services, if necessary, by paying 

a usage fee (Ertz, 2022). Singh (2022) also opines that E-Commerce platforms provide the 

suppliers with space to trade and receive a commission from the suppliers. Thus, concerning 

data governance, Atal (2020) and Mian & Rosenthal (2016) believe that E-Commerce platforms 

are interested in no barriers to information flows, as this might hinder economic activities. In 

their quest for unrestricted data flows, Burri (2021) and Pfeiffer (2022) believe that these 

platforms are not showing interest in the development of principles that seek to balance the free 

flow of data with national interests in the fields of privacy and security.  Thus, big data and E-

Commerce platforms are hungry to get hold of more and more data to the extent that, under the 

guise of the benefits of free trade, they are lobbying governments to push for their exploitative 

business model abroad in trade agreements (Burri, 2021; Øverby & Audestad, 2021).  

 

Finally, Brass & Hornsby (2019) identify Civil Society as another actor in shaping International 

Economic Law regarding E-Commerce and data governance and include public interest and 

market-oriented actors such as NGOs, think tanks, academia, and domestic industry groups. 

They are interested in impacting the development of laws governing E-Commerce and data 

flows, pressing for new regulations or reforms (Brass & Hornsby, 2019; Meltzer, 2015; Atal, 
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2020). Their key desire is to push for a discussion on data governance beyond data protection, 

given the multi-dimensionality of the data and the E-Commerce nexus (Pfeiffer, 2022). This is 

very important in countering the interests of fast-comers who aim at sustaining and expanding 

global market access for their digital corporations and are using multilateral and plurilateral 

trade negotiations to push for free cross-border data flows (Gurumurthy & Chami, 2021). 

 

A point of convergence among all parties is that data is an indispensable commodity in 

facilitating E-Commerce, both at the national, regional, and global levels. Indeed, both actors 

agree on the fact that data is a key resource as it empowers Artificial Intelligence, which, 

through algorithms, rules the digital and E-Commerce world. There is also a growing consensus 

that data is a “precious raw material” driving the digital economy, and whoever collects and 

controls it owns its economic value and ultimately controls the digital economy (Singh, 2020). 

Among latecomers like African countries, it is also largely acknowledged by their governments 

that the benefits of E-Commerce will be equitably distributed if African Economies can regulate 

cross-border data flows and their monetisation (Singh, 2020; Gurumurthy & Chami, 2022).  

Both authors caution that because of the scale of the operation of Big Tech and the power they 

have accrued as a result, as well as the complexity of the new governance challenges they 

present, it is strenuous for any individual country to go it alone on regulation. While there is 

agreement that a global regulatory regime on data rights is vital, James (2020) affirms that the 

actors should further to multi-dimensional but coherent data regulatory frameworks since global 

approaches for data and E-Commerce governance are as important as regional approaches.  

 

2.7 Digital Capitalism for Digital Colonialism? Power Relations in Data Governance 

and How They Shape E-Commerce 
 

“The capitalist will sell us the rope with which we will hang them”, Vladimir I. Lenin 

 

The notion of data politics (power relations of data) emphasises the ‘performative power of 

data’. It understands data not only for its representational capacities but also as a force 

‘generative of new forms of power relations’ (Berti, Marina, Ponti, & Craglia, 2020). As data 

is collected and processed, it generates power imbalances and information asymmetries, which 

bring into question the subjects and objects that such data concerns. Data politics conceives 

data as ‘an object of investment’ that is ‘produced by the competitive struggles of (actors) who 

claim stakes in its meaning and functioning’ (ibid). Furthermore, data power relations look at 

both how data subjects are governed and how they can intervene in the data regimes by 
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recognising and claiming their rights and being active in the politics of data with their everyday 

acts (Ruppert, Isin, & Bigo, Data Politics, 2017). Data and cross-border data flows have become 

one of the relatively new topics in global trade law discussions, which has led to many questions 

being raised in this context, for instance, whether and how the existing trade rules apply to data 

flows (Burri, 2021). While exploring the Data-E-Commerce nexus, Atkinson and Cory (2021 

propose that scholars ask questions like how countries are positioning themselves in the era of 

E-Commerce governance concerning data governance (whether they are sanctioning free cross-

border data flows or restricting such flows), and to what extent international commitments 

constrain domestic policy space, concerning data protection? These questions are critical, as 

claimed by Burri (2021), since at the onset, there is no common agreement on a definition of 

data flows in trade agreements, despite the widespread rhetoric around the term and its frequent 

use in reports and studies. Yet, without an E-Commerce policy that is coherent with the 

respective data policies, it will be limiting for countries’ gainful participation in E-Commerce 

(Atkinson & Cory, 2012; Belayneh, 2022; Brass & Hornsby, 2019). This begs the question of 

understanding the power relations in data governance and E-Commerce. 

 

In attempting to define Capitalism, Rutazibwa and Shilliam (2018) opine that it is an economic 

system of generalised commodity production predicated upon a highly asymmetrical 

distribution of the means of production, and which has as its objective the production of surplus 

value. From an Afro-centric point of view, to understand capitalism and Africa, one needs to 

examine the global system of production and exchange of which Africa is a part. According to 

Tandon (2011), the fundamental reality of Africa is that it is integrated into a global system of 

kleptocratic capitalism characterised by primitive accumulation or "rent-seeking" by the rich 

nations and within each nation by the rich power elite. This creates, at the opposite polar end, 

the dispossession and disempowerment of the masses of the people. Kleptocratic capitalism is 

a system of economic production and exchange; the creation of fictitious wealth without going 

through the production of real wealth; and political governance controlled by “looters and 

daytime robbers” (Tandon, 2011). It is rent-seeking by the rich nations, and within each nation 

by the rich economic and power elite, which eventually creates, at the opposite polar end, the 

dispossession and disempowerment of the masses of the people (Tandon, 2011). 

 

Regarding the digital economy, Ye et al (2020) believe that capitalism has now expanded to 

include the growing technology markets that are based mostly on US companies developing 

and delivering digital devices, digital social media platforms, and digital services. It can also 

be said that the working definition of Big Tech corporations is likening them to digital 
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capitalists (Brass & Hornsby, 2019).  Given the fact that information for development is 

primarily driven by market expansion and market deepening, the latest accumulation wave of 

digital capitalism generates information technology boosterism and digital utopianism (Ye, 

Schneider, Shanin, & Ploeg, 2019; Mian & Rosenthal, 2016). The claim that digitalisation and 

capitalism intertwine, as argued by Schwab (2016), is nothing new, as the two variables 

reciprocally accelerate each other. This has supported digital colonialism, whose main ambition 

is to accumulate data through transforming the economy into what is known in all the 

international forums as the fourth industrial revolution. The researcher defines digital 

colonialism as a systemic appropriation of data and digital labour from the Global South 

through extractive, often invisible, governance models. 

 

Because of its dynamism, Srnicek (2016) believes that the digital economy is presented as an 

ideal notion that can legitimate contemporary capitalism more broadly. This is because the 

digital economy is becoming a hegemonic model, e.g., cities are to become smart, businesses 

must be disruptive, workers are to become flexible, and governments must be lean and 

intelligent (Scasserra & Elebi, 2021; Sætnan, Schneider, & Green, 2018). As a result, capitalism 

has turned to data as one way to maintain economic growth through digital technologies, with 

data increasingly becoming central to firms and their relations with workers, customers, and 

other capitalists (Srnicek, 2016). This is more evident since digital capitalism has ushered in a 

new-age colonialism where countries from the Global South are the source of data (Gurumurthy 

& Chami, 2022). It is, therefore, no wonder that contemporary enclosures seek to dismantle any 

barriers to commodification that restrict the development of an ever-more-flagrant law of value 

that is so central to the operation of neoliberal capitalism (Rutazibwa & Shilliam, 2018). Linked 

to historical colonialism, where any resistance was crushed through force, i.e., extermination 

(Fanon, 1964), digital colonialism is being enabled through bilateral and global (WTO) trade 

agreements, whereby countries are being coerced to agree to binding rules that seek to safeguard 

the free cross-border flow of data with limited state intervention (Scasserra & Elebi, 2021).  

 

While the goal of capitalism has always been the same, i.e., the accumulation of wealth to keep 

the colonial machine in motion, its mechanisms change with and adapt to various eras. For Big 

Tech, the new paradigm of capitalism works by allowing them to reach untapped poor markets 

by providing seemingly free access to technology platforms or a basic second-grade product 

that is affordable to the poor (Oyedemi, 2019). The myth of free access describes a culture of 

charitable acts in the pursuit of capital and permeates many deeds by technology corporations; 

it draws on benevolent acts to pursue broader objectives of capital gains (Oyedemi, 2019). Such 
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is the logic of big tech that as the people at the bottom of the economic pyramid gain access to 

these technologies, the corporations increase their market base and potential market growth 

(Ye, Schneider, Shanin, & Ploeg, 2019). In the process, digital corporations accumulate users 

within the collapsed context of time and space, who in turn become commodities offered to 

marketers and advertisers (Oyedemi, 2019; Ndemo & Weiss, 2017). Thus, digital capitalism 

facilitates digital colonialism through dynamic shifts in the means of production, where human 

beings are the producers of the raw material, i.e., data. For example, information (including 

personal information) has become a product that is produced every second from human 

behaviour and is marketed (Ndemo & Weiss, 2017). From a labour perspective, human 

collective intelligence has become collective unpaid labour through the acts of liking, rating, 

tagging, evaluating and reviewing products, places, and services online  (Oyedemi, 2019). 

 

Reputable scholars have argued that digitalisation is a consciously employed tool in achieving 

a capitalism-driven colonialism, rather than being the initial driver. For example, Schiller 

(2014) believes that powerful actors of ‘old industrial capitalism’ use the digital option to enable 

and shape a new form of capitalism, whereby they control distribution, thus creating a vital 

avenue to market power. Indeed, it is argued that we are experiencing a fundamental shift from 

industrial capitalism to digital capitalism (Jordan, 2020). Whereas Schiller (2014) argues that 

the digital economy is marked not by expansion but by contraction, this dissertation seeks to 

disagree that, instead, the market is expanding, thanks to digitalisation, which has made it 

possible for market diversification. Moreover, the expansion of the digital economy is made 

possible due to surveillance capitalism, where the platform often becomes the central economic 

player (Jordan, 2020). Ultimately, this capitalism calibrates digital colonialism through a tightly 

knit system that mankind is not only appropriated to capitalism but is also locked in sustained 

surveillance and exploitation (consciously and unconsciously) of data (Mejias & Couldry, 

2024). 

 

From a digitalisation lens, much of the scholarship opines that the global data economy is an 

uneven playing field. Gurumurthy and Chami (2021) illuminate how narratives like multi-

stakeholderism often cover neoliberal lock-ins, enabling dominant actors (big tech and digital 

frontrunner countries) to cement their interests through trade and infrastructure deals. 

Borrowing the works of scholars like Nkrumah (1965), Mignolo (2009), and Couldry & Mejias 

(2020), this can be crafted as digital colonialism, i.e., the appropriation of data and digital labour 

from the Global South through extractive, often invisible, governance models. Unlike historical 



 

48 

colonialism, which was territorially bounded, digital colonialism is continuous, ubiquitous, 

infrastructure-driven, and perpetuates a new form of capitalism: digital capitalism. 

 

To investigate the power relations of data governance and E-Commerce, scholarship has 

assessed how digital capitalism perpetuates digital colonialism. Coined by Schiller (2000), 

digital capitalism has resulted in the adjustment of the global market system to accept a 

profitable information-intensive orientation. According to the author, the architects of digital 

capitalism, for whom the internet was no more than the technical key to the proverbial door 

through which they wanted to pass, aimed at developing an economy-wide network that could 

support an ever-growing range of intra- and intercorporate business processes (Schiller D. , 

2000). This objective encompasses all business processes within and between different 

companies, ranging from production to advertising scheduling and product engineering to 

accounting, advertising, banking, and training, all of which are to be linked to one another 

(Schiller D. , 2000). The transition to digital capitalism was to have rather unfavourable 

consequences for the majority of the population, where the Internet was (and is) thus not simply 

a passive instrument in the hands of capital, but rather turned into a ‘hurricane of destructive 

creativity’ within neoliberal structures, drawing on the productive base and the structures of 

control of emergent digital capitalism (Schiller D. , 2000).  All these factors pave the way for 

digital colonialism, with the internet as the crucial link for continued data siphoning from 

people to data companies (Benyera, 2021), often domiciled in the former metropole. 

 

To understand the deeply rooted advanced capitalistic and colonial nature of data governance 

and E-Commerce, one needs to examine the tenets of historical colonialism when it comes to 

infrastructure development in the global south. Several Marxist theorists have argued that the 

digital economy is based on a new type of rent or the extraction of surplus value/data (Jordan, 

2020). The similarity between traditional capitalism and digital capitalism is explored by 

Graham, Andersen, & Mann (2015), who argue that digital colonialism could be deemed similar 

to the traditional capitalism approach of setting up infrastructures such as railways and ports, 

not for the benefit of the indigenous market, but to extract raw materials to return to Europe and 

North America. Indeed, similar to how infrastructure built during the existing capitalistic era 

involved minimal care and involvement of the local population, today’s digital infrastructure is 

structured through poor content moderation, advertisement monopolies, and a host of capitalist 

tools to ensure the commodification of people’s data while maximising profit by optimising the 

bottom line (Graham, Andersen, & Mann, 2015). Under the current dispensation, like the old 

industrial capitalism, which was based on extractivism, Iyer, Achieng, Borokini, and Ludger 
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(2021) argue that Big Tech continues to exploit minimal data protection legislation and local 

competition to set up widespread software communication solutions for the African market to 

collect user data. (Iyer, Achieng, Borokini, & Ludger, 2021). This data is in the form of 

consumer identities, consumer behaviours, beliefs, and other consumer-related information and 

is used primarily for profit by selling insights to political players or third-party advertisers 

(James, 2020). 

 

The extractivist nature of the digital economy can also be seen through the lens of Marx’s 

concept of general intellect, where he claimed that knowledge is embodied in the machines of 

industrial capitalism, meaning that scientific, organisational, technological, and other forms of 

knowledge have become a general force in production. In reality, the productive force of the 

general intellect has been generalised in the brains and activities of many individuals enmeshed 

in digital technologies (Jordan 2020). This view is shared by Dean (2012), who argues that: 

Networked information technologies have been the means through which people have been 

subjected to the competitive intensity of neoliberal capitalism, enthusiastically participating 

in personal and social media – I have broadband at home! My new tablet lets me work 

anywhere! With my smartphone, I always know what is going on! – We build up the trap that 

ensnares us (P.124). 

Therefore, just like old industrial capitalism birthed historical colonialism, whose aim was the 

extraction of raw materials and labour to power manufacturing plants, digital colonialism is still 

using the same strategy of extraction, which shows the linkage.  Addressing such an extractivist 

relationship requires a deeper understanding of the power relations that shape data governance 

and ultimately determine the nature of a country’s participation in E-Commerce.  

 

While a data and E-Commerce governance framework is important, Leonila & Maciel (2020) 

warn of the pitfalls therein, especially with what they call ‘latecomers’ in E-Commerce. 

Gerschenkron (1962) clarifies that ‘latecomers’ differ from ‘first-comers’ because the former 

are still making their transitions to modernity, while the latter are already operating on the 

development frontier. For example, UNCTAD (2021) and Belayneh (2022) argue that the 

proliferation of national regulations on cross-border data flows may elevate compliance costs, 

which can be particularly pernicious for micro and small enterprises in latecomers, but not for 

first-comers like the U.S and China, as they control almost 90% of the market capitalisation of 

the world’s largest digital platforms. Yet, Singh (2019), James (2020) and Iyer, Achieng, 

Borokini, and Ludger (2021) argue that gainful participation in E-Commerce by latecomers to 

the digital economy is dependent on the regulation of data, UNCTAD (2019; 2021) argue that 
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unless appropriate policies are put in place, the latecomers risk finding themselves in 

subordinate positions as mere providers of raw data, with data and their associated value capture 

being concentrated in a few global digital corporations and other that control the data.  

 

With the linkage between data and E-Commerce increasingly becoming more evident, Chen 

(2015) and Leonila and Maciel (2020) note that tensions are rising among countries on the need 

to ensure that data frameworks support their gainful participation in E-Commerce. This has 

arisen out of the fact that data can also be used as a tool by E-Commerce participating countries 

for market monopoly through internet filtering, through restricting market access to specific 

firms, which allows such firms to expand and dominate E-Commerce (Singh, 2019; Iyer, 

Achieng, Borokini, & Ludger, 2021). A case in such context is the “Great Firewall of China”, 

for instance, which blocks market access to a large number of Western firms, was an important 

factor in the emergence of Chinese digital firms such as Ali Baba, Baidu, Tencent, and TaoBao 

who are rapidly catching up with their American competitors and challenging these firms in 

several digital sectors (Chen, 2015; Vincent & Arno, 2012; Iyer, Achieng, Borokini, & Ludger, 

2021). This practice has triggered aspects of Anti-competitive practices for E-Commerce 

dominance and created one of the major problems that small economies that seek to gainfully 

participate in E-Commerce have to address (UNCTAD, 2021; James,2020). Therefore, it can 

be claimed that without appropriate data governance frameworks at global, regional, and 

domestic levels, these countries risk being excluded from the gains of E-Commerce (Leonila & 

Maciel, 2020; UNCTAD, 2021). 

 

Burri (2021) and Brass and Hornsby (2019) claim that the capitalism of the high- and middle-

income economies is increasingly being dominated by data-dependent big tech. As a result, 

they are obtaining market power to continue developing and constantly extracting valuable 

information from large accumulations of data, which is reminiscent of digital colonialism 

(Mejias & Couldry, 2024). Chen (2015) and Liu (2010) believe that this data extraction is cut-

throat because the growth of digital platforms is directly linked to their capacity to collect and 

analyse digital data, coupled with their interests and behaviour, which depend greatly on how 

they monetise that data to generate profits. As a result, one could use the works of Cox (1989) 

to argue that if cross-border data flows have revolutionised the production and trade of existing 

goods and services, then the enclosure of data by E-Commerce platform monopolies has created 

a skewed and exclusionary marketplace. This is because an exclusive marketplace in the digital 

economy is taking place where, as argued by Kneur and Milner (2019), the concentration of 

data among a small number of big tech firms has triggered questions over how this will affect 
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the gainful participation of newcomers in E-Commerce, as such firms are capable of abusing 

their dominance. According to Brass and Hornsby (2019) and Chen (2015), two countries, i.e., 

the USA and China in a race to control digital markets through their lead firms, e.g., the AG-

AFA: Alphabet/Google, Apple, Facebook, and Amazon for the USA and the BAT: Baidu, 

Alibaba, and Tencent for China. Moreover, China is by far the biggest E-Commerce market, 

mobile payments, internet users, and ride-sharing economy in the world (Meltzer, 2015; Chen, 

2015; Brass & Hornsby,2019). It therefore seems like the geography of data flows is very 

different from the geography of trade flows (Burri,2021).  

 

Furthermore, it appears that the “data problem” for development is getting magnified since, as 

argued by Gurumurthy and Chami (2022), the enclosure of data by E-Commerce monopolies 

not only creates a skewed, exclusionary marketplace but also represents a huge opportunity cost 

in terms of the unrealised public and social value of data. Because big tech wields enormous 

power, this is raising difficult questions about their governance, regulation, and accountability, 

because, over the years, bargaining has become less characterised by relational power and more 

by agenda-setting and structural power (Moore & Tambini, 2018). These companies operate in 

markets with important winner-take-all features, such as cost and revenue economies of scale, 

scope, and learning, often switching costs, and locking users in (Moore & Tambini, 2018). 

However, this claim is disputed by Brass & Hornsby (2019), who argue that actors never 

operate in a market completely free from the influence of society or politics, because 

governments regulate competition, underwrite technology, and develop a great number of rules 

or institutions oriented toward governing markets.  It is therefore not surprising that, beyond 

the WTO and United Nations, political, business, and social leaders are increasingly coming 

together to discuss coordinated policies that would enable their societies and economies to 

maximise the benefits of the digital economy while minimising their risks (Brass & Hornsby, 

2019).   

 

It is also important to examine the power control aspects of the digital governance agenda-

setting by the different actors. Lukes (1986) defines power as the capability of an actor or 

combination of actors to influence the functioning of the market directly or indirectly to achieve 

a goal set by that or those actor(s). It is based on the probability that an actor can get another or 

others to do what the actor wants despite resistance (Lukes,1986). According to Brass and 

Hornsby (2019), a variety of actors can affect the functioning of markets and thus have market 

power. The goal for firms is widely assumed to be maximising profits, and for nation-states to 

increase wealth, because using power in a market is a strategy employed to reduce choice for 



 

52 

others.  Large corporations and the major economic powers are thus endowed with potential 

and power. Yet, if markets are unregulated, incumbents with the capability to do so will try to 

dictate terms to others, especially when they are threatened with serious loss or outright (Brass 

& Hornsby, 2019).  By contrasting the power and market dynamics with E-Commerce, Ye, 

Schneider, Shanin, and Ploeg (2019) and Scasserra and Elebi (2021) believe that platforms are 

interested in conspiring against the public interest and distorting competition.    

 

Data control by big tech is further discussed by Atal (2020), Burri (2021), and Ertz (2022) who 

argue that while big tech holds immense power in today’s business world due to their size, span 

of operation, and international impact, they are exploiting a resource (people) which is willingly 

giving them the raw material (data).  This is another set of questions that the dissertation seeks 

to explore. Specifically, the dissertation will consider the emerging pattern of exploitation of 

the potential of the latecomers’ digital economy.  Engaging this question will help answer 

whether latecomers will use data to gainfully participate in E-Commerce, or whether Big Tech 

corporations will leverage data extracted from latecomers to cement their monopolisation of E-

Commerce. This will help in examining the hypothesis that digital capitalists (Big Tech 

Corporations) use digital colonialism to exploit latecomer economies, hence thwarting their 

potential for gainful participation in E-Commerce. 

 

Regarding E-Commerce governance, discussions have revolved around several factors, from 

legal frameworks to the preparedness of firms and countries. Regarding the latter, a key concern 

is the existing disparities regarding participation and domination of E-Commerce by a handful 

of countries and corporations. Only two countries, i.e., the United States of America and China, 

make up almost 90% of the market capitalisation of the world’s largest E-Commerce platforms 

(UNCTAD, 2021). These platforms have huge market power, which they use to obtain huge 

income for themselves and ultimately hinder fair competition by establishing barriers to entry 

for other actors (Bootle,2019). A case in such context is the “Great Firewall of China”, for 

instance, which, as argued by Iyer, Achieng, Borokini, and Ludger (2021), blocks market access 

to a large number of Western firms, and has been considered an important factor in the 

emergence of Chinese digital firms such as Ali Baba, Baidu, Tencent, and TaoBao who are 

rapidly catching up with their American competitors and challenging them in several digital 

sectors.  Through using an online rating algorithm, dominant E-Commerce firms are objectively 

discriminating against bonafide newcomers (Ertz, 2022). This is because practices like 

auctions, price discrimination, and product bundling, while used in traditional marketplaces, 

make it easier to utilise algorithms in the digital context (Peitz & Waldfogel, 2012).  
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E-Commerce platforms' market dominance is strengthened by their “paranoid survive” mode, 

where they are all ambitious, innovative, and constantly on the lookout for emerging threats 

and opportunities, making them tough competitors. Furthermore, because hosting a large digital 

platform requires massive infrastructure servers, data storage, machine learning, and payment 

systems, to mention but a few, most E-Commerce platforms have marked economies of scale 

and scope, enabling businesses to take on other markets and to rent out capacity to other firms, 

further increasing their efficiency and profitability (Moore & Tambini, 2018). Thus, Øverby 

and Audestad (2021) and Atal (2020) believe that the ubiquity of the platform companies in the 

consumer marketplace drives their strategy to create special vulnerabilities because of the 

amount of control they wield over data, advertising, and the curation of information.  Pfeiffer 

(2022) believes that this is further driven by the fact that economic costs are grounded in the 

market distortion created by increased monopolistic behaviour of E-Commerce platforms, 

including obtaining near-unassailable competitive advantages and abusing monopoly power in 

ways that raise barriers to market entry to new firms. 

 

The above analysis tries to underscore an argument that the data-induced power of Big Tech 

should not be underestimated. This is because one of the fundamental elements of platforms’ 

power is digital data, which is an economic good, and the information that algorithms can 

provide by analysing this data (Burri, 2021; Tanczer et al, 2018). Because global digital 

platforms are in a privileged position to collect data at a massive scale when many users access 

their services, this gives them a significant competitive advantage (UNCTAD, 2019; Peitz & 

Waldfogel, 2012). Indeed, network effects, combined with access to data and economies of 

scale and scope, have led to monopolistic trends and increased market power of the world’s 

largest digital platforms, which are mainly based in the United States and China (Burri, 2021; 

West, 2022). As a result, the platforms have reinforced their positions through strategic 

acquisitions of other companies by expanding their reach into new sectors, and by engaging in 

lobbying of policymakers (UNCTAD, 2019; West, 2022). Therefore, it is feared that in the 

absence of a proper international system of global data governance, this advantage in data 

collection directly translates into these platforms being able to capture most of the monetary 

gains of the data-driven digital economy and thereby also of cross-border data flows 

(UNCTAD, 2019). 

 

As Øverby and Audestad (2021) argue, the value of a platform governance approach is it 

provides a framework through which to connect a wide range of social, economic, and 
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democratic harms; brings together siloed public policy areas and issues into a comprehensive 

governance agenda; and provides a framework for countries to learn from and coordinate with 

each other to exert sufficient market pressure. Thus, we can argue that just as we needed (and 

developed) new rules for the post-war industrial economy, we now need a new set of rules for 

the digital economy. Instead of rules to govern financial markets, monetary policy, capital flow, 

economic development, and conflict prevention, we now need rules to regulate data, 

competition, and content of the intangible assets on which most of the developed economy, and 

increasingly the health of our societies, now depend. This, as affirmed by Sætnan, Schneider, 

and Green (2018), is the global governance gap of our time. Given that a world order 

necessitates a particular configuration of forces, a tripartite fit between material power, ideas, 

and institutions (Cox, 1989), how the interests of the actors in the data governance and E-

Commerce value chain can be balanced in the construction of a mutually beneficial global and 

continental E-Commerce framework remains a big question. Unless this question is addressed, 

Nye (2011) claims that the interests of the State and SMEs may not prevail, given the fact that 

big tech companies enjoy economies of scale, which enables them to exploit markets and data 

around the globe while applying anti-competitive practices like Internet chokepoints.  

 

2.8 Modes of Data Governance. 
 

The puzzle of data governance for E-Commerce is being perpetuated, given the fact that E-

commerce has emerged as a new business model capable of extracting and controlling immense 

amounts of data (Srnicek, 2016; Schmidt & Cohen, 2013), eventually leading to the rise of large 

monopolistic firms. Burri (2021) and Brass and Hornsby (2019) claim that the capitalism of the 

high- and middle-income economies is increasingly being dominated by data-dependent big 

tech. As a result, they are obtaining market power to continue developing and constantly 

extracting valuable information from large accumulations of data. Furthermore, E-Commerce 

platforms with numerous users, e.g., Alibaba (400 million), Amazon (304 million), and eBay 

(167 million), have created new business models that monetise data (UNCTAD, 2019).  It is no 

wonder that seven of the world’s top eight companies by market capitalisation use E-

Commerce-based business models that thrive on data algorithms and monetisation (UNCTAD, 

2019). Currently, there is an obscure data governance structure, which can be attributed to the 

fact that, despite the importance of data in the evolving digital economy, there is currently no 

universally agreed-upon understanding of the concept of data and its flows across borders 

(UNCTAD, 2021; James, 2020). This view is shared by the WTO (2021), which points out that 

despite the importance of data in the evolving digital economy, there is no universally agreed-
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upon understanding of the concept of data, which perpetuates confusion and complexity in 

analyses and policy debates. 

 

Justifications have been given for the exploration of data governance in a fragmented manner 

and with a different depth of inquiry by different social sciences.   According to Mian and 

Rosenthal (2016), this is somewhat understandable, as the regulation of data cannot be neatly 

contained in one policy domain but is affected by multiple, often non-hierarchically organised, 

regimes of both soft and hard legal nature, in both national and international contexts. From 

this analogy, it can be argued that the difficulty of pinpointing the regulatory subject matter of 

data governance requires a deep understanding of the existing rules and how they shape the data 

governance landscape. An argument advanced by Øverby and Audestad (2021) is that since 

data and its flows are regarded as the raw material of the digital economy, this calls for the 

interrogation of the political economy of its governance. The author argues that Data flows are 

becoming increasingly core economic resources of the digital economy, and in pursuing 

transformative digital economic agendas for development. The default approach to data 

governance has been to promote the free flow of data (Singh, 2022), which has resulted in 

Governments struggling to deeply understand how to effectively discipline Big Tech activity 

and its impact on market dynamics and information populism (Manganelli & Nicita, 2022). 

This is further compounded by the fact that the digital ecosystem has evolved in a way that: (a) 

unregulated digital market platforms create their own (algorithmic) private rules, aiming to 

extend their effect toward all; (b) information flows are almost limitless but tend to become 

artificially “chambered”;  (c) big digital companies aim to become markets; (d) E-Commerce 

platforms, through algorithms,  know so well our preferences to anticipate our needs and even 

our order requests; (e) “free”  services are not free at all, yet implicitly exchanged against 

economic valuable personal data (Manganelli & Nicita, 2022).   

 

In interrogating the data governance landscape, Moore and Tambini (2018) claim that an 

entirely new “data value chain” has evolved, comprising firms that support data collection, the 

production of insights from data, data storage, analysis, and modelling. The creation of value 

in such a chain arises once the data are transformed into digital intelligence and monetised 

through commercial use (UNCTAD, 2019). A key concern dominating data governance 

discourse and which policymakers are grappling with across the world is the fact that this “new 

oil is overwhelmingly concentrated among a small number of firms (Burri, 2021). This 

concentration is due to the steep economies of scale enjoyed by the big tech, which gives them 

distinct advantages in data collection, where new data is given to the largest aggregators of data 
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(Kneuer & Milner, 2019). It is believed by Ertz (2022) that firms – like Apple, Google, Amazon, 

Facebook, Microsoft, Alibaba, and Baidu have had a sizeable first-mover advantage in the field 

and become ‘analytics leaders’, while at the same time establishing themselves as some of the 

most valuable companies in the world, as they benefit from double-sided markets. Thus, it can 

be argued that data has become essential in terms of competition and market power, which has 

brought with it a new dimension of data governance. It is therefore no wonder that the 

concentration of data among a small number of companies has led to an extensive debate over 

the extent these firms should be regulated regarding their collection, processing, storage, and 

utilisation of users’ data.   

 

Currently, the data economy is mired in asymmetries of power, which allows de facto 

domination by a handful of digital firms (Korjan & Narayan, 2021). Furthermore, the prevailing 

individualist approaches to data governance remain limited in scope and cannot address data’s 

economic value (ibid). To counter this asymmetry, several data governance models have been 

identified and are also being pushed by different countries in their different data and E-

Commerce policies and trade (E-Commerce) negotiations. In general, data governance evolves 

around two modes i.e., (i) liberal/market driven models which, as Burri (2021) opines are often 

reflected in [trade] E-Commerce agreements and prioritise cross-border data flows with 

minimal restrictions;  and (ii) Sovereignty-Driven Models which prioritise data localization and 

safeguards, largely championed by China and India (Chen, 2015; Singh, 2020). Specifically, 

while this dissertation considers several common models, they should not be interpreted as an 

exhaustive description of the state of data governance, but rather as a contribution to 

synthesising emerging data governance models. As per the reviewed literature, key modes 

dominating global discourse on data governance include Data Sharing Pools (DSPs), Data 

Cooperatives (DCs), Public Data Trusts (PDTs), Personal Data Sovereignty (PDS), and Data 

Localisation (DL). 

 

2.8.1 Data Sharing Pools (DSPs) 

 

As a type of data commons, a data pool can be defined as a centralised repository or database 

that contains data from multiple sources or systems that are managed in a consistent and 

governed manner (National Research Council, 2013; Korjan & Narayan, 2021). Mattioli (2017) 

and Shkabatur (2018) also describe DSPs as horizontal joint initiatives among data holders to 

aggregate data from different sources to create more value through their combination. The 

purpose of a data pool in data governance is to ensure that the data is managed effectively, 
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efficiently, and securely, while also providing access to the data to authorised users in a 

controlled manner (National Research Council, 2013). According to Berti, Marina, Ponti, and 

Craglia (2020) and Korjan and Narayan (2021), different actors join a data sharing pool to 

‘analyse each other’s data, and help fill knowledge gaps while minimising duplicative efforts, 

thereby easing the economic need for exclusive rights and obtaining limited co-ownership 

stakes in the resulting data pool. Under this mode, data is treated and exchanged as a market 

commodity to produce data-driven innovation, new services, and economic benefits for all the 

parties involved (Berti, Marina, Ponti, & Craglia, 2020). This model is also guided by the notion 

that the greatest advantages of data sharing may be in the combination of data from multiple 

sources, compared or ’mashed up’ in innovative ways (Berti, Marina, Ponti, & Craglia, 2020; 

Korjan & Narayan, 2021). In Africa, while there is no continent-wide data-sharing pool 

established yet, initiatives are working towards that goal. For example, the Eastern Africa Forest 

Observatory focuses on sharing forest data between Ethiopia, Kenya, Mozambique, Tanzania 

and Uganda (Waruru, 2023) in a bid to help monitor and report on their climate obligations.   

 

Under the data-sharing pools model, governance mechanisms include technical architectures, 

such as data-sharing platforms and Application Programming Interfaces (APIs), which facilitate 

a centralised data exchange within business ecosystems (Devriendt, Shabani, Lekadir, & Borry, 

2022). To ensure the reliability of this model, a key mechanism is a contract or a legal and 

policy framework that defines the modalities and purposes for data sharing and data handling. 

According to Hall and Pesenti (2017) and Hardinges (2018), such contracts could be ‘repeatable 

frameworks of terms and mechanisms to facilitate the sharing of data’ between entities, which 

are especially useful for organisations that do not have the know-how and legal support to 

leverage data. However, one limitation to this mode identified by Berti, Marina, Ponti, and 

Craglia, (2020), Korjan and Narayan (2021), and Delacroix and Lawrence (2019) is that 

whereas these frameworks have been referred to as data trusts, there is no a full consensus on 

whether they could be assimilated to actual legal trust structures or a ‘marketing tool’ 

facilitating the responsible sharing of data. A practical limitation to the data sharing pool model 

of governance is related to consists of the transaction costs, such as data preparation, ensuring 

privacy and interoperability challenges, which put small businesses and underfunded entities at 

a disadvantage (Verhulst, 2018). Furthermore, another limitation is that often there is one 

dominant partner (Smichowski, 2019). Berti, Marina, Ponti, and Craglia (2020) further caution 

that while this model can potentially involve many actors beyond big tech platforms, the 

relations are not necessarily as horizontal and sustainable as claimed. 
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2.8.2 Data Cooperatives (DCs) 

 

Mehta, Dawande, and Mookerjee (2021) and Korjan and Narayan (2021) define data 

cooperatives as organisations that collect data from their members, process and monetise the 

pooled data, and compensate the members for their contributions. Emerging to empower 

consumers amidst a fast-changing data governance landscape, data cooperatives establish an 

ecosystem of trust among their members and are attractive to consumers because a) the 

members of a data cooperative have control over the quality as well as the quantity of data they 

share with the cooperative; b) whereas personal data of an individual by itself does not have 

much value, by aggregating members’ data, a cooperative can command a higher price from 

data buyers; and c) for sharing their data, members usually receive monetary compensation as 

opposed to in-kind services, with the larger the size of a cooperative, the higher its bargaining 

power is, and ultimately leading to higher compensation for its members (Mehta et al, 2021; 

Korjan & Narayan, 2021). This model is characterised by high reciprocity since all parties are 

stakeholders and are equally affected and bound by the governing rules they discuss, negotiate, 

and then agree upon (Ho & Chuang, 2019).  

 

An example of a data cooperative is the Decentralised Artist News Network (DAN), a worker 

cooperative for journalists, musicians, and other creative professionals based in Denmark. DAN 

allows its members to control their data, such as music streaming history or performance 

reviews. The cooperative then aggregates this data to provide valuable insights to the creative 

industry, without compromising individual privacy. While data cooperatives are still in their 

early stages in Africa, initiatives are promoting this model. For example, in South Africa, the 

Mzansi Data Steward (MDS) has been established as a non-profit organisation working towards 

a data cooperative model for South Africa (Coetzer & Hamer, 2019). MDS aims to empower 

citizens with ownership and control over their personal data and envisions a future where South 

Africans can decide how their data is used and benefit from its value (Coetzer & Hamer, 2019). 

 

According to Berti, Marina, Ponti, and Craglia (2020), while data cooperatives distribute data 

access/rights among actors like data sharing pools, they differ from the latter in that they provide 

higher involvement of data subjects and are guided by different goals. Whereas data 

cooperatives enable a decentralized data governance approach in which data subjects 

voluntarily pool their data together, to create a common pool for mutual benefits (Ho & Chuang, 

2019; Korjan & Narayan, 2021), participants of data cooperatives share data while retaining 

control over it, having a say on how it is managed and put to value, and not submitting to the 
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extractive logic of digital capitalism (Borkin, 2019; Ho & Chuang, 2019; Korjan & Narayan, 

2021).  Borkin (2019) and Delacroix & Lawrence (2019) believe that by establishing a 

relationship of trust with the cooperative that manages data on their behalf, data cooperatives 

preserve democratic control over their data and might demand an equitable share in the benefits 

produced.  As a result, it can be argued that data cooperatives have the potential to tackle the 

power unbalances prevalent in the current data economy and are an explicit attempt to rebalance 

the relationship between data subjects, data platforms and third-party data users. This is because 

data cooperatives are implemented under an approach of bottom-up data trusts whereby 

agreements and contracts provide the means for citizens to be informed, express their 

preferences, and concretely decide how to share their data and for which purpose (Delacroix & 

Lawrence, 2019). 

 

Nevertheless, it is key to note the variations under the data cooperatives model, since for some 

cooperatives, the main objective is better agency over data, for others it is about realising greater 

collective and/or societal value (Mannan, Wong, Bietti, & Etxeberria, 2022). Indeed, Berti, 

Marina, Ponti, and Craglia (2020) and Korjan & Narayan (2021) also argue that whereas data 

cooperatives often generate sufficient income for their maintenance and development, they are 

not based on profit-maximising objectives. This is because they often aim to create public value 

across society, including promoting social change and addressing societal issues, for instance, 

by fostering equality, digital rights, environmental causes, or medical research (Berti, Marina, 

Ponti, & Craglia, 2020). One limitation to this mode of governance is that although there is a 

growing interest in data cooperatives for ethical approaches to data sharing and use, currently, 

there are only a few small examples, since this model struggles to compete and scale up against 

big tech that are advantaged by their monopolistic position, their critical mass of users, and 

greater financial resources (Sandoval, 2019). 

 

2.8.3 Public Data Trusts (PDTs) 

 

Public data trusts can be defined as a model of data governance in which a public actor accesses, 

aggregates, and uses data about its citizens, including data held by commercial entities, with 

which it establishes a relationship of trust (Delacroix & Lawrence, 2019; Mulgan & Straub, 

2019; Korjan & Narayan, 2021). Under this mode, several stakeholders might be involved in 

this model, including city administrators, managers of public institutions, platform companies, 

trusted data intermediaries, research institutions, start-ups, and SMEs (Berti, Marina, Ponti, & 

Craglia, 2020). Public administrations may also invite third parties to access their data sources 
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and develop data-driven services and/or offer guidance on data sharing (Hall & Pesenti, 2017; 

Morozov & Bria, 2018). A key goal of PDTs is to integrate data from multiple sources to inform 

policymaking, promote innovation, and address societal challenges while adopting a 

responsible approach to the use of personal data (Berti, Marina, Ponti, & Craglia, 2020; Korjan 

& Narayan, 2021).  

 

In public data trusts, public actors assume the role of trustees that guarantee citizens’ data is 

handled ethically, privately, and securely (Berti, Marina, Ponti, & Craglia, 2020), which 

potentially results in the establishment of a relationship of trust between citizens and public 

bodies, where citizens are reassured that public actors are capable of keeping their personal 

information safe and secure and that they will use data to improve their lives (Collinge, 2018). 

To earn such a level of trust from citizens, public bodies might engage in citizens’ consultations 

and living labs or require the intervention of external independent organisations that act as 

trusted intermediaries (Collinge, 2018). These trusted intermediaries are new institutions that 

are allegedly held to account for securely managing data, preserving citizens’ privacy, and 

maximising the public value of data (Mulgan & Straub, 2019). These entities will be 

independent and unrelated to for-profit firms and big tech corporations, and guarantee that data 

is managed without abuses through strong accountability and standards (Mulgan & Straub, 

2019; Korjan & Narayan, 2021). Under such circumstances, even if citizens may be regarded 

as recipients who benefit from services and policies developed through PDTs, they might be 

explicitly involved in this model through ‘trust-building’ governance mechanisms such as 

living labs, public consultations, and civic society initiatives. 

 

Notable examples of PDTs include the Finnish Social Data and Evidence (SDE), which is a 

network of public data trusts in Finland that manage social and health data collected by 

government agencies (FSD, 2024). The SDE ensures secure access to this data for researchers 

while upholding strict privacy regulations (FSD, 2024). In Africa, where there are no 

established public data trusts, the continent is witnessing a growing interest in data governance 

and privacy. Initiatives like the African Data Protection Network (ADPN), which brings 

together African data protection authorities to collaborate on data governance best practices 

(Smart Africa, 2022) could play a crucial role in the future development of public data trusts in 

Africa. A limitation of the PDTs model is that all data with a public interest component (even 

if collected by commercial entities) is part of a nation's infrastructure and thus requires that 

information be socialised to produce value for citizens and society (Cardullo, Feliciantonio, & 

Kitchin, 2019; Morozov & Bria, 2018).  



 

61 

 

Another limitation is that the involvement of private companies in such forms of data sharing 

takes place only voluntarily, while government-owned and utility companies (such as energy 

and transport) have more motives to collaborate with public bodies (Bass, Sutherland, & 

Symons, 2018; Open Data Institute, 2019). Berti, Marina, Ponti, and Craglia (2020) claim PDTs 

are still a relatively new concept, and their implementation is often limited to small pilot 

projects because the frameworks they require to govern them can be complex and require 

significant resources to develop, which can be a barrier to their implementation. Another key 

limitation to PTDs is that they require funding to operate, and for developing countries, securing 

adequate funding can be a challenge, especially for larger-scale initiatives (Delacroix & 

Lawrence, 2019), which can limit the scope and scale of public data trusts and make it difficult 

to expand their use beyond small pilot projects.   

 

2.8.4 Personal Data Sovereignty (PDS) 

 

According to Couture and Toupin (2019), this model is characterised by data subjects having 

greater control over their data, both in terms of privacy management and data portability, 

compared to the current dominant model. The label comes from the broader principle of 

technological sovereignty, which concerns subjects, public administrations, or governments 

regaining control of technology, digital content, and infrastructures – thus reducing the 

influence of IT commercial enterprises and foreign States in which these companies reside 

(Couture & Toupin, 2018; Villani, 2018). This model promotes a different and fairer data 

economy, echoing critical accounts of the dominant model of surveillance capitalism 

(Lehtiniemi, 2017). Under the PDS model, Data subjects are envisioned as key stakeholders 

together with digital service providers, which deliver the means for subjects to control, use, and 

share their data, and re-users with whom data subjects decide to share their data (Ilves & Osimo, 

2019). According to Ilves & Osimo (2019) and Lehtiniemi (2017), this governance model 

pursues two goals: it increases individuals’ self-determination, granting more opportunities to 

access, share, and use personal data, and engendering a more balanced relationship between 

users and digital platforms; and it is expected to foster a socially beneficial usage of data 

through the development of new data-driven services centred on user needs.  

 

It is important to understand the actors who are mooting for this model. According to Berti et 

al (2020), this model has been especially encouraged within the context of MyData, an 

international movement and a community of activists, non-profit organisations, think tanks, as 
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well as commercial actors, start-ups, and SMEs. This creates a smorgasbord of interests, e.g., 

activists’ interests for social change and the economic interests of commercial firms. The same 

tension stands at the core of the PDS model and its positioning towards value generation since 

PDSs are expected to produce value in the form of data subjects’ self-determination, 

knowledge, and public interest, but at the same time, foster economic growth through an 

ecosystem of new commercial services supporting them (Berti, Marina, Ponti, & Craglia, 2020). 

This can be construed as one of the limitations of the model. A limit of this model lies in its 

dependence on personal data spaces, as these are currently adopted by only a niche of users and 

often fail to scale beyond pilots (Ilves & Osimo, 2019). As business entities, they may be 

interested in how to ‘nudge’ users, and a few personal data spaces might gain more power in 

the market (Lehtiniemi, 2017). Furthermore, citizens have limited awareness about platforms’ 

use of personal data for profit and the need for alternative models of value production, and the 

majority would not be capable, nor have the time to, take advantage of the opportunities offered 

by these intermediary services (Andrejevic, 2014). As argued by Lehtiniemi and Haapoja 

(2019), envisioning citizens as market agents who are free to choose from an ecosystem of 

personal data spaces might not fully address the asymmetries of power of the current data 

governance landscape. 

 

2.8.5 Data Localisation (DL) 

 

Another model of data governance is evolving around data localisation. This refers to measures 

that have the effect of limiting the flow of data to a certain locale, whether it be a country, set 

of countries, region, or even sub-national geographical units like states, provinces, or cities 

(Sucker & Beyleveld, 2022).  In general terms, data localisation is a mode of data governance 

where a government or organisation mandates that data generated or collected within its 

jurisdiction must be stored and processed within its borders and is typically done to maintain 

control over the data and protect it from foreign surveillance or other threats. According to Singh 

(2022), it can be viewed as a way to enhance data privacy and security, as it ensures that sensitive 

data is not transmitted outside of the country or region where it was generated, and thus, this 

can help to protect against data breaches and cyberattacks by limiting the number of access 

points to the data.  Data localisation measures come in various forms, each of which has its own 

set of consequences and peculiarities. Three major forms of data localisation include 

conditional restrictions, local copy requirements, and local data storage mandates (Foreign 

Policy Magazine, 2021). 
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It is key to note that under data localisation, conditional restrictions lay out a set of rules that a 

company must follow to transfer data outside the country in which it was collected (Foreign 

Policy Magazine, 2021). For example, the General Data Protection Regulation (GDPR) of the 

European Union (EU) encapsulates this form of data localisation, which mandates that data may 

only be transferred outside the EU to designated safe countries, or if there is a legally binding 

contract in place guaranteeing that certain conditions are met (Foreign Policy Magazine, 2021).  

About other forms, local copy regulations allow data to be stored outside of a country only if 

there is a copy of the same data held on a server inside the country, while Local storage, the 

most restrictive form of data localisation, requires that data be stored on a server within the 

country (Foreign Policy Magazine, 2021). Both types of regulatory practices grant governments 

access to all data collected but increase costs for foreign companies as they need to double the 

amount of data they store, build new servers, or rent server space locally. 

 

Sucker and Beyleveld (2022) argue that some measures require that copies of specific types of 

data be stored on a server in a given geography, whereas others may ban the transfer of certain 

data types to other locales outright. The former category of measures results in a weaker form 

of localisation in the sense that the data in question may leave a particular jurisdiction, provided 

that a copy of that data remains in that jurisdiction  (Sucker & Beyleveld, 2022). The author 

further notes that the latter category of measures is stronger because the data may not leave the 

jurisdiction at all. However, Anushka (2020) and Singh (2022) clarify that measures that 

stipulate where data must be stored may go together with measures that speak to where certain 

types of data may be processed. Furthermore, one clear issue is that data localisation laws stand 

to have the most significant commercial impact on how businesses operate internationally and 

can determine whether a company can operate in a foreign country at all (Foreign Policy 

Magazine,2021; Singh, 2022; Anushka, 2020).  

 

Data governance has also been linked to national sovereignty concerning data flows. According 

to UNCTAD (2021), digital sovereignty is associated with the need to store data within national 

borders, often through regulating or, at times, restricting cross-border data flows. Two 

narratives are defining data governance discussions, both at policy and academic levels, i.e., 

data protectionism (restriction of cross-border data flows) and data liberalisation. Burri (2021) 

and Tanczer, Neira, Parkin, Patel, and Danezis (2018) agree that the discourse on cross-border 

data flows has raised economic and political concerns related to the concentration of data, data 

sovereignty, privacy, law enforcement, and national security. This has posed the question of 

whether countries should insist that companies process data within their jurisdictions, and 
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already many countries have enacted restrictions on the transfer of data across borders (Tanczer 

et al, 2018).  Brass and Hornsby (2019) claim that this has resulted in countries reflecting on 

the level of data flow restrictiveness types and measures in terms of costs for digital trade.  Such 

measures include: a) a ban on data transfer or a local processing requirement for data; b) a local 

storage requirement, and c) a conditional flow regime, and are being contested in policies 

affecting the domestic use of data, divided into the following subcategories i.e., a) data retention 

requirements, b) subject rights on data privacy, c) administrative requirements on data privacy, 

and d) sanctions for non-compliance (Brass & Hornsby, 2019). 

 

The enactment of data governance measures is indeed a topic of hot discussion across the world, 

and it is creating different schools of thought with regard to governing this resource data.  Burri 

(2021) claims that actors are arguing that data should flow freely since any restriction creates 

unnecessary costs for businesses and the economy while also limiting the freedom of expression 

of people online. On the other hand, certain stakeholders argue that these measures are 

legitimate to protect important policy objectives, such as privacy and security, and that gainful 

participation in E-Commerce relies on data governance (Burri, 2021). The second group of data 

policies relates to the use of data domestically and includes all measures that impose certain 

requirements for firms to access, store, process, or, more generally, make any commercial use 

of data within a certain jurisdiction. These measures apply to both local and foreign firms alike 

and include data retention requirements, administrative requirements, such as the need to 

prepare a Data Privacy Impact Assessment (DPIA) and to hire a Data Protection Officer (DPO), 

data breach notifications to government authorities, and the requirement to provide the 

government with direct access to personal data (Mian & Rosenthal, 2016).  A key question 

coming up clearly from all these divergent positions is whether, to obtain value from data, e.g., 

gainful participation in E-Commerce, firms and countries need to ensure the processing and 

storage of data locally, or they should sanction its free flow across borders while regulating its 

utilisation and accessibility.  

 

Data governance challenges do not only apply to big tech but also to states themselves. Burri 

(2021) notes that the capacity to handle data has increasingly turned into a competitive 

advantage not only for companies but also for countries and plays out as a power move in the 

global political economy. This is because companies and governments are increasingly 

exploring and using the potential of data to mobilise their resources aptly, to make the data-

driven economy real (Burri,2021).  For example, Pfeiffer (2022) observes that the ongoing 

battle between China and the United States about 5G dominance mirrors the same hyper-
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competition between big tech largely from the United States, China, and the EU. Øverby and 

Audestad (2021) note that this two-horse race has exacerbated the control and ownership of the 

data-based economy by a few countries and big tech firms, that they are capable of unilaterally 

setting the rules of interaction for all the economic and social actors in that sector, such as Uber 

vis-a-vis transport, Amazon for E-Commerce, Airbnb for accommodation, and Facebook for 

digital social interactions. As a result, all other countries risk facing exclusions and 

dependencies that are painfully reminiscent of colonial times (Gurumurthy & Chami, 2022). 

Therefore, the geopolitics of data concentration and data power at the two poles of the U.S. and 

China needs to be examined on how it impacts global discussions on data governance.  

 

In conclusion, the development policy landscape is therefore littered with incoherent data and 

E-Commerce governance models, and with divergencies on what kind of governance model 

should be adopted by states to ensure mutual benefits presented by E-Commerce. Amidst the 

incoherence and lack of consensus on the policy approach, Atkinson and Cory (2021) believe 

that the discourse and policy formulation on data governance and E-Commerce are evolving, 

evidenced by a point of convergence by all parties that governance of data and cross-border 

data flows is crucial.  This has prompted calls for a global data governance framework that 

complements other levels of data governance because while existing multilateral rules have 

relevant provisions for regulating E-Commerce, there are several limitations (Singh, 2020; 

UNCTAD, 2021). Indeed, UNCTAD (2021) argues that the existing multilateral rules were 

designed to regulate broader issues, which ignore the new issues brought by digitalisation, and 

thus need to be updated with a robust regulatory framework. While such a framework is 

important, Gill and Cutler (2014) caution that these should not be simply understood as trade 

agreements but rather as groundbreaking initiatives for disciplining government authority in 

regulating the actions of global firms and investors to extend global markets. While such rules 

may promote the free cross-border flow of data and ban or limit data localisation requirements, 

Sigh (2020) and Burri (2021) argue that a country’s capacity to gainfully participate in E-

Commerce is dependent on its regulation of data flows.  

 

2.9 Synthesis: A Gap in Political Economy Framing. 
 

The reviewed literature reveals that there is still a need to investigate the evolution of the 

international political economy of data and how data has been integral to the development of 

the world economy at various points. This view is shared by Burri (2021), Mian and Rosenthal 

(2016) and Øverby and Audestad (2021), who argue that the economic literature that discusses 
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the cost of data policies from a trade perspective is scarce, probably because the topic is 

relatively new. Atal (2020) further notes that the rather scarce empirical literature leans towards 

the possibility that, unless a mutually beneficial global and continental framework that regulates 

power relations shaping data flows is established, the latecomers to the digital economy may 

not gainfully participate in E-Commerce. Yet complex is the desire to achieve such much-

needed coherence and interests of the different E-Commerce actors since tech corporations have 

grown into behemoths by establishing themselves both as purveyors of their products and as 

the hosts of digital platforms that circumscribe, and profit from the activities of other smaller 

E-Commerce actors (Atal, 2020; Burri, 2021; Pfeiffer, 2022). From such analysis, it can be 

deduced that most scholarship on data governance and E-Commerce is either technical (focused 

on cybersecurity or privacy) or economic (focused on competitiveness). What is under-

theorised is how power is embedded in governance approaches, especially in trade, 

infrastructure, and platform relations.  

 

2.10 Conclusion  

 

This chapter highlighted the factors behind the rise of data as a precious resource of the fourth 

industrial revolution, its modes of governance, and how the interests of the actors in data value 

chains are shaping its governance. Specifically, the study reveals that the firstcomers to 

digitalisation, who already dominate the data and E-Commerce economy, are pushing for rules 

that are consolidating their “big brother” power. These rules, unless countered by national 

legislation which should aim at building the catch-up capacities for the “latecomers” to 

digitalisation, will make it hard for them to leverage data to meaningfully participate in E-

Commerce. While this chapter discussed the rising alternative approaches to data governance 

for E-Commerce being advanced by many scholars, it also showcases that the existing power 

structures, i.e., governments, through using existing legislations, might struggle to regulate 

powerful corporations, especially those dominating the data landscape. This lack of control over 

data could lead to an imbalance. Building on this likelihood, the section builds a case for 

reimagining data governance rules to ensure they balance individual rights and economic 

benefits of E-Commerce, promote fair competition within the E-Commerce market, and protect 

citizens' data privacy while allowing for innovation. To explain this reimagination, this 

dissertation adopts Stephen Gill’s New Constitutionalism theory and assesses its applicability 

in tackling the power relations that shape data governance for gainful participation in E-

Commerce by “late comers” to digitalisation, like Kenya and Uganda, as elucidated in Chapter 

Three. 
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3 New Constitutionalism of Data Governance and its Nexus to E-

Commerce 
 

3.1 Introduction 
 

The analysis developed in this dissertation is situated at the intersection of political economy 

and digital governance. It proceeds from the premise that the digital economy is neither neutral 

nor self-regulating, but is instead structured by relations of power that are embedded within 

legal, institutional, and technological arrangements. To comprehend these dynamics, the study 

draws upon two complementary conceptual lenses: new constitutionalism and digital 

colonialism. Each, in its own way, offers a means of understanding how authority is constituted 

and exercised within the global digital order. 

 

The governance of data has become a critical issue in international policymaking. As more data 

is generated, collected, and analysed, it raises critical questions about the distribution of power, 

control, and authority in society, i.e., who has access to this data, how it is used, and who 

benefits from it. Smith (2012) defines power as the capacity of a social system to get things 

done in its collective interest. For purposes of this dissertation, the definition of authority by 

Grimes (1978) as a direction or control of the behaviour of others for the promotion of collective 

goals based on some ascertainable form of their knowledgeable consent is adopted. The 

dissertation also adopts the conceptualisation of power by Grimes (1978) as control or influence 

over the actions of others to promote one's goals without their consent, against their will, or 

without their knowledge or understanding. The dissertation also subscribes to the diagnosis of 

power distribution and control by Foucault (1980), who argues that the dichotomy can be 

observed from certain mechanisms that ‘automize’ and ‘deindividualize’ power, and how a 

material or ideological structure can be used by individuals and institutions as vehicles of 

power, to create and sustain a power relation independent of the person who exercises it. These 

dimensions of power work well in understanding the power relations of data governance and 

how they influence the nature and extent of a country’s participation in E-Commerce. 

 

As discussed in Chapter One, this dissertation: (a) evolves around the contestations on power 

relations that shape data governance and how these impact a country’s E-Commerce; (b) 

assesses the interests of different actors in data governance and how this ultimately shapes a 

country’s participation in E-Commerce; and (c) argues that the existing power structures i.e., 

governments, through using existing legislations might struggle to regulate powerful 

corporations, especially those dominating the data landscape. Most importantly, the dissertation 
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hypothesises that data governance is critical in determining whether a country will gainfully 

participate in trade or not. To answer this hypothesis, this dissertation employs Gill Stephen’s 

new constitutionalism theory. This theory provides a useful theoretical framework for 

understanding power relations in the context of data governance, focusing on how power is 

exercised and contested in the governance of data. To assess the aspect of digital colonialism, 

the dissertation, albeit to a smaller extent, integrates the post-colonial theory as advanced by 

Fanon (1964), Nkrumah (1965), Said (1988), and Mignolo (2011), which helps illuminate how 

data governance models reproduce power asymmetries. 

 

By applying the new constitutionalism theory, this section seeks to advance the understanding 

of the complex interactions between technology, politics, and economics in the digital age, and 

to provide insights for policymakers, businesses, and other stakeholders on how to navigate the 

rapidly evolving landscape of data governance and E-Commerce. It seeks to contribute to a 

more nuanced understanding of the challenges facing countries seeking to participate in the 

global E-Commerce marketplace. Ultimately, this framework seeks to provide a theoretical 

foundation for understanding the complex relationships between data governance, power, and 

E-commerce participation. The theory is tested on its applicability in identifying the unequal 

distribution of power among different actors in the data governance and E-Commerce 

ecosystem. Thereafter, the theory is assessed on its capacity to create a better analysis of the 

power relations involved in data governance and how they impact the development of E-

Commerce and ultimately the nature of a country's participation in E-Commerce. 

 

3.2 Examining New Constitutionalism and its Tenets  
  

As the Internet is becoming the most important infrastructure for worldwide 

communication, constitutionalising its governance is required to ensure its security and 

resilience, as well as the protection of the individual rights of all people involved, including 

the freedoms of information and expression, of sciences and education, intellectual property 

rights and the protection of data and privacy as elementary aspects of human dignity 

(Pernice, 2016).   

 

In the early 1990s, Stephen Gill introduced the terms ‘new constitutionalism’, ‘disciplinary 

neoliberalism, and market civilisation into the lexicon of international political economy 

(Brodie, 2014). These conceptual benchmarks have occupied persuasive ground in an ongoing 

debate about the character, coherence, and consequences of neoliberal governing ideas in 
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contemporary international and national politics (Schilling-Vacaflor & Nolte, 2012; Brodie, 

2014). Gill and Cutler (2014) define new constitutionalism as a “set of dominant political 

practices that are reconstituting political and civil society as well as the relations between 

humanity and the environment in fundamental ways” (pp.2-5). In addition to being described 

as a legally locked-in rules-based market discipline, Susanna (2021), and Gill and Cutler (2014) 

further define new constitutionalism by using a combination of various sets of processes i.e.: 

“(a) the uneven emergence of a de facto constitutional governance structure for the world 

market (intended to operate regionally, nationally, and globally) involving the interaction of 

public and private power, incorporating international organizations; and (b) the specific 

locking-in mechanisms (laws, rules, regulations, procedures, and institutions) associated with 

neo-liberal patterns of accumulation” (p.7). The above definition confirms Gill’s definition of 

new constitutionalism as the political project of attempting to make transnational liberalism, 

and if possible liberal democratic capitalism, the sole mode for future development (Gill, 2008). 

 

Gill’s contributions to new constitutionalism are inspired by the works of the Italian Marxist 

Antonio Gramsci through his neo-Gramscian approach. This approach, which describes 

developments in political economy in terms of class, constellations of social forces, world 

orders, and hegemony, enjoyed its heyday around the turn of the millennium, particularly 

analysing the rise and institutionalisation of neoliberalism (Susanna, 2021). Gill’s work in this 

discipline has made numerous appearances in academic contributions, especially in the context 

of international trade agreements and negotiations (Susanna, 2021). Gill first analysed new 

constitutionalism as a global phenomenon, whereby neoliberalism was increasingly locked in 

at the global level and propagated by institutions such as the WTO and the OECD (Susanna, 

2021; Biscahie & Gill, 2022). Since then, literature on the political economy of new 

constitutionalism has provided an illuminating basis for conceptualising the market disciplinary 

regulatory reorganisation of world capitalism. For example, studies of new constitutionalism 

have focused primarily on the worldwide legal architectures of market-disciplinary regulation 

and have tended to emphasise the geopolitical institutionalisation of marketising and 

commodifying rules since the 1980s (Gill & Cutler, 2014). In this way, Biscahie and Gill (2022) 

argue that the raison d’être of new constitutionalism, and its associated market-preserving 

federalism, is to make alternative futures, e.g., socialist alternatives, illegal, to prevent future 

governments from undoing commitments to a disciplinary neoliberal pattern of accumulation. 

It thus operates across time and space and, in so doing, entails efforts to politically contain 

challenges to the disciplinary neoliberalism project through co-optation, domestication, 

neutralisation, and depoliticisation of opposition (ibid). 
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Gill’s portrayal of the new constitutionalism projected a new transnational governing order 

enforced through what Brodie (2014) terms the binding decrees of transnational legal 

instruments, trade agreements, and international financial institutions. This new constitutional 

order disciplines national states to protect and extend property rights and to insulate key aspects 

of national economies from democratic accountability (Schilling-Vacaflor & Nolte, 2012). By 

advocating for rules and laws by which economic policy space is circumscribed, Gill (2002) 

believes that this limits democratic control over central elements of economic policy and 

regulation, hence locking in future governments to liberal frameworks of accumulation 

premised on freedom of enterprise. Nevertheless, juxtaposed to the predominant ‘traditional’ 

constitution, new constitutionalism entails the provision of a quasi-constitutional framework 

for the reconstitution of the legal rights, prerogatives, and freedom of movement for capital on 

a world scale (Gill, 1997). The quasi-constitutional initiatives involve direct restrictions on the 

policy autonomy and economic sovereignty of nations to ensure and support the rule of global 

market forces (Gill, 1997). A critical argument being advanced here is that both forms of 

constitution aim at creating rules and policy frameworks that seek to obtain some form of 

acceptance by the actors in the economies at all levels. 

 

The question of power relations has also been examined by the new constitutionalism theory. 

According to Gill and Cutler (2014), new constitutionalism considers the structural dimension 

of the power of capital and how this is precisely locked in, consolidated, and ultimately 

normalised so that it becomes constituted power. Such constituted power is largely exercised 

by transnational corporations and involves the extension of private property rights and investor 

freedoms that are locked in by hard-binding forms of law as well as by other rules and 

regulations (Gill & Cutler, 2014; Brodie, 2014). Furthermore, this constituted power is 

perpetuated through attenuation, incorporation, co-optation, or depoliticisation of democratic 

forces and potential opposition (Gill & Cutler, 2014). Moreover, this resonates well with new 

constitutionalism since the theory argues that rules and disciplines of global constitutionalism 

operate in ways that seek to subordinate the universal to the particular interests of large capital, 

i.e., its discipline operates hierarchically (in terms of social classes, gender, race and in terms 

of national power) within and across different nations, regions and in the global political 

economy (Gill, 2008). A key argument being advanced here is that each state’s self-proclaimed 

monopoly of law creation on its sovereignty is challenged by the exportation by other states of 

their norms through the international economic exchange, and in particular, through 

multinational enterprises (Robé, 1997), who the new constitutionalism ethos paves the way for.  
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There have been attempts to assess the role of economic actors in shaping the new 

constitutionalism ethos.  According to Gill and Cutler (2014), new constitutionalists view the 

constitutional processes involving global actors as a mechanism for the constitutionalising and 

consolidation of global neoliberalism in the interests of capitalist social forces. Furthermore, 

Gill and Cutler (2014) demonstrate that such new constitutionalist processes occurring at the 

state and interstate levels, such as bilateral investment treaties or World Trade Organisation 

(WTO) rules, are locking states into the neoliberal global economy, essentially undermining 

state autonomy and national democratic processes. They function at the level of both states and 

global institutions to politically, juridically, and ideologically restructure governance forms and 

institutionalise policies and discourses conducive to neoliberal development (Gill, 1998). 

Essentially, new constitutionalism reconstitutes public institutions as free-market facilitators, 

locking in market and corporate-friendly policies (Gill, 2008) through a mechanism where 

global and supranational institutions impose disciplinary constraints downwards on national 

states (Gill & Cutler, 2014). Thus, one can argue that new constitutionalism involves dominant 

forms of agency and conscious projects to insulate the economy and private power from any 

potential for democratization control (Woodley, 2015). This is corroborated by Sinclair (2000), 

who argues that the impacts of neoliberal trade and investment rules on public services are 

mainly structural and constitutional, including the rise of global corporations’ bargaining power 

when new public services are proposed or contemplated.  

 

Gill and Cutler (2014) use the new constitutionalism theory to interrogate who benefits from 

trade liberalisation and investment, or more broadly from corporate expansion. According to 

the authors, a central characteristic of the world order today is how it has been shaped by a 

worldwide market revolution associated with globalisation and neoliberalism (Gill & Cutler, 

2014). These ultimately lead to economic integration beyond state borders, culminating in a 

global marketplace of commodities, ideas, and identities (Gill & Cutler, 2014). While Chang 

(1999) argues that the state is a critical player in creating and regulating the economic and 

political relationships that can support sustained industrialisation, Gill (1997) contends that new 

constitutionalism strives for an economy whereby important areas of economic policy are taken 

out of the control of (elected) governments. Since they involve national and global dimensions 

of the rule of law (Gill, 2008), such arrangements are intended to be politically locked in so that 

economic agents will be able to realise their investment plans with a long political shadow of 

the future (Gill, 1997). Thus, new constitutionalism involves locking in forms of market 

discipline by making states operate under greater market discipline (Gill, 2008). 
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New Constitutionalism theory reveals the coercive and anti-democratic character of 

disciplinary neo-liberalism in general, and of trade and investment agreements in particular, 

and further contrasts with the mainstream discourse, which portrays such agreements as 

inevitable and irresistible steps in the creation of a single global economy (Gill & Cutler, 2014). 

This also involves a type of counter-revolution of the powerful against the weak and is 

associated with mandating liberalisation and privatisation to turn the private sector or large 

corporations into primary agents of global governance (Gill, 2008). As a result, state power is 

constrained by forces operating above and below it (Budd, 2013), which intensifies and deepens 

the scope of market disciplines in organising social and world orders, and ultimately shapes the 

limits of the possible in people’s everyday lives (Gill & Cutler, 2014).  

 

The above analogy confirms what Brodie (2014) and Susanna (2021) think of new 

constitutionalism emerging as a de facto governance structure for the global political economy, 

and one that is premised upon both domestic constitutional transformation as well as 

progressive liberalisation of the global political economy (Gill & Cutler, 2014). Rather than de 

jure constitutional changes, new constitutionalism focuses more on de facto changes of 

governance that may serve to reconstitute political power on a world scale (Gill & Cutler, 2014). 

These changing forms of governance are emerging from the expansion of constitution-making 

throughout the world, the increasing jurisdiction of international trade and investment laws, and 

the emergence of global administrative laws, which Gill and Cutler (2014) claim are knitting 

the world together under the promise of global rule of law. Thus, Gill and Cutler (2014) view 

trade policies as providing a means to punish government regulatory measures that stray from 

a shared neoliberal ideological framework and have ultimately been used to reduce state 

sovereignty and weaken its democratic authority and local control over the economy while 

obstructing alternative paths of development. This argument is aimed at showcasing the 

symbiotic relationship between new constitutionalism and globalisation, with each relying on 

the other, i.e., a closely knitted and connected world through universal rules propels the 

objectives of globalisation, while global interconnectedness is a stepping stone for advocating 

global rules that maintain the status quo.  

 

A deeper examination of new constitutionalism is presented by both Brodie (2014) and Biscahie 

and Gill (2022), who equate new constitutionalism to a political project or a prevailing ruling 

class strategy designed to anchor neoliberal policies into national and international legal 

frameworks, insulating these policies from normal, day-to-day democratic debates and 
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decision-making to transform public policy in the interests of (generally mobile) capital. Gill 

and Cutler (2014) argue that many international agreements and treaties have domestic 

constitutional status and act as part of a transnational force field of laws, as well as patterns of 

incentives and constraints that serve to constitute global power relations and some of the 

governing institutions and structures of the global political economy. Such agreements have 

tended to become successful because, as claimed by Gill (2000), New Constitutionalism entails 

a direct inversion of the historically entrenched national-global relationship, whereby the global 

is no longer seen as a product of nationally steered institutionalisations. Instead, it is now the 

global that is institutionalised in the form of various multilateral apparatuses that impose market 

discipline upon national states (Gill, 2000). Thus, the role of multilateral and bilateral trade and 

investment agreements in the perpetuation of new constitutionalism cannot be overstated since, 

as argued by Gill (2000), these can be understood as forward-looking “commitment 

mechanisms” or “disciplines”.  

 

While comparing the forms of liberal and new constitutionalism, Graham, Andersen, and Mann 

(2015) claim that new constitutionalism combines both the old and new in a radically changed 

contemporary context. Under new constitutionalism, the forces of commodification are 

reaching ever deeper into new domains that have previously not been subordinated to capitalist 

market forces or encoded in contractual relations (Graham, Andersen, & Mann, 2015).  

Whereas, under liberal constitutionalism, the global was only thinly institutionalized through 

international free trade agreements, Gill and Cutler (2014) believe that the new 

constitutionalism is composed of a relatively dense institutional web of market-disciplinary 

apparatuses at both global and supranational scales, from the International Monetary Fund 

(IMF), World Bank, WTO, European Union (EU), African Union (AU) and other multilateral 

organizations. The disciplinary nature of this worldwide institutional web consists not only in 

its rigid orientation toward market rule but also in its role in systematically narrowing 

socioeconomic policy parameters available to national states (Gill & Cutler, 2014). As a result 

of this rigid orientation, new constitutionalism establishes a worldwide institutional grid that 

offers transnational capital multiple exit options within putatively sub-optimal regulatory 

environments (Graham, Andersen, & Mann, 2015). At the same time, it shrinks and weakens 

established relays of parliamentary-democratic control over capitalist investment activities. 

Consequently, the new constitutionalism can be understood as a means to discipline nation-

states to create internal political institutional spaces oriented toward extended, accelerated 

capital accumulation (Gill & Cutler, 2014). 

 



 

74 

The above section attempts to define what the new constitutionalism theory is and its forms. By 

assessing the arguments of the key contributors to the theory, it can be summarised that the 

theory’s definition and its forms consist of four major dimensions. The first form consists of 

the establishment of a constitutional structure for the global market that dictates the public, 

private, and international powers (Gill & Cutler, 2014). By imitating political constitutions, 

these structures ensure sovereignty (Teeple & McBride, 2010) by shifting economic power 

from the national to the international, as well as from the public to the private (Hilbink, 2008). 

The second form of new constitutionalism theory entails the separation of economic policies 

from domestic influence to allow for capitalist markets to grow while extending the commodity 

form and the market forces (Gill & Cutler, 2014). This separation insulates economic policies 

from governing regulatory powers as well as the public demand for transparency (Hilbink, 

2008). The third dimension of new constitutionalism involves the creation of locking-in 

mechanisms that incorporate laws, rules, regulations, procedures, and institutions (Gill & 

Cutler, 2014), hence putting limitations on legislative and policy autonomy (Gill, 1998). Lastly, 

the fourth aspect of new constitutionalism involves diminishing the need for formal 

accountability by creating a system that accords privileges to international corporations and 

private entities, thus creating a double legal standard (Gill & Cutler, 2014).  A key takeaway 

from this fourth dimension is that new constitutionalism diminishes the watchdog role of the 

state by providing flexibility for self-regulation and reducing transparency among corporations.   

 

Nevertheless, new constitutionalism, like any other theory, has its critics. Indeed, Gill and 

Cutler (2014) agree that while the new constitutionalism rule regime has been more than three 

decades in the making, it has been in a perpetual state of contestation and reconstruction. It is 

key to note that critics of the new constitutionalism argue that the theory lacks many of the 

attributes associated with classical constitutionalism and entrenched rules that shape what is 

politically possible, including separation of powers and a hierarchy of institutions (Gill, 2008). 

However, this claim is contested by Gill and Cutler (2014), who argue that new 

constitutionalism features several key elements of traditional constitutionalism, ranging from 

forms of judicial review to other quasi-constitutional structures that supervene domestic or 

traditional constitutionalism. Indeed, as earlier noted by Graham et al (2015), new 

constitutionalism combines both the old and new in a radically changed contemporary context, 

which all contain aspects of forms of judicial power and constitutionalism that give more power 

to corporations while lessening that of the state.  
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The new constitutionalism theory is also criticised for its tendency to lock in the neoliberal 

pattern of global development (and the power of capital), which makes it more difficult for 

alternative solutions to common global problems to emerge (Gill & Cutler, 2014). This is 

because new constitutionalism is believed to favour the elitists by providing preferential 

treatment to International financial institutions, investors, and bond-raters, who end up holding 

higher positions of authority than governments or nation-states, hence furthering global 

supremacy (Gill, 1998; Cutler, 2016).  As a result, Cutler (2016) argues that the absence of 

accountability and democratic authority has led many countries to depart from the constitutional 

framework and reclaim their sovereignty as independent nations. Thus, the failure of the new 

constitutionalism theory to recognise the importance of accountability and democracy in 

ensuring that governments commit to the global constitution makes it subject to criticism, given 

that the two are fundamental ingredients in the formulation and implementation of a global 

governance architecture and the constitution that stems therefrom. 

 

Furthermore, critics of the new constitutionalism theory argue that while the theory is useful, it 

is likely to be of little relevance in analysing current and future global transformations (Gill & 

Cutler, 2014). For example, Gill and Cutler (2014) argue that new constitutionalism barely 

explores the transformation of global production through fragmentation and the rise of global 

production chains, despite their centrality to the world market for the whole period. In addition, 

both Gill (2008) and Gill and Cutler (2014) agree that the new constitutionalism has virtually 

nothing to say about the most fundamental of social relations, i.e., that between capital and 

labour, and especially the legal and regulatory strategies developed to enable the local and 

global governance of labour and the development of the social relations of production. As a 

result, new constitutionalism requires the restructuring of social relations and the exposure of 

individuals and communities to the nakedness of the cash nexus (Gill, 2008). A key argument 

being advanced here is that while the new constitutionalism theory examines the power 

relations in the global economy, it does not account for global value chains and the social 

relations therein, which have become a critical component of global production and trade.  

 

While acknowledging the criticisms of the new constitutionalism theory, this dissertation 

believes that the theory remains central in explaining the need for the reconstitution of power 

and governance in the world, especially in the digital economy, where, as argued by Giovanni 

and Radu (2022), a new world order where big tech is redefining power structures that go 

beyond traditional constitutionalism is emerging. As argued by Gill and Cutler (2014), the 

distinctive contribution of new constitutionalism is to foreground the global dimensions of 
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contemporary market-oriented regulatory transformations and to excavate the quasi-

disciplinary, undemocratic modalities through which market rule is being realised. Moreover, 

new constitutionalism is a valid theory to use in this dissertation, given that even those 

contributions that debate traditional dimensions of constitutionalism and the rule of law 

underscore the need for what Gill and Cutler (2014) call critical and innovative re-

conceptualisations of the question of law and constitutionalism to capture contemporary 

transformations in political practices and state forms. Therefore, given the argument that the 

new constitutionalism theory identifies what Giovanni and Radu (2022) term as Western legal, 

constitutional, and regulatory mechanisms that lock in advantages to capital, this makes it a 

good theory for analysing the lock-ins in data governance and how this ultimately affects a 

country’s participation in E-Commerce.  

 

Another argument in favour of the new constitutionalism is that, though it lacks a hegemonic 

quality (Giovanni & Radu, 2022), the theory represents a major component of the existing 

response to the problem, on a world scale, of securing the conditions for extended capital 

accumulation in the contemporary period (Gill & Cutler, 2014). Indeed, while new 

constitutionalism is not the only response because of its parameterising properties and 

tendencies, it is a response to any counter or anti-capitalist projects to challenge the structural 

power of capital at any spatial scale (Gill, 2008; Gill & Cutler, 2014).  This dissertation, 

therefore, uses the new constitutionalism theory because it emphasises the importance of 

transformative constitutionalism that prioritises democratic participation, social justice, and the 

protection of human rights. This is because, in its broader sense, the new constitutionalism 

theory acknowledges that constitutions should not simply replicate existing power structures 

but should also be used as a tool for transforming society in ways that promote democracy, 

equality, and human rights. This is critical for this dissertation, which views data governance 

as a critical component needing redesign to ensure gainful participation in E-Commerce by 

latecomers to digitalisation. In the section that follows, this dissertation presents how the new 

constitutionalism theory relates to power relations in data governance and the E-Commerce 

participation nexus, and why this makes it a more suitable theory. 

 

3.3 Digital Colonialism and New Constitutionalism: Illuminating the Manifestations 
 

The essence of neo-colonialism is that the State which is subject to it is, in theory, 

independent and has all the outward trappings of international sovereignty. In reality, its 

economic system and thus its political policy is directed from outside (Nkrumah, 1965, p.4). 
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Objective three of this dissertation aims to determine whether and which neocolonial tendencies 

of data governance can be identified in Kenya and Uganda’s data and E-Commerce regulatory 

frameworks. This objective was conceived to illuminate how colonial-induced power relations 

in the first, second, and third industrial revolutions manifest in the fourth industrial revolution 

(digital economy). Unveiling these colonial facets in the digital economy would help to 

recommend key proposals for consideration in a comprehensive Pan-African data governance 

ecosystem that reimagines the coloniality of data.  To understand digital colonialism, one should 

critically examine historical colonialism and its metamorphosis into neo-colonialism. Several 

scholars have written about colonialism, its manifestations, its raison d'être, its descendant, i.e., 

neocolonialism, and how it has shaped global social, economic, political, environmental and 

technological relations. 

 

The relationship between new constitutionalism and digital colonialism is neither incidental nor 

merely thematic; it is, rather, structurally intimate. New constitutionalism provides the 

institutional and legal architecture through which neoliberal rules are entrenched and insulated 

from democratic contestation. Digital colonialism, in turn, describes the material and economic 

outcomes of these arrangements, i.e., the extraction and external appropriation of data and 

digital value from the Global South. In this dissertation, digital colonialism is defined as a 

manifestation of new constitutionalist dynamics in the digital economy. That is, the lock-in of 

global data governance rules, often through trade agreements and platform dominance, 

facilitates the structural conditions under which data extraction and asymmetric value capture 

occur. Together, these frameworks enable a more comprehensive analysis of how power 

operates both at the level of governance structures and in their empirical consequences for 

countries such as Kenya and Uganda. 

 

As a system of economic and social establishment, colonialism in the global south was 

spearheaded by a handful of countries like France, Spain, Britain, the Netherlands, Portugal, 

Germany, and the United States at a later stage. According to Couldry & Mejias (2019): 

Colonialism had four components, i.e., the appropriation of resources; the evolution of 

highly unequal social and economic relations that secured resource appropriation; the 

massively unequal global distribution of the benefits of resource appropriation; and the 

spread of ideologies to make sense of all this (for example, the reframing of colonial 

appropriation as the bringing of “civilisation” to the world). (p.4)  
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These four facets served complementary purposes, which kept the colonial machine in motion.  

Appropriation of resources ensured sustained, unchallenged access to raw materials for 

industries in the metropole (colonisers’ home country) and perpetuated primary commodity 

dependence in the colonies. As stressed by Rodney (1972, p. 149), “Colonialism was not merely 

a system of exploitation, but one whose essential purpose was to repatriate the profits to the so-

called mother country. From an African viewpoint, that amounted to consistent expatriation of 

surplus produced by African labour out of African resources. The unequal social relations 

subjugated the colonies to perpetual submission to the metropole, and even after their 

“independence”, neocolonialism has preserved this rigged system. Equally, the unequal 

distribution of benefits kept the metropole rich and the colonies poor, which to date has kept 

inequalities between the two persistent. This is stressed by Fanon (1964), who argues that: 

Today, Europe's tower of opulence faces these continents, for centuries the point of 

departure of their shipments of diamonds, oil, silk and cotton, timber, and exotic produce 

to this very same Europe. Europe is literally the creation of the Third World. The riches that 

are choking it are those plundered from the underdeveloped peoples. (p.58) 

 

The fourth component of colonialism, i.e., the ideology of the “White Man’s burden” to 

“civilise” and “take light” to the global south continents like Africa, was aimed at justifying the 

reasons for the pillaging and plundering of resources in the colonies.  As presented by Rodney 

(1972): 

 

Faced with the evidence of European exploitation of Africa, many bourgeois writers would 

concede at least partially that colonialism was a system that functioned well in the interests 

of the metropoles. However, they would then argue that another issue to be resolved is how 

much Europeans did for Africans, and that it is necessary to draw a balance sheet of 

colonialism. Supposedly, they built railroads, schools, hospitals, and the like (p.205).   

 

The praise of the metropole’s good deeds in their colonies is best presented by Ferguson (2003), 

who claims that: 

Without the influence of British imperial rule, it is hard to believe that the institutions of 

parliamentary democracy would have been adopted by the majority of states in the world, 

as they are today. India, the world's largest democracy, owes more than it is fashionable to 

acknowledge to British rule. Its elite schools, its universities, its civil service, its army, its 

press, and its parliamentary system all still have discernibly British models. Finally, there 

is the English language itself, perhaps the most important single export of the last 300 
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years……. There would certainly not have been so much free trade, nor would there have 

been so much international mobility of labour had it not been for the British Empire (pp.366-

367).  

Such praises were and still are aimed at justifying the reason for colonisation to thwart 

decolonisation movements, a feat that would work in favour of neocolonialism. 

 

Whichever side one might take, the colonial project is alive in the form of neocolonialism and 

has permeated the digital economy in the form of digital colonialism. Couldry and Mejias 

(2019, p. xiii) define data as “an emerging order for the appropriation of human life so that data 

can be continuously extracted from it for profit, which is operationalised via data relations and 

with the world facilitated by digital tools”. This emerging order is so tightly knit that mankind 

is not only appropriated to capitalism but is also locked in sustained surveillance and 

exploitation (consciously and unconsciously) for data. The gradual opening up of human life to 

data extraction by externally based big tech corporations is what Couldry and Mejias (2019) 

and Mejias and Couldry (2024) call “the capitalisation of human life without limit for the sole 

purpose of profit maximisation”. At the centre of digital colonialism is the evolving social 

relations, i.e. data relations, which have altered the interactions between state and economy. 

Indeed, data relations grant tech corporations’ premium access to the realm of social relations 

which, according to Couldry and Mejias (2019), have led states to “become increasingly 

dependent on access to what the corporate sector knows about the lives of those states’ citizens, 

reversing the long-standing direction of knowledge transfer (from states to corporations)” (pp. 

12-13). This dependence is illuminated by Jack Ma, the CEO of Alibaba who argued that “the 

political and legal system of the future is inseparable from the internet, inseparable from big 

data” (Lin & Chin, 2017). 

 

Contemporary digital colonialism is heavily shaped by historical colonialism.  While the former 

used excessive physical and psychological violence to seize territories and bodies (human 

labour), digital colonialism, through digital infrastructure and legal regimes, employs soft and 

often undetected power to guarantee humans’ voluntary and involuntary adherence to 

interwoven systems of extraction in their daily lives. These systems are tailored to govern 

human beings, similar to historical colonialism, with data appropriation a modern version of 

raw material extraction and land grabbing that colonial powers adopted to exploit their colonies 

for close to 500 years. Historical colonialism shaped neocolonialism, whereby only flag 

independence was attained because the metropoles still controlled the levers for the economic 

trajectory of the former colonies. This is stressed by the first president of Tanzania, Julius 
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Nyerere: “The newly independent states were poor, linked to an international trading and 

financial system in which they were more victims than participants, and underdeveloped 

economically as well as in terms of modern education and skills” (Nyerere K. J., 1992). In the 

same vein, digital colonialism is sustained by a system whereby the digitalisation agenda and 

rules are set by global institutions (e.g. the World Trade Organisation and the International 

Telecommunication Union) located in and largely controlled by the former colonial powers. 

The former colonies are required to enact data governance rules that comply with those set by 

these bodies, which perpetuates policy dependence, a situation in which Nkrumah (1965) 

brands the highest order of neocolonialism. 

 

3.3.1 Digital Colonialism as the Systemic Appropriation of Human Lives for Data Extraction 

 

To understand how digital colonialism manifests itself, we need to illuminate the cookie-cutter 

model adopted by historical colonialism, which Blaut (1993) calls the four Es strategy, i.e., 

Explore, Expand, Exploit, and Exterminate. Exploration entailed the surveying of new 

territories (their economic worth and strategic importance), which, upon conquest, made the 

colonial power expand its administration, military bases, and infrastructure. These newly 

occupied territories were exploited of their land and human (labour) resources, which required 

the extermination of resisting communities, cultures, beliefs, and production patterns (the 

forced introduction of cash crops led to a rise of sugar, coffee, tea, cotton and rubber plantations 

meant that the colonies now had to produce what they did not consume and consume what they 

did not produce). In short, the system of extraction and transformation of land and human 

(labour) resources into profit was preceded by the exploration, establishment, and expansion of 

colonies. Digital colonialism follows a similar model of appropriation of human lives for data 

extraction by establishing business models that alter our data into profit and control for them 

(but not for us).  New digital territories are acquired using digital infrastructure (discussed in 

section 3.3.2 below), which provides a dual purpose, i.e., expanding the data realm of big tech 

corporations and facilitating sustained, unhindered extraction of personal data. Through 

advertising or profiling, tech corporations use this data to individually target us, while at a 

higher level, it is aggregated and employed as a decision or prediction-making tool for 

communities (e.g., the training of an algorithm to forecast the weather or determine traffic 

flow). As noted by Mejias and Couldry (2024), “This is possible thanks to a rearrangement of 

many aspects of our daily life in such a way that ensures we are continuously generating data” 

(p.6).  
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Just like the subsequent rise of industrial capitalism was shaped by historical colonialism, 

digital colonialism is creating a pathway for capitalism based on data exploitation. The 500 

years of attempts to understand, exploit, and dominate the world from exclusive centres of 

power for corporate profit are encapsulated in the contemporary attempts to exploit human 

(personal) data for profit. Exploitation for profit under historical colonialism established a 

system of dispossession of people in the colonies (colonials), which is also mirrored in digital 

colonialism. Unlike the latter, which was through coercion and brute force (extermination), 

digital colonialism takes a softer approach. It targets personal data whose immediate value and 

benefits we often do not appreciate, and we freely and willingly give it away for free access to 

digital platforms. Furthermore, while resources under historical colonialism had limits, e.g., 

land in terms of size (confined within a specific territory), a data territory is infinite as it can 

mutate into either the creation of new products (platforms, websites, and apps) or connecting to 

existing ones to create an even vast territory. This is illuminated by Mejias and Couldry (2024): 

 

You may notice this when big platforms act like gatekeepers to websites or smaller 

platforms, and you are asked to sign in with your Facebook or Google ID, ensuring that the 

data from you using that new platform is combined with your Facebook or Google data, to 

those corporations’ benefit (p.74). 

To achieve seamless appropriation of human lives for data extraction, tech companies design 

models fit for this purpose. For example, under its open grab program, Facebook obtains access 

to users’ activity both on its site and on other platforms that permit access using a Facebook ID 

(e.g., Netflix, Tinder, Airbnb, and Pinterest). Furthermore, the alliance between an online 

advertising company (DoubleClick) and Google, inked in 2008, enables DoubleClick to track 

individuals based on their Google search history and data profiles. This has led to a 

mushrooming market approach that is people-centred.  

 

Scholars in colonialism have argued that capitalism (and by extension colonialism) cannot 

flourish without the active participation of the state, which controls the relations of production 

by legalising (or refusing to regulate) certain forms of labour (Wallerstein, 2011) or temporary 

gig-based work nowadays. Historical colonialism survived on the exploitation of labour in 

plantations, mines, and factories (sweatshops)-all heavily regulating against unionisation of 

workers to thwart collective bargaining, workers' solidarity, and political consciousness, which, 

if allowed, would lead to organising against systemic injustices upon which colonialism thrived.  

In the digital economy, the power of tech corporations to spy on workers and use algorithms to 

rate their performance, coupled with the absence of laws on platform workers’ rights in many 
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African Countries, provides an effective ground for digital colonialism to thrive. Moreover, the 

rise of data sweatshops in the form of data colocation (labelling) centres in the global South is 

a replica of sweatshops that peaked during colonialism.  

 

Finally, the manifesting social power in digital markets should be viewed as a colonial 

construct. Rutazibwa and Shilliam (2018) argue that “markets have evolved as sites of 

politically expressed social power that were constructed in the colonial period, and which 

continue to be constructed in the post-colonial period” (p.8). This evolution has transpired into 

“governance models that are less state-centred, a proliferation of regulatory forms that involve 

multiple stakeholders, and controlling functions entrusted to the state” (Burri,2021). Another 

stark difference between historical and digital colonialism is that while the metropole under 

historical colonialism did not conquer some countries (e.g., Ethiopia and Liberia in Africa were 

never colonised), digital colonialism ensnares all individuals wherever they are and whether 

they are tethered to the internet and aware of their surveillance or not. Indeed, just like 

capitalism in the historical colonialism epoch manifested through social ordering, digital 

colonialism is taking the same approach, albeit on a much broader and ultrafast scale. We are 

therefore witnessing an evolving systemic appropriation of human lives for data extraction by 

tech companies predominantly based in the metropole, just like historical colonialism was 

centred on the expropriation of land and human resources by the “mother country” for private 

profit.  

 

3.3.2 Digital Infrastructure: Illuminating the Tenets of Colonialism 

 

 

Historical colonialism thrived due to several factors, including the building of infrastructure 

(railway, steamships, electricity, and telegraphs) to facilitate the extraction of raw materials 

from the colonies to the metropole. This infrastructure served complementary roles. For 

example, electricity was vital in sustaining manufacturing (value addition of raw materials from 

the colonies) in the metropole, increasing communication (telegraphs and telephones) among 

colonial administrators to keep the colonials in check. Steamships and railways enabled the 

metropole to explore, expand, and eventually exploit new territories by facilitating the 

movement of colonial administrators and the easy transportation of labour, land, and water 

resources (fish, cash crops, timber, and minerals, among others). Historical colonialism, 

therefore, provided the much-needed infrastructure for digital colonialism. For example, 

electricity which was introduced to the colonies by the metropole is currently used to power 

data centres, data appropriation devices (smartphones, smart TVs, surveillance cameras, smart 
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refrigerators, computers, internet routers, and modems, telephone masts, and Fiber optic 

cables), and by people who use these tech devices for interacting with each other, work 

remotely, and undertake further inventions among others. Moreover, today, ICT (the internet) 

and computers are an enhanced form of the telegraph, as the latter was one of the first 

technologies to allow rapid, long-distance communication through coded signals sent over 

wires. Therefore, the coloniality of infrastructure in historical colonialism reinforces that of 

data.  

 

Historical colonialism had the metropole dominate the manufacturing of industrial products 

(e.g., textiles and clothing, machinery, transportation equipment, consumer goods, and 

pharmaceuticals) whose production depended on raw materials from the colonies.  Likewise, 

digital colonialism is laced with control by a few companies in the metropole over the 

manufacturing of the tethered devices through which people connect to the data-gathering 

infrastructure. For example, Apple, Dell, Sony, Samsung, IBM, Phillips, Lenovo, Cisco 

Systems, Siemens, Bosch, and Nvidia, among others, lead the manufacturing of microchips, 

computers, routers, modems, smart appliances, and fibre optic cables, among others 

(Geissbauer, Schrauf, Berttram, & Cheragi, 2020). What is different with digital colonialism is 

that there are emerging powers like China that are dominating the production of digital 

infrastructure and E-Commerce. For example, Chinese firms like Huawei and ZTE have led the 

way in quantum computing, artificial intelligence, and 5G technologies, while others like 

Taiwan and South Korea lead the production of semiconductors (Lynch, 2024). By forging 

partnerships with platforms like Google, Microsoft Azure, Amazon, Alibaba, Tencent, and 

Facebook, these corporations have cemented their control over computing facilities, content 

production (Netflix for movies), access to content (Facebook and X), and pricing (Amazon, 

Uber), all which aids massive processing and storage of data, leading to the emergence and 

upsurge of the “Cloud Empire”. 

 

Supported by digital infrastructure, the data economy has led to a rise in new colonial 

ideologies. The reframing of colonial appropriation as the bringing of “civilisation” to the world 

can be likened to digital colonialism, where words like digital transformation of least and 

developing countries are being fronted. Meanwhile, this paradigm shift ignores the embedded 

unequal distribution of benefits of data, the extraction of human (personal) data, and the 

evolution of unequal social and economic relations through digital infrastructure that secures 

continued appropriation of personal data. According to Benyera (2021), in the same way, in 

which colonialism was misrepresented as a civilising mission to the “dark continent”, digital 
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colonialism is already being packaged and misrepresented as data for development (D4D). 

Couldry and Mejias (2019) state that “there is an ideology of connection of persons, things, and 

processes through a computer-based infrastructure (the internet) that enables life to be annexed 

to capital” (p.16). This is exacerbated by the ideology of datafication, whereby every aspect of 

life is transformed into data for capital, which is attained by removing impediments to big tech 

extraction and control of data once the connection is established (ibid).  Ignoring these 

underlying lock-ins to pursue the ambition of modernising digital infrastructure for digital 

transformation and development is a recipe for digital colonialism, as it subjects the former 

colonies to continued reliance on the metropole for this infrastructure. 

 

3.3.3  From the Colonial Empire to the Cloud Empire 

 

Like historical colonialism birthed empires, e.g., the British and French empires, digital 

colonialism has shaped what digitalisation critics like Singh (2020), Couldry and Mejias (2019), 

Mejias and Couldry (2024), and Benyera (2021) call a “Cloud Empire”.  The Cloud Empire is 

an elite and exclusive club of behemoth big tech companies like Google, Apple, Facebook, 

Amazon, Huawei, Microsoft Azure, and Tencent, among others. It also applies to those 

platforms that dominate their respective sectors, e.g., Netflix (content streaming), Uber (ride-

hailing), and Airbnb (accommodation), among others. The Cloud Empire is sustained by 

locking in the domination of data value chains, making it difficult for others to operate or 

compete outside their ecosystem. Couldry and Mejias (2019) give examples of this lock-in: 

Amazon is no longer just an online store, but a company engaged in electronics 

manufacturing and media production and distribution, while it prepares to disrupt the 

grocery, healthcare, shipping, and retail businesses. It is also a huge web services provider, 

currently supplying 44% of the world’s cloud computing capacity, with clients ranging from 

Netflix to the CIA. Apple devices only use Apple’s operating system, and software from 

other providers runs on its devices only when Apple allows it. Such a degree of control is 

authoritarian and allows Apple to distinguish itself from its competitors by, for instance, 

building ad blockers. Facebook’s business model is premised entirely on its ability to 

capture data from its users and sell it to advertisers. Google’s dual dominance in the phone 

operating system (Android) and search engine markets makes it a behemoth in the digital 

economy (pp.48-49).  

 

One reason behind the Cloud Empire’s successful appropriation of human life is the ability of 

its behemoth tech corporations to dominate human data relations both as sellers and buyers, a 
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state called monopsony. The exclusive concentration of control over the digital economy in the 

hands of a few tech corporations has led to a monopsony. This implies that although digital 

tools have enabled human beings to become producers instead of mere consumers of digital 

content, the options for selecting which platforms to participate in are limited. For example, 

those of certain demographics wanting to join a social networking site will probably join 

Facebook because that is where their friends are more likely to be” (Couldry & Mejias, 2019, 

p.43). Equally, those who want to post videos will join either TikTok, Instagram, or YouTube 

because these are platforms where most users are likely to watch them.  While the buyers of 

what we produce (digital content and goods sold on E-Commerce platforms) are few, we, the 

creators, are hordes. Therefore, as human relations are being digitally transformed, we are 

witnessing the rise of the Cloud Empire, whose core agenda of appropriation of human lives 

for data extends across all social spheres. 

  

What makes the Cloud Empire colonial is the logistical and martial code of the enterprise of 

expansion. Colonialism has often relied on an infrastructure that eases the movement of land 

and human resources.  The scale and scope of the global system of extraction of data and 

distribution of digital devices and products to keep human beings hooked is what makes the 

Cloud Empire colonial. This coloniality is achieved through a system of advanced logistics, 

e.g., computational systems of code and software (Lynch, 2024). Furthermore, the Cloud 

Empire's colonial nature manifests through its transnational corporate networks that sustain the 

system’s operation. As noted by Couldry and Mejias (2019), “We see the emergence of a 

company state: a corporation with immense powers to regulate not just trade but also law, in 

short, to regulate life” (p.39). The existing and proposed data governance rules consolidate this 

neoliberal lock-in as they usher in a free flow of cross-border data regimes, irrespective of 

countries' capacities to compete and their digital sovereignty. Digital colonialism, therefore, is 

not only the rekindling of colonialism but also an extension of the scope of colonialism led by 

Cloud Empires. 

 

In conclusion, if historical colonialism annexed territories and exploited their land and human 

resources, digital colonialism’s power grab is deeper and targets human data, which is 

voluntarily or involuntarily given. Just like historical colonialism aimed at building a new social 

and economic order that locks in the land grab of resources (Mejias & Couldry, 2024), digital 

colonialism aims to establish a similar order that locks in that data grab from platform users and 

people in vicinities where digital infrastructure (smart devices) exists. Furthermore, just like 

historical colonialism entailed the scramble and conquest of territories (colonies), digital 
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colonialism entails what Mejias and Couldry (2024) call data territories. According to Mejias 

and Couldry (2024), data territories have their basis in software that is embedded deep within 

the devices we use and the non-physical spaces (the apps, platforms, and websites) that we 

access through those services (p.61). In principle, mere data extraction does not make it 

colonial, as an individual can give consent to the utilisation of their data for the benefit of their 

community, e.g., health data.  However, digital colonialism occurs with the external 

appropriation of data on terms that are partly or wholly beyond the control of the person to 

whom the data relates (Couldry & Mejias, 2019, p.5). The exclusive domination of the digital 

infrastructure and E-Commerce platforms by an exclusive club of metropole-based big-tech 

corporations, often operating in alliance with powerful states (like the U.S., China, and the EU) 

is shaping the contemporary colonial landscapes and creating a distinct social and economic 

order. This reinforces historical colonialism by digital colonialism.  

 

3.4 Rolling Back New Constitutionalism in the Data Governance and E-Commerce 

Nexus 
 

As earlier stated, this dissertation uses the new constitutionalism theory to examine whether 

power relations in data governance determine a country’s gainful participation in E-Commerce. 

Gill’s new constitutionalism theory allows analysts to critically analyse the terrains of political 

forces that shape global, regional, and local social and economic discourses (Ramesh, 2021). 

The theory also provides a case to reassess embedded neoliberal capitalism, which is 

transforming at a rapid pace to incorporate new technological capabilities, including data 

profiling, consumer behaviour analytics, deep data mining, and E-Commerce (Radice, 2008). 

Moreover, as Ramesh (2021) argues, what is needed is research into ways to change the status 

quo rather than explaining its maintenance. In this context, the new constitutionalism theory 

provides a useful framework for examining the power relations involved in data governance 

and their impact on a country's participation in E-Commerce. The theory is also relevant for 

understanding the challenges faced by countries in developing their E-Commerce capabilities. 

This is because, as E-Commerce becomes an increasingly important part of the global economy, 

countries must navigate complex power relations and institutional structures to ensure that they 

can participate fully and benefit from these new opportunities (Werner, Wiegand, & Imschloss, 

2019). In providing a way forward, the new constitutionalism theory also offers a lens through 

which to analyse the power relations in data governance and identify strategies for countries 

like Kenya and Uganda seeking to enhance their participation in E-Commerce. 
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According to Gill (2000), the new constitutionalism entails the construction of supranational 

institutional forms and the reconfiguration of existing state apparatuses in ways that lock in the 

market disciplinary agenda of globalised neoliberalism. This process of neo-liberal institutional 

lock-in is composed, above all, of measures to promote maximal capital mobility, to extend 

capitalist markets into previously decommodified realms, and to insulate economic relations 

from democratic control (Brenner, Peck, & Theodore, 2010; Gill & Cutler, 2014). The goal of 

the new constitutionalist approach, as used by the World Trade Organisation (WTO) and other 

global institutions, is to create an enabling State that will deliver an improved long-term 

investment climate, better protection of private property rights, and higher levels of profit flows 

in the future (Gill, 2008). Seen from a data governance and E-Commerce perspective, new 

constitutionalism’s view is to write a data governance and E-Commerce constitution of a single 

global economy to ensure what Gill (2008) refers to as a universal promotion of free market 

mechanisms strengthened by a set of standards and principles of good conduct. Indeed, by 

highlighting how global governance institutions, such as the World Trade Organisation and the 

International Monetary Fund, shape domestic policies and influence power relations between 

states and other actors, Gill and Cutler (2014) argue that the new constitutionalism theory 

emphasises the role of global governance institutions and the changing nature of power in the 

post-Cold War era. 

 

Digital colonialism and its manifestations can be best analysed through the new 

constitutionalism theory. Gill and Cutler (2014) note that the principal objective of new 

constitutionalism is to limit legitimate exercises of public authority to achieve the highest 

possible standards of legal protection for (foreign) investment interests. Linked to data 

governance and E-Commerce, negotiations at the WTO and in free trade agreements are 

functioning as Trojan horses to lock in binding international rules for corporate interests, and 

big tech appears to be latching onto the opportunity to get a seat at the negotiating table and 

cement its power to control data and E-Commerce governance (Belayneh, 2022). This view is 

shared by Gill and Cutler (2014), who argue that corporations have attained a hegemonic 

character due to the rising structural power of internationally mobile capital. This is observable 

on three levels, i.e., economically, technologically, and politically, coupled with the fact that 

their economic power has risen drastically in the last couple of years (growing even stronger 

during COVID-19), which makes sense because their goal is first and foremost economic gain 

(Catalano, 2022). This risks the creation and perpetuation of neoliberal state forms, which, as 

argued by Woodley (2015), involve the subordination of government and national constitutions 
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to the private sector and global constitution, respectively, ultimately resulting in limiting the 

legal capability and competence of the state to intervene in the market.  

 

Gill and Cutler (2014) further argue that new constitutionalism combines both the old and new 

in a radically changing contemporary context. This is corroborated by Graham, Andersen, and 

Mann (2015), who argue that the forces of commodification are permeating new domains that 

have previously not been subordinated to capitalist market forces or embedded in contractual 

relations. This dissertation agrees with Belayneh (2022), Gurumurthy and Chami (2021), and 

Singh (2019; 2022) by arguing that data, as a critical requirement for E-Commerce, is a new 

area, and what is perhaps even newer is that it is we, the people, who are the raw materials 

where data extraction occurs. By focusing on the global governance of trade, Gill (1997) notes 

that today’s markets are not only more global but also are determined by oligopolistic 

competition, involving operations and interactions of transnational corporations that both 

collude and compete in a series of strategic alliances, consortia, joint ventures, and other 

arrangements to maximise returns on capital. In the case of data governance and E-Commerce, 

the dominant groups, which are often large corporations and governments, are using their 

behemoth power to demand rules and norms that govern data practices and which are likely to 

reinforce their dominance in the digital economy (James, 2020; Gurumurthy & Chami, 2021; 

Øverby & Audestad, 2021). Indeed, one complex task facing countries is the desire to balance 

the interests of the different actors because big tech corporations have grown into behemoths 

by establishing themselves both as purveyors of their products and as the hosts of digital 

platforms that circumscribe, and profit from the activities of other smaller E-Commerce actors 

(Atal, 2020). Therefore, by assessing the global rule (constitution) making process at the WTO 

and free trade agreements, the new constitutionalism theory provides the right lens with which 

to examine the power relations in data governance and how they impact a country’s gainful 

participation in E-Commerce.  

 

Because new constitutional forms are emerging from the expansion of constitution-making 

throughout the world, Gill and Cutler (2014) argue that this is giving rise to international trade 

and investment laws that are knitting the world together under the promise of a global rule of 

law. This is because trade and investment agreements are emerging de facto constitutional 

governance structures for the global economy that are often referred to as the new 

constitutionalism (Gill & Cutler, 2014). This argument is shared by  (Clarkson, 2002) who 

argues that trade and investment agreements serve as external, quasi-constitutions that protect 

and privilege the interests of corporate capital and transnational investors, ultimately binding 
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governments over long periods to legally enforceable disciplines that are difficult to change. 

Clarkson (2002) further contends that traditional constitutional agreements are not concerned 

with regulating the actions of multinational corporations or investors other than guaranteeing 

them protections from expropriation or the inviolability of investors’ freedoms.  

 

Instead, Clarkson (2002) and Gill and Cutler (2014) argue that such agreements focus 

exclusively on restricting government actions. Relating this view to the power relations in data 

governance and the E-Commerce nexus, Catalano (2022) opines that big tech has risen to 

enormous power so fast (the last couple of decades) that nation-states are struggling to keep up 

with big tech’s engagement in monopolistic and hegemonic activities. The current 

technological development is so high-paced that the slow bureaucratic processes, coupled with 

the traditional governing instruments (constitutions), have no chance of keeping track 

(Catalano, 2022). Therefore, concerning the power relations in data governance and the E-

Commerce nexus, this dissertation examines what Celeste (2020) calls digital constitutionalism 

not as engendering a constitutional revolution, but as representing a necessary evolution of 

contemporary constitutionalism in the context of the digital age.  

 

The manifestation of new social classes in the digital era is hard to ignore, and new 

constitutionalism can help examine this emerging class. Gill and Cutler (2014) argue that 

corporations are creating a social order in which holders of that capital are conferred privileged 

rights of citizenship and representation, and in which these rights are ‘locked in’. The result of 

this has been the creation of a situation whereby dominant economic forces, in particular 

wealthy individuals, transnational corporations, and financial institutions, are increasingly 

insulated from democratic rule and popular accountability (Gill & Cutler, 2014; Woodley, 

2015). These forces are examined in this dissertation from a perspective of power relations in 

data governance and the E-Commerce nexus. Such an examination of the relations using the 

new constitutionalism theory is timely because we are seeing a new form of economy which, 

to borrow the argument of Woodley (2015) and Radice (2008), requires a whole new aspect of 

institutional governance and regulatory frameworks.  Moreover, there are pockets of resistance 

and contestation from subaltern groups who are marginalised or excluded from E-Commerce 

because of a lack of control over data and its governance (Singh, 2019; UNCTAD,2019; 

Collinge, 2018). These groups may challenge the dominant discourse around data governance 

and seek to create an alternative framework/constitution that prioritises the interests of 

marginalised communities. This is the thrust of this dissertation, which, by examining the power 
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relations in data governance and the E-Commerce participation nexus, will contribute to the 

quest for an alternative constitution to govern this critical resource of data.  

 

As one of its objectives, this dissertation seeks to identify the key actors in data governance and 

E-Commerce, their policy positions, and their interests, especially as they relate to national, 

regional, and global E-Commerce and Data governance policy frameworks. In terms of actors 

and institutions that shape international trade, Gill and Cutler (2014) and Woodley (2015) argue 

that new constitutionalism involves dominant forms of agency and conscious projects to 

insulate the economy and private power from any potential for democratization control. This is 

supported by Sinclair (2000), who argues that the impacts of neoliberal trade and investment 

rules on public services as mainly structural and constitutional. It also includes the rise of 

multinational corporations’ bargaining power whenever new public services are proposed or 

contemplated (Sinclair, 2000). When linked to data governance and E-Commerce actors, one 

can argue that the current data governance and E-Commerce rules being pushed in key policies 

and processes at the national, regional, WTO, and free trade agreements are aimed at insulating 

big tech from regulation by the government. This highly contested position is being pushed 

through demand for free and unhindered cross-border data flows (Gurumurthy & Chami, 2021; 

James, 2000; Singh, 2019, 2022).  Unfortunately, while the role of nation-states in regulating 

the flow of physical goods and services is the pillar of the international political economy of 

trade, the duty of nation-states in controlling and shaping global data flows and E-Commerce 

is less understood (Azmeh & Foster,2016). This gives this dissertation a chance to deploy new 

constitutionalism theory and contribute to the debate and scholarship on data governance for E-

Commerce participation. 

 

In conclusion, Gill & Cutler (2014) note that new constitutionalism can be used to interrogate 

questions on the development of what and for whose benefit, i.e., questions concerning law, 

legitimacy, human rights, political economy, and world order. Linked to this dissertation, such 

questions help us to navigate our research focus on the new constitution of global data 

governance policies and legal frameworks, i.e., which actors and for whose benefit are these 

rules working for? Indeed, while analysing the future of power, Nye (2011) claims that it seems 

unlikely that the interests of the State and Small and Medium Enterprises (SMEs) will prevail, 

given the fact that big tech companies enjoy economies of scale, which enable them to exploit 

markets and data around the globe while applying anti-competitive practices like Internet 

chokepoints. The findings of the above critical question will help us to better understand the 

power relations shaping data governance and their linkage to E-Commerce participation, and 
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will eventually enable us to generate proposals on how states and trade governance institutions 

at all levels can ensure that even the latecomers to digitalisation mutually benefit from E-

Commerce.  

 

About charting a way forward, the new constitutionalism theory is critical in explaining the 

need for the reconstitution of the political economy of the digital economy, as an emerging 

world order where big tech is redefining power structures that go beyond traditional 

constitutionalism.  Moreover, the growth of big tech and the likelihood of an even wider digital 

divide have led to what Celeste (2020) calls “new federalism” developing through the 

reconstitution of power and authority within states. Overall, the new constitutionalism 

perspective on power relations in data governance and E-Commerce participation would 

highlight the importance of understanding the power dynamics that shape the regulatory 

environment, and the need to engage in critical analysis and advocacy to promote more 

equitable and just data governance practices for gainful E-Commerce participation by countries 

in general and the focus countries i.e., Kenya and Uganda, in particular.  

 

Furthermore, in the context of data governance, the new constitutionalism theory can help to 

explain how power is exercised by both state and non-state actors in the regulation of data flows 

and E-Commerce. Private actors such as big tech, i.e., social media platforms, search engines, 

and E-Commerce platforms exercise significant power in shaping how data is collected, 

analysed, and used for commercial purposes (Gurumurthy & Chami, 2021; James, 2000; 

Catalano, 2022; Singh, 2019; 2022). This can have significant implications for a country's 

participation in E-Commerce, as the ability to collect and analyse data is increasingly becoming 

a key determinant of economic success. Therefore, by analysing the interplay between state and 

non-state actors in the regulation of data flows and the protection of individual rights, this theory 

can help policymakers to develop more effective strategies for promoting economic growth and 

social welfare in the digital age. This is given the fact that countries are in the process of putting 

in place and or reviewing their data policies, while E-Commerce negotiations at WTO and free 

trade agreements have data governance provisions, all of which need to be analysed concerning 

their capacity to promote a country’s gainful participation in E-Commerce.  

 

3.5 Theoretical Synthesis  
 

Stephen Gill’s New Constitutionalism theory entails the legal, institutional, and policy 

frameworks that lock in neoliberal approaches like market liberalisation, business (private 
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capital) rights, and limited state intervention into global governance architectures. These 

“disciplinary mechanisms” operate by blending investor protections, deregulation mandates, 

and capital mobility guarantees into international treaties and domestic constitutions (Gill, 

1998; Gill & Cutler, 2014). Together, these regulatory frameworks illuminate why Kenya and 

Uganda are pressured into adopting external data and E-Commerce laws, how Big Tech 

corporations shape national regulatory logics, and why [African governments], latecomers to 

digitalisation, have limited control over data infrastructures. This dissertation merges New 

Constitutionalism with postcolonial political economy to examine how global data and E-

Commerce actors leverage trade rules, technical partnerships, and data standards to 

institutionalise neoliberal dominance. Ultimately, it reveals how data governance has evolved 

into a landscape of contested sovereignty. 

 

Discussions under this chapter have illuminated that new constitutionalism is concerned with 

the manner in which market-oriented rules are embedded within institutional frameworks that 

are, to a significant degree, insulated from democratic contestation. It draws attention to the 

processes through which economic governance is stabilised and rendered durable, often through 

legal mechanisms that constrain the scope for policy intervention. In the context of digital trade, 

such dynamics are evident in the codification of rules governing data flows, intellectual 

property, and platform operations, i.e., rules which may limit the capacity of states to regulate 

in accordance with domestic priorities. Furthermore, the concept of digital colonialism, 

meanwhile, directs attention to the asymmetrical extraction and appropriation of data and digital 

value. It suggests that the infrastructures and platforms that underpin the digital economy are 

not merely technical artefacts, but instruments through which economic and informational 

resources are concentrated. Under such conditions, participation in the digital economy may 

entail forms of dependency that echo, albeit in altered form, earlier patterns of unequal 

exchange. 

 

Considered together, the above perspectives illuminate both the structures of governance and 

their material consequences. New constitutionalism elucidates the institutional arrangements 

through which rules are stabilised and insulated; digital colonialism reveals the outcomes that 

such arrangements may engender. The relationship is thus not incidental. It is, rather, 

constitutive. The former establishes the conditions of possibility; the latter renders their effects 

visible. It is within this analytical framework that the notion of gainful participation assumes 

its significance. For participation to be considered gainful, it must occur under conditions that 
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permit not only access, but agency, i.e., conditions under which value is not merely generated, 

but retained; and under which governance is not merely received, but shaped. 

 

3.6 Conclusion 
 

By using Stephen Gill’s New Constitutionalism theory, this chapter discusses how big tech 

companies' control and regulation of data influence national sovereignty and E-Commerce 

participation. As data becomes a vital resource in the digital economy, regulating its flow is 

important for countries to effectively engage in E-Commerce. However, global power structures 

often impose neoliberal frameworks that limit states’ policy autonomy on data governance by 

favouring corporations’ interests. The chapter argued that governments, especially digital 

latecomers, face limitations in regulating big tech corporations that lead the E-Commerce and 

data landscape, generating inequalities that inhibit equitable participation in E-Commerce. This 

chapter also illuminated the struggles of governments to regulate the actions of big tech 

corporations, which are the leading actors in E-Commerce. These struggles are in the form of 

neoliberal lock-ins for digital latecomers into structures that limit their E-Commerce 

competitiveness. Lastly, the dissertation recommends a framework for tackling these challenges 

by rethinking data governance ecosystems to ensure inclusive participation in E-Commerce by 

digital latecomers. The next chapter will present the methodology, including the research 

design, data collection methods, and analytical tools used to investigate the power relations in 

data governance and their impact on E-Commerce participation by Kenya and Uganda. 
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4 Methodology and Research Design 
 

4.1 Introduction  

 

The previous chapter outlined the theoretical context that guides the findings of this dissertation. 

This chapter details the dissertation methodology. First, it outlines the ontological and 

epistemological outlook guiding the thesis. Next, it explains how the research problem was 

determined and how it is applied in this thesis. The next section describes the research design 

and methods, which include semi-structured interviews and document analysis. Following that, 

the chapter explains how triangulation was deployed to make the research more robust and 

dependable. The next section reviews the data analysis, including thematic analysis and the use 

of the theoretical lens, outlined in Chapter 3, to analyse policy. The following section explains 

how reliability and trustworthiness were established in the thesis. The methodology chapter 

ends with an explanation of data validity and accuracy measures, ethical issues and limitations, 

and the conclusion. 

 

4.2 Research Design 
 

A research design serves as a blueprint which provides the scientist with a detailed outline or 

plan for the collection and analysis of data (Rosenthal & Rosnow, 1991). It is not just a work 

plan, as it also ensures that the evidence obtained enables the investigator to answer the initial 

question as unambiguously as possible (Jongbo, 2014). This section highlights the research 

design employed to assess the nexus between power relations in data governance and the gainful 

participation in E-Commerce by Kenya and Uganda. Using a qualitative case study approach, 

the design provides for an in-depth and specific assessment of how neoliberal approaches shape 

data governance and E-Commerce outcomes. The dissertation draws on Stephen Gill’s New 

Constitutionalism theory to examine the systemic lock-ins and institutional mechanisms that 

shape Kenya and Uganda’s national data governance and E-Commerce trajectories. By 

blending policy document analysis and purposive interviews, the research design promotes a 

critical examination of digital colonialism within Kenya and Uganda’s respective evolving E-

Commerce ecosystems.  

 

4.2.1 Qualitative Case Study Approach 

 

The choice of methodological procedure depends on how the central research questions can be 

answered (Glaser & Laudel, 2010; Muno, 2009). Moreover, 
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There is no one correct method, even for a particular type of research; however, there are 

correct ways of using methods so that the results they produce can be relied upon at least 

within the terms of their limitations. (Burnham, Karin, Wyn, & Zig, 2004; p. 3) 

To examine the power relations involved in data governance and how they shape gainful 

participation in E-Commerce by Kenya and Uganda, this dissertation adopts a qualitative rather 

than a quantitative approach, because the former combines flexibility and openness with 

sufficient formality and traceability. The researcher appreciates some criticisms of qualitative 

research, especially as it is often considered to be soft and more prone to researcher bias 

compared to the quantitative approach, and its generalizability to a population is often 

challenged (Carr, 1994; Lodge, 2007). Though appreciating this “historical bias” (Carr, 1994, 

p. 717), this dissertation adopted a qualitative case study approach because it allows the 

researcher to interrogate data governance and E-Commerce policy frameworks at national, 

regional, and global levels, which are principally formulated by key government officials and 

stakeholders (Kwet, 2019).  

 

This dissertation focuses on identifying and analysing policy choices and interests of the 

different actors concerning data governance and E-Commerce, which is authored by a small 

group of government officials, big tech, domestic data centres, and E-Commerce platforms, 

with varying roles and influence. It also incorporates input from a small set of key stakeholders 

involved through partnerships that can influence government policy (Kwet, 2019). Because the 

group of government officials working on data governance and E-Commerce policy 

frameworks, in addition to key stakeholders working with the government form a relatively 

small group of individuals who vary in their roles, functions, education, and responsibilities, 

the researcher opted to conduct an entirely qualitative study, as the variety in background and 

expertise precludes quantitative sampling (Barriball, 1994; Kwet, 2019). It also provided the 

researcher access to an insider view of the topic of study. 

 

A qualitative case study approach is relevant because it facilitates the inductive, explorative 

development of hypotheses as well as the deductive testing of existing ones (Mayring, 2008).  

Indeed, this approach enables the analysis of multiple cases in complex situations and can help 

explain why change happens in some cases but not others (Ragin, 1984). Such is the case, given 

the complexity and intensity embedded in the discourse of power relations in data governance 

and the E-Commerce nexus at different levels. Moreover, a purely quantitative approach would 

not allow for an analysis detailed enough to uncover the variety of relevant factors and their 
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interrelations (Muno, 2009). Adding to the preference for a qualitative approach in this 

dissertation is that the subject area of interest and the variables therein are too complex to allow 

for a quantitative approach. Finally, the effectiveness of science-policy interactions is not 

directly observable, which further recommends a qualitative case study procedure (Mohajan, 

2018). This allowed the researcher to obtain the wide range of descriptions, nuanced 

viewpoints, contextual understandings, and expert insights needed to build a complex, holistic 

picture of the policy (Mohajan, 2018; Kwet, 2019). 

 

Furthermore, under the qualitative case study approach, Rihoux and Ragin (2009) assume that 

change is often the result of different combinations of factors rather than any one individual 

factor and that different combinations of factors can produce similar changes. This approach 

will therefore help mine the evidence for informed recommendations, given the in-depth 

exploration of similarities involved and envisaged in the dissertation. Moreover, case study 

research is instrumental in investigating and understanding “complex issues in real-world 

settings (Harrison, Birks, Franklin, & Mills, 2017). Therefore, a qualitative approach was used 

because some experiences relating to data governance and E-Commerce are not easily 

quantifiable. Ultimately, the qualitative method fostered a deep understanding of the two 

variables, i.e., data governance and E-Commerce. According to Sofaer (1999), qualitative 

research methods are valuable in providing rich descriptions of complex phenomena; tracking 

unique or unexpected events; illuminating the experience and interpretation of events by actors 

with widely differing stakes and roles; giving voice to those whose views are rarely heard; 

conducting initial explorations to develop theories and to generate and even test hypotheses; 

and moving toward explanations. Thus, the criticisms of the case study research design 

notwithstanding, it was considered because of the need to use the new constitutionalism theory 

in a real policy (both formal and informal) implementation situation. 

 

The complexity of power relations defining the data governance and E-Commerce nexus 

requires containment of the area of analysis to permit sound and concrete research results.  This 

recommends a (qualitative) case study approach. Qualitative case studies are basic elements of 

qualitative research and aim at a detailed investigation of complex single cases, and are 

widespread in political research, particularly in the field of policy analysis (Mohajan, 2018). 

More specifically, the qualitative case study approach is critical in assessing power relations 

(Orit, Roni, & Pessach, 2009), and in this case, those shaping data governance and a country's 

participation in E-Commerce, given the fact that it allows researchers to explore power relations 

in data governance and E-Commerce participation in-depth. This is because the approach 
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involves examining a specific case or cases in detail, which provides researchers with a more 

comprehensive understanding of the complex dynamics and power relations involved (Orit, 

Roni & Pessach, 2009). Furthermore, qualitative case studies enable researchers to understand 

the specific context in which power relations operate (Ridder, 2017). In the context of this 

dissertation, this context includes political, social, economic, technological, and cultural factors 

that influence power dynamics in data governance and the nature of a country’s E-Commerce 

participation. 

 

The need to obtain multiple perspectives of the research area and the variable under 

consideration further requires this dissertation to take a qualitative case study approach. This is 

because this approach allows researchers to gather information from multiple sources and 

perspectives (Zainal, 2007). Concerning this dissertation, such information can include the 

views of stakeholders involved in data governance and E-Commerce participation, including 

government officials, industry representatives, civil society organisations, and citizens. 

Moreover, this approach is also effective in generating rich data that can capture the nuances 

and complexities of power relations in data governance and E-Commerce participation 

(Ricarda, Yixin, Noemi, & Wolfgang, 2021). This data can include interviews, observations, 

documents, and other sources of information, which can provide insights into the ways power 

operates in these domains (Mohajan, 2018).  

 

Lastly, Shiva and Mohammad (2018) note that the qualitative case study approach has gained 

prominence among researchers due to its ability to contribute to theory development by 

providing detailed empirical data, which, under this dissertation, helps inform and refine the 

theoretical framework related to power relations in data governance and the nature of a 

country’s E-Commerce participation. Overall, the qualitative case study approach is adopted 

for this dissertation because it is critical in assessing power relations in data governance and 

how this shapes the nature of a country's participation in E-Commerce. This is because the 

approach enables researchers to explore these complex phenomena in-depth, within their 

specific contexts, and from multiple perspectives, generating rich data that can contribute to 

theory development (Shiva & Mohammad, 2018). As if creating a safety measure, qualitative 

case study approaches help guard against the imposition of researcher values on the respondents 

that can occur with a pre-selected range of variables typical to quantitative studies (Marvasti, 

2004). Subsequently, the freedom to vary the conversation by the interview subject and explore 

tangents before covering all the subjects provides the opportunity to probe research topics in 

great depth (Fylan, 2005).  
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The researcher took note of the weaknesses of the qualitative method.  While qualitative case 

studies offer nuanced insights into power dynamics within a specific E-Commerce 

environment, their inherent limitations hinder generalizability. The singular case focus restricts 

the applicability of findings to other platforms and business models (Creswell & Creswell, 

2018). Furthermore, researcher bias can infiltrate data collection and interpretation, potentially 

obscuring the multifaceted nature of data governance and its impact on participation within the 

broader E-Commerce landscape (Flick, 2014). Despite limitations in generalizability, 

qualitative case studies offer valuable depth for exploring power dynamics in data governance.  

By delving into a specific E-Commerce environment, i.e., Kenya and Uganda, and how it is 

shaped by power relations in data governance, the approach illuminates intricate interactions 

and unveils nuanced power struggles that might be obscured in broader studies (Flick, 2014). 

This rich detail can inform the development of research instruments for subsequent quantitative 

investigations. Furthermore, through qualitative content analysis and explanation-building, this 

study’s conclusions are evidence-based and more informative (Tellis, 1997). The data analysis 

techniques used are further discussed below. Moreover, the key informants were carefully 

sampled to ensure that most views were captured by the dissertation. 

 

4.2.2 Case Studies Selection 

 

To study how power relations in data governance determine the nature of a country’s 

participation in E-Commerce, this dissertation opts to study “latecomers to digitalisation” as 

cases. These “latecomers” must navigate the power dynamics shaping data policies in trade 

negotiations at all levels and in their individual national data and E-Commerce policies. The 

dissertation narrowed down the case to Africa, as it is largely described as a “latecomer” to 

digitalisation, given the lack of policies and legal frameworks to govern digitalisation in all its 

forms, and a weak digital infrastructure that she must rely on, often asymmetrical partnerships 

with big tech to build this critical infrastructure. It is for this reason that the World Bank has 

come up with the Digital Moonshot initiative to support the African Union’s Digital 

Transformation Agenda, by moving beyond increasing internet access in Africa and focusing 

on other areas, including e-government transformation, fintech, investment in human capital 

and digital literacy, and support for entrepreneurship in digital advancement (Gabra, 2020).  

 

After narrowing down to Africa, the dissertation zeroed down on Kenya and Uganda as case 

studies because, whereas Kenya is among the top 5 leading E-Commerce-ready economies in 
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Africa, Uganda is playing catch-up (UNCTAD, 2019). In April 2022 alone, Kenya saw Google, 

Visa, and Microsoft research and development data collocation centres, with Amazon Web 

Services announcing its plans to establish a centre in the country by the end of 2023 (Kenyan 

Wall Street, 2022). This provides the right infrastructure for these data-centric companies to 

expand into Africa and extract data for their market dominance. While Uganda is not as 

advanced as Kenya in digital preparedness, a 2018 UNCTAD report identified the country as a 

potential case for budding and resilient E-Commerce platforms and data hub start-ups 

(UNCTAD, 2018). Uganda, therefore, provides a good case for upcoming digital startup actors, 

while Kenya provides a case for already existing start-ups, which both need to navigate the 

hurdles of competition and power relations on data governance by big tech.  

 

Kenya and Uganda also serve as important case studies given the similarities between the two 

countries, i.e., both have just developed their respective national E-Commerce policies and have 

in place data policies that do not address E-Commerce measures, e.g., liberalisation of cross-

border data flows for E-Commerce.  Regarding cross-border data flows, while Kenya’s Data 

policy provides for data localization (requires personal data processed for the strategic interest 

of the state to be processed through a server and data centre located in Kenya), Uganda’s data 

policy is silent on that, and rather provides for free cross-border data flows, provided adequate 

data protection measures exist in the country where the data is processed or stored. Given the 

role of data in promoting gainful participation in E-Commerce, these two provide case studies 

on how best a country can reposition itself to be a competitive actor in the digital economy.  

 

4.3 A New Constitutionalist Approach to Data Governance and E-Commerce 

Participation: Conceptual Framework 
 

In the epoch of the digital economy, E-Commerce has become a foundation of the global 

economy. Nations are competing for a share of the E-Commerce pie, but triumph depends not 

just on technological capabilities but also on how data, a critical resource of the digital 

economy, is governed. This dissertation explores this complex nexus between data governance 

power relations and a country's (Kenya and Uganda) ability to participate gainfully in E-

Commerce. The dissertation adopts Gill Stephen's New Constitutionalism theory as a lens to 

analyse how power relations in data governance influence the nature (whether competitive or 

weak) of Kenya and Uganda’s E-Commerce participation. In this section, the main notions used 

in this dissertation are debated. After discussing the dependent variable (gainful participation 

in E-Commerce), I discuss the independent variable (power relations of Data Governance) that 

influences gainful E-Commerce participation.  The section ends with a conclusion. 
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4.3.1 The Power Dynamics of Data Governance 

 

Data governance entails the rules, regulatory frameworks, and institutions that control the data 

value chain, i.e., how data is collected, processed, stored, accessed, and used. This governance 

structure commands vast authority, prompting questions about who controls the flow of data 

and how it is leveraged for economic purposes, i.e., E-Commerce. Therefore, Stephen Gill’s 

New Constitutionalism theory becomes mostly appropriate as it stresses that the legality and 

efficacy of governance depend on the distribution of power and stakeholders’ participation 

(Gill, 1998; Gill & Cutler, 2014; Gill, 2014). In the milieu of data governance, this evolves to: 

▪ Who has the power to make legislation and decisions about data processing, access, 

ownership, and use? Is it the governments of Kenya and Uganda, tech companies, or a 

blend of both? 

▪ How is a compromise reached between individual privacy concerns, national security 

interests, and the need for a thriving E-Commerce sector in Kenya and Uganda? 

▪ To what extent are citizens (as data subjects), businesses (especially local start-ups), and 

civil society involved in designing data governance regulatory frameworks? 

Responses to this inquisition determine the power relations within Kenya and Uganda’s data 

governance ecosystem. This is because a system where power is concentrated in the hands of a 

few, e.g., the government or big tech companies, can result in concerns about imperviousness, 

lack of accountability, and potential loss of citizens’ rights to their data. On the other hand, a 

more balanced distribution of power, with robust regulatory frameworks and inclusive 

multistakeholder participation (Gill, 2008; Gill, 2014), can foster legitimacy and trust, creating 

a lush environment for E-Commerce to thrive in Kenya and Uganda. 

 

When examined from the angle of trust and legitimacy in effective governance of data for E-

Commerce competitiveness, New Constitutionalism highlights the importance of this 

interdependence. This is because once citizens (as data subjects) and small tech start-ups notice 

data governance frameworks as impartial, transparent, and accountable, they are more likely to 

participate in the E-Commerce ecosystem (Gerrard, 2019).  Conversely, a lack of trust due to 

opaque data practices or data breaches can stifle innovation by tech start-ups and consumer 

confidence, hindering E-commerce growth (Gerrard, 2019). Furthermore, the New 

Constitutionalism theory underscores the critical role of market access and competition. This 

makes the theory relevant to the dissertation’s research question because data governance rules 

can unconsciously generate entry barriers for (especially) domestic and foreign E-commerce 
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businesses. For instance, overly restrictive data localisation requirements can make it difficult 

for foreign companies to compete effectively, whereas liberal data regimes can make it hard for 

local E-Commerce start-ups to break even due to the economies of scale enjoyed by big tech E-

Commerce platforms. Conversely, regulations that promote fair competition and prevent data 

monopolies can foster a vibrant E-commerce landscape with diverse offerings for consumers 

(Margetts, 2013). The nexus between these factors acts as a mediating influence. Balanced 

power structures that promote legality, trust, and a level playing field can foster a transformative 

E-Commerce ecosystem, whereas power disparities that erode trust or limit fair competition 

can hamper a country's E-Commerce potential. 

 

Lastly, in terms of moderating effects of economic development, the effect of data governance 

on E-Commerce participation is likely to be further influenced by Kenya and Uganda’s levels 

of digital preparedness and development (infrastructure, skills of actors, and policies). 

Developed economies with strong digital infrastructure, technological adoption, and a mature 

E-commerce ecosystem might be better positioned to navigate complex data governance 

structures (UNCTAD, 2019). Equally, developing countries like Kenya and Uganda, which 

have limited resources, might prioritise data localisation or stricter controls to shield budding 

industries, potentially affecting market access for foreign big E-Commerce players. This has 

mixed outcomes. Indeed, while the protection of nascent industries can enable them to develop 

their competitive capacities, it is not automatic without the provision and investment of requisite 

resources to build such capacities. This could result in the perpetuation of the already existing 

catch-up by Kenya and Uganda in E-Commerce. Nevertheless, the history of industrialisation 

and development has shown that the now-developed countries used protectionist measures to 

build competitive capacities of their industries before opening to foreign actors (Chang, 2007; 

Chang, 2002). Moreover, cultural norms and values also play a role in this equation. Societies 

with a strong emphasis on individual privacy might be cautious of data sharing, necessitating 

data governance frameworks that prioritise user control, whereas cultures that place a higher 

value on economic efficiency might be more accepting of data collection practices that fuel E-

commerce growth (Kolova, 2018). Therefore, it is imperative to strike a balance between 

governing data to ensure it promotes the growth of local E-Commerce platforms without 

hindering the participation of already established big E-Commerce platforms. 
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4.3.2 Research Question 

 

To come up with a central research question, this dissertation considers several aspects of the 

linkage between data governance and the country’s gainful participation in the E-Commerce 

phenomenon. First, the dissertation links big tech corporations to digital capitalism (data 

extractivism), which hinders countries’ gainful participation in E-Commerce. The dissertation 

also considers the fact that while cross-border data flows, as being pushed by big tech, have 

revolutionised the production and trade of existing goods and services (Cox, 1989), the 

enclosure of data by platform monopolies creates a skewed and exclusionary marketplace (Gill 

& Cutler, 2014), and creates several challenges for Kenya and Uganda, as latecomers to 

digitalisation, to gainfully participate in E-Commerce.  This dissertation also considers an 

argument by Cox (1989) that a world order necessitates a particular configuration of forces and 

a tripartite fit between material power, ideas, and institutions. This would require balancing the 

interests of States, Big Tech, and SMEs on data governance in the construction of a mutually 

beneficial global and continental E-Commerce framework. Finally, while such a balance of 

interests is important, it is an uphill task for latecomers to digitalisation, i.e., African countries 

(Kenya and Uganda in this case), since big tech companies enjoy economies of scale, which 

enables them to exploit markets and data around the globe while applying anti-competitive 

practices like Internet chokepoints.  

 

Inspired by the above arguments and realities, the main research question that this dissertation 

seeks to consider is: “What power relations are involved in data governance and how do they 

shape gainful participation in E-Commerce by Kenya and Uganda?” For analytical purposes, 

the research question will evolve around three sub-questions, i.e.:   

iv. How is data and its mode of governance powerful in determining a country’s gainful 

participation in E-Commerce?  

 

v. What are the gaps in the data policies for Kenya and Uganda that work as an open door 

for big tech and enable them to hold power over the countries’ critical data?  

 

vi. Given the different data regulatory regimes of Kenya and Uganda, in addition to the data 

provisions in ongoing E-Commerce negotiations at the WTO and AfCFTA, how can a Pan-

African data governance strategy that supports gainful participation in E-Commerce by 

Kenya and Uganda be developed? 
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4.3.3 Objectives  

 

To answer the above question and sub-questions, the dissertation revolves around four 

objectives: 

 

i. To identify the key actors in data governance and E-Commerce, their policy positions, and their 

interests, especially as they relate to national, regional, and global E-Commerce and Data 

governance policy frameworks. 

 

ii. To find out how power relations shape data and E-Commerce policies and processes (trade 

negotiations) in Kenya and Uganda. 

 

iii. To determine whether and which neocolonial tendencies of data governance can be identified 

in Kenya and Uganda’s data and E-Commerce regulatory frameworks. 

   

iv. To recommend key proposals for consideration in a comprehensive Pan-African data 

governance strategy that harmonises the data regulatory frameworks of Kenya and Uganda, 

while integrating provisions from ongoing E-Commerce negotiations at the WTO and AfCFTA. 

 

4.3.4 Hypotheses. 

 

To answer the above question and sub-questions, the dissertation will be guided by four 

hypotheses. These include: 

 

i. Data and E-Commerce are mutually reinforcing variables that Kenya and Uganda must be 

cognizant of in ongoing E-Commerce negotiations at the WTO and Free Trade Agreements 

(FTAs) like the African Continental Free Trade Area (AfCFTA) and the Kenya-United States 

Strategic Trade and Investment Partnership (STIP).  

ii. The current data governance model has created a skewed and exclusionary online marketplace 

(E-Commerce) in favour of big tech and constantly makes it hard for Kenya and Uganda, as 

latecomers to digitalisation, to gainfully participate in E-Commerce. 

iii. While the digital economy is on the rise, governance of data, especially cross-border data 

flows, will determine how Kenya and Uganda can leverage E-Commerce to structurally 

transform their economies.   
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iv. Kenya and Uganda need to harmonise their domestic data governance regimes to increase 

their negotiating power on   E-Commerce negotiations at the WTO and other FTAs like 

AfCFTA and Kenya-U.S. STIP while balancing the interests of all actors.  

 

4.4 Research Methods 
 

4.4.1 Sources of Data 

 

To effectively analyse the data governance and E-Commerce policy phenomenon in Kenya and 

Uganda, this thesis was designed to incorporate two sources of data that help explain why 

certain positions are being made or planned and not others.   

 

4.4.1.1 Primary data  

 

The dissertation delved into primary data to gain a firsthand perspective on Kenya and Uganda's 

involvement in E-Commerce. This involved interviews with key policymakers and technocrats 

(ministers, agencies, and departments), policymakers, civil society, policy analysts from think 

tanks, and representatives from interest groups, i.e., data centres and E-Commerce platforms in 

Kenya and Uganda, respectively. To remove bias and generate quality data, subjects for primary 

data (stakeholders) were categorised into primary and secondary categories. Primary categories 

included: 

a) International Institutions and Organisations:  Head of E-Commerce Division at 

UNCTAD; WTO negotiators for Kenya and Uganda; African Union Head of Digital 

Transformation Strategy implementation task force; Experts on data governance for E-

Commerce at Internet Governance Forum (IGF) and Organisation for Economic Co-

operation and Development (OECD), among others; European Commission (EC). 

 

b) National Institutions: AfCFTA negotiators for Kenya and Uganda; Data Protection 

Authorities for Kenya and Uganda, respectively; Ministries in charge of Trade for Kenya 

and Uganda, respectively; policymakers. 

 

c) Key E-Commerce actors: Already established platforms like JUMIA; Start-ups like 

iSOKO, Kikuubo Online, USSIA Online Shop and Cheki; Data; data centres in Kenya and 

Uganda; start-up tech villages/hubs, among others1. 

 
1 These actors are platforms which facilitate E-Commerce at the core of a complex and multifaceted digital ecosystem cutting 
across all industries, markets, and societies. These actors concentrate on data mining which they monetize by either using 
information directly, as retailers for online trade or indirectly, mainly as recipients of targeted personalized advertising. Due 
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Secondary stakeholders (minor nodes) included interest groups like activists, civil society 

organisations, and Academia working on digitalisation, data governance, power relations, and 

E-Commerce. This category was critical in providing core insights into the power relations in 

data governance and how this potentially impedes gainful participation in E-Commerce by 

Kenya and Uganda. In other words, this category helped point out those key issues for 

consideration and reservations to data governance, which the primary target group was hesitant 

and sometimes uncomfortable to raise. The dissertation explored their experiences navigating 

data governance structures and how these power dynamics influence their participation in the 

E-Commerce landscape. This firsthand insight helped illuminate the real-world impact of data 

governance on these nations' E-Commerce journeys. This data was collected through the 

execution of expert interviews based on the targeted respondents’ knowledge about 

digitalisation, data governance, and power relations that shape it, and E-Commerce.  

 

4.4.1.2 Secondary data   

 

Secondary data sources included electronic and hard copy books and scholarly articles on data 

governance and E-Commerce, including reports from key international, regional, and national 

research and capacity-building institutions, think tanks, academic scholarship, and Civil Society 

Organisations, among others. Secondary data was also obtained from other forms of literature, 

including videos, newspaper articles, podcasts, and presentations on data governance and E-

Commerce-related conferences and forums at international, continental (African), regional 

(East African Community), and national (Kenya and Uganda, respectively) levels.  Specifically, 

this included data from reports by key institutions like the United Nations Conference on Trade 

and Development (UNCTAD), World Trade Organization (WTO), International 

Telecommunication Union (ITU), Digital Africa, Data Protection Africa, Omidyar Network 

Investment Company, African Union (AU), European Commission (EC), National Information 

Technology Authority Uganda (NITA-U) and Office of the Data Protection Commissioner 

Kenya among others. The dissertation also considered works by Civil Society Organisations 

like IT for Change, Rosa Luxemburg Stiftung, Friedrich-Ebert-Stiftung, Pollicy, Southern and 

Eastern Africa Trade Information and Negotiations Institute (SEATINI)-Uganda, South Centre, 

Our World Is Not For Sale (OWINFS), Africa Portal, Open Knowledge Foundation and 

Transnational Institute (TNi), among others.  Research on business models and annual reports 

 
to this, the actors are demanding free cross-border data flows by banning data localization and watering down data privacy 
protections.  
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of Big Tech platforms like Alphabet, Facebook, Uber, and Amazon was also analysed and 

provided first-hand insights into their operations and outlook. This guided the researcher to 

better understand the power and interests of these actors. 

 

Other forms of literature, including videos, newspaper articles, podcasts, and presentations on 

data governance and E-Commerce conferences and forums, e.g., UNCTAD E-Commerce 

Week, WTO Public Forum, WTO Ministerial Conferences, Africa E-Commerce Week, Internet 

Governance Forum (IGF), World Economic Forum, World Social Forum and DATAFEST 

Africa, among others. I was also part of the working group of experts for the EAC Committee 

in charge of developing the region’s position on the African Continental Free Trade Area 

(AfCFTA) E-Commerce Protocol. Through participating in E-Commerce negotiations on 

Uganda’s delegation to the World Trade Organization (WTO) twelfth (12) and thirteenth (13) 

Ministerial Conferences, and engaging in consultative meetings on data policy frameworks 

organized by Uganda and Kenya, the researcher was able to gain first-hand insights into the 

narratives and agenda being fronted, and the tools (both political and technical) being applied 

to achieve such narratives and agenda. Key events the researcher participated in include World 

Trade Organization (12th and 13th Ministerial Conferences, 2022, 2023, and 2024 Public 

Forums), UNCTAD E-Commerce Weeks (2022, 2023), the sixth and seventh UNCTAD 

Intergovernmental Group of Experts on E-commerce and the Digital Economy, African Union 

(E-Commerce Protocol negotiations of the African Continental Free Trade Area-AfCFTA) and 

key trade-related events at Kenya and Uganda national levels. Participant 

observation, interviews, and iterative analysis will be conducted to examine how tensions 

between cross-border flows of data and E-Commerce have emerged, gained traction, and are 

being contested and ultimately either traded off or defended (by Kenya and Uganda) in the 

WTO and AfCFTA negotiations. This was critical in supporting the researcher to obtain a wider 

range of information on the interests of the data value chain and E-Commerce actors, the 

evolution of data governance and E-Commerce, state of play of negotiations, which 

subsequently helped generate workable recommendations for Kenya and Uganda.  

 

The above approaches provided the researcher with first-hand information on negotiation texts, 

proposals, and positions, which were of great value to my research work.  Key search terms 

used were Capitalism, Digital Economy, Digital Capitalism, Big Data, Data localisation, Data 

protectionism, Cross-Border Data Flows, E-Commerce, and E-Commerce Platforms. To evade 

bias, this dissertation used the terms “data” and “big data” interchangeably. At the same time, 

the researcher kept track of new publications and ongoing negotiations, projects, or initiatives, 
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and thus, the review strategy proceeded repetitively until the typology of data governance and 

E-Commerce was consolidated. This approach was considered, given the fact that the subject 

under study is rapidly evolving and comprises different interpretations in different disciplines.  

 

4.4.2  Interviews and Questionnaire 

 

4.4.2.1 Expert Interviews 

 

The conduct and analysis of expert interviews add important information to the investigation 

of primary data. By this means, deviations of officially documented phenomena from informal 

structures and processes may be identified. Expert interviews are widespread in policy research 

and are often coupled with case study designs (Blatter & Haverland, 2014). Also, document 

analysis and expert interviews have widely been combined, inter alia, for investigating the 

science-policy relation (Wagner, Garner, & Kawulich, 2007). Despite the analytical value of 

expert interviews, there are also disadvantages to be considered. These include reliability-

related limitations such as socially and politically desired answers and strategic 

misrepresentations by the respondents. Expert judgments can, therefore, not easily be validated 

(Benoit & Holbert, 2008). The methodological foundation of expert interviews has been 

evaluated as weak, and their preparation, conduct, and analysis are resource-intensive (Meuser 

& Nagel, 2009). Thus, combining expert interviews with document analysis helps to balance 

the shortcomings of both methods (Benoit & Holbert, 2008).  

 

In this dissertation, the interviews were executed as expert interviews, as these focus on 

institutional or organisational issues rather than on the respondent’s life or personality. To allow 

for sufficient analytical depth, expert interviews are regularly conducted qualitatively and in 

small numbers (Glaser & Laudel, 2006). As argued by Christian S. V. (2022) and Döringer 

(2020), qualitative expert interviews in political science are more suitable for the analysis of 

complex decision-making processes, where there is a dearth of data, and for linking macro and 

micro levels of analysis. Moreover, expert interviews provide an encompassing, knowledge-

based understanding of experts and argue for the incorporation of both inside and outside 

experts, meaning those who make and analyse political decisions, into an integrated analytical 

framework. (Christian S. V., 2022)  Another important argument is advanced by Christian S.V, 

(2022), who argues that expert interviews are suitable for political science research because 

political science recurrently deals with “big” questions that do not lend themselves easily to 

experimental or statistical analysis, particularly in cases where the number of observations is 
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low. Experts can aggregate and weigh different pieces of information. Moreover, expert 

interviews can provide the data to link the macro and micro levels of analysis, which is critical 

in analysing a phenomenon (Christian S. V., 2022). 

 

The selection of respondents is a determinant of the quality of the research findings.  Expertise 

is relative as it depends on the research context. Therefore, the researcher needs to assign 

expertise to potential respondents. The general selection criteria include the candidates’ 

privileged access to relevant information and the setup of a balanced group of experts, i.e., the 

representation of a wide range of perspectives by the respondents.  The most valuable experts 

are thus not necessarily those at the highest decision-making levels of an organisation or 

institution, but rather those who can contribute the most information regarding the issues of 

interest. Indeed, respondents at lower hierarchical levels are often more easily accessible than 

those at top levels (Benoit & Holbert, 2008; Diefenbach, 2009). In this dissertation, the 

following selection criteria for respondents were applied: 

 

i. The respondents needed to command relevant knowledge about digitalisation, data 

governance, and power relations that shape it, and E-Commerce, among others. This 

included knowledge of E-Commerce processes at UNCTAD E-Commerce Week, E-

Commerce negotiation at WTO, African Continental Free Trade Area (AfCFTA), Bilateral 

Free Trade Agreements (FTAs), and data governance discussions at Internet Governance 

Forum (IGF), Organisation for Economic Co-operation and Development (OECD), among 

others, including data policies and legal frameworks at national and regional levels. 

 

ii. The composition of the group of respondents needed to ensure that the interviews provided 

information regarding both case studies. 

 

iii. Beneath persons involved in the E-Commerce negotiations, data policy formulation at the 

national and regional levels, and data governance processes at the global level, there ought 

to be external experts among the respondents to add critical distance to the interview.  

 

iv. The respondents need to be accessible and willing to share their relevant knowledge and 

experiences with the researcher. 

 

For this dissertation, the interviews were executed as expert interviews and were based on 

targeted respondents’ knowledge about digitalisation, data governance and power relations that 
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shape it, and E-Commerce. Expert interviews were conducted qualitatively and in small 

numbers (Glaser & Laudel, 2010) to allow for sufficient analytical depth. Moreover, expert 

interviews can provide the data to link the macro and micro levels of analysis, which is critical 

in analysing a phenomenon (Christian v. , 2022) like power relations in data governance and 

how they impact E-Commerce participation. In total, and following the above criteria, 30 

respondents were identified and contacted in the sequence of their relevance for the present area 

of study. Their overall willingness to participate in the interviews was surprisingly high, 

allowing for the conduct of 30 expert interviews (15 from Kenya and Uganda, respectively). 

Respondents were drawn from Government officials (including policymakers and key Trade, 

information technology, and data protection officials) and key stakeholders (including 

corporate actors like E-Commerce platforms and data centres and Civil Society Organisations); 

Experts and innovators (E-commerce and Data Centre start-ups) external to the policy process. 

These individuals were consulted for their views on data governance and its linkage to a 

country’s gainful participation in E-Commerce. While a total of thirty interviews were 

conducted, a small number of respondents were substituted through snowball sampling, 

primarily due to constraints of availability.  A list of respondents is provided in the Appendix.   

 

To obtain diverse views from respondents, interviews were based on non-standardised 

guidelines with open-ended questions. Open-ended questions are selected over closed ones 

because, as argued by Zül (2016), they are more suitable for measuring knowledge as they not 

only minimise the likelihood that respondents will try to guess the right answer but also often 

yield more reliable and valid information. Moreover, since this dissertation is qualitative, 

utilising open-ended questions allows researchers to take a holistic and comprehensive look at 

the issues being studied because open-ended responses permit respondents to provide more 

options and opinions, giving the data more diversity than would be possible with a closed-

question or forced-choice survey measure (Albudaiwi, 2018). For consistency, insights gained 

in early interviews were considered during later ones. 

 

The basic interview guidelines were adopted for each interview about the respondent’s 

expertise, background, language, and the duration of the interviews as agreed upon ex-ante 

(Atteslander, Ulrich, & Hadjar, 2008). To save resources, the majority of interviews were 

physical and virtual (Zoom-based), depending on the preference of the respondent. All 

respondents received the guiding questions in advance to allow for adequate preparation and to 

facilitate the discussion. All respondents were requested to permit the recording and 

transcription of the interviews. Even though it involves the risk of making the interview process 
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less natural, recording is generally evaluated as superior to manual protocols or memory-based 

ex-post documentation (Glaser & Laudel, 2006). The interviews were transcribed entirely and 

literally to avoid the loss of relevant content during the transcription. However, a simple system 

of transcription rules was applied, which is largely in line with the recommendations made in 

the pertinent literature on fact-focused expert interviews. Despite the risk of altering parts of 

the original data during the transcription, Glaser and Laudel (2010) maintain that this method 

is widely acknowledged as a very helpful basis for a high degree of transcript readability and 

consistency as well as for a systemic and traceable interpretation.  By using expert interviews 

and composing detailed descriptions (instead of numerical codes) (Marvasti, 2004), the 

researcher constructed a picture of national data governance and E-Commerce policies in Kenya 

and Uganda. Moreover, with a qualitative approach, the researcher was able to attach theory to 

methods, in the sense that he kept searching for meaning as the research unfolded (Marvasti, 

2004). This allowed the researcher the flexibility to adapt the dissertation as the research 

discovered new information (Hashemnezhad, 2015; Babbie, 2014). 

 

To obtain relevant data amidst hard-to-reach respondents, the researcher adopted snowball 

sampling, whereby the researcher sought out interview subjects based on the knowledge of the 

field (Atkinson & Flint, 2001; Babbie, 2014). For example, the researcher interviewed officials 

in a) Ministries, Departments, and Agencies in charge of Trade, Information Technology, and 

Data Protection; b) United Nations agencies like the United Nations Conference on Trade and 

Development (UNCTAD), United Nations Economic Commission for Africa (UNECA), World 

Trade Organization (WTO), International Telecommunication Union (ITU); c) regional 

agencies like the African Continental Free Trade Area (AfCFTA) Secretariat and East African 

Community (EAC) Secretariat, and d) Data Centres and E-Commerce Platforms in Kenya and 

Uganda. 

 

4.4.2.2 Questionnaire 

 

Interviews in this dissertation were administered through a semi-structured questionnaire. This 

was adopted due to three reasons. First, this dissertation is a critical investigation into how data 

governance impacts gainful participation in E-Commerce, a nexus that is not well-documented 

or thoroughly researched in academic, policy, or other publicly available literature. Thus, a 

semi-structured questionnaire format provided me with the flexibility to question, which 

allowed the researcher to form an analysis of the perspectives of government officials and key 

stakeholders. According to Hashemnezhad (2015), unstructured interviews are guided by the 
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responses of the interviewee rather than the agenda of the researcher, whereas in structured 

interviews, the interviewer asks the same questions in the same way according to a rigid 

structure. In contrast to both, semi-structured interviews involve a set of open-ended questions. 

He/she has a general idea of where he or she wants the interview to go, and what should come 

out of it, but does not enter the interview with a set of predetermined questions” 

(Hashemnezhad, 2015). 

 

The interview questions were formulated after conducting extensive background research to 

ensure the researcher would ask new and important questions. The baseline form for the 

respondents included an opening section asking the interview subject about her role at her 

respective institution and some questions about the policy process. For interview subjects 

deeply involved with deployment on the ground, the researcher spent considerable time on 

questions of implementation, such as the successes and challenges, anticipated time frames for 

completion, and so on. Across the set, questions sometimes deviated from the prepared template 

in the interests of rounding out the researcher’s knowledge of the general context of data 

governance and E-Commerce. By retaining a set of pre-determined questions to ask across 

interview subjects, the researcher was able to simultaneously draw comparisons and conduct 

analysis according to roles and relationships.  

 

4.4.3 Document Analysis 

 

In addition to field interviews, this dissertation made considerable use of document analysis. 

More primary source policy documents were reviewed for this dissertation. These include 

national policy documents for data governance and E-Commerce, both in hard and soft copy, 

and speeches by key actors like government officials, E-Commerce platforms, and Data 

Centres. The researcher also made use of primary source documents and white papers published 

on the websites of key stakeholders like Civil Society Organisations and Private Sector 

Associations. These enhanced the researcher’s understanding of the interests of key data 

governance and E-Commerce actors. Secondary data involved desk research, including a 

review of available literature on the issues of our study to gain insight and familiarity into the 

theoretical and academic aspects of the topic of study from several books, the internet, journals, 

and newspapers. 

 

The second technique of data analysis was qualitative content analysis and computer-assisted 

qualitative data analysis (using MAXQDA), as they are often used to analyse qualitative data. 
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The techniques were used inductively to code the data, categorise it, and abstract the ideas 

within the data. They were most suitable for both existing reports and other documents on data 

governance and E-Commerce, and key informant semi-structured interviews (Bryman, 2008). 

Document analysis in policy research is suitable because it provides background information 

before conducting interviews (Yanow, 2007). As noted earlier under secondary data, special 

attention was paid to documents from both the government, private actors, and civil society 

actors working on data governance and E-Commerce. For the legitimacy of the consulted 

documents, the researcher authenticated documents based on their sources, and for the 

Government, the researcher utilised only official documents. These documents provided a state-

of-the-art picture of data governance and the state of E-Commerce in Africa, and as such, they 

also guided the researcher in (re)phrasing interview questions. These documents were 

supplemented by data collected from in-depth interviews and also empirically used to 

authenticate the data from those same interviews. 

 

4.4.4 Triangulation 

 

Triangulation is a process by which the researcher utilises more than one approach to build 

confidence in research findings. Given the qualitative orientation of this study, the emphasis is 

placed less upon replication in the strict positivist sense and more upon credibility, coherence, 

and interpretive depth. Credibility is pursued through the triangulation of interview data and 

documentary sources, as well as through sustained engagement with respondents over the 

course of the research process. Attention is also given to reflexivity, acknowledging the position 

of the researcher and their potential influence upon interpretation. Rather than seeking universal 

generalisation, the study aims to provide sufficiently rich and contextualised accounts to allow 

for considered transferability to analogous settings. This study triangulates semi-structured 

interviews with primary and secondary source document analysis to enhance the robustness of 

the findings. 

 

 As McMillan and Schumacher (2013) note, triangulation compares findings drawn from a 

variety of data sources and collection strategies to find regularities in the data. This dissertation 

will critically explore the statements of government officials and key stakeholders against their 

official policies. As Babbie (2014) notes, researchers should be wary of the information 

provided by informants, as they probably provide “a mixture of fact and point of view”. They 

may be provided with biased information, such as viewpoints that are self-serving or cater to 

the expectations of the interviewee or the interviewee’s audience. This dissertation checked 
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each of the sources of data, semi-structured interviews, primary source documents, and 

secondary source documents against each other for critical analysis. 

 

4.5 Population and Sample Selection 
 

The dissertation focused on Kenya and Uganda as Case Studies because, whereas the former is 

among the top 5 leading E-Commerce-ready economies in Africa, the latter is among the least 

ready (UNCTAD 2019). In April 2022 alone, Kenya saw Google, Visa, and Microsoft research 

and development data collocation centres, with Amazon Web Services announcing its plans to 

establish a centre in the country by the end of 2023 (Kenyan Wall Street, 2022). This provides 

the right infrastructure for these data-centric companies to expand into Africa and extract data 

for their market dominance. However, there are similarities between the two countries, i.e., both 

lack a comprehensive E-Commerce policy and have data policies that do not address E-

Commerce measures, e.g., liberalisation of cross-border data flows for E-Commerce.  

Regarding cross-border data flows, while Kenya’s Data policy provides for data localization 

(requires personal data processed for the strategic interest of the state to be processed through 

a server and data centre located in Kenya), Uganda’s data policy is silent on that, and rather 

provides for free cross-border data flows, provided adequate data protection measures exist in 

the country where the data is processed or stored. Given the role of data in promoting gainful 

participation in E-Commerce, these two provided case studies on how best a country can 

reposition itself to be a competitive actor in the digital economy.  

 

4.6 Data Collection and Management 
 

The method of data interpretation applied in this dissertation is qualitative content analysis, as 

it facilitates a rule-based reduction of information and the systemic extraction of key messages 

from the material. Thus, it is a potent but manageable tool for the scientifically sound 

investigation of comprehensive data derived from primary documents and expert interviews 

(Diekmann, 2010). Different forms of qualitative content analysis have been proposed in line 

with the wide range of subject areas to which the method has been applied. The concrete choice 

of the interpretation procedure mainly depends on the research questions, the methodological 

framework, and the available resources. Among the multitude of approaches, the contributions 

from (Mayring, 2010; 2008) are particularly prominent. Mayring (2010) has reconciled the 

advantages of qualitative analyses, such as the orientation to an explicit methodological guide 

and theoretical basis, with a qualitative, open procedure of text analysis.  
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Following Mayring (2010; 2008), three central types of qualitative content analysis can be 

distinguished i.e., summary, explication, and structuring. The summary reduces the text 

material in a stepwise manner to identify decisive statements or passages. The explication aims 

to explain problematic passages by considering additional material within the same text or from 

external sources. The structuring aligns the empirical material according to explicit rules. After 

categories have been defined, anchor examples or prototypical text passages are identified, and 

coding rules are formulated, particularly if categories are hard to differentiate clearly from each 

other.  On this basis, relevant text passages can be extracted in a retraceable manner, which 

helps to derive reliable research results. Depending on the theoretical framework, structuring 

can be formal, content-related, type-building, or scale-building (Mayring, 2010). 

 

The application of categories is relevant in all three types of qualitative content analysis, 

particularly in structuring. These categories can be developed inductively or applied 

deductively. Inductive category development derives criteria from the research question and 

theoretical framework, based on which categories are defined out of the empirical material. 

These categories are modified and possibly reformulated until a reliable category system is 

established (Diefenbach, 2010). The deductive procedure, in contrast, defines the categories 

based on the research questions and theoretical considerations and applies them to empirical 

material. The decisive analytical step is to assign text passages to the categories in a 

theoretically well-founded and traceable manner, ruled by a coding guideline. Also, the 

deductive procedure is recursive as a stepwise adaptation of the coding guidelines takes place 

during the analysis (Mayring, 2010). 

 

Several authors have proposed alternatives to Mayring’s prominent approach to qualitative 

content analysis, some of these in the context of expert interviews. Examples include the 

contributions from Meuser and Nagel (2009) and Glaser and Laudel (2010). In Meuser’s 

approach, the coding of interviews follows transcription or paraphrasing. Then, thematic 

comparisons take place where similar passages from different interviews receive common 

codes. After this, the relevant pieces of information from the interviews across interviews 

according to relevant subtopics are translated into a more general language to allow for an 

interpretation in line with the analytical model and theoretical fundamentals. On this basis, the 

information gathered can be set concerning theoretical hypotheses and concepts. Returning to 

a previous stage of the interpretation is often necessary to ensure the appropriateness of the 

codes formulated, allocations made, and conclusions drawn (Meuser & Nagel, 2009). 
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Also, the approach proposed by Glaser and Laudel (2010) contains recursive elements.  Here, 

the adaptation of the categories to the texts is allowed during the entire analysis, and the states 

that the variables can take are formulated openly. Even though the approach is deductive with 

an ex-ante identification of categories based on the theoretical framework, it is thus more open 

than the one described by Mayring. Its main elements are the preparation of the extraction, the 

actual extraction, the editing of the data, and the interpretation (Glaser & Laudel, 2010). Glaser 

and Laudel (2010) have criticised Mayring’s approach for its relatively high degree of 

standardisation, which increases the risk of losing important information during the 

interpretation. However, restricting the amount of data is necessary in order not to exceed 

available analytical resources. Applying a comparatively slim instrument in a well-documented 

manner appears to be more valuable than applying a very open and non-standardised instrument 

consistently. Adding to the preference for Mayring’s approach in the dissertation is its 

widespread usage throughout qualitative research.  

 

This dissertation used an inductive approach based on Mayring’s content-related structuring. 

Categories were derived from the analytical model, and a category system was set up, which 

was then applied to the primary documents and expert interview transcripts. On this basis, the 

research questions formulated initially could be answered at last. Relevant text passages were 

extracted employing the category system. Notwithstanding the inductive procedure, the 

analysis also contained deductive elements; some of the categories were nominal, so their 

possible values cannot be identified ex-ante. Thus, identification takes place inductively during 

the analysis. Data management analysis entailed audio-recorded interviews, which were 

transcribed verbatim by the researcher after listening to the audio recording several times to 

ensure accuracy. The information was transcribed by two persons fluent in both English and 

the local language (Kiswahili for Kenya). The researcher, with the two transcribers, read the 

transcription several times to be able to augment the differences that may occur. In the process 

of reading through the transcripts, a list of concepts and meanings was generated, and 

relationships were established among the concepts. The data were categorised based on the 

objective of the dissertation, and evolving quotes were grouped into categories to form themes 

and sub-themes. Identical quotes were pulled together, and the data was analysed by performing 

content analysis. Also, systematic conclusions were drawn from the qualitative data that was 

gathered through the focus group discussions and in-depth interviews.  
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Furthermore, Data were analysed using the procedure described by Colaizzi (1978) to develop 

an essential structure of the phenomenon under study. The researcher took the following steps: 

a) The researchers read the transcription of each participant’s interview to gain a full 

description of the experience of the phenomenon. 

 

b) The interview transcripts were re-read, and the researcher underlined and extracted 

significant statements from the transcript that directly pertained to the investigated 

phenomenon: variable geometry and its implication on EAC regional integration. 

 

c) The researchers formulated and wrote the meanings of each significant statement. A strong 

attempt was made to ensure that the ‘formulated meanings’ actually reflected what the 

participants had meant. For this to be possible, there was a constant comparison between 

the original transcript, the statements, and the formulated meanings from all the study 

participants. 

 

d) The formulated meanings were organised into clusters and themes, whereby, to validate 

clusters or themes, the researcher compared them with the original description of the 

phenomenon. 

 

e) The results of the data analysis were integrated into an exhaustive description of the 

phenomenon. 

 

f) To ensure that the research findings were credible, the descriptive results were again 

returned to the participants to read and ensure that their experience had been accurately 

represented and that their exigencies about anonymity and confidentiality had been 

respected. 

 

4.7 Validity  
 

Research findings must be of a trustworthy and reliable character. To mitigate bias, researchers 

must adhere to several principles and strategies. At the outset, it must be acknowledged that all 

research is linked to the perspective of the researcher. As Babbie (2014) puts it, “No one 

seriously believes we can observe life with no preconceptions; for this reason, scientific 

observers must be conscious of and explicit about these conceptual starting points”. The 

theoretical starting points for this study are detailed in Chapter 3, which lays forth the theoretical 

foundation for the policy analysis. The theories that comprise the framework are derived from 

a wide range of sources, including top scholars of diverse backgrounds and geographic locations 
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across time and space. Data collected will likewise be selected with attention to the diversity of 

voices. This approach helped the researcher to guard against theories that express the views of 

a single sub-section of humanity. 

 



 

118 

 

Figure 4. Analytical Framework
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4.8 Reliability  
 

Reliability is an important concept in research methods that refers to the consistency and stability 

of research findings over time and across different contexts. In other words, a research study is 

considered reliable if the results obtained are consistent and can be replicated under similar 

conditions. Furthermore, reliability is significant in research because it ensures that the findings 

obtained are accurate and consistent. To ensure reliability, this dissertation used standardised 

procedures by ensuring that all aspects of the research process, such as data collection and analysis, 

were standardised and consistently applied across all participants and research sites. This will help 

to minimise potential sources of variation and error that could affect the reliability of the results. 

The dissertation also used reliable measurement instruments to ensure that the measurement 

instruments used in the research are reliable and have been validated for the specific research 

context. This helped the researcher to ensure that the instruments were consistently measuring what 

they were intended to measure. 

 

4.9 Ethical Considerations 
 

Ethical considerations are an essential part of the research, and they involve a set of principles and 

standards that guide the conduct of research to ensure that it is conducted in a way that is morally 

and legally responsible. The researcher followed the ethical code of the Committee of the Faculty 

of Business, Economics, and Social Sciences at Universität Hamburg (Universität Hamburg, 2023)  

to conduct research with respondents throughout the fieldwork. The researcher strove to be 

unbiased, accurate, and honest as much as possible during all phases of the study. Each participant 

was asked to sign an informed consent form, which described the purpose of the study, the risks, 

benefits, and the voluntary nature of their participation, before the collection of data. In a bid to 

ensure confidentiality and privacy, the researcher took appropriate measures to protect the 

confidentiality and privacy of participants, ensuring that their personal information and data are 

kept secure and not disclosed without their explicit consent.  Furthermore, the fact that the findings 

of the study were to be presented in this dissertation was made clear to respondents. This helped 

gain the respondents’ trust and cooperation with the interview exercise. 
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4.10 Limitations and Contingency Plan 
 

Upon acquiring approval from the university, the researcher contacted the sampled respondents 

and clearly explained the purpose of the study to them. However, there were still respondents who 

backed out. Where this was the case, this study adopted three contingency plans. The first approach 

was the use of “elite interconnections”, some sort of snowballing (Burnham, Karin, Wyn, & Zig, 

2004).  Given that data governance and E-Commerce actors, both in government and in the private 

sector, are interconnected (mostly elites) and operate in some kind of a network, the researcher 

asked those respondents who agreed to be interviewed to link him to their colleagues (i.e. other 

respondents) in government or the private sector. Burnham et al. (2004) reaffirm the importance of 

the approach to be effective in policy research in instances where some respondents might be 

hesitant to grant researchers an interview opportunity. The second contingency plan was reliance 

on local content reports (speeches in the public record, information on their websites, and news 

articles) from the organisation that declined to be interviewed. Such official reports provided useful 

data that were supplemented by other sources mentioned above under the document analysis 

method. Third, some information from the websites of declining respondents also helped to fill the 

vacuum created by respondents who declined to be interviewed. For the case of E-Commerce 

Platforms and data centres in Kenya and Uganda, whenever one enterprise/company backed out, 

another company in the same category was considered. This was a bit time-consuming, but it 

assisted me in gathering the needed data for this dissertation.  

 

Another key limitation was the sensitive nature of the information in the data industry. Because of 

that, some sampled respondents were hesitant to schedule an interview appointment, while others 

gave abstract information. However, due to the importance of that information for this study, the 

researcher used two approaches to get the required data. One was creating a friendly environment 

with the respondent and discussing some sensitive matters more casually (sometimes even off the 

record) as opposed to an official setting of conducting an interview. This enabled the researcher to 

get some data that he would not have accessed. It therefore gave the researcher the context of how 

the actors interact and influence the process, informed the researcher’s analysis of other data sets, 

and allowed the drawing of conclusions. Furthermore, the researcher opted to interview more than 

one respondent from an organisation, company, or government agency whenever he discovered 

that the data provided by the first respondent was not sufficient to answer the given research 

question. In so doing, the researcher was able to anonymously use the first respondent’s data to ask 
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follow-up questions to the second or, in some instances, the third respondent. This enabled the 

researcher to get the data required to answer the research questions and draw informed conclusions. 

The analytical framework below is a summary of the structure of this study in terms of the research 

themes, objectives, questions, and methods of data collection. 

 

4.11 Conclusion 
 

This chapter outlined the approach to the methodology used in this dissertation. First, it described 

the research problem, research question, and the research paradigm favoured. For ontology, this 

approach acknowledges the relevance of subjectivity and incorporates both a commitment to 

universal, objective reality and subject knowledge in its considerations about reality. Concerning 

epistemology, this approach argues that there are better and worse ways of knowing, and it favours 

a mitigated scepticism approach consistent with classical Enlightenment commitments to 

rationality, logic, and evidence-based analysis (also commonly adopted in the anarchist tradition). 

Next, the chapter described how the research problem evolved to focus on policy choices and 

perspectives about data governance and participation in the E-Commerce nexus. The subsequent 

section outlined this dissertation’s approach to policy analysis. Next, the chapter detailed the 

research design and methods, including semi-structured interviews, as well as document analysis 

drawn from primary and secondary source material. It then explained how the triangulation of the 

data collection sources and methods made the dissertation more robust. 

 

Furthermore, the section after that explained how the analysis of data proceeded according to the 

theoretical lens established in Chapter Three, as well as thematic analysis. The next section details 

how the research was conducted to ensure trustworthiness and reliability so that the results can be 

accepted for use by other researchers. This included measures to guard against researcher bias, 

principles of critical thinking, the inclusion of thick descriptions to provide enough detail for others 

to evaluate, and limitations of the study (including partial accessibility of key policymakers in data 

protection and trade institutions, limited knowledge by E-Commerce Platforms in Kenya and 

Uganda on data related discussions in the World Trade Organization-WTO and African Continental 

Free Trade Area-AfCFTA, the limited ability to cover the full breadth of data governance and E-

Commerce sector, and the limited data provided to researchers due to the partially private forms of 

decision-making made behind closed doors). The following section explains the ethics guiding this 

dissertation, including the formal review procedure, the process of informed consent, the measures 
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taken to avoid harm, and procedures used to ensure confidentiality. The next chapter will describe 

the empirical findings concerning what data governance is and its relationship with the gainful 

participation of Kenya and Uganda in E-Commerce.   

 

It is hoped that the findings of this dissertation will be used in informing Kenya and Uganda’s 

negotiating positions on E-Commerce rules and will also be used in the review of their respective 

national data governance policy frameworks and the continental Digital Strategy for Africa. This 

dissertation is therefore guided by this assessment and seeks to contribute to a body of knowledge 

that will guide African Countries in general and Kenya and Uganda, in particular, to put in place 

regulatory frameworks on data flows and access to data, to ensure that they participate in E-

Commerce as competitive players, and as producers, rather than consumers of E-Commerce 

products. This dissertation will also improve on the findings in the above framework by providing 

Africa-specific challenges and experiences in data governance and E-Commerce, which will 

support Kenya and Uganda in E-Commerce negotiations in the World Trade Organisation (WTO), 

African Continental Free Trade Area (AfCFTA), and update their data protection regulatory 

frameworks. 
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5 Chapter Five: Beyond “State of Play”: Exploring the Dynamic E-

Commerce Landscape in Kenya and Uganda 
 

To examine how power relations in data governance impact E-Commerce in Kenya and Uganda, it 

is important to shed light on the state of E-Commerce and Data Governance in the two countries. 

Indeed, beyond the surface-level comprehension habitually depicted in "State of Play" reports, a 

nuanced understanding of the E-Commerce and data governance landscape for Kenya and Uganda 

requires a deep exploration. This investigation transcends inert descriptions, delving into the 

dynamic nexus of factors shaping the two countries’ E-Commerce and data ecosystems. By moving 

beyond snapshots in time, this chapter divulges the intricate tapestry of forces driving E-

Commerce’s continuous evolution in Kenya and Uganda.  

 

5.1 E-Commerce Landscape in Kenya and Uganda 

 

5.1.1 Kenya’s E-Commerce Landscape: A Market Poised for Take-off 

 

Swift technological advances have created new markets that now connect consumers while 

lowering transaction costs and reducing information asymmetry. Kenya has seen an upsurge in the 

number of E-Commerce platforms, and its E-Commerce landscape pulsates with growth and 

evolution. A joint 2016 National ICT Survey by the Communications Authority of Kenya (CAK) 

and the Kenya National Bureau of Statistics (KNBS) established that 39% of private enterprises 

are engaged in E-Commerce (KNBS & CAK, 2016). This proportion continues to grow 

exponentially as most businesses offer some form of digitised service. Kenya has experienced 

unprecedented growth in its digital economy in the last three decades. From a negligible share of 

the digital economy in the 1990s, Kenya now leads other African countries in terms of the digital 

economy’s contribution to the GDP, at 7.7% (UNCTAD, 2022). This implies that while Kenya is 

among the top five countries (others include South Africa, Nigeria, Egypt, and Algeria) that account 

for 78% of Africa’s total E-Commerce marketplace traffic (ITC, 2020), it leads by far in terms of 

the overall contribution of all forms of digitalisation (E-Commerce, Financial technologies, start-

ups, etc.) to GDP. Indeed, a 2023 report by the Communications Authority of Kenya (CAK) 

indicates the sector's contribution to the GDP reached Ksh 2.1 trillion (USD 18.7 billion), 

accounting for a substantial 8.5% of the national GDP (CAK, 2023). This economic impact is 
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expected to continue an upward trajectory, with projections estimating the sector's contribution to 

reach Ksh 4.4 trillion (USD 39.3 billion) by 20230 (CAK, 2023). 

 

To further give a statistical contrast, Kenya is among the leaders in E-Commerce on the African 

continent, with combined revenues expected to hit $3.6 billion in 2023 (MICDE, 2023). According 

to the 2020 UNCTAD B2C (business-to-consumer) index, which assesses the country’s readiness 

to engage in and benefit from E-Commerce, Kenya ranks 88th globally and 4th in sub-Saharan 

Africa, after Mauritius, South Africa, and Nigeria (UNCTAD, 2021). At the continental level, it 

also ranked 3rd after South Africa and Nigeria, in terms of E-Commerce transaction volumes in 

2019 and 2020  (UNCTAD, 2022). Indeed, the World Bank notes that E-Commerce in Kenya 

surged from 9% in 2017 to 16% in 2021, the third highest rate in Africa after Mauritius and Tunisia 

(UNCTAD, 2023). Because in 2020, 13 E-Commerce start-ups from Kenya raised US$43 million 

in funding, UNCTAD (2022) forecasts that the country’s combined E-Commerce revenues hit 

US$3.6 billion in 2022 and are expected to continue rising. Kenya’s E-Commerce landscape is 

therefore evolving at an increasing pace and creating diversified marketplaces, jobs, revenues, and 

innovation, a speed which is imperative to increase Africa’s share of global E-Commerce. It is 

therefore not surprising that in 2014, Kenya was heralded as the Silicon Savannah of Africa by the 

former United Nations Secretary-General Ban Ki-moon (United Nations, 2014). 

 

One of the parameters used by the researcher in this dissertation to measure E-Commerce is taking 

stock of the number of functional E-Commerce platforms. In Kenya, platforms such as Shopfit, 

Jumia, Jiji, Carrefour, Masoko, MYDAWA (specifically for pharmaceutical products), Kilimall, 

MoBar, and PigiaMe have grown popular among Kenyan buyers who are increasingly embracing 

technology, including manufacturers and retailers who wish to diversify their markets. In 2022, the 

top 5 online stores in the Kenyan E-Commerce market were Carrefour with sales worth US$17.4 

million, followed by Jumia with sales of US$10.2 million, and MYDAWA with sales of US$7.9 

million, together accounting for a market share of 37.0% of the top 100 stores in the Kenyan E-

Commerce market (eCommerce Insights, 2023). While some platforms like MYDAWA and 

Carrefour have a mix of both online and physical trade, it is key to note that the growth of 

businesses and marketplaces exclusive to E-Commerce is on the rise in Kenya. The E-Commerce 

landscape in Kenya is therefore diverse in size and scope of operation, which gives more potential 

for inclusivity, given the diverse nature of Kenya’s business enterprises. 
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The above business establishments strictly offer full E-Commerce services through web portals 

where clients can view and order goods or services and make electronic payments. Furthermore, 

these marketplaces often provide additional services to merchants – including digital marketing 

and catalogue creation, an E-Commerce portal and back-end administrative systems, as well as 

warehousing and logistics services with links to payment service providers and postal, transport, 

and courier services (MICDE, 2023). There are over fifty-six (56) E-Commerce platforms in Kenya 

at the end of 2023 (Agnew & DaCosta, 2024). In terms of market domination, third-party national 

E-Commerce platforms like Jumia, Kilimall, and Sky Garden dominate 30% of E-Commerce in 

Kenya, while third-party international platforms like Amazon, Etsy, and Booking control 20% 

(UNCTAD, 2022). This means that there is stiff competition between the two categories of E-

Commerce platforms, in which local platforms are being edged out of the market by international 

ones. Nevertheless, whereas Kenyan E-Commerce platforms are facing stiff competition from 

international ones, one cannot underestimate the fact that the country’s E-Commerce landscape is 

bustling and thriving on dynamism, showcasing remarkable growth and a burgeoning number of 

platforms. This trajectory is fuelled by swift technological advancements, creating new markets, 

fostering job creation, and driving revenue.  

 

By harnessing innovation and embracing strategic adaptation, Kenya's E-Commerce ecosystem is 

poised to not only maintain its lead within Africa but also carve a niche for itself on the global 

stage. This potential is better discussed in the next subsection and shows the diversity of Kenya’s 

E-Commerce landscape, which is fuelling the country’s competitive edge in E-Commerce over the 

majority of other African Countries. To promote the country’s E-Commerce participation and 

strategic positioning in Africa, Kenya has put in place several regulatory frameworks and 

strategies. These include the National E-Commerce Strategy of 2023; the Digital Economy 

Blueprint of 2019, the National Trade Policy of 2017, the Electronics Transmission Bill of 2007, 

the Protection of Intellectual Property Act of 2001, the Industrial Property Act of 2001, the 

Copyright Act of 2001, and the Central Bank of Kenya - National Payment Strategy of 2022-2025. 

Kenya is also a signatory to the East African Community (EAC) E-Commerce Strategy-2022 and 

the African Union E-commerce Strategy-2022. These regulatory frameworks are aimed at 

providing an operating environment for the private sector E-Commerce supply chain actors while 

granting regulatory power to the government of Kenya.  
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5.1.2 From Humble Beginnings to a Promising E-Commerce Landscape: Unveiling Uganda's E-

Commerce  

 

While E-Commerce in Uganda is in its nascent stage compared to Kenya, there are noticeable 

efforts and growth in the sector. According to the Uganda Communications Commission, Uganda’s 

ICT market experienced a significant surge in growth, with local startups raising over $70 million 

in seed capital by the end of 2022, an achievement that marks a remarkable 964.3% increase from 

the $6.5 million raised in 2021 (UCC, 2023). The contribution of ICT to Uganda’s GDP is estimated 

at 9%, significantly contributing to national revenue, employing 2.3 million people (MoICT, 2023). 

In terms of E-Commerce, Uganda’s E-Commerce revenue reached US$220 million in 2021, with 

an estimated annual growth rate of 17.6% resulting in a projected market volume of US$421 

million by 2025, and user penetration is expected to hit 29.1% by 2025, and 2.9 million users by 

2028 (MoICT, 2022; Akullu, 2024). In 2020, Uganda was ranked 112th out of 152 countries that 

were mapped in the Business-to-Consumer (B2C) E-Commerce Index, with Kenya ranking 88th 

(UNCTAD, 2021). With the study ranking Tanzania at 110th, Burundi at 150th, and Rwanda at 124th 

(UNCTAD, 2021), this means that Uganda is the 3rd ranking country in terms of E-Commerce in 

the East African Community (EAC).  

 

Major E-Commerce platforms in Uganda include Jumia, Dondolo, GoodsExpress, Intraline, 

Kibuubo Online, Paple Rayn, OLX and Eye Trade (Standard Bank, 2024), with the leading one, 

i.e., Jumia, at 45% penetration (JUMIA, 2023). The growth and resilience of Uganda's E-

Commerce startups are principally due to a tech-savvy population with rising demand for digital 

solutions in trade (UNCTAD, 2018). The country’s vibrant youth demographic has driven the need 

for tech-driven products and services, creating a fertile market for startups to thrive (UCC, 2023). 

The demographic structure of the country is also stimulating demand for digital development, with 

approximately 50% of the population in the 0-14-year-old age group (UNCTAD, 2018). The 

availability of hosting services from outsourcing companies will have an impact on businesses that 

may wish to enter the market slowly, without committing substantial resources (MoICT, 2022). 

Therefore, Uganda is undertaking efforts to scale up its E-Commerce position in Africa, albeit at a 

slower rate compared to its neighbour Kenya. E-Commerce in Uganda is seen to have massive 

potential to create major shifts in cross-border trade or exports and imports, widen markets, and 

enhance the competitiveness of businesses and efficiency in the delivery of goods and services 
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locally and internationally (MoICT, 2022). It also has the potential to cause the emergence of new 

business models and the removal of some traditional intermediaries, while introducing other 

intermediaries that suit the online marketplace (MoICT, 2022). 

 

In terms of policy and regulatory frameworks, Uganda has put in place a Digital Transformation 

Roadmap 2023/24 -2027/28, which aims to strengthen the implementation of enabling policies and 

laws to accelerate Uganda’s Digital Revolution (MoICT, 2023).  The roadmap is projected to 

achieve this by providing an overarching implementation framework for a well-connected Uganda 

that delivers on the opportunities presented by various technologies (MoICT, 2023). Other key 

policies include the National Vision 2040 (among its key targets is to support E-Commerce by 

promoting innovation and attracting hi-tech companies such as Google, Apple, Microsoft etc. to 

establish a presence in Uganda); National ICT Policy 2014 (charges the Government to take steps 

to encourage the adoption of efficient and effective technologies to boost E-Commerce within all 

sectors of the economy), the ICT Sector Investment Plan 2015 (aimed at strategic positioning the 

ICT sector as a tool for E-Commerce growth in Uganda), and the Uganda National E-Commerce 

Strategy (envisions to a fully-fledged E-Commerce economy by 2025, with the potential to boost 

regional, international and domestic trade, create jobs and promote innovations in the E-

Commerce ecosystem) (MoICT, 2022). Uganda also has in place an Electronic Transactions Act, 

2011 (aims to enable and facilitate electronic communication and transactions by eliminating legal 

and operational barriers) (ULII, 2011), and the National Payment Systems Act 2020 (aiming to 

ensure safety and efficiency in operations and standards for the delivery of payment services) 

(ULII, 2020). Uganda is also a signatory to the East African Community (EAC) E-Commerce 

Strategy-2022 and the African Union E-commerce Strategy-2022. 

 

5.1.3 Resilience Dynamism: How is Social Media Shaping E-Commerce in Kenya and Uganda? 

 

While most E-Commerce firms in Kenya and Uganda are struggling, businesses have devised 

alternative means to manoeuvre this limitation. There is an innovative and rapidly rising mode of 

E-Commerce among Kenyan youths and micro and small enterprises is the use of social media like 

Facebook, WhatsApp, Instagram, X (formerly Twitter), and TikTok. This growing alternative to 

E-Commerce is fuelled by the changing social media dynamics, whereby, according to Forbes 

(2021), 97% of Gen Z consumers now use social media as their top source of shopping inspiration 
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and conducting actual sales. Indeed, social media platforms have evolved to infuse E-Commerce 

avenues, e.g., WhatsApp Business (which, differing from WhatsApp, integrates marketing tools 

where products can be showcased with their respective prices and can be easily shared with 

customers in a few taps), Instagram’s shopping tab, #tiktokmademebuyit hashtag, and Facebook 

business page (Forbes, 2021). This mix has helped businesses, especially youth and women-owned 

Micro and Small Enterprises (MSEs), to maintain both their presence in E-Commerce and stay 

afloat in the brick-and-mortar trading landscape. Indeed, due to social media, major retailers, 

particularly supermarkets, are complementing their brick-and-mortar business by diversifying their 

outreach and clientele through E-Commerce.  

 

Furthermore, advertising has been diverted from television and newspapers to social media 

channels using social media influencers; thus, the role of social media in driving E-Commerce in 

Kenya cannot be overstated. In Kenya, a 2023 survey conducted by the Kenya Ministry of ICT and 

Digital Economy revealed that social media platforms such as Facebook and Instagram account for 

61% of use for E-Commerce, then instant messaging applications, i.e., WhatsApp and TikTok, 

account for 52% in use for E-Commerce (MICDE, 2023).  Kenya has about 11 million social media 

users, an equivalent of about 20% of the country’s population, spread across platforms such as 

WhatsApp, Instagram and Facebook (UNCTAD, 2022). In Uganda, most of the country’s domestic 

B2C E-Commerce is run on mobile devices and social media platforms, including Facebook, 

WhatsApp, Snapchat, and WeChat, by the age group 30-40, who are the biggest online spenders 

(Standard Bank, 2024). The ease of conducting trade online through social media has become 

common mainly between micro and small businesses and consumers in Kenya and Uganda, owing 

to the countries’ low barriers to entry and huge customer base, especially those whose internet 

access is restricted to social media. However, a key limitation to this mode of E-Commerce is that 

transactions conducted in this way may lack the systems and processes that E-Commerce relies 

upon for reliability and trust (MICDE, 2023; UNCTAD, 2018). Nevertheless, such transactions 

offer a critical service for those consumers whose internet access is restricted to social media sites 

and persons who are unable to use E-Commerce marketplaces or websites. 

 

 One cannot talk of the resilience of E-Commerce platforms in Kenya and Uganda and ignore the 

fact that localisation, as another approach, is fuelling the rise of E-Commerce platforms in the two 

countries. Indeed, E-Commerce platforms like Jumia, KiKuu, and Kilimall have been able to tailor 
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their services to meet the unique needs and preferences of Kenyan and Ugandan consumers. This 

localisation has allowed them to effectively tap into the diverse and often complex market 

dynamics, offering a range of products that resonate with the local audience. From electronics to 

fashion and even groceries, these platforms have become one-stop shops for Kenyan and Ugandan 

consumers. However, this is not to say that foreign E-Commerce giants have not made inroads. 

International platforms like Amazon and Alibaba have a global reputation, and some Kenyan and 

Ugandan consumers prefer these platforms for specific products or international brands that may 

not be readily available on local platforms. Interviews with local E-Commerce platform managers 

revealed that while the competition is undoubtedly fierce, national platforms have, as an adaptation 

mechanism, responded with agility, innovating in terms of both product offerings and service 

delivery. 

 

5.1.4 From Niche to Norm: How Mobile Money Payments are shaping E-Commerce in Kenya and 

Uganda 

 

E-Commerce platforms in Kenya and Uganda have grown exponentially, largely due to the 

establishment of some fundamentals, such as viable payment solutions. This is collaborated by 

UNCTAD (2022; 2018) which notes that the growth in E-Commerce in Kenya and Uganda is 

driven by, among other factors, (a) investment in digital infrastructure, such as mobile connectivity, 

devices, and data; (b) a vibrant start-up technology ecosystem supported by an improved regulatory 

environment; (c) enabling resources such as digital ID agreed, addressing systems, and mobile 

money innovation; and (d) public and private sector investment in creating awareness and building 

the capacity of citizens in the use of digital devices and services.  

 

As argued by MICDE (2023) and UNCTAD (2018), Kenya and Uganda have established a 

leadership position in e-payments, particularly in mobile money services, and migration towards a 

cashless society. In Uganda, of the 40.7 million digital wallets in 2023, 36.9 million wallets were 

Mobile Network Operator (MNO), i.e., mobile money wallets linked to MTN Uganda, Airtel 

Uganda, and UTL (MoICT, 2023). Furthermore, Ugandans transact Shs520 billion ($137 million) 

of mobile money per day, with the total transactions hitting Shs191 trillion ($50 billion) in 2023 

(Murungi, 2023). In the same year, Kenya’s value of mobile money transactions grew to $49 

billion, though this is the lowest in the last 16 years (Ombok, 2024). In the same year, Kenya 2020, 
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had more than 30 million active registered mobile money subscriptions (MICDE, 2023). These 

statistics show that mobile money payments have been effective in ensuring that customers do not 

have to rely on debit or credit cards for payments.  

 

Through leveraging financial technologies to conduct E-Commerce transactions, Kenya has 

become one of the world leaders in driving financial inclusion using digital finance solutions such 

as M-Pesa, Mula, PesaLink, and Pesapal (MICDE, 2019). Currently, M-Pesa is the leading mobile 

money transfer service in Africa, with over 50 million active users (UNCTAD, 2022). The 

Communications Authority of Kenya has piloted mobile banking interoperability (cross-network 

money transfer) to provide more efficiency to the system (MICDE, 2019). As a result, Kenya 

currently boasts of being a continental front-runner in mobile money innovation (MICDE, 2023; 

UNCTAD, 2022), which has become the most predominant payment mechanism for E-Commerce 

in the country.  

 

While not at the scale of Kenya, Uganda is also picking up in terms of fintech for E-Commerce. At 

the end of March 2023, Mobile Money subscriptions in Uganda stood at 37.3 million users, with 

mobile money active accounts at 26 million in the same timeframe (UCC, 2023) and are likely to 

continue growing. These subscriptions resulted in mobile money transactions worth Uganda 

shillings 1.44 billion (equivalent to $380 million) between January and March 2023 (UCC, 2023). 

Furthermore, the mobile money system in Uganda is now integrated with bank accounts, enabling 

electronic transfer of cash between banks and mobile money systems (MoICT, 2022). These 

innovations and their subsequent integration into E-Commerce are easing transactions and 

stimulating trade for big businesses, small and medium enterprises (SMEs), including individuals. 

Furthermore, the mobile money infrastructure largely developed by Kenyan and Ugandan 

telecommunications has also created a new market and disrupted the financial industry ecosystem 

to become a major competitor against the traditional banking sector. 

 

There is also a growing acceptance that mobile money has better prospects of being a key  E-Credit 

facilitating infrastructure in Kenya and Uganda. In Kenya, mobile lending applications offering 

loans from as little as USD 10 have provided affordable credit solutions to unbanked small-scale 

traders (MICDE, 2023). For example, in Uganda, leading telecommunication companies like Airtel 

and MTN run micro-credit schemes like Wewole (with a loan limit of Ushs 500,000/= 
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approximately €122) (Airtel, 2017) and MoSente (with a loan limit of Ushs 1,000,000/= 

approximately €245) (MTN, 2023) loans respectively. This is in addition to other mobile bank 

loans like Eazzy loan (for Equity Uganda), Trust mobile loan (for Finance Trust Bank), Instant 

Cash Advance (for Stanbic Bank), and HFB Mobile Banking (for Housing Finance Bank), among 

others. Uganda has 16 fintechs providing digital lending and microcredit products (Deloitte, 2022), 

with Numida, a Uganda-based digital lending platform netting $12.3 million in 2022, just a few 

years after its inception (FinTech Global, 2022).  In Kenya, some of the banks that offer mobile 

credit include Kenya Commercial Bank (MoPesa), Family Bank (PesaPap Wallet), Kenya 

Cooperative Bank (MCoopcash Mobile loan), and NCBA Bank.  

 

Furthermore, leading telecommunications in Kenya, like Safaricom, offer instant mobile loans of 

up to KShs 1 million (approximately €7,106) (Safaricom, 2023),  and Telkom Kenya (TKash), 

among others. This is in addition to the government’s M-Akiba Bond, which offers low-income 

earners investment opportunities and is also accessible through mobile money platforms (MICDE, 

2023).  Furthermore, this is in addition to the fact that mobile money payments in E-Commerce are 

supplemented by other forms like bank transfers, debit and credit cards, and cash on delivery, which 

is the most preferred mode of payment by consumers in Kenya and Uganda.  

 

While the above mobile-micro credit innovations have eased access to credit by small-scale 

entrepreneurs, especially tech start-ups in this case, it has also led to the exploitation of borrowers. 

This is due to the high interest rates charged, which often are as high as 150% per year (Frankline 

& Macharia, 2022). Indeed, with more than  50 mobile and online credit providers in Kenya 

(Frankline & Macharia, 2022) and 80 in Uganda (Business Times, 2023) offering loans at the click 

of a button, mobile micro-credit services have become a goldmine for those corporations seeking 

to diversify their credit lines for revenue expansion.   

 

As a mechanism to address some of the gaps associated with mobile micro-credit services, the 

governments of Kenya and Uganda have enacted several legislations to regulate the E-Credit 

sector. For example, the Government of Kenya has enacted the Finance Act of 2023, which also 

aims to tax the sector given its potential. More still, under the Banking (Amendment) Act, 2016 

(the Act), the government of Kenya caps interest rates at 4% points above the Central Bank Rate 

(CBR) (Frankline & Macharia, 2022).  In the case of Uganda, the government enacted the Financial 
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Institutions (Amendment) Act 2016, and the Financial Institutions (Agency Banking) Regulations 

2017 (specifically allowing commercial banks to offer agency banking) (Business Times, 2023). 

These regulations have played a big role in addressing anti-competitive practices, safeguarding 

both consumers and digital micro-credit service providers.  

 

Sub-sections 1.1.1 to 1.1.4 have analysed the rise of E-Commerce in Kenya and Uganda and 

mapped out key E-Commerce actors in both countries. Such key actors include (a) online payment 

behemoths like Visa, Mastercard, PayPal, M-Pesa, Pay Way; (b) Consumer electronic giants like 

Apple, Microsoft, Samsung, LG, Hisense, and Tecno; (c) Search engines and social media sites 

like Facebook, Google, TikTok, YouTube, X (formerly Twitter), Instagram, Netflix, and 

WhatsApp; (d) E-Commerce platforms like Isoko, AirBnB, Jumia, Kilimall, KiKuu, MyDawa 

among others; (e) ride-hailing platforms like Uber, Bolt, and SafeBoda; (f) Mobile 

telecommunication companies like Airtel, MTN, Safaricom; and (g) data center and infrastructure 

giants like Huawei, Telkom, Raxio, International Business Machines  (IBM) among others. 

Furthermore, the sub-sections have teased out the causal factors behind the rise of the 

aforementioned actors, which include leveraging fintech, a growing tech-savvy population, and 

enabling government policies, among others.  

 

The above factors have propelled Kenya to become one of the key leading continental actors in E-

Commerce and paved the way for the nurturing of a budding E-Commerce sector in Uganda. The 

subsections also teased out the different innovations that E-Commerce actors, especially tech 

startups, have undertaken to position themselves at a vantage point where they are utilising the 

benefits of E-Commerce, e.g., the rise of digital micro-credit services. The sub-sections also teased 

out other innovations by the youth to diversify and boost their E-Commerce sales and clientele 

through social media E-Commerce. All these depict a growing, dynamic, and versatile E-

Commerce in Kenya and Uganda.  While this is commendable, there are several challenges and 

limitations, like premature taxation of E-Commerce cybersecurity, data theft, and unequal access 

to technology, that have impeded E-Commerce growth in Kenya and Uganda and thus require 

attention. These challenges are discussed in sub-section 1.1.5.  
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5.1.5 Kenya and Uganda’s quest to create an African Silicon Savannah: Achievements and 

Limitations 

 

5.1.5.1 Key E-Commerce-Induced Achievements in Kenya and Uganda 

 

 

Kenya and Uganda have registered several benefits of E-Commerce for the government, traders, 

and consumers. Indeed, the increasing rate of uptake of E-Commerce has made it easier for value 

chain actors to transact business in Kenya and Uganda. It has, for instance, provided an 

environment for the growth of small and micro-enterprises (SMEs), which are critical in the 

country’s economic development through their role in production, creation of employment 

opportunities, as well as contribution to exports.  By selling through online platforms, the need to 

have physical premises and related licenses has been reduced, thus reducing operational costs for 

SMEs such as rent, amenities, and salaries (MICDE, 2023; MoICT, 2022). Additionally, numerous 

opportunities have been created through online jobs, which have promoted a work-from-home 

culture, especially among the youth (MICDE, 2023; MoICT, 2022). It is key to note that this has 

supported small businesses that operate on a limited capital margin to stay afloat during the post-

COVID-19 recovery era. This has fostered competition and innovation within the economies of 

Kenya and Uganda (MICDE, 2022; MoICT, 2023) and ultimately benefited consumers with a 

greater selection of products, often at lower prices. 

 

The role of E-Commerce in job creation and revenue generation in Kenya and Uganda cannot be 

ignored. E-commerce has created jobs in data centres, e.g., network and systems engineers, cloud 

architects, security specialists, and data value chain jobs like software/ application development 

(Kanali, 2024), internet service providers, data suppliers, digital payment app developers, as well 

as software and hardware technicians, among others. Other support job opportunities, such as 

delivery trucks and bike drivers, have also been created. In Kenya, E-Commerce currently employs 

1.9 million jobs (MICDE, 2022) and has the potential to create 5 million jobs by 2025 (Onyango, 

2023; MICDE, 2022). This job creation potential is critical for the realisation of Kenya’s ambition 

of providing employment prospects for up to 3.5 million young people by 2027 through E-

Commerce and startups (Kanali, 2024). In terms of revenue, Kenya's E-Commerce revenue is 

estimated at $2.3 billion in 2023 and is projected to grow to approximately $4.2 billion by 2027 

(Cowling, 2024).  By aggregation, Electronics is the largest market and accounts for 24.1% of the 
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Kenyan E-Commerce revenue, followed by Hobby and Leisure at 21.7%, Fashion at 19.2%, 

Furniture & Homeware at 11.7%, Care Products at 8.3%, Grocery at 7.6%, and Do It Yourself 

(DIY)at 7.5% (ECDB, 2023).  This diverse product line shows the growing role of E-Commerce 

in improving the livelihoods of its supply chain actors in Kenya.  

 

For Uganda, while data on the number of jobs created by E-Commerce remains scanty, as of 2018, 

one platform, i.e., Jumia Uganda, employed 1200 people (UNCTAD, 2018) while in terms of 

revenue, the sector is estimated to have generated $220 million in 2021 which is projected to reach 

$421 million in 2025 (Akullu, 2024). Therefore, for countries that are at a catch-up level and that 

are devising measures for domestic revenue mobilisation to finance their development, the 

potential of E-Commerce to add to the government coffers cannot be overstated. It is due to this 

potential for revenue generation that both Kenya and Uganda have each introduced a Digital 

Service Tax with Kenya charging  1.5% on gross income derived from all services offered through 

the digital marketplace including downloadable digital content such as mobile apps, e-books and 

films (Anyanzwa, 2021), and over-the-top services i.e., streaming television shows, films, music, 

podcasts, and any other digital content. For Uganda, a 5% income tax is levied on non-resident 

companies offering digital services (Abuya, 2023) in the categories of films, games of chance, 

advertising platforms, streaming platforms, cab-hailing services, cloud storage, and data 

warehousing. Therefore, as E-Commerce continues to rise in Kenya and Uganda, its opportunities 

for job creation and revenue generation for the two countries are on the rise, and measures to 

harness them have been put in place.  

 

The flourishing E-Commerce landscape in Kenya and Uganda has also played a critical role in 

attracting significant Foreign Direct Investment (FDI) in the countries, further propelling their 

growth. For example, the Kenya Information and Communication Technology (ICT) sector, which 

heavily supports E-Commerce, received Ksh 142.7 billion (USD 1.3 billion) in FDI in 2022 

(KNBS, 2023). This influx of capital has fuelled the development of crucial infrastructure, such as 

data centres. Kenya has emerged as a regional leader in data centre facilities, with companies like 

Liquid Telecom and Equinix establishing hubs in the country (Abudho & Beard, 2023). This is in 

addition to the increasing FDI in digital infrastructure in Kenya. For example, on 1st September 

2016, Facebook reaffirmed its commitment to invest in connectivity, noting that some of the 

nascent connectivity projects they are interested in are: Free Basics, Fibre/Infra, Express Wi-Fi, 
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Energy, TIP/OTP/Tetragraph and Aquila (MICDE, 2016). This can be construed to mean that 

Facebook is banking on making Kenya an entry point into the African continent for its data 

extraction business.  

 

Furthermore, in 2023, Amazon Web Services (AWS), a broadly used cloud computing platform 

that offers services such as computing power, storage, databases, machine learning, and analytics 

(Ayega, 2023), launched a development centre in Nairobi whose major goal is to support Amazon‘s 

essential operations, including software development, support services, and retail functions, among 

others (Mbego, 2023). For Uganda, notable FDIs in the E-Commerce sector are more pronounced 

in digital trade and payment platforms, cybersecurity, data centres, tech startups, and ICT Labs, 

among others. These data centres offer businesses reliable and secure storage and processing 

power, which is essential for running efficient E-Commerce operations. Therefore, as the E-

Commerce sector continues to expand, the demand for these services and the jobs they create along 

the value chain is expected to surge, further solidifying Kenya's position as a digital frontrunner in 

Africa and boosting Uganda’s efforts to catch up in the digital arena.   

 

5.1.5.2 Key E-Commerce-Induced Limitations in Kenya and Uganda 

 

While Kenya and Uganda have registered commendable achievements in E-Commerce, it is also 

key to note that several barriers and policy measures need to be addressed by the two countries to 

maximise the opportunities presented by E-Commerce. One of the key challenges is the present 

divide in geographical location and operation of E-Commerce platforms in the two countries.  For 

example, E-Commerce platforms and their use in Kenya are largely concentrated in urban areas, 

i.e., Nairobi, Kiambu, Nakuru, Mombasa, and Eldoret (UNCTAD, 2022). In 2022, Nairobi and 

Mombasa accounted for nearly 62% of all online shopping orders for Jumia, with only 23% of 

orders made online coming from the rural parts, yet more than 72% of Kenya’s population lives 

outside the main cities (Mwazighe, 2023). In Uganda, out of 140 key Cities, E-Commerce is 

concentrated in just 7 Cities, i.e., Kampala, Mbarara, Jinja, Arua, Moroto, Gulu, and Mbale, with 

Kampala accounting for over 66% of total E-Commerce sales (Condala, 2024). This disparity has 

become a major concern for both government and private sector respondents, given that it 

undermines the gainful participation of all Kenyan and Ugandan value and supply chain actors.  
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In terms of logistics, national E-Commerce platforms in Kenya and Uganda face limitations 

inherent to infrastructure, such as last-mile delivery in certain remote areas. Online retailers are 

facing several last-mile delivery challenges, including the high cost of delivery, delivery delays, 

complex handling of returns, cold-chain delivery constraints, poor roads and traffic concerns, 

unreliable postal delivery service, non-conducive urban policies, security concerns, and 

environmental concerns, such as pollution (Mogire, Kilbourn, & Luke, 2022).  Other related 

challenges include poor national (postal and physical) addressing systems, lack of track-and-trace 

capabilities among smaller logistics companies, and poor road infrastructure in some parts of 

Kenya and Uganda. In both countries, the addressing system is so poor and unreliable, roads are 

not well labelled, and buildings are congested without any numbers. This has led to riders having 

to call the customer to confirm their exact location, which necessitates verification by calling at the 

point of package delivery, which often results in delays and missed deliveries. Indeed, in Kenya 

alone, this has led to 17% of drops being misdelivered, 58% being delayed, and 25% not being 

delivered at all (TOPPAN, 2023). The same can be said for Uganda, where online retailers, 

including dominant firms like Jumia, promise fast delivery but the item often arrives 2-3 days later, 

even when the seller is located in the same area as the customer (Condala, 2024). As a result, 

limitations to last-mile delivery, coupled with the absence of a reliable, low-cost delivery service, 

have not only increased the cost of doing business by the already struggling small-scale E-

Commerce actors in underserved areas but have also affected their efficiency in trading online. 

 

Another E-Commerce challenge associated with delivery in Kenya and Uganda is the high cost of 

delivery. Apart from the costly handling of returns, last-mile delivery in these countries is 

associated with high shipping charges as a result of delivering goods in small quantities, which 

makes it more expensive to transport. For example, in Uganda, fees can sometimes make up to 

70% of the total cost of the items being purchased (Condala, 2024). For example, if you live in 

Gulu (a city in northern Uganda, 275 km from the capital city Kampala) and want to purchase a 

pair of shoes online from a retailer in Kampala for UGX 40,000 (about €9.7), you may have to pay 

a delivery fee of UGX 25,000 (about €6) (Condala, 2024). In Kenya, buyers are also grappling with 

elevated delivery costs, which are slowing down E-Commerce sales in the country, especially for 

small retailers/platforms. For example, a buyer who orders a product of Kshs 1,000 (about €7) will 

have to part with as much as Kshs 300 (about €2), or 30% of the cost of the ordered product, to 

have it delivered (Munda, 2022). As a result, high parcel delivery charges to consumers have 
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resulted in an estimated 70% of Kenyan online shoppers being unwilling to shop online again due 

to extra delivery charges (Mogire, Kilbourn, & Luke, 2022). For both countries that are still 

growing their E-Commerce competitiveness, such high operational costs on both the E-Commerce 

platforms and consumers, unless addressed, function as a hindrance to the growth of the sector’s 

competitiveness. 

 

Stiff competition between local and foreign E-Commerce companies is another challenge to the 

growth of local E-Commerce actors in Kenya and Uganda. In Kenya and Uganda, Google and 

Facebook dominate the online advertising industry and are considered an existential threat to local 

advertising agencies, while in the transport sector, Uber has captured a great deal of the taxi 

industry, which has resulted in taxi wars. Indeed, in Kenya, traditional taxi drivers in Nairobi have 

asked the government to prevent Uber from operating, saying they are suffering because of unfair 

competition (The World, 2016). Nevertheless, while foreign E-Commerce giants bring their global 

reputation and extensive resources, Kenyan and Ugandan E-Commerce platforms have shown 

resilience and adaptability. The competition has spurred innovation, with both local and 

international platforms learning from each other. For example, in an attempt to manoeuvre around 

this, there are ongoing trials by national platforms like MYDAWA to embrace technology to 

address these challenges by experimenting with innovative delivery solutions like drone deliveries 

and partnering with local logistics companies like Salama Cargo, Kisa logistics and several bus 

companies like Modern Coast, Mash Poa, Global Coaches, and Posta Bus Uganda. This resilience 

dynamism implies that the future of E-Commerce in Kenya and Uganda is likely to be shaped by 

a delicate balance between the strengths of local insights and the global reach of foreign giants. 

Therefore, as Kenya and Uganda’s E-Commerce landscape continues to evolve, it will be 

interesting to witness how these dynamics unfold, and whether the agile national E-Commerce 

platforms can continue to hold their ground in the face of stiff competition from the dominant 

global E-Commerce firms. 

 

As noted above, the E-Commerce marketplace in Kenya and Uganda is envisaging a gradual 

competition between domestic platforms and global platforms. Undeniably, Chinese companies 

such as Alibaba and SHEIN, as well as large E-Commerce platforms in Europe and the US, such 

as Amazon and Wish, have also gained significant market share in Africa. Most of these global E-

Commerce platforms choose to start their footprint in Africa from North Africa (Data Sparkle, 
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2023), which explains the current intra-African disparities in the concentration of dominant E-

Commerce platforms.  Furthermore, existing domestic E-Commerce Platforms like Jumia, Kikuu 

(in Uganda) and Kilimall (in Kenya, which started as an online marketplace for Chinese products 

but later expanded its operations to include local and international brands) are largely merely 

platforms that sell products from China, e.g., mobile phone devices, clothing items, toys, and 

household appliances, among others. When compared to locally manufactured items (e.g., value-

added agricultural products), Chinese products are the most listed and popular items among Kenyan 

buyers (Odhiambo, 2020). Indeed, Jumia has been actively attracting more sellers from Mainland 

China to enhance the variety of products available on its platform. In 2016, the company opened 

an office in Shenzhen to connect more Chinese vendors to the platform (Africa Business Pages, 

2023). As a result, there are about 1,500 Chinese sellers on Jumia’s marketplace, including flagship 

stores of some well-known Chinese brands such as Huawei, Xiaomi, and Skyworth (Africa 

Business Pages, 2023). The same can be said for Uganda, where clothing, electricity and electronic 

appliances, jewellery, and footwear are the most traded (MoICT, 2022), the majority of which are 

Chinese-manufactured.  Therefore, both domestic and foreign E-Commerce platforms in Kenya 

and Uganda are yet to fully integrate local producers across the value chain in their product listings 

and models, which constrains the opportunity for market diversification by Kenyan and Ugandan 

supply chain actors. 

 

Laws regulating mobile micro-credit have also had unintended impacts on the financial landscape 

in Kenya and Uganda. For example, the Banking (Amendment) Act, 2016 (the Act), introduced by 

Kenya and which caps interest rates at 4% points above the Central Bank Rate (CBR) (Frankline 

& Macharia, 2022) has led to commercial banks becoming more cautious about lending to 

individuals and small businesses, under the guise that the law did not provide room for pricing 

risky borrowers (Frankline & Macharia, 2022).  Furthermore, the cost of airtime and data has 

increased since 1st July 2021, following the implementation of the Finance Act of 2021, which 

adjusted excise duty on airtime and telephone services to 20% from 15% (UNCTAD, 2022).  This 

is likely to disenfranchise the majority of Kenyans from being involved in E-Commerce. In 

addition, in 2019, the government of Kenya introduced a digital service tax of 1.5% on any income 

accrued from an E-Commerce platform. The taxable listed digital services by Kenya include 

downloadable digital content, mobile applications, and e-books, over-the-top services such as 

movie streaming, monetised data collected and traded, provision of the digital marketplace, 
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subscription-based services, electronic data management, including website hosting, electronic 

booking, ticketing services, provision of search engines and online distance training (Muendo, 

2021). While this move by Kenya to tax E-commerce is commendable, it is premature given that 

it was introduced at a time when the country is still developing its competitiveness. Undeniably, 

this tax will affect the small players in the E-Commerce marketplace who are largely local 

entrepreneurs, thereby giving Big Tech E-Commerce actors to consolidate their domination in 

Kenya. 

 

In Uganda, the Over-The-Top (OTT) tax, commonly known as the social media tax of UShs 200 

(USD 0.05), introduced in 2018 and levied on users to access platforms like Facebook, X (Twitter), 

TikTok, Instagram, and WhatsApp, has increased the cost of the internet.  A report by the Alliance 

for Affordable Internet (A4AI) notes that in 2021, Uganda’s data costs were higher than the African 

average, with 1 GB of data costing up to 8.07% of an average Ugandan’s monthly income 

compared to Sub-Saharan Africa’s average of 3.1% (A4AI, 2021). Given that the majority of the 

youth in Uganda use social media for E-Commerce, this tax has ultimately increased the cost of 

doing business, locking some out of breaking even, given the limited users’ subscription to the 

internet. Indeed, in just one year of the OTT tax introduction, Uganda lost five (5) million internet 

subscriptions due to the negative effects of the tax (Mwesigwa, 2021). Moreover, the OTT tax in 

Uganda has also affected government coffers. For example, while the Ministry of Finance projected 

that up to UShs 486 billion (USD 131 million) could be collected annually by 2022, one year after 

the introduction of the tax, the Uganda Revenue Authority (URA) reported that it had experienced 

an annual shortfall of 83%, having collected only UShs 49.5 billion (USD 13.5 million), while in 

2020, the social media tax fetched a paltry USD 16.3 million (Mwesigwa, 2021). A key observation 

here is that E-Commerce taxation, though critical in domestic resource mobilisation, may not 

achieve its intended objectives in a country like Uganda, where the sector is still in its infancy and 

its unemployed tech-savvy youth are beginning to leverage E-Commerce for self-employment.  

 

Citing the OTT being infamous among Ugandans, on 1st July 2021, the government of Uganda 

replaced the OTT tax with a direct 12% levy on the net price of internet data, after which a value-

added tax (VAT) of 18% would apply (Mwesigwa, 2021). This new tax contradicts the country’s 

Digital Vision 2040, which aims at promoting access to high-quality and low-cost internet, public 

services online, and a digital economy driving growth, innovation, and job creation (MoICT, 2023), 
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a vision which the World Bank is funding to the tune of $200 million (Mwesigwa, 2021). A 

classical criticism of taxation as a tool for development is given by Sir Winston Churchill: “We 

contend that for a nation to try to tax itself into prosperity is like a man standing in a bucket and 

trying to lift himself up by the handle” (Churchill, 1905).  Indeed, E-Commerce taxation at a point 

when both Kenya and Uganda are in catch-up mode is premature and is incoherent with the 

countries’ aspirations of attaining digital transformation. For a country where 4.2 million youth are 

‘Neither in Employment, Education, nor Training (The Independent, 2023), E-Commerce can 

provide numerous job opportunities, from actual traders to delivery, advertising, and product 

reviews (social media influencers), among others. Achieving this aspiration requires subsidising 

the ICT sector through cheap internet packages, free public Wi-Fi hotspots, and investing in digital 

infrastructure (optic cables and network nodes) instead of imposing taxes.  

 

Lastly, the low levels of cross-border E-Commerce in Africa are also limiting E-Commerce growth 

in Kenya and Uganda. Cross-border E-Commerce platforms can support enterprises to reach more 

potential clients, as they lead to reduced logistics, inventory, and rental costs, and shortened 

procurement and sales cycles. Indeed, the regional E-Commerce market is expected to grow at a 

rate of 17.1 % between 2020 –2024, and the E-Commerce user penetration is expected to hit 37.1% 

by 2024 (MoICT, 2022). For example, a Kenyan taxi-hailing company, Little Cab, powered by an 

app managed by a mobile network services provider, Safaricom, is operational and has made debuts 

in Uganda, and will soon be in Rwanda (MICDE, 2019). While such efforts are commendable, 

there is still much to do to scale up cross-border E-Commerce in Africa. According to the African 

Union (2023), 80% of African E-Commerce marketplaces are national marketplaces operating only 

in a single African country, with only 6% operating within multiple African countries. Cross-border 

E-Commerce supportive infrastructure, e.g., secure and affordable electronic payment systems 

(UNCTAD, 2022), consumer and business confidence in E-Commerce, digital skills of MSMEs, 

and a supportive regulatory framework are still in their nascent stage (GIZ, 2023).  Therefore, 

whereas the East African Community (EAC) (where Kenya and Uganda are members) adopted a 

regional E-Commerce Strategy in 2022, and a Digital Trade Protocol to the African Continental 

Free Trade Area (AfCFTA) was adopted in February 2024, their capacity to boost cross-border E-

Commerce may remain low unless the aforementioned barriers are addressed. 
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In conclusion, the above sub-section tried to dissect the current state of E-Commerce in Kenya and 

Uganda, illuminating both its burgeoning potential and inherent challenges. By delving into this 

unique landscape, the researcher aimed to explicate the interplay of factors influencing its 

development. Through this exploration, the researcher unveiled not only the limitations but also 

the promising prospects that shape the future trajectory of E-Commerce in Kenya and Uganda, thus 

laying the groundwork for a nuanced understanding of its complex yet promising ecosystem. 

Discussions in this sub-section have revealed that Kenya and Uganda’s venture into E-Commerce 

has yielded a plethora of benefits, fostering economic growth, job creation, and foreign investment. 

However, limitations like the digital divide, logistical hurdles, and fierce competition from foreign 

enterprises hinder full participation and optimal success.  Given this unbalanced ecosystem, as 

Kenya and Uganda’s E-Commerce landscape matures, navigating the interplay between local 

innovation and global giants will be paramount in ensuring a future that benefits all stakeholders. 

Addressing infrastructural bottlenecks and fostering an inclusive environment will be crucial for 

Kenya to solidify its position as a frontrunner in Africa's digital transformation. Given the linkage 

between E-Commerce and data governance, it is important to shed light on the data governance 

ecosystem in Kenya and Uganda.  This is critical, especially to later assess how the current data 

governance dynamics in Uganda and Kenya impact E-Commerce participation by the two 

countries. The subsequent section delves into the data governance ecosystem in Kenya and Uganda, 

exploring its growth trajectory and the distinct obstacles the two countries face on the path to digital 

transformation. 

 

5.2 Data Governance Landscape in Kenya and Uganda: Policies, Actors and Performance  

 

The data governance ecosystems of Kenya and Uganda showcase important focal points within the 

context of E-Commerce and broader digital economies. The two countries are undergoing swift 

growth in E-Commerce, driven by the proliferation of digital platforms and increasing internet 

access. However, the effectiveness of data governance frameworks in Kenya and Uganda is 

influential in shaping the course and inclusivity of this digital transformation. This section delves 

into the complex web of regulatory frameworks, actors, and performance metrics that define data 

governance in Kenya and Uganda. Furthermore, this section identifies key actors involved in data 

governance and E-commerce in Kenya and Uganda and their interests. Understanding these 

dynamics is imperative for assessing the distribution of power and influence in data governance 
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and the ability of these nations to harness the benefits of E-Commerce sustainably and equitably. 

Lastly, by identifying these interests, this section will shed light on the analysis of the power 

relations in data governance, which will be comprehensively discussed in Chapter Six (6).   

 

5.2.1 Rise of Data and its infrastructure in Kenya and Uganda 

 

To understand the state of data governance in Kenya and Uganda, it is imperative to give a bird’s-

eye view of the data governance ecosystem in Africa. As noted earlier in chapters one and two, 

there is a global consensus that data is a precious raw material driving the digital economy and that 

whoever collects and controls it owns its economic value, and ultimately controls the digital 

economy (Singh, 2020).  However, Africa’s control of this precious resource is still limited, given 

the uneven data governance terrain, which is more visible in data centres that are critical in storing 

and processing this critical raw material. As of  2022, Africa accounted for less than 1% of the total 

available global data centre capacity, 67% of which is located in South Africa (UNCTAD, 2023), 

despite being home to about 17% of the world’s population (Banga, Macleod, & Parra, 2021). As 

of 2023, out of approximately 4,124 co-locations reported globally (Banga, Macleod, & Parra, 

2021), only 121 active data centres are in Africa as of 2023, with 50 in South Africa and 10 in 

Kenya, with another 3 in the pipeline (Raxio, 2023; Ahmed & Zenah, 2023). This inequality has 

led to a large amount of data being collected, processed, stored, and transmitted outside Africa, 

with no information on how it is used and reused, with African people and countries unaware of its 

economic value and not benefiting from it to build their digital economy (African Union, 2023). 

For example, most of Africa’s data is stored in data centres elsewhere, such as in Europe, resulting 

in a 180-millisecond delay for information to reach the European continent and back (FDI Center, 

2023). This is the operating context for Kenya and Uganda. 

 

As the digital landscape across Kenya and Uganda continues to evolve, the role of data centres is 

expanding. Data centres are no longer just about storage but have rather metamorphosed into 

complex ecosystems that facilitate data processing, analytics, and secure transmission. Kenya is 

one of Africa's principal data centre hubs, where in 2020, data colocation (data renting) contributed 

around 5% to the market share, and around 95% was from retail colocation in Kenya (Research 

and Markets, 2024). This increase is a result of the rise in the adoption of cloud-based services. 

The Kenya data centre market has witnessed investments from local and foreign operators, with 



 

143 

the leading actors including I-Colo (Digital Realty), Africa DATA CENTRE, Telkom Kenya and 

MTN (Ahmed & Zenah, 2023). Other newcomers in Kenya’s data centre investment include PAIX, 

Teraco Data Environments, and Wingu, while Huawei Technologies is among the leading vendors 

in the modular data centre space (Research and Markets, 2024). In the coming years, the Kenyan 

data centre market is expected to witness data centre investments in other cities, with Mombasa 

becoming a popular hub (Research and Markets, 2024). For example, in August 2023, IXAFRICA 

DATA CENTRE signed a deal with Tilisi Developments to purchase 11 acres of prime land to 

construct its second data centre in Nairobi, Kenya (Research and Markets, 2024). These statistics 

cement the fact that Kenya is not only a leading E-Commerce actor in East Africa but is also 

consolidating its dominance in data centres.  

 

There have also been increasing investments by both governments, but mainly private actors, in 

establishing data centres across Africa in general and Kenya and Uganda in Particular. The African 

data centre market saw investments of USD 2.6 billion in 2021 and is projected to more than double 

to USD 5.4 billion by 2027, with South Africa, Kenya, Egypt, Nigeria, and Ethiopia set to receive 

the lion’s share of data centre investments coming to Africa (FDI Center, 2023). In East Africa, 

Kenya is increasingly becoming the preferred investment option for several data centre providers, 

with the growing demand for cloud services prompted by improved business conditions and new 

market entrants, as well as the migration of many businesses to digital solutions (Ahmed & Zenah, 

2023). Moreover, the Kenya data centre market is expected to reach a value of 440 million by 2029 

from a value of $227 million in 2023, growing at a rate of 11.66% between 2023 and 2029 

(Research and Markets, 2024). It is critical to note that Kenya’s domination of the data landscape 

in East Africa is a result of a mix of local actors and foreign investors. Whereas Kenya has the 

presence of several local facility operators, Global operators are entering the space by acquiring 

local operators or through partnerships. For example, in 2020, Amazon Web Services (AWS) data 

centre partnered with Kenya’s Safaricom in East Africa, to facilitate cloud computing services that 

provide easy access to technologies such as big data, Internet of Things (IoT), machine learning, 

and artificial intelligence (Research and Markets, 2024). 

 

Furthermore, in 2020, Huawei was involved in developing the Konza smart city and data centre in 

Kenya, with around USD 30 million in investment (Research and Markets, 2024). Kenya is also a 

very strategic place for companies to set up shop, as 55% of Fortune 500 firms have an office in 
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Nairobi, and most of them have their African headquarters there (Mbego, 2022). Foreign Direct 

Investment (FDI) has therefore facilitated Kenya’s position as a leading E-Commerce and Data 

centre destination in East Africa. Compared to Kenya, the state of Big Data technology 

infrastructure in Uganda is still in its early stages of development. Currently, the country has 4 data 

centres, all located in the capital city-Kampala with two of those owned by Uganda Internet 

eXchange Point and Research and Education Network for Uganda (RENU) (DCJ, 2024). Other top 

providers of data centres in Uganda include Raxio Group and MTN Uganda, both of which have 

the largest data centres in the country. Also, the Government of Uganda has invested in a National 

Data Centre with a view of centralising government data centres and minimising the cost of 

building various Data centres in Ministries, Departments, and Agencies (NITA-U, 2024). The 

Ministry of ICT and National Guidance established the Parish Development Model Information 

System, which supports data collection at the Parish level, analysis, tabulation, storage and 

dissemination to aid in data-driven decision-making and community support planning (Rosenthal 

& Rosnow, 1991). Therefore, there are some notable initiatives aimed at improving the 

infrastructure. While the above initiatives are commendable, significant investments are still 

needed (Rosenthal & Rosnow, 1991) to fully support the growth of the Big Data ecosystem in 

Uganda. Indeed, Uganda’s data economy is still in its infancy compared to Kenya, which creates 

opportunities for the country to attract investments in digital infrastructure while navigating data 

governance challenges that countries like Kenya may have experienced, as will be discussed in 

Chapter Six.  

 

5.2.2 Data Actors in Kenya and Uganda: A Revisit of Their Interests 

  

Data actors are entities (e.g., users, systems) that interact with data within an ecosystem, and 

include creators (producing data), processors (analysing data), consumers (using data), and 

regulators. As broadly categorised under Chapter Two (2.6), Data Actors in Kenya and Uganda 

include organisations running very different kinds of businesses or providing public services, 

Middle and end-users consuming different kinds of digital and ICT products, and Digital platforms 

having a broad scope of activities. The overall interests of these actors have also been well 

examined under sub-section 2.6 of Chapter Two. Therefore, this section narrows down the 

examination of the data actors’ interests in Kenya and Uganda to prove the literature discussions 
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under Chapter Two and provide a more solid base for the discussion of the power relations of data 

governance in Kenya and Uganda under Chapter Seven. 

 

5.2.2.1 Governments of Kenya and Uganda as Data Actors 

 

The governments of Kenya and Uganda are the chief actors in the data landscape as regulators. 

Recognising the primacy of data in the digital economy, both countries have put in place policies 

and regulations to govern data collection, processing, and storage. Kenya’s rather recent entry into 

the African data fortification terrain through the enactment of data regulatory frameworks, 

including the Consumer Protection Act of 2012, the Data Protection Act of 2019, the Computer 

Misuse and Cybercrimes Act of 2018, and the establishment of an office of the Data Protection 

Commissioner (MICDE, 2023). Kenya has also developed a Digital Economy Blueprint, which 

aims to tap into the unique opportunities that will spur the unlocking of the benefits of the digital 

economy potential and guide Kenya’s transformational journey, espoused by new and emerging 

technologies (MICDE, 2019). As a catching-up country, Uganda has enacted the  Data Protection 

and Privacy Act of 2019, the Data Protection and Privacy Regulations of 2021, the Access to 

Information Act of 2005, the Regulation of Interception of Communications Act of 2010, the 

Computer Misuse Act of 2011 (as amended), Electronic Signatures Act 2011 (Act No. 7 Of 2011), 

Electronic Transactions Act 2011 (Act No. 8 of 2011), and the  Registration of Persons Act, 2015 

(MoICT, 2023) among others. Uganda has also developed a Big Data Utilisation Strategy 2023/24-

2027/28 whose main goal is to make data as accessible, shareable, and usable as possible for all 

types of stakeholders who require information for economic and societal gains (MoICT, 2023). 

The Government of Uganda has invested in a National Data Centre with a view to centralising 

government data centres and minimising the cost of building various Data centres in Ministries, 

Departments, and Agencies (NITA-U, 2024). Therefore, despite their varying levels of readiness 

and competitiveness in the data (digital) economy, both Kenya and Uganda have put in place 

regulatory frameworks to guide their respective pathways to leveraging data for E-Commerce and 

digital transformation. 

 

It is key to tease out the specific interests of Kenya and Uganda in enacting the abovementioned 

policies and regulations.  A closer read of the policies and regulations reveals that both countries 

are largely focused on regulating the cross-border flow of data. For example, Kenya’s Data 
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Protection Act of 2019 considers cross-border data flow restriction as one of its values of data 

protection. The sixth part of the Kenyan Act restricts cross-border data flow to jurisdictions in 

favour of which the Kenyan Data Commissioner has proof of ‘appropriate safeguards’ for data 

security and protection (Babalola, 2023). The Kenyan-styled cross-border data flow restriction is 

conditional and reported to have a damning effect on local production, which is the biggest 

beneficiary of data transfers (Babalola, 2023).  The same can be said for Uganda, where the Data 

Protection and Privacy Act of 2019 calls for data localisation is important in helping Uganda to 

protect national security, promote the local digital economy, and ensure adequate data security and 

users' privacy (NITA-U, 2019). Therefore, both governments of Kenya and Uganda are pursuing 

policies that condition the cross-border flow of data. The most basic reason for the increase in data 

localisation by the two countries can be traced to the economic value of data. Data is more valuable 

today than ever before, and perhaps for psychological reasons, but also practical reasons, countries 

want to have what is valuable closer to them, as it gives them a greater sense of control. 

 

Kenya and Uganda’s interests in regulating private actors in data are to ensure that data centres 

promote the extension of the ICT infrastructure network and warrant digital inclusion, employment 

creation through research and innovation in ICT, and fortify information security (NITA-U, 2024; 

MICDE, 2022).  According to MoICT (2023) and MICDE (2022), Big data is being collected 

because it is used by both countries for several uses in the five key economic spectrums, including:  

 

(a) Banks are using Big Data to detect and prevent fraud, improve customer experience, and 

enhance risk management. They use data analytics to analyse customer transactions, detect 

unusual activity, and prevent fraud. 

 

(b) Telecommunications companies are using Big Data to gain insights into customer behaviour, 

preferences, and network usage. They use this information to optimise their networks, improve 

customer experience, and develop new products and services. 

 

(c) The agriculture sector is using Big Data to optimise crop production, reduce waste, and 

increase profits in a few initiatives. Farmers are using data analytics to make informed 

decisions about crop selection, planting, and harvesting based on weather patterns, soil 

conditions, and market demand. 
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(d) The Ministry of Health is using Big Data to track the spread of diseases and monitor the 

effectiveness of health interventions. They use data analytics to collect, analyse, and share 

real-time data from health facilities to inform decision-making and improve health outcomes. 

 

(e) Retail companies are using Big Data to optimise their supply chain, reduce waste, and 

increase profits. They use data analytics to analyse customer behaviour, predict demand, and 

improve the efficiency of their operations. 

 

The above showcases the interests of the governments of Kenya and Uganda to regulate data flows 

outside their dominion to ensure maximisation of the benefits accruing to data.  

 

The interest by governments to use data and big tech for political espionage cannot be ruled out, as 

data centres have been used by the Governments of Kenya and Uganda for espionage and political 

gagging. In 2019, Huawei technicians helped the governments of Uganda spy on their political 

opponents by hacking into their encrypted communications and social media accounts to track their 

location and intercept encrypted communications and social media (Parkinson, Bariyo, & Chin, 

2019). Huawei technicians working in Uganda’s police headquarters office used Pegasus-style 

spyware to crack into the encrypted messages of a rapper-turned-activist named Bobi Wine (Feiner, 

2019). While there are no clear cases of the government of Kenya spying on its citizens, it is key 

to note that Kenya is one of 45 countries worldwide using Pegasus, a targeted spyware software 

developed by the Israeli technology firm NSO Group Technologies, which allows zero-click 

remote access to mobile phones and is known to be used by governments to spy on journalists, 

human rights defenders, and political opponents (Mati, 2020). Therefore, apart from using data and 

big tech for economic purposes, the above instances show that the two governments are interested 

in spying on the citizens largely for political gagging and manipulation of elections.  

 

5.2.2.2 Big Tech in Kenya and Uganda as Data Actors 

 

 

One of the indispensable actors in data governance in Kenya and Uganda is the data centres. The 

centres discussed in section 1.2.1 offer services from major international software and services 

vendors, including the ability to host E-Commerce platforms. These data centres constitute the 

nucleus of a developing E-Commerce technology ecosystem (MICDE, 2023; MoICT, 2023). By 
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leveraging Africa’s quest for catch-up, big tech firms from China and the U.S. have forged 

partnerships with the governments of Kenya and Uganda with the promise of using technology to 

promote structural transformation and industrialisation of their respective economies. Under the 

same cover, Ngila and Sheik (2022) argue that these big techs offer African countries (Kenya and 

Uganda inclusive) most technology services for free, including training rural citizens on digital 

skills, offering online courses to university students, funding educational programmes, improving 

internet connectivity in rural zones, and issuing free gadgets such as smartphones and tablets for 

government technocrats and higher education.  

 

A unique model of data storage evolving in Uganda is evidenced by an initiative by Toshiba Gulf 

FZE to support Ugandan enterprises in building their data centres. The initiative, dubbed Build 

Your Own Data Centre (BYODC), aims to create an ecosystem that brings together the channel 

partners, including system integrators, value-added resellers, and distributors, and integrates them 

to make a solution to build data centres for customers, so they can find value in storing data in on-

premises data centres or the cloud (Muhimba, 2024). However, there is always a catch-African 

countries like Kenya and Uganda have had to pay for these services by maintaining liberal data 

governance policies to allow unrestricted cross-border data flows so that whenever citizens in these 

countries browse on the internet and social media, their data is siphoned by big tech firms like 

Google, Facebook, WhatsApp, Instagram, TikTok, YouTube and even through SMS. This data is 

then secretly  but swiftly analysed using Artificial Intelligence-based algorithms and tech gurus 

and sold to E-Commerce companies, who use it to undertake targeted advertising on these very 

same sites (Ngila & Sheik, 2022).  Couldry and Mejias (2019) refer to this condition as colonisation 

by data and argue that it is a key dimension of how capitalism is evolving today, given that 

colonisation is a highly distinctive exercise of power. 

 

Chinese data-based investments in Kenya and Uganda have become inescapable. According to 

Calzati (2022), while these investments, often in the form of financial loans, focused first on the 

building of infrastructure (backbone and end-mile cabling), over the last decade, they have shifted 

towards knowledge transfer, cloud computing, artificial intelligence (AI) solutions, and smart city 

projects. While Chinese companies' commitment to fostering solid data markets in African 

countries like Kenya and Uganda is empowering local data actors in the two countries, the idea of 

a homogenising ‘soft power’ is exerted by China on Africa (Kenya and Uganda in this case). In 
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Kenya, Huawei, a major Chinese private ICT company, provides both backbone and last-mile 

solutions to the internet presently. It is in charge of phase two of the National Optic Fibre Backbone 

Infrastructure (NOFBI), a project expected to link all 47 counties in Kenya by implementing an 

extra 1600 km of fibre (Abuya, 2023; Calzati, 2022). It is also argued that Huawei is committed to 

promoting knowledge transfer in Kenya through its ICT academy program (Calzati, 2022). Huawei 

is also exploring partnerships with Uganda to develop digital infrastructure in Uganda, including 

fibre cables and a data centre (Calzati, 2022). The long-lasting and diversified presence of Huawei 

in Kenya and Uganda, and its partnership with strong local subsidiaries like Safaricom, has given 

the Chinese company an edge over competitors such as Airtel Networks Kenya (owned by Indian 

Bharti Airtel) and Telkom Kenya (owned by Orange France) and is bound to happen in Uganda 

(Calzati, 2022). Therefore, the ascendence of the Chinese tech companies in Kenya and Uganda is 

aimed at consolidating their dominant position in Africa by targeting those areas where the two 

countries are vulnerable, i.e., digital infrastructure like centres and fibre cables.  

 

Big tech is also hiding under the guise of supporting small businesses in startups in African 

countries like Kenya and Uganda because it is after the data of these firms, which, after being 

collected, is sold in return for expensive solutions, which keep these startups and small businesses 

at a shutdown point, and in a perpetual state of catch-up. Apart from data extraction, big tech 

companies even sell predictive analytics software to small businesses and startups in Kenya and 

Uganda, often at higher markup prices, in the name of business intelligence and growing 

profitability (Calzati, 2022). In 2021, Starlink, a subsidiary of SpaceX which provides internet 

connectivity services by deploying a constellation of satellites into low-earth orbit, announced 

plans to enter the African market to provide last-mile connectivity, with Kenya among the countries 

signing a deal with the firm (Payton, 2022). Kenya is also one of the countries that has been 

benchmarked by an international consortium composed of Inspur (a Chinese company), including 

Cisco, IBM, Diebold Nixdorf, and Ericsson, as a beneficiary under the consortium’s goal of 

integrating their cutting-edge IT products, and technologies, i.e. data centres and cloud services 

and solutions to accelerate the construction of the Digital Silk Road (Calzati, 2022). Data vending 

is, therefore, a rising business concept in the digital economy where companies are rushing to 

Africa (Kenya and Uganda in this case) to set up data centres for data collection, storage, 

processing, and vending.  
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While data vending is on the rise, the Kenyan data centre market has witnessed the dominating 

presence of global vendors such as Carrier, ABB, Alfa Laval, Caterpillar, Eaton, Legrand, Piller 

Power System, and Rittal (Research and Markets, 2024). The presence of IT infrastructure vendors 

such as Arista Networks, Atos, Cisco Systems, Dell Technologies, and others has led to the 

availability of advanced IT infrastructure in the Kenyan data centre market (Research and Markets, 

2024). The market has the presence of several global construction contractors who have offered 

their services to several data centre construction projects in the past years. For instance, in 

September 2023, Sudlows Consulting was selected by Olkaria EcoCloud Data Centre to provide 

consultancy services for its new data centre in Olkaria, Kenya (Research and Markets, 2024). In 

Uganda, tech giant Google has invested in the CSquared project, built metro fibre networks in 

Entebbe and Kampala, and is now offering wholesale Wi-Fi access as well as optical fibre to 

premises for resale by ISPs (UNCTAD, 2018). Private telecom operators have also deployed fibre-

optic networks linking to the Kenyan border for access to undersea cables, serving Kampala, 

Entebbe, and some municipalities and towns (UNCTAD, 2018). Data vending in Uganda has 

sometimes happened without the data subject’s consent. The most cited example of data vending 

(without the data subject’s authorisation and awareness) in Uganda is that of SafeBoda, a ride-

hailing company in Uganda that unlawfully sold its clients’ data to CleverTap, a United States-

domiciled customer engagement and retention third-party company that helps brands maximise 

user lifetime value and that of their mobile apps (Kasemiire, 2021). While this critical infrastructure 

is easing connectivity between Kenya and Uganda, it is also providing business opportunities to 

these foreign companies, which are locking out local start-ups in the data value chain.  

 

Cheap labour and weak labour laws in Kenya and Uganda have also facilitated big tech to invest 

in the two countries to exploit the abundant cheap labour of data labellers. One of the biggest 

scandals of labour exploitation in Kenya and Uganda is that of Sama, OpenAI’s outsourcing partner 

in Kenya. Sama is a San Francisco-based firm that employs workers in Kenya, Uganda, and India 

to label data for Silicon Valley clients like Google, Meta, and Microsoft. While Sama markets itself 

as an “ethical AI” company and claims to have helped lift more than 50,000 people out of poverty, 

in 2023, it was discovered that data labellers in Kenya were paid a take-home wage of between 

$1.32 and $2 per hour, depending on seniority and performance (Business & Human Rights 

Resource Centre, 2023). This is even when employees would read and label between 150 and 250 

passages of text (the majority of which contained traumatising graphic material), each between 100 
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and 1000 words per nine-hour shift (Perrigo, 2023). In a capitalistic dispensation where workers' 

rights are sometimes dispensed with for profit maximisation, big tech is in for a “killing” in 

countries like Kenya and Uganda, where regulations on labour rights are still evolving, while the 

existing ones need updating. 

 

5.2.2.3 Consumers as Data Actors 

 

One of the consumers of data is the private sector, which uses data to undertake business decisions, 

e.g., sales, product listing on E-Commerce platforms, and advertising, among others. As an alliance 

body for the private sector in Kenya and Uganda, the Kenya Private Sector Alliance (KEPSA) and 

Private Sector Foundation Uganda (PSFU) are important actors in data governance and E-

Commerce whose key interests are leveraging the two for private sector growth, market 

diversification, and competitiveness. As the umbrella bodies of Kenya and Uganda business 

communities, respectively, the two bodies have launched the E-Commerce Booster Programme, 

which has since trained 2,545 MSMEs and successfully onboarded 1,605 MSMEs onto various E-

Commerce platforms in Kenya (KEPSA, 2022). This programme has been scaled up since with 

key deliverables including (a) to help MSMEs gain the digital skills necessary to engage in a digital 

economy and improve livelihoods; (b) support them in expanding their local and cross-border E-

Commerce presence and (c) build their capacity to raise their proficiency in implementing effective 

digital campaigns, and increase their brand awareness, value, and sales conversions across multiple 

digital channels (KEPSA, 2022). KEPSA is also partnering with the Government of Kenya to 

implement the Ajira Digital programme, which aims at introducing youths to online work and 

providing them with tools, training, certification, and mentorship. So far, over 60,000 youths have 

been trained under the programme across the country since its inception. The skills acquired during 

these trainings, such as digital marketing and basic financial management skills, have been used 

by members of these private sector associations to embrace E-Commerce, e.g., the listing of their 

products.  

 

In conclusion, the data landscape in Kenya and Uganda is continuously evolving to address the 

interests of various data governance actors, including businesses, consumers, regulatory bodies, 

and international partners. However, while the two countries recognise the significance of data-

driven economies and digital transformation, they face challenges in striking a balance between 
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promoting innovation and safeguarding individual rights and national interests. This section 

concludes by emphasising that to respond to the interests of businesses, Kenya and Uganda are 

working on creating a conducive regulatory environment for E-Commerce and data-driven 

industries. The government aims to streamline procedures for starting and running digital 

businesses, facilitate access to funding and resources, and encourage innovation through startup 

incubation and accelerator programs. Data policies are being developed to support the growth of 

digital businesses, especially startups, by ensuring data availability, protection, and sharing 

mechanisms that foster collaboration and competition. The chapter also teased out the measures 

that regulatory bodies in Kenya and Uganda are using to promote fair competition and prevent the 

abuse of data power by dominant players. By understanding the E-Commerce and data landscape 

in Kenya and Uganda and examining the interests of data actors in the two countries, this 

dissertation will, in Chapter Six, examine how the power relations in data governance are 

manifesting in Kenya and Uganda and how this is affecting the two countries’ gainful participation 

in E-Commerce.  

 

5.3 Conclusion 

  

In this chapter, the researcher has showcased Kenya and Uganda's rapidly budding data and E-

Commerce ecosystem, illuminating the growth trajectories, accomplishments, and limitations 

within these countries’ markets. The researcher presents that Kenya has emerged as a regional 

frontrunner, profiting from a fairly developed digital infrastructure, enabling government policies, 

and high fintech (mobile money) penetration, all of which have fast-tracked its advance in E-

Commerce. The researcher further presents that while still in its nascent stage, Uganda is following 

a similar trajectory with considerable growth potential enabled by a young, tech-savvy population 

and increasing investments in digital infrastructure and E-Commerce platforms. It is further 

showcased that both Kenya and Uganda have made commendable strides in employment creation, 

revenue generation, and promoting access to goods and services through E-Commerce platforms. 

This progress is largely powered by increased investments in digital infrastructure, a growing tech-

savvy consumer group, and initiatives to reduce the digital divide. Nevertheless, several barriers 

prevail, including logistical challenges, high delivery costs, poor infrastructure in rural areas, and 

competition from global E-Commerce platforms that threaten local startups. These limitations 



 

153 

inhibit local SMEs from fully realising the benefits of E-Commerce, given their lack of resources 

to compete with big global data and E-Commerce companies. 

 

Finally, the chapter illuminated that while essential, regulatory frameworks linked to the digital 

economy have sometimes inhibited the growth of E-Commerce in Kenya and Uganda. For 

example, premature taxation and inadequate data protection laws in the two countries highlight the 

importance of more tactical governance to foster digital inclusivity and development. While the 

efforts by Kenya and Uganda to enact policies that encourage local digital innovation and protect 

data sovereignty are in place and show steps in the right direction, they necessitate further fine-

tuning. In the next chapter, the dissertation presents an empirical analysis of the findings. This 

entails a closer presentation of my findings on the gaps in Kenya and Uganda’s data governance 

ecosystems, and how these are impacting the two countries’ gainful participation in E-Commerce. 

Through this, the dissertation will unravel the findings concerning the preparedness of the 

governments of Kenya and Uganda to regulate data and big tech corporations to grow their 

competitiveness in the digital economy.  
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6 Chapter Six: Digital Colonialism? Illuminating the Neoliberal Lock-ins of Data 

Governance and E-Commerce in Kenya and Uganda through a New 

Constitutionalism Lens 

 

6.1 Introduction    

 

In the intricate tapestry of global trade, the digital realm has emerged as a fundamental arena where 

power dynamics manifest themselves prominently with profound implications.  Within this 

landscape, the interplay between data governance and E-Commerce stands as a focal point of 

analysis that holds significant relevance for shaping the economic trajectories of nations, 

particularly those within the African continent. The reviewed literature under Chapter 2 showed 

that as an engine of the digital economy, data is very imperative for E-Commerce, and by default, 

whoever controls its collection, processing (collocation), storage, and usage controls E-Commerce. 

The literature review also highlighted that given the importance of data for E-Commerce, big tech 

is offering free services including free internet, free sites (e.g. Facebook, WhatsApp, Google, and 

basic Gmail), and “knockoff” prices on products (profit cannibalisation) just to ensure that many 

users remain hooked on their sites as this enables big tech an infinite source for data siphoning. 

Under Chapters four and five, the dissertation provides for the scope of countries under 

consideration, i.e., Kenya and Uganda, and the state of play of their data governance policies and 

E-Commerce participation. Under these two chapters, the researcher notes that given the two 

countries’ varying levels of digital development in terms of infrastructure, policies, data, and E-

Commerce actors’ awareness and involvement, a case for the manifestation of power asymmetries 

can be better explored. 

 

In Chapter Three, the researcher applies Stephen Gill’s notion of New Constitutionalism to trace 

the mechanisms that attempt to lock in these reforms. The researcher teases out how New 

Constitutionalism underpins power asymmetries in data governance and how this ultimately shapes 

the nature of a country’s participation in E-Commerce.   By using Gill’s New Constitutionalism 

theory, this chapter demonstrates the prevailing neoliberal lock-in mechanisms and the intricate 

ways these policies are constitutionalised in data and E-Commerce ecosystems in Kenya and 

Uganda. By validating and extending the theory, the researcher also unveils the subtle means 

through which power asymmetries are enshrined in the contemporary data policies and regulatory 

frameworks in Kenya and Uganda. The researcher argues that the notion of New Constitutionalism 
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is a powerful tool to uncover the power dynamics reinforcing data governance in Kenya and 

Uganda, making noticeable the mechanisms of E-Commerce participation in the two countries. To 

ensure coherence with the research questions and objectives, this chapter presents the results of the 

coded interviews using Gill’s New Constitutionalism theory.  

 

During coding, the researcher borrowed the approach by Glatzer, Neumann, and Müller (2024) to 

analyse Gill’s New Constitutionalism theory. The authors came up with five (5) intermediate goals 

of the New Constitutionalism measures, i.e., (1) reorganise state apparatus, (2) create capitalist 

markets, (3) depoliticise the economy, (4) achieve full international capital mobility, and (5) extend 

the influence of market forces.  The five intermediate goals subsume the New Constitutionalism 

mechanisms, whereby one mechanism can contribute to more than one intermediate goal. While 

the goals of creating capitalist markets, achieving full international capital mobility, and extending 

the influence of market forces are interrelated, they are distinct. The researcher differentiates 

between these goals by employing them in the identified parameters of New Constitutionalism 

mechanisms of data governance (see Figure 1). For example, under goal 2 (create capitalist 

markets), the researcher showcases how New Constitutionalism is helping big tech firms in Kenya 

and Uganda i.e., Microsoft Azure, Google, Amazon, Mastercard, Visa, and Facebook among others 

to influence the establishment of structures and institutions necessary for a market (data in this 

case) economy such as property (data) rights and data laws and legal frameworks.  

 

For goal 4 (achieve full international capital mobility), the researcher showcases how big tech 

corporations are leveraging the created capitalistic data markets (as a result of their influence on 

data laws and institutions) to gain unrestricted cross-border data flows, thus facilitating their 

unhindered access, which relates to my identified New Constitutionalism parameter on access and 

control over data by big tech. Lastly, goal 5 (extend the influence of market forces) speaks to how 

big tech corporations in Kenya and Uganda are extending greater influence on E-Commerce and 

data Economy as a result of weakened data laws and regulatory frameworks, including capitalistic 

data markets. Therefore, while all three goals promote a liberal data economy, they target different 

aspects of data governance: institutional structures, cross-border data flows, and the primacy of 

data and E-Commerce market mechanisms. Their interplay ensures a comprehensive 

transformation towards a neoliberal data economy without redundancy, as each goal addresses 

unique facets of digital liberalisation. 
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By using MAXQDA, the researcher adopted twelve (12) parameters/codes to undertake a 

Qualitative Comparative Analysis (QCA) of the field data, documents, and transcripts. These 

parameters/codes of the new constitutionalism in data governance were examined to better 

understand the nuances of power relations in Kenya and Uganda. These include Data Laws and 

Regulatory Frameworks Reform; Building Digital Infrastructure and Technology; Political 

Economy of Data; Capacity Building and Expertise; Global and Regional Influences; Surveillance 

and Privacy; Reform Institutions of Data Governance; Civil Society and Advocacy; Access and 

Control over Data; Weaken Citizens’ Data Ownership and Intellectual Property; Algorithmic Bias; 

and Data for E-Commerce.   Data for E-Commerce was used as an overarching parameter to see 

how the other 11 parameters define digitalisation and create certain power and lock-in dynamics 

that ultimately shape participation in E-Commerce by Kenya and Uganda.  

 

From the 12 adopted parameters/codes, the researcher discovered 57 New Constitutionalism 

mechanisms. These were divided into three levels of abstraction, i.e., High-level, medium-level, 

and low-level abstraction mechanisms, as elaborated in Figure 1 below. By deploying three levels 

of abstraction, the researcher ensured that no information was lost. Overall, my coding of Gill’s 

New Constitutionalism aspects of Data Governance in Kenya and Uganda yielded 36 mechanisms 

of high-level abstraction, 13 mechanisms of medium-level abstraction, and 8 low-level abstraction 

mechanisms. It is these mechanisms under these parameters where a big showdown is unravelling 

and eventually shaping the present nature of Kenya and Uganda’s participation in E-Commerce, as 

discussed in this chapter. 
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Figure 5 Overall coding system along with the levels of abstraction. Source: Author
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6.2 New Constitutionalism Mechanisms in Kenya’s Data Governance Ecosystem 

 

6.2.1 New Constitutionalism Mechanisms in Data Laws and Regulatory Frameworks 

 

Before examining the manifestations of power asymmetries in Kenya’s data governance 

ecosystem, it is imperative to reiterate the broader nexus between Gill’s notion of New 

Constitutionalism and data governance.  Gill's New Constitutionalism concept argues that the rise 

of globalisation is accompanied by the emergence of informal, yet powerful, legal and institutional 

frameworks (Gill, 1997; Gill, 2000). These frameworks, often driven by powerful states and 

corporations, establish norms and practices that regulate the international political economy (Gill, 

1997; Gill & Cutler, 2014). In the context of E-Commerce and data governance, the rules and 

practices surrounding the data value chain, i.e., collection, use, and access, form a crucial aspect of 

this new constitutionalism. As discussed in Chapter Two of this dissertation, Data is the essence of 

E-Commerce and has seen the rise of a “data rush” by Big Tech to cement their dominance and 

control over this lucrative raw material. Indeed, data underpins everything from targeted 

advertising and logistics to fraud prevention, production, and market domination. Industries and 

innovators use data algorithms to predict future consumption and lifestyle trends, which inform 

their production models. On the side of governments, data is now critical in supporting 

governments to strategically and efficiently intervene in the provision of social services, social 

mobilisation, and governance of the citizens (although this has sometimes been abused by spying 

on political opponents and using predictive algorithms to sense and quash the protests that would 

be constitutionally guaranteed). 

 

First and foremost, the results demonstrate that Gill’s New Constitutionalism theory uncovers how, 

by insulating the economy (big tech in this case) from democratic control, neoliberal reforms are 

locked in through data governance policies and agreements. The researcher spotted 12 of the 57 

New Constitutionalism mechanisms in Data Laws and Regulatory Frameworks for Kenya, meaning 

that over 15% of my New Constitutionalism framework applies in the 60 pages of the transcribed 

30 interviews and secondary data from Kenya (refer to Figure 5). The frequency with which 

mechanisms were identified varied significantly, as Figure 6 below indicates. Some New 

Constitutionalism mechanisms were coded more times than others, with Data Laws and Regulatory 

Frameworks Reform coded 30 times; Access and Control over Data (26); Political Economy of 
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Data (25); Global and Regional Influences (21); Reforming Institutions for Data Governance (20); 

and Building Digital Infrastructure (20), among others. While the frequency might give a notion 

about the importance of some mechanisms over others, it is not the decisive reason for the selection 

of my major findings. Rather more important were the scope and impact of the implementation of 

the mechanisms. The seven (7) most relevant conventional New Constitutionalism mechanisms in 

Kenya’s data governance ecosystem revolve around (a) reforming Data Laws and Regulatory 

Frameworks; (b) regulating Access and Control over Data; (c) countering the Political Economy 

of Data; (d) keeping on the radar Global and Regional Influences on data governance in Kenya; (e) 

politics of building Digital Infrastructure; (f) reforming Institutions for Data Governance; and (g) 

regulating Surveillance and Privacy.  
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Figure 6. Frequency of Original NC Mechanisms in Data Governance in Kenya. Source: Author 
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Ample evidence of integral mechanisms of New Constitutionalism was found, namely to lock in 

reforms of data laws and regulatory frameworks by disempowering institutions of data governance, 

to prevent [future] governments from undoing commitments to a disciplinary neoliberal pattern of 

accumulation (Biscahie & Gill, 2022). Findings revealed that data laws and regulatory frameworks 

in Kenya have been crafted with weak provisions that can be triggered to obstruct the state's 

capacity to control the power that big tech wields over the data value chain and ecosystem in Kenya. 

For example, in Kenya, “The Cabinet Secretary MAY [emphasis] mine) prescribe, based on the 

grounds of strategic interests of the state or protection of revenue, a certain nature of the processing 

that shall only be effected through a server or a data centre located in Kenya” (GoK,2019, p.26). 

This best endeavour language on data processing creates a loophole that big tech corporations like 

Google and Facebook can leverage to continue processing data outside Kenya unless the Kenyan 

government determines otherwise.   

 

The data uncovered contradictory findings, such as incoherence between Kenya’s data protection 

act and binding global processes, e.g. E-Commerce discussions at the World Trade Organisation 

(WTO), where Kenya is a participating country.  For example, Kenya’s Data Protection Act of 

2019 has instituted regulatory and constitutional barricades to check and, in some instances, it 

deters the cross-border flow of data based on a combination of privacy, security, mercantilist or 

protectionist grounds (GoK, 2019). However, this is eroded by Kenya’s engagement in the WTO 

Joint Statement Initiative (JSI) on E-Commerce, whose sponsors are lobbying to ensure that it gets 

adopted at the 14th Ministerial Conference of the WTO. Under the WTO JSI on E-Commerce, 

proposed provisions call for safeguarding free cross-border data flows, prohibition of national data 

localisation requirements and source code reviews, and non-discriminatory treatment of digital 

products (South Centre, 2023). For example, according to WTO (2021): 

Each member shall allow the cross-border transfer of information by electronic means when 

this activity is for the conduct of the business activity of a covered person and to that end, cross-

border data flows shall not be restricted by; (a) requiring the localization of data in the 

Member's territory for storage or processing, and (b) requiring the use of computing facilities 

or network elements in the Member's territory for processing of data (pp. 26.27). 

While WTO E-Commerce negotiations are still at an exploratory level with a final negotiating text 

yet to be finalised, the outstanding provisions on cross-border data flows and data localisation will 

undermine the data guardrails entailed in Kenya’s Data Protection Act and other frameworks like 
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the Cloud Computing Standard of 2019 and the National Digital Master Plan of 2022-2032. Field 

findings revealed that constitutional agreements at the WTO and the IGF (largely supported by big 

tech from countries at the forefront of the digital economy) still prevail over domestic data laws 

and frameworks, which may undermine the policy space that Kenya needs to regulate cross-border 

data flows.  

 

The increasing appreciation of the intrinsic value of data in the digital economy has seen a rise in 

the enactment of laws and regulatory frameworks aimed at controlling this resource by 

governments. On the side of big tech, their engagement in formulating data laws and regulatory 

frameworks is driven by the need to ensure that the crafted rules facilitate the free flow and ease of 

access to this critical resource, with little or no preconditions.  As Celeste (2020) puts it, we are 

currently witnessing a complex process of constitutionalising the digital environment, which 

occurs through a multiplicity of constitutional counteractions both within and beyond the state. 

This emerging constitutionalism aims at creating a new transnational governing order enforced 

through what Brodie (2014) terms the binding decrees of transnational legal instruments, trade 

agreements, and international institutions. While Kenya is one of the leading countries in 

digitalisation in Africa, it still demonstrates an evolving data ecosystem aimed at scaling up their 

potential to leverage data for E-Commerce. As discussed in Chapter Five, Kenya enacted the Data 

Protection Act (No. 24 of 2019) to guide the processing of personal data, promote the rights of data 

subjects, and provide for the responsibilities of data controllers in Kenya. A common variable in 

Kenya’s data regulatory frameworks is the governance of cross-border data flows with provisions 

carefully crafted in an attempt to balance the interests of the various actors and institutions in the 

data ecosystem i.e. government officials, E-Commerce platforms, Data Centres, and start-up tech 

villages/hubs whose diverse and sometimes differing interests concerning data, its value and 

governance were earlier discussed in Chapter Five.  

 

A careful reading of the Kenya Data Protection Act of 2019 reveals an attempt by the government 

to empower its data subjects (whose personal data has been requested, collected, collated, 

processed, or stored) with the power to exercise control over their personal data, by requiring the 

data subjects’ consent to the collection, processing, correction, and deletion of their personal data. 

Kenya’s Data Protection Act of 2019 allows personal data to be transferred outside Kenya, subject 

to proof of adequate data protection safeguards or consent from the data subject (GoK, 2019, pp. 
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25-26). The Act sanctions the Cabinet Secretary to restrict specific data processing activities to 

servers located in Kenya2. In the same effort to achieve data localisation objectives, the Kenyan 

National ICT Policy mandates government data to be stored in local servers in a bid to ensure 

Kenyan citizens’ data privacy (Babalola, 2023). This is important as Kenya is currently outsourcing 

the services of Huawei for rolling out E-Government. Kenya is currently migrating most of its 

services to the e-Government platform, where applications and payment of key documents such as 

passports, land title deeds, and driving licenses, among others, are completed online.   To enforce 

these requirements, the government of Kenya has established data protection offices headed by a 

commissioner. While my findings revealed some commendable provisions that promote strong 

regulatory practices by the state, there are other aspects where the Act perpetuates neoliberal lock-

in by less regulation of big tech. These neoliberal lock-ins are illustrated in Table 2 below. 

 

Possible Neoliberal Lock-ins in Kenya's Data Protection Act of 2019 

 

Provision Interpretation Higher Chances for Manifestations of 

Neoliberal Lock-in 

Collection of 

Personal Data   

Direct and indirect data collection 

from the data subject is allowed. The 

latter is permissible only after 

obtaining prior consent from the data 

subject.  

 

 

Facebook, WhatsApp, TikTok, Microsoft 

Azure, Apple, Google, Amazon, & Jumia 

among other tech firms compel consumers of 

digital products to “voluntarily” share their 

data by accepting terms and conditions, & 

allowing cookies. This denies consumers a 

choice to opt out of granting their consent. 

Commercial 

Use of 

Personal Data 

Preconditioned use of personal data 

for commercial purposes i.e., proof 

of consent from a data subject, and 

anonymized data to ensure that the 

data subject is no longer identifiable. 

 

Kenya's emphasis on consent and 

anonymization exhibits regulatory oversight 

and a robust framework for protecting 

consumer rights.  

 
2 Interview: Data Commissioner, Office of The Data Protection Commissioner (ODPC) Kenya, 18th /11/2023, Nairobi 
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Cross-border 

transfer of 

Personal Data 

Cross-border data flows are 

restricted to jurisdictions in which 

the Kenyan Data Commissioner has 

proof of ‘appropriate safeguards’ for 

data security and protection. 

Sensitive personal data transfer 

requires consent from the data 

subject. 

Lack of a clear definition of what constitutes 

appropriate safeguards leads to a loophole that 

tech companies exploit to continue data 

extraction out of Kenya   

Location of 

Computing 

Facilities 

Based on the strategic interests of the 

state and the protection of revenue, a 

certain nature of data processing 

shall only be conducted through a 

server or a data center located in 

Kenya. 

 

Minimal data localization requirements and 

minimal state control over data processing 

facilitate the free movement of data, thus 

aligning with neoliberal lock-in. 

Citizen’s Data 

Rights 

Both Acts give citizens the right to 

(1) ask companies to clearly explain, 

using accessible language, how their 

data is being collected, used, and 

stored; (2) request that their data be 

deleted; (3) object to their data being 

used for specific purposes like 

targeted advertising; and (4) ensure 

that companies gain users’ consent 

before collecting their data 

(Coleman, 2019) 

Despite this safeguard measure, big tech 

companies can violate (and have blatantly 

violated) these laws, since they have the time, 

money, and resources to fight for their desired 

outcomes, even if they stand in direct violation 

of pre-established laws (Coleman, 2019) 

Penalties/fines 

for Violation 

of Data Rights 

Any firm that infringes the 

provisions of the Act (e.g., 

transferring, sharing, and storing 

data illegally) will pay an 

administrative penalty of Five 

Lower penalties favor less regulatory burden 

on businesses (big tech) by the state, making 

such a data ecosystem susceptible to neoliberal 

lock-in 
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Million (5,000,000) Kenya shillings3 

or 1% of the corporation’s annual 

gross turnover, and also compensate 

a data subject (GoK, 2019). 

Table 1. Possible Neoliberal Lock-ins in Kenya's Data Protection Act of 2019. Source: Author 
 

Analysis of research findings revealed evidence of Kenya’s data regulatory frameworks being 

crafted with several weak provisions that can be triggered to obstruct the country’s control of big 

tech’s power over the data value chain and ecosystem in Kenya. As noted in Table 2 above, any 

tech company that infringes the provisions of the Kenya Data Protection Act of 2019 (e.g., 

transferring, sharing, and storing data illegally) will pay an administrative penalty of Five Million 

(5,000,000) Kenya shillings or 1% of the corporation’s annual gross turnover, and also compensate 

a data subject (GoK, 2019).  As argued in Table 2 above, such a lower penalty favours less 

regulatory burden on businesses (big tech) by the state, making such a data ecosystem susceptible 

to neoliberal lock-ins. 

 

One promising finding was that to some extent, Kenya’s Data Protection Act provides for 

regulatory and constitutional barricades to check and, in some instances, deter the cross-border 

flow of data. For example, as noted in Table 2 above, Kenya’s Data Act preconditions the use of 

personal data for commercial purposes through proof of consent from a data subject, and 

anonymised data to ensure that the data subject is no longer identifiable: 

 

A person shall not use, for commercial purposes, personal data obtained unless (a) the person 

has sought and obtained express consent from a data subject; (b) is authorised to do so under 

any written law and the data subject has been informed of such use when collecting the data 

from the data subject; and (c) a data controller or data processor that uses personal data for 

commercial purposes shall, where possible, anonymise the data in such a manner as to ensure 

that the data subject is no longer identifiable (GoK, 2019, pp.20-21).  

 

Another promising finding was that the government of Kenya is trying to limit the monopoly of 

tech corporations. Under the current Competition (Amendment) Bill of 2024, the Competition 

 
3 Five million (5,000,000) Kenyan Shillings is equivalent to approximately $38,387 
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Authority of Kenya (CAK) will tighten its regulation on different business models of big tech 

companies, including marketplaces and app stores, search engines, social networking platforms, 

video-sharing platform services, independent interpersonal communication services, operating 

systems, cloud computing services, and online advertising services (Musau, 2024). If passed, the 

Competition (Amendment) Bill of 2024 will mirror similar antitrust laws in the United States and 

Europe, where big tech firms have been regularly investigated and often penalised with heavy 

sanctions for anti-competitive behaviour. What is more revolutionary about this new law is that 

even for local start-ups whose market share may fall below the recognised threshold (40%), the 

CAK will consider their conduct to assess whether it has the same negative effect on competition 

as dominant players (Musau, 2024).  This is a commendable initiative to rein in tech corporations 

in Kenya for an inclusive digital economy. 

 

Furthermore, field findings revealed the presence of flexibilities in instances where cross-border 

personal data transfers can only be permissible in Kenya. Such instances include (a) where a 

country has ratified the African Union Convention on Cyber Security and Personal Data Protection; 

(b) the recipient country has a reciprocal data protection agreement with Kenya; or (c) there are 

binding corporate rules, approved by the Office, among a concerned group of undertakings or 

enterprises (Kassait, 2023). This exhibits regulatory oversight by the Kenyan government and a 

robust framework for protecting consumer data rights.  However, findings revealed the existence 

of a backdoor that tech companies can utilise to reduce government oversight. For example, the 

burden of proof for appropriate safeguards lies with the data controller (Government of Kenya) or 

processor (tech companies) transferring personal data (ibid). Furthermore, my analysis found 

evidence that vague provisions in Kenya’s data regulatory frameworks lock in the Government 

from regulating cross-border data flows.  

 

Whereas Kenya’s Data Protection Act restricts cross-border data flows to jurisdictions in which 

the Kenyan Data Commissioner has proof of ‘appropriate safeguards’ for data security and 

protection, there is no definition of what constitutes appropriate safeguards and what does not 

(Babalola, 2023).  Experience has shown that obtaining proof of appropriate safeguards requires 

conducting legal assessments, which can be costly and burdensome, and still result in uncertainty 

about the risks posed (Medine, 2024). Field findings further demonstrated that conducting an audit 

for a breach of personal data can cost the Office of the Data Protection Commissioner (ODPC) an 
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average of Kshs 8 million ($61,412) and can take almost 3 months to undertake4, while the fine is 

a paltry Kshs 5 million ($38,387). This expensive and lengthy process has sometimes resulted in 

state inaction even when there is evidence that data rights violations have occurred. For example, 

in 2019, data (comprising clear names, mobile numbers, location, including gambling-exact 

transactions, on which platforms a customer bet, and how much) from 11.5 million Safaricom 

telecom customers was leaked on the black market (Henning, 2019). It took another year for the 

ODPC to conduct an audit of the breach5.  

 

6.2.2 Data Governance Actors in Kenya: Examining the Neoliberal Lock-Ins 

 

Another important finding was that the power of big tech corporations, coupled with outdated 

labour policies, locks in the Government of Kenya from regulating to protect workers’ data rights. 

My assessment of dominant tech companies in Africa revealed that the period between 2020 and 

2023 exhibited a “data rush” for Kenya as many big tech companies rushed to establish their 

African presence in Nairobi, the country’s capital city. Notable tech companies currently in Kenya 

include Amazon (Amazon Web Services)6, Google7, Microsoft Azure8, Visa9, MasterCard10, and 

Facebook11. A critical assessment of this “data rush” will perceive it as a delegation of deeply 

traumatising work, for which Western health, environmental, and safety standards would require 

different and more costly settings in terms. As earlier highlighted in sub-section 5.2.2.2, weak 

labour standards in Kenya have also facilitated big tech to invest in the two countries to exploit the 

abundant, cheap labour of data labellers. Indeed, one of the biggest scandals on labour exploitation 

 
4 Interview: Managing Director, ORACO Kenya (Cyber Security Company), 18th /11/2023, Nairobi 
5 Interview: Managing Director, ORACO Kenya (Cyber Security Company), 18th /11/2023, Nairobi 
6 In 2023, Amazon Web Services opened its Development Centre in Nairobi. The Amazon Development Center (ADC) 

is a hub for essential operations, including software development, support services, retail functions, and more. It acts 

as the company’s foundation, generating the primary revenue stream. 
7 In 2022, Google opened its first Product Development Engineering Centre in Africa.  Based in Nairobi, the center 

will help the company build “transformative” products and services for the African market 
8 In 2022, Microsoft Azure opened a $27 million (Ksh3 billion) office and labs for its premier engineering hub, the 

African Development Centre (ADC) in Nairobi. The facility houses the research, design, engineering, and innovation 

teams, as well as the Microsoft Azure Garage, an incubation hub, launched as part of the ongoing efforts to scale tech 

innovation on the continent. 
9 In 2022, Visa opened an innovation studio in Kenya, the first in Africa, to expand its reach in the region. The studio 

aims to bring together developers, Visa's internal and external clients, and other partners to co-create payment and 

commerce solutions. 
10 In 2012, MasterCard Worldwide launched its East African regional headquarters in Nairobi intending to bring the 

benefits of electronic payments to people across the African continent. 
11 In 2020, Facebook unveiled a Content Review Centre in Nairobi, the first such office the firm is setting up in Sub-

Saharan Africa as it looks to increase language support for its users. 
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in Kenya is that of Sama (OpenAI’s outsourcing partner in Kenya), which paid data labellers in 

Kenya a take-home wage of between $1.32 and $2 per hour, depending on seniority and 

performance (Business & Human Rights Resource Centre, 2023). This is even when employees 

would read and label between 150 and 250 passages of text (the majority of which contained 

traumatising graphic material), each between 100 and 1000 words per nine-hour shift (Perrigo, 

2023).  

 

Using Data Laws and Regulatory Frameworks Reform as a sub-parameter to explain Gill's new 

constitutionalism mechanism of data governance, the dissertation’s coding revealed a substantial 

power asymmetry exerted by these tech companies in Kenya’s data governance ecosystem. This 

liberal data ecosystem guarantees their data extraction and could hand them behemoth levels of 

control over people’s lives while profoundly limiting economic development and efforts for digital 

catch-up in Kenya. To achieve their power consolidation, findings revealed that big tech 

corporations like MasterCard and Microsoft Azure financed the Ministries of ICT for Kenya12 to 

develop its Data Protection Act. Furthermore, Amazon Web Services (AWS) and Google financed 

the Ministry of ICT, Kenya, to formulate13 its 3rd edition of the Data Centre Standard 2023. While 

these Acts have been developed under the guise of supporting digital transformation (especially 

the growth of tech startups) in the two countries, the Acts have been crafted to entail liberal 

provisions on Cross-border transfer of Personal Data and location of Computing Facilities (see 

Table 2 above) that ‘relax’ the two countries’ policy space to regulate data flows by creating a New 

Constitutionalism mechanism of data fiduciary. A data fiduciary permits the transfer of personal 

data for processing to any country, as long as that country is not part of a blacklist of 

countries/territories. This mechanism, therefore, makes it easy for tech companies from countries 

that lead the digital economy, i.e., the U.S. and China, to swoop in and cement their data 

extractivism, which they use to dominate E-Commerce in Kenya, regionally and globally14. 

 
12 Interview: Economic Policy Analyst, Pollicy, 10th/09/2023, Nairobi 
13 Interview: Employee at a Data Colocation firm in Kenya; 18th /11/2023, Nairobi 
14 Interview: CEO, RejaReja, 17th/11/2023, Nairobi. 
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Coding of Data Actors and their Interests along with the Levels of Abstraction 

 

 

Figure 7.Coding of Data Actors and their Interests along with the Levels of Abstraction.  Source: Author 
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Another interesting finding was that through global, regional and bilateral agreements, big tech is 

locking in rights for their unhindered access to data while handcuffing proper oversight by the 

institutions in data governance over corporate behaviour in myriad aspects of the digital economy.  

According to Catalano (2022), big tech has risen to enormous power so fast (the last couple of 

decades) that nation-states are struggling to keep up with big tech’s engagement in monopolistic 

and hegemonic activities. A clear examination of Kenya’s data governance institution, i.e., the 

Office of the Data Protection Commissioner (ODPC), reveals a disconnect between the high-paced 

technological development and the slow bureaucratic process in the institution, which limits its 

capacity to keep track of regulating big tech and its data extraction motives. For example, a report 

by the ODPC Kenya notes that there is still weak enforcement of the Kenya Data Protection Act 

of 2019 against state actors, entities in the financial sector, and Big Tech giants who continue to 

process vast amounts of personal data (Mwanzia & Gichohi, 2024). Moreover, even if other 

limitations as identified by the report, i.e., limited funding, low staffing, and lack of a data-sharing 

framework for state entities, were to be addressed, there is an increasing trend whereby big tech is 

deploying and harnessing emerging and automated technologies, such as Artificial Intelligence 

(AI), to process personal data without effective intervention or oversight from the ODPC (Mwanzia 

& Gichohi, 2024, pp. 4-5).     

 

The above constraints make Kenya’s data governance institution (ODPC) less prepared to regulate 

the activities of a rather well-financed, organised, and calculative big tech. In my coding results, 

the need for reforming data governance institutions in Kenya scored a frequency of 34 (10%), 

coming 3rd among other new constitutionalism mechanisms of data governance. From a new 

constitutionalism angle, my findings revealed that the weakness of the ODPC has led to increased 

insulation of tech companies from democratic control by the governments.  It is not surprising that 

several tech companies have since been found to be in breach of illegal collection, processing, and 

cross-border transfer of data.  In 2023, the ODPC15 fined both Oppo Kenya16, Whitepath Company 

Limited17, and Regus Kenya18 damages worth $38,379 each, including fines to Roma School 

 
15 Interview: Data Commissioner, Office of The Data Protection Commissioner (ODPC) Kenya, 18th /11/2023, Nairobi 
16 On 21st December 2022 ODPC issued its first penalty notice for KES 5,000,000 against Oppo Kenya after it was 

found liable for using a complaint’s photo on their Instagram stories without the complainant’s consent. 
17 Whitepath was fined KES 5,000,000 on 11th April 2023 by the ODPC because it had been found liable for accessing 

mobile phone contacts of its customers and sending unwarranted and unsolicited text messages to those contacts. 
18 On 11th April 2023, the ODPC also fined Regus Kenya KES 5,000,000. Regus Kenya had been found liable for 

frequent spamming of automated improper information despite attempts by the complaints to make them stop. 
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($34,925)19, Mulla Pride Ltd ($22,836)20, and Casa Vera Lounge ($14,200)21 for violating data 

subject rights and for non-compliance with the Data Protection Act, 2019 (the Act), after receiving 

complaints. In 2022, Absa Bank Kenya was ordered to pay KShs 1.5 billion (approximately $15 

million) to New Mega Africa Ltd (a transport company in Kenya) for having leaked the latter’s 

financial data, which led to its loss of insurance coverage and low credit rating among creditors as 

they feared that the company had gone bankrupt (Ocharo, 2022). Had Kenya not left the burden of 

proof for appropriate safeguards to either the data controller (Government of Kenya) or processor 

(tech companies) transferring personal data (Kassait, 2023), these breaches may have been flagged 

in time and averted.    

 

Lastly, findings revealed that human, policy, and financial resource limitations could perpetuate 

lock-ins for the government to regulate the operations of tech corporations along the data value 

chain. In Kenya, the Office of the Data Protection Commissioner (ODPC) has limited capacity to 

regulate big tech, e.g. Google, Amazon, OpenAI, Facebook, Microsoft Azure, etc. compliance with 

Kenya’s Data Protection Act of 2019 (Mwanzia & Gichohi, 2024). A study commissioned by the 

ODPC in 2024 found that the commission has limited financial and human capacity to (a) regulate 

and oversee the data processing operations of all data handlers, especially state entities, Big Tech, 

and the financial sector, and (b) understand and respond to the potential risks and impact of 

emerging technologies, such as artificial intelligence (AI), blockchain, the Internet of Things 

(IoTs), digital asset management, robotics, fintech, cloud computing, virtual reality, big data 

analytics, genomics and biometric technologies, amongst others (Mwanzia & Gichohi, 2024). 

These challenges have limited the capacity of the ODPC to effectively regulate the conduct of tech 

companies concerning data collection, processing, storage, and usage. From my findings, it is clear 

that Kenya’s ODPC requires strengthening if it is to tame the constantly growing powers of tech 

corporations currently operating within its economy. This is especially important because a weak 

regulatory role of the institutions of data governance (ODPC in this case) may work against 

Kenya’s vision of reaping the economic value from data.  

 
19 On 26th September, 2023, Roma School, an Educational Institution based in Uthiru on was fined KES 4,550,000 for 

posting minors' pictures without parental consent.  
20 On 26th September 2023, Mulla Pride Ltd, a Digital Credit Provider (DCP) which operates KeCredit and Faircash 

mobile lending Apps, was fined KES 2,975,000.  It had been found culpable of using the names and contact information 

of the Complainants from third parties to send threatening messages and phone calls. 
21 Casa Vera Lounge- a restaurant based along Ngong Road in Nairobi, was fined KES 1,850,000 on 26th September 

2023 for posting a reveller’s image on their social media platform without the Data Subject's consent.  
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In conclusion, by applying Gill’s New Constitutionalism theory, the above general findings 

demonstrate the means through which big tech and the front-runners in digitalisation (the U.S.A. 

and China) simultaneously carve their neoliberal agenda into the data policy fabric of Kenya and 

Uganda. The above section exhibited how tech companies like Amazon, Google, Microsoft Azure, 

Huawei, Mastercard, Facebook, and Visa, among others, are influencing local regulatory bodies in 

Kenya to create favourable laws and policies that ensure their dominance of the data market in the 

country. Concerning data laws and regulatory frameworks, this section has revealed that these tech 

companies have influenced Kenya’s adoption of positions that align with the interests of big tech 

corporations, making it challenging for local authorities to implement regulations that protect local 

data sovereignty. The section further revealed that while Kenya is a bit advanced in the policies 

and institutions to regulate the data value chain, it still has a lot to do to address the loopholes in 

its data governance policies and institutions to manoeuvre the neoliberal lock-in which big tech 

companies are exerting to safeguard their unhindered access to data. Yet there are more New 

Constitutionalism mechanisms hidden in Kenya’s data governance ecosystem, which the 

researcher turns to next. 

 

6.2.3 Locking in Data Governance through Digital Infrastructure and Technology  

 

In addition to the weak data governance laws and frameworks and the gaping need to reform data 

governance institutions in Kenya, another important finding was that new constitutionalism 

mechanisms further manifest in digital infrastructure and technology. These mechanisms describe 

the liberalisation of trade and investment and the extension of investor freedoms, both of which 

could be found explicitly in Kenya’s digital infrastructure and technology ecosystems. To better 

examine the neoliberal lock-ins in digital infrastructure, the researcher teased out aspects of who 

finances, builds, produces, and (actually) controls the use of the digital infrastructure. From a 

technology angle, my findings revealed that big tech firms like LG, Hisense, Bosch, Mika, Huawei, 

Apple, and Samsung, which dominate the manufacturing of tethered devices that connect people 

to data collection platforms, have become household brands in Kenya. Products manufactured by 

these companies, e.g., internet modems, smartphones, computers, smart TVs, home theatres, Smart 

Fridges, CCTV, Cameras, and Smart Washing Machines, among others, are the most listed and 

bought products on E-Commerce platforms in Kenya.  Connected to the internet and networked 

with other devices like smartphones, these appliances collect data about a consumer’s presence, 
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activities, usage patterns, tastes, and preferences (services used for platforms often visited), among 

others. This data is shared with a wide range of third-party services, including data brokers and ad-

tech platforms, and/or integrated into existing customer data profiles arising from shopping and 

web searches (CHOICE, 2023).   Findings revealed that this networked intelligence leads to double 

extraction from Kenya in terms of actual profits from the sale of these products and the extraction 

of users' data for profit.  

 

From a new constitutionalism perspective, the analysis of results revealed that manufacturers of 

these tethered devices create and extend a capitalist market in terms of actual sales of the devices 

and users' data, which they use to either project future production patterns based on algorithms on 

consumer preferences, or directly sell to third-party companies in targeted advertising. The role of 

digital infrastructure in creating neoliberal lock-in to consolidate the powers of tech companies like 

Google, Huawei, Facebook, and Microsoft Azure in Kenya and Uganda cannot be overstated. In 

my coding results, the need for reforming digital infrastructure in Kenya scored a frequency of 20 

(10%), coming fourth (see Figure 6) among other New Constitutionalism mechanisms of data 

governance. The shady side of connectivity provided by the aforementioned tech companies in 

Kenya is that as foreign technology-backed infrastructure becomes more consolidated in the 

respective countries, the data collected from new users feeds directly back to American or Chinese 

companies. This is the true motivation for big tech’s presence in Kenya. These findings, therefore, 

further illuminate the argument by (Ngila & Sheik, 2022),  who argue that because the accuracy of 

targeted ads and other products depends on the quantity and diversity of the data behind it, digital 

infrastructure is manufactured and installed (devices) with precision in data collection from diverse 

sources/platforms that the user visits. 
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New Constitutionalism Mechanisms of Digital Infrastructure and Technology 

 

 

Figure 8. New Constitutionalism Mechanisms of Digital Infrastructure and Technology. Source: Author 
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In examining new constitutionalism’s intermediate goal of creating and extending capitalist 

markets, my coding results revealed that big tech firms utilise forging partnerships with 

governments to roll out rising services like e-government. In Kenya, the desire for Kenya to 

increase its positioning as a “Silicon Savannah” on the African continent has led to a rush for mega 

investments in digital infrastructure, especially fibre optic cables.  In Kenya, the Government is 

committed to expanding the current fibre optic backbone infrastructure coverage from 9,000 Km 

in 2022 to 100,000 Km by 2027 (MICDE, 2022). This observation aligns with Gill's theory of New 

Constitutionalism, which underscores the entrenching of neoliberal principles within global 

governance structures to stabilise and preserve capitalist economies. The huge gap in digital 

infrastructure has attracted a rise in American, European, and Chinese digital infrastructure 

investments in the two countries. Data analysis revealed that in Kenya, Huawei, the major Chinese 

private ICT company, provides both backbone and last-mile solutions to the internet presently, it 

is in charge of phase two of the National Optic Fiber Backbone Infrastructure (NOFBI), a project 

expected to link all 47 counties in Kenya by implementing an extra 1600 km of fibre (Abuya, 2023; 

Calzati, 2022). Furthermore, in 2024, Google announced its plans to build the first subsea fibre-

optic cable connecting the continents of Africa and Australia.  Dubbed “Umoja,” the cable will 

start from Kenya and run through various countries, including the Democratic Republic of the 

Congo, Rwanda, Uganda, Zambia, and Zimbabwe, before concluding its land journey in South 

Africa and connecting by sea to Australia (Haddon, 2024).  

 

Apart from dominating tech devices in Kenya, big tech also dominates the computing bulk, which 

aids large-scale dispensation and storage of data, commonly branded as the cloud. In 2023, Amazon 

Web Services, a broadly used cloud computing platform that offers services like computing power, 

storage, databases, machine learning, and analytics (Ayega, 2023) launched a Development Centre 

in Kenya. There are high hopes that the Kenyan centre will serve as a vital resource hub for 

developers, provide access to the documentation and resources needed to develop applications and 

services, and contribute to the creation of highly skilled job opportunities in fields such as software 

development, cloud support, telecommunications, and software engineering (ibid). A key point is 

that these tech companies provide essential technologies and platforms that have become integral 

to business and government operations. Under this context, a new constitutionalism mechanism is 

that once these technologies are embedded, switching costs are high, leading to a lock-in effect 

where local entities remain dependent on these foreign technologies. Due to this lock-in, these tech 
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companies can reorganise state apparatus, often getting more concessions in the provision of digital 

services. Indeed, my findings revealed that one of the preconditions in the deal between the 

government of Kenya, Microsoft, and G4222 to build a state-of-the-art green data centre is for 

Kenya to utilize the new data centre and cloud services for governmental and citizen services 

whereby the government, its agencies, state-owned enterprises, and other local entities to move 

their data and computing services to the cloud (Microsoft, 2024). Such partnerships for 

infrastructure, therefore, perpetuate the control of the data economy by tech companies while 

reducing the role of the state in regulating in the public interest. 

 

Another mechanism through which new constitutionalism insulates the economy from democratic 

control is by depoliticising the economy. In the context of digital infrastructure, the dissertation’s 

coding results identified one medium level of abstraction through which tech companies achieve 

this, i.e., through creating pseudo-ownership of digital infrastructure like data centres and fibre 

optic cables (see Figure 5).  In 2019, Microsoft Azure set up an African Development Centre in 

Nairobi, and since then, it has been forging collaborations with other local firms, like universities, 

especially in the revision of the computer science syllabus. In 2023, Kenya selected Microsoft 

Azure as its cloud partner as part of a broader initiative to migrate government services to the Azure 

cloud platform, a pact that the government of Kenya hopes will give its digital transformation plans 

a boost (Abuya, 2023). Furthermore, under the Memorandum of Understanding (MoU) signed 

between the Kenyan government and Microsoft Azure, the latter will assist the government of 

Kenya with the responsibility of adopting a cloud-first strategy, transforming public service 

delivery through the adoption of technology and improving efficiencies in the provision of e-

government services for citizens, e.g., immigration applications (Abuya, 2023).  

 

In conclusion, in this section, the researcher examined how tech corporations are leveraging digital 

infrastructure in Kenya to lock in heavy government legislation, thereby attaining more power and 

control of the digital economy. The section also showcased that while Kenya is a leading 

destination in East Africa for tech companies like Microsoft Azure, Google, Amazon Web 

Services, Visa, Facebook, and Huawei, among others, there are vested interests in gaining exclusive 

rights to data by these corporations. Overall, the findings confirmed my initial hypothesis that these 

 
22 Leading AI & Cloud Computing company based in Abu Dhabi, inventing a better every day through the power of 
people & tech. 
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companies are gaining more power and influence than the governments of Kenya can keep up with 

in terms of regulations. This section further noted that the co-optation of government through joint 

ventures and partnerships, often with promises for more return on investments to the government, 

is further compromising government regulation in the public interest.  Nevertheless, these tech 

corporations are not acting in a vacuum. Rather, they are operating in an environment that is shaped 

by the global geopolitical forces that are shaping the nature of action by tech corporations and 

inaction by governments.  It is these dynamics which are examined next in the context of the 

political economy of data. 

 

6.2.4 Political Economy of Data in Kenya: Tracing the Coloniality of Data and New 

Constitutionalism 

 

Chapter 3.3 illuminated the manifestations of the coloniality of data and New Constitutionalism. 

In the chapter, the researcher argued that if historical colonialism annexed territories and exploited 

their land and human resources, digital colonialism’s power grab is deeper and targets human data, 

which is voluntarily or involuntarily given. The researcher also teased out mechanisms through 

which digital colonialism manifests itself i.e., (a) a new social and economic order that locks in 

that data grab from platform users and people in vicinities where digital infrastructure (smart 

devices) exist; and (b) creation of data territories facilitated by digital infrastructure e.g., software 

that is embedded deep within the devices we use and the non-physical spaces (the apps, platforms, 

and websites) that we access  (Mejias & Couldry, 2024). The researcher also argued that the 

exclusive domination of the digital infrastructure and E-Commerce platforms by an exclusive club 

of metropole-based big-tech corporations, often operating in alliance with powerful states (like the 

U.S., China, and the EU), is shaping the contemporary colonial landscapes and creating a distinct 

social and economic order. Under this section, the dissertation now traces the coloniality of data 

and New Constitutionalism in Kenya.  
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New Constitutionalism Aspects of the Political Economy of Data Governance in Kenya 

 

 

Figure 9. New Constitutionalism Aspects of the Political Economy of Data Governance in Kenya. Source: Author
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Findings demonstrate that Gill’s new constitutionalism theory uncovers how the neocolonialism of 

data governance is creating lock-ins concerning the regulation of tech corporations by the 

government of Kenya. By examining the field data, the researcher spotted 5 of 57 New 

Constitutionalism mechanisms showcasing how geopolitics are (a) shaping the current liberal 

stance on data governance by Kenya, and (b) entrenching the domination of the data ecosystem in 

Kenya (see Figure 5). This means that roughly 12% of neoliberal mechanisms in New 

Constitutionalism related to the geopolitics of data governance in Kenya were spotted (see Figure 

6). “Engage third agents to evaluate country readiness for E-Commerce and digitalisation” is one 

such mechanism that highlights the intersection between new constitutionalism and the political 

economy of data. The UN Trade and Development (UNCTAD) pioneered the Rapid e-Trade 

Readiness Assessment project whose objective was to support LDCs to take stock of their readiness 

in seven key policy areas, including E-Commerce readiness and strategy formulation, ICT 

infrastructure and services, trade logistics, and trade facilitation, payment and mobile money 

solutions, legal and regulatory frameworks, E-Commerce skills development and access to 

financing (UNCTAD & EIF, 2017). By fronting these assessment studies as tools to identify policy 

and capacity gaps that African countries require for their digital transformation, this approach 

reorganises the state apparatus in Africa, which, instead of questioning this narrative (championed 

by the U.S.A and China, who dominate the digital economy), digital transformation became a 

buzzword on the development agenda of politicians and government agencies in Kenya.  

 

Research findings discovered that a rapid eTrade readiness assessment study for Kenya was 

conducted in 2022.  While this study identifies gaps inhibiting Kenya’s capacity to leverage data 

for trade and development, the policy direction that the author (UNCTAD) proposes exacerbates 

the readiness deficiencies. For example, the study on Kenya mainly recommends the need to (a) 

encourage collaboration between national data centres to facilitate more affordable hosting of 

national online marketplaces; and (b) support and promote investment in cloud and data hosting 

infrastructure, and a regional Internet exchange point to host data for E-Commerce (UNCTAD, 

2022).  Despite the gaps, the current push for no localisation requirements and free cross-border 

data flows by UNCTAD contradicts these preconditions to develop a robust data economy in 

Kenya: 

Overall, there is a risk that a silo-oriented, data-driven digital economy will emerge, which goes 

against the original spirit of the Internet as a free, decentralised, and open network. This would 
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hamper technological progress, reduce competition, and enable oligopolistic market structures 

to emerge in some areas and lead to more government influence in others. This might have 

significant negative impacts on most developing countries. This would reduce business 

opportunities, as the access of users and companies to supply chains would become more 

complicated, and data flows across borders would be restricted” (UNCTAD, 2021, p.xviii) 

The above reflects the actual goal of New Constitutionalism in data governance, i.e., bringing the 

state into the fold of neoliberal data governance by warning against the dangers of data 

protectionism. As a result of this policy re-orientation, Kenya’s Data Protection Act of 2019 has 

adopted flexible provisions granting cross-border data flows (see section 6.2), hoping that this will 

make the country investor (big tech) friendly, hence attracting more foreign direct investments 

(FDIs) in data centres and digital infrastructure.   

 

According to Thibault and Gill (2022, p.3), new constitutionalism is a discourse of political 

economy that promotes the power of capital through the extension and deepening of market values 

and disciplines in social life, under a regime of free enterprise. In the context of data, New 

Constitutionalism manifests itself in the push for a liberal data regime, whereby data (especially 

personal data) should be allowed to freely flow, be processed, and stored across borders. The 

researcher discovered that by persuading governments, tech companies like Amazon, Google, 

Huawei, and Microsoft Azure have managed to secure their positions for limited regulation on 

cross-border data flows in the Data regulatory frameworks for Kenya. By way of example, in 2019, 

Microsoft Azure managed to convince the government of Kenya to enact a cloud computing 

standard, and in 2023, Kenya selected Microsoft Azure as its cloud partner as part of a broader 

initiative to migrate government services to the Azure cloud platform (Abuya, 2023). This futuristic 

thinking by Microsoft Azure and Huawei, combined with their pseudo-partnerships with the 

government of Kenya, showcases the double standards they exhibit. Ultimately, this has limited 

regulation by the government of Kenya. Through field data, the researcher discovered that unless 

Kenya appreciates the geopolitics of data governance, it risks undertaking legislation that 

prematurely liberalises its budding data economy when it is not yet ready to compete:  

 

Like many countries of the Global South, Kenya continues to be mainly left out of technological 

innovations like big data analytics, advanced robotics, cloud computing, additive 

manufacturing, artificial intelligence, and the Internet of Things (IoT). Considering the rate at 
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which technology is advancing, the divide between Africa and the North keeps broadening 

rapidly and threatens to leave African countries even further behind23.  

 

The researcher also found ample evidence of integral mechanisms of New Constitutionalism, 

namely “create and extend capitalist markets”. The digital economy has led to a rise of data-related 

jobs and markets, which, though not entirely new globally, are expanding in Kenya at a rate and in 

areas that the government of Kenya is ill-prepared to regulate. By converting the human 

environment into a grid of tethered devices that siphon data about all activities, tech companies 

like IBM can monetise sectors and areas formerly unreachable by capital:  

Just as large financial marketplaces create liquidity in securities, currencies, and cash, the IoT 

can liquify whole industries, squeezing greater productivity and profitability out of them than 

anyone ever imagined possible (Couldry & Mejias, 2019).  

 

Indeed, new forms of work and businesses are on the rise in Kenya in the form of content 

moderation, data labelling, data hosting, data brokerage, content creation, and social media 

influencers, among others. Data analysis revealed that Kenya is one of the countries that have been 

benchmarked by an international consortium composed of Inspur (a Chinese company) including 

Cisco, IBM, Diebold Nixdorf, and Ericsson as a beneficiary under the consortium’s goal of 

integrating their cutting-edge IT products, and technologies i.e. data centres and cloud services and 

solutions to accelerate the construction of the Digital Silk Road (Calzati, 2022). However, this has 

come with its challenges.  Coding results revealed a mechanism of weakening organised forces to 

create exploitative digital jobs, e.g., sweatshops in data colocation centres. 

 

 Like in the traditional economy, the digital economy has seen a rise in precarious digital work 

largely outsourced from the Global South, where there is little or no regulation of gig workers. For 

example, with content moderators and data labellers in Kenya scouring the dregs of social media 

to protect the public from extreme and graphic material, we are witnessing the construction of a 

new age of digital sweatshops, where the most dangerous work is offshored to be performed by 

workers with the fewest protections (Erumi & Gurumurthy, 2023). This is enabled by the fact that 

Kenya, which had over 1 million gig workers as of 2023 (Erumi & Gurumurthy, 2023) does not 

 
23 Interview: Senior Fellow, Center for International Governance Innovation (CIGI), 20th /2/2024, Zoom 
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have legislation on workers’ rights in the digital economy (Kwanya & Wakunuma, 2023). The 

neoliberal lock-in on government legislation for gig workers’ rights creates unequal power relations 

between tech companies on one hand and states and citizens (workers) on the other hand, which 

affects the latter’s gainful participation in E-Commerce, as will be discussed in Chapter Seven.  

 

In assessing the readiness of data policies for Kenya to regulate tech companies, results unravelled 

how the evolving technological landscape is shaping the political economy of data governance. 

This evolution operates in a way that first-comers to digitalisation, like the U.S.A. and China, lead 

the digital economy while latecomers like Kenya and Uganda keep trailing behind. By coding the 

data acts for Kenya and Uganda along with variables of new emerging issues in data governance, 

e.g., Artificial intelligence, cloud computing, platform workers, and digital colonialism, my 

findings revealed that the rapid advancement of technology often outpaces the development of 

relevant policies and regulations in Kenya, making it challenging for the country to adapt to 

emerging issues effectively. 

 

Research findings further revealed that while Kenya’s Data Protection Act lacks provisions for the 

above critical variables (Artificial intelligence, cloud computing, platform workers, and digital 

colonialism), there are existing policy frameworks that could give it the policy space to regulate 

big tech corporations and their interest in data siphoning. For example, in 2018, Kenya established 

a Blockchain and Artificial Intelligence task force whose major purpose is to help the government 

evaluate proposals on how to exploit opportunities blockchain technology offers for added 

efficiency in public sector processes and services (Kenyan WallStreet, 2021). Furthermore, in 

2019, Kenya developed a cloud computing standard that provides guidelines for Ministries, 

counties, and agencies on the acquisition and deployment of cloud-based computing products and 

services, such as public cloud, private cloud, community cloud, and hybrid cloud (ICT Authority, 

2019). Field data also revealed that Kenya is in the advanced stages of developing a National 

Artificial Intelligence policy to inform the country’s strategic direction on AI for its digital 

transformation. 

 

Lastly, an analysis of the political economy of data in Kenya revealed growing neocolonialism in 

the governance of data in the country, whose purpose is to expand the data realm of big tech 

corporations and facilitate sustained, unhindered extraction of personal data. By examining the 
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location of data centres with the code of neocolonialism, research findings revealed that in their 

move to create data territories in Kenya, big tech corporations are using the Explore, Expand, 

Exploit, and Exterminate approach (see section 6.1 above) as used in historical colonialism. In 

Kenya, results revealed that tech companies like Huawei, Microsoft Azure, Amazon, and Google 

have built their data centres and fibre optic cables in key centres like Nairobi, Mombasa, Kisumu, 

and Naivasha, which are strategic in terms of the adoption of digitalisation. While investments in 

the digital economy first focused on the building of infrastructure (backbone and end-mile cabling), 

Calzati (2022) argues that over the last decade, they have shifted towards data centres, cloud 

computing, artificial intelligence (AI) solutions, and smart city projects. As discussed in section 

6.2.1 above, digital infrastructure investments in Kenya majorly originate from China, the U.S.A., 

and the European Union (EU). To better examine the political economy of digital infrastructure in 

Kenya, the researcher used the variable of soft power to code the data policies and initiatives by 

the two countries and my field interviews. The presence of China-backed digital infrastructure 

investments had a frequency of 30, followed by the EU-25 and the USA-20.  

 

By teasing out neoliberal lock-in aspects,  research findings revealed that (a) the three actors 

(China, the U.S.A., and the EU) determination to scale-up solid ICT markets in Kenya while 

empowering local data and E-Commerce actors and not merely indebting them is still a question, 

(b) the idea of a homogenizing ‘soft power’ exerted by these actors on Kenya calls for further study. 

By exercising soft power, the aforementioned tech companies, facilitated by the U.S., China, and 

the EU, are succeeding in determining the location of digital infrastructure in Kenya. Research 

findings revealed that this infrastructure, e.g., fibre cables, internet points, and data colocation 

centres, is established along routes and cities where previous colonial data (roads, railways, 

bridges, and waterways) existed. It was further revealed that decisions on establishing, 

constructing, and operating these key infrastructures are usually determined by the financiers, with 

less involvement by the government of Kenya, which only plays an oversight role. The partnerships 

often involve concessions like tax holidays to tech companies, which further reduce the power of 

the States to tax the operations of tech companies. For example, in November 2023, the Parliament 

of Kenya’s inquisition into Huawei revealed that the tech behemoth was given a tax waiver of 

Ksh1.9 billion ($12.5 million) for laying optic cables in Kenya (The East African, 2023).   
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In conclusion, as technology and the digital landscape evolve, the reality confronting latecomers 

to digitalisation, like Kenya, is that they require a strenuous task to direct development as per their 

vision. This is due to the deeply entrenched geopolitics of data governance at the global level that 

are shaping the policy and practice trajectories at the national level. In this sub-section, the 

researcher has argued that adapting to international data governance standards while preserving a 

local identity is a delicate balancing act that Kenya must manoeuvre. Deducing from the findings 

presented in this section, the researcher further argues that the political economy of data 

governance presents two dichotomies, i.e., tech solutionism and tech pessimism. Both dichotomies 

underscore the need to examine the political and economic dynamics of digitalisation in Kenya 

with a focus on policy options to navigate a fast-changing reality. As data becomes the new 

currency, concerns over tailoring its governance to suit local development priorities while not 

veering far from the international standards of a liberal data regime are gaining currency. However, 

navigating these geopolitics will require understanding other forms of neoliberal lock-in, e.g. the 

global and regional influences of data governance, which the dissertation turns to next. 

 

6.2.5 Global and Regional Actors’ Influence on Data Governance in Kenya: Examining the 

Neoliberal Lock-Ins.  

 

By operationalising new constitutionalism theory as advanced by Gill (1998) and Gill and Cutler 

(2014), this sub-section seeks to show how global and regional influences are driving neoliberal 

lock-ins in Kenya’s data governance ecosystem.   Global and regional influence on data governance 

was coded in field findings along the five goals of Gill’s new constitutionalism theory (see 1.2 

above). By analysing each sentence, the researcher obtained a frequency of 21 mechanisms, 

translating into 10% of the importance of understanding how global and regional actors influence 

Kenya’s data ecosystem (see Figure 6).  Coding results revealed that the influence of global and 

regional actors on Kenya’s data ecosystem falls under three of the five New Constitutionalism 

goals, i.e., achieving full capital mobility; extending the influence of markets; and creating and 

extending capitalist markets.  The five most relevant conventional new constitutionalism 

mechanisms of influence by global and regional actors included (1) supporting local tech startups 

by big tech firms with expensive tech solutions to keep them in a perpetual shut—down point and 

dependent on the former; (2) limiting policymakers and consumers’ capacity to prevent data theft 

by big tech corporations; (3) creating free technology services e.g., free internet hotspots and 
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gadgets in schools and government offices for continued data harvesting; (4) Big tech companies 

establishing their privacy policies and terms of service, influencing how user data is handled; and 

(5) Continued violation of data laws in digital latecomers economies by big tech because it has the 

money and resources to fight for desired outcomes (see Figure 5).  

 

According to Gill and Cutler (2014), rather than de jure constitutional changes, new 

constitutionalism focuses more on de facto changes of governance that may serve to reconstitute 

political power on a world scale. These changing forms of governance emerge from (a) the 

expansion of constitution-making throughout the world, (b) the increasing jurisdiction of 

international trade and investment laws, and (c) the emergence of global administrative laws, which 

Gill and Cutler (2014) claim are knitting the world together under the promise of global rule of 

law. From the angle of data governance, the use of what Gill (1995) coined as disciplinary 

neoliberalism by regional and global actors like the World Trade Organisation (WTO JSI on E-

Commerce), European Union (EU), China (through the Forum on China–Africa Cooperation-

FOCAC), UN Trade and Development (UNCTAD), United States Trade Representative,  the  

Internet Governance Forum (IGF) and the African Continental Free Trade Area (AfCFTA) among 

others is shaping the trajectory of Kenya’s data policy and ecosystems: 

  

Disciplinary Neoliberalism is institutionalised at the macro-level of power in the quasi-legal 

restructuring of the state and international political forms reflected in the multilateral regulatory 

framework of the World Trade Organisation. The new constitutionalism can be defined as the 

political project of attempting to make transnational liberalism, and if possible liberal 

democratic capitalism, the sole model for future development. It is therefore intimately related 

to the rise of market civilisation (Gill, 1995, p. 412).  

 

In Chapter 2, the literature review revealed that, influenced by big tech corporations, the current 

data governance architecture has these institutions an advantageous handle on the levers of data 

regulation at all levels. By employing disciplinary neoliberalism in Kenya’s data governance 

ecosystem, I found out that the WTO (through E-Commerce Negotiations), the EU (especially 

through the General Data Protection Regulation-GDPR), and the AfCFTA have acted as global 

standards in technology and data governance which, if fully replicated can marginalize local 

practices and needs, aligning more closely with the operational models of big tech firms. For 

example, the WTO JSI on E-Commerce proposals on free cross-border data flows, prohibition of 
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national data localisation requirements and source code reviews, and non-discriminatory treatment 

of digital products (South Centre, 2023) has shaped Kenya’s Data Protection Act of 2019. As 

earlier discussed, the Act has been designed to guarantee a free cross-border flow of data with 

minimal preconditions (see section 6.1). An examination of the AfCFTA Digital Trade Protocol 

also revealed that it is laden with provisions that predominantly criminalise State Parties’ restriction 

of free cross-border data flows. This is provided for under Articles 20 (Cross-Border Data 

Transfers) and 21 (Location of Computing Facilities) of the Protocol: 

State Parties shall allow the cross-border transfer of data, including personal data, by electronic 

means, provided the activity is for the conduct of digital trade by a person of a State Party. State 

Parties shall not require a person of another State Party to use or locate computing facilities in 

their territories as a condition for conducting digital trade in that territory (AfCFTA Secretariat, 

2024). 

 

At the national level, field data revealed that Kenya has designed its Data Protection Act to mirror 

the EU’s GDPR. For example, the Act's provision on permitting cross-border data flows subject to 

a guarantee that the country of destination has adequate protection for the transferred data is a 

replica of the GDPR language.  To this end, Kenya is the first African country to enter an Adequacy 

Dialogue with the EU (Okara, 2024) which, if successful, could result in Kenya obtaining an 

adequacy pronouncement. This is aimed at streamlining data flows from the EU and effectively 

aligning Kenya's data protection regime with EU standards (Okara, 2024). As of May 2024, the 

EU and Kenya launched negotiations on free cross-border data sharing between the two economies 

through a safe data bridge (Mwangi K. , 2024). When concluded, the agreement will guarantee the 

free flow of personal data between the economies and unlock investment opportunities in business 

process outsourcing and digital services exports between the two economies (Mwangi K. , 2024). 

For Kenya, it is hoped that this could grant her access to the EU’s vast data, whose market size is 

estimated at €184 billion and projected to reach between €199.51 and €334.21 billion in 2025 

(Huyer, 2020). The EU has therefore influenced the design of data policies in Africa (Kenya 

inclusive) to mirror the GDPR by selling it as a gold standard for data governance regulation. While 

it can be argued that the GDPR has influenced the design of data protection laws in Africa, Coleman 

(2019) notes that “there is no continent-wide agreement on an approach to personal data protection 

as some countries have little to no data protection laws or constitutional protections, while others 

have robust data protection laws” (p.432).  
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An analysis of trade agreements and negotiations between Kenya and third parties, like the U.S., 

revealed a manifestation of neoliberal lock-ins on Kenya’s data governance sovereignty. The 

ongoing Strategic Trade and Investment Partnership (STIP) negotiations between the U.S. and 

Kenya have an inbuilt agenda for digital trade where the two countries aim to ensure access to 

information, promote the development and use of resilient and secure digital infrastructure, 

promote competition, and address discriminatory practices (USTR, 2022). Furthermore, in April 

2024, the U.S. and Kenya agreed to partner on efforts to harness artificial intelligence and facilitate 

digital data flows (Department of Commerce, 2024). The partnership envisions bolstering the 

prospect of U.S. companies investing in Kenya as a digital hub, facilitating trusted cross-border 

data flows, and establishing data centres to support E-Commerce businesses and citizens in Kenya 

and throughout the region (Department of Commerce, 2024). 

 

Taking the new constitutionalism angle, the neocoloniality of trade agreements (the STIP and these 

partnerships in this case) is that they have “quasi-constitutional status at the global level in key 

aspects of economic and political life – in ways that subordinate the state to investors and private 

corporations” (Gill, 2000, p.9). In field findings, it was discovered that in Kenya, tech companies 

like Huawei and Microsoft Azure are offering free technology services, free on digital skills to 

rural communities, free (or heavily subsidised) online courses to university students, funding 

educational programs, upgrading internet connectivity in rural areas, and giving free gadgets such 

as smartphones and tablets to government technocrats and libraries in higher education. However, 

there is a catch. Kenya must pay for these services by maintaining liberal data governance policies 

to allow unrestricted cross-border data flows. This way, the Kenyan government is locked in from 

enacting policies that undermine free cross-border data flows. 

 

Lastly, findings revealed that China is another power controlling Kenya’s data governance 

ecosystem. By investing in Africa’s digital infrastructure, including tech devices (smartphones, 

routers, TVs, surveillance cameras) and digital infrastructure (fibre optic cables and data centres), 

China is forging a pathway for data extractivism, control of key digital infrastructure, and 

digitalisation diplomacy in Kenya. My field data unravelled that in April 2019, Kenya and China 

signed a project that identified Huawei as the contractor for the “Konza data centre and smart city 

project”, for a total of KSh17.5 billion (USD 172.7 m) financed with a concessional loan from 
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CHEXIM (Huang & Pollio, 2023). As a result, China has built critical digital infrastructure in 

Ethiopia and Kenya, including railway systems with fibre optic communication, network expansion 

projects, and high-speed internet connectivity (Ikem, 2023). China has also supported the 

government of Kenya in developing its digital master plan for 2022-2032 and the digital economy 

blueprint of 2019 (Ikem, 2023).  Partnerships have also involved E-Commerce firms in fintech in 

Kenya and China. In 2019, Safaricom, which is Kenya’s leading telecommunication and fintech 

(mobile money) operator, signed an MoU with Alibaba to use its M-Pesa mobile payment service 

for online shopping on one of Alibaba’s platforms (Mohammed, 2019). This MoU is aimed at 

enabling Kenyan shoppers to buy goods on Alibaba using M-Pesa in a matter of weeks 

(Mohammed, 2019). 

 

6.2.6 Access and Control over Data: Illuminating the Neoliberal Lock-Ins for Kenya 

 

While examining the nexus between globalisation, Market Civilisation, and Disciplinary 

Neoliberalism, Gill (2008) cautions that we are “experiencing a shift in global governance where 

economic rules are enshrined in international agreements and enforced by powerful institutions” 

(pp.78-84). According to the author, this system favours free market principles and limits the ability 

of governments to regulate their economies (Gill, 2008). Simply put, under the new constitutional 

dispensation, free market rules are deployed to lock in the state from regulating markets, thereby 

giving [transnational] corporations more control over national economies. In the same spirit, 

research findings revealed an evolving digital ecosystem in catching-up countries like Kenya, 

where the state is being locked in from steering the access and control over the data.  

 

By coding new constitutionalism tenets in data access and control in Kenya, the researcher spotted 

26 mechanisms through which big tech corporations are dominating data control and locking in 

their access by the Kenyan government. Literature review findings revealed that most data 

corporations like Facebook, Huawei, Amazon, Microsoft Azure, and Google, and E-Commerce 

platforms like Alibaba and KiKuu operating in Kenya have their servers located in the U.S., 

Europe, and China (UNCTAD, 2022). Due to the location of data servers outside Kenya, UNCTAD 

(2022) argues that this has made it difficult for Kenya to enforce regulations, as well as carry out 

any fraud-related investigations. 
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One of the identified lock-in mechanisms was big-tech corporations’ power on social media 

platforms, search engines, and E-Commerce platforms, which they use to exercise control over 

how data is collected, analysed, and used for monetary purposes. The domination of these platforms 

arises due to the concentration of the daily number of users and subscribers, which makes them 

overshadow their potential competitors and ultimately gives them a monopoly. This monopolistic 

power gives them direct influence over government policies and regulations, which would seek to 

influence the behaviour and operations of these corporations.  Between July 2023 and July 2024, 

Google was the leading search engine in Kenya, enjoying 96.37% with other search engines trailing 

behind, i.e., Bing (3.09%), Yahoo (0.26%), DuckDuckGo (0.15%), YANDEX (0.05%), and Ecosia 

at 0.03% (StatCounter, 2024).  

 

In terms of social media, findings from a report by the Communication Authority of Kenya revealed 

that 47.5% of Kenyans use Facebook, 47.3% use WhatsApp, and 54% use TikTok (Ambani, 2024). 

For E-Commerce, the leading platforms between 2020 and 2023 included Jumia, Kilimall, and 

Carrefour (YouHost, 2023), all of which are non-indigenous platforms, meaning the data generated 

always finds its way to Berlin (Germany), Shenzhen (China), and Massy (France), where the 

companies’ respective headquarters are found. While the transfer is based on “trust”, my analysis 

of the Kenya Data Protection Act of 2019 revealed a lack of specific measures through which the 

state can trigger mandatory access to the tech company’s data stored outside Kenya’s territory. 

This lack of clarity locks in the state from effectively detecting and prohibiting data breaches at an 

earlier stage, signifying the increasing data violations in Kenya and the attendant fines by the 

ODPC as discussed in 6.2.2. above. 

 

As discussed in section 6.3, while mere data extraction does not make it colonial, the external 

appropriation of data on terms that are partly or wholly beyond the control of the person to whom 

the data relates is a manifestation of digital colonialism (Couldry & Mejias, 2019, p.5). In coding 

data colonialism and data access and ownership in Kenya, the researcher mapped out how the size 

and concentration of users/subscribers give big tech companies like Huawei, Google, Facebook, 

and Microsoft bargaining power over the government. Research findings uncovered that by using 

their platforms and infrastructure (e.g., fibre optic cables), these companies are in an advantageous 

position to appropriate data at a massive scale, given their many users and subscribers.  Moreover, 

by investing in research and data-sharing approaches, these platforms have access to their 
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competitors’ data, which gives them an unfair advantage in the market, through keeping many 

eyes/tabs on other businesses to identify potential competitors, buy out, copy, or cut off their 

competitive threats (Manganelli & Nicita, 2022). Ultimately, this gives them a significant 

competitive advantage. For example, my findings revealed that Lami Technologies (an Insure-tech 

startup founded by a UK-based Kenyan national) acquired its rival Bluewave in February 2022 

(Namunwa, 2022) and has since become the leading tech-based insurance firm in Kenya.  

 

Moreover, big tech companies like Google, Microsoft Azure, Huawei, and Facebook financed 

ALN, a local think tank, to successfully lobby the government of Kenya to rescind its earlier 

position that required a 30% Local Shareholding Requirement in the ICT Sector (ALN, 2023). In 

examining the neoliberal lock-ins presented by new constitutionalism, Gill (2003) argues that it 

expresses the legal and political discipline that generates, sustains, and expands an open and free 

global economy, with economic practices and policies shaped by market imperatives rather than 

public control or accountability.  The researcher also found out that to beef up its control over the 

data value chain (collection, processing, storage, and use), Kenya has so far registered and certified 

1,700 data processors and handlers (Xinhua, 2023) under its data protection registration system, 

which was launched in 2023. However,  findings revealed that in a liberal environment where data 

centres are allowed to be located outside Kenya’s jurisdiction and with few local data actors, it is 

hard for the government to effectively regulate the data value chain (Unwanted Witness, 2023). 

Locking in the government of Kenya from enacting policy measures to allow the growth and 

participation of local tech start-ups enables the leading tech corporations and platforms to capture 

most of the monetary gains of the data-driven digital economy.  

 

Lastly, findings revealed that another neoliberal lock-in mechanism for data siphoning in Kenya 

stems from the one-sided agreement between the users and platforms like Google, Facebook, 

WhatsApp, Apple, Amazon, and Safaricom, which is tilted in favour of the platform providers. By 

offering non-monetary services (free usage), these platforms continue to lock in users in Kenya by 

constantly asking for more data (in scale and scope) or further consent as a necessity to improve 

users’ experience. Moreover, by integrating with E-Commerce platforms (owned by them, e.g. 

Apple Store, Amazon, and Google Play or owned by third parties, e.g., Safaricom, Manganelli and 

Nicita (2022) argue that these companies can target advertising with scalpel-like precision through 

a better understanding of user engagement and preferences, and more quickly identify and exploit 
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new business opportunities. This produces a self-reinforcing effect of drawing in more customers 

and generating more data (Manganelli and Nicita, 2022). In Kenya, Search Engine Optimisation 

(SOE), which focuses on making one's website visible to search engines and the target audience, 

has become a key digital marketing tool. For example, both Jumia and Safaricom have used SOE 

to drive traffic to their E-Commerce sites (SEO Smart, 2024). A lock-in mechanism here is that 

businesses seeking to advertise under SOE and users of these platforms have to consent to the 

mother platforms (Facebook, Google, WhatsApp, Instagram) service agreements with no choice of 

amending or opting out if they want to use these apps. This creates an exploitative relationship 

where users consent to having their data collected every time they use the platform.   

 

6.2.7 Other Notable Neoliberal Lock-Ins of Data Governance for Kenya 

 

While not featuring heavily, coding results revealed other critical new constitutionalism 

mechanisms that lock in data governance by the Kenyan government. These mechanisms include 

weakening citizens’ data ownership and intellectual property; surveillance and privacy; and 

algorithmic bias, which were coded 16, 17, and 11 times, respectively (see Figure 6) and reinforce 

the already discussed mechanisms. From a new constitutionalism angle, the researcher coded these 

mechanisms to tease out how they relate to the extension of capitalist markets and free enterprise.  

 

In Kenya, research findings revealed that Facebook, Amazon, Microsoft Azure, Google, and Jumia 

have established their own privacy policies and terms of service, influencing how user data is 

handled. These findings emphasise that the belief that users' consent to the sanction of data 

extraction and selling data to third parties shifts the power dynamic to equality between big tech 

firms and data subjects is simply erroneous. Respondents noted that when users’ demand for the 

service from digital platforms like Facebook and Google exceeds the risk of data misuse, their 

consent is freely and quickly granted.  For example, in his report carried out on Kenya, Canares 

(2018) notes that whereas teenagers are aware that social media companies collect their data, they 

are not knowledgeable or do not care about how these platforms use this data, and thus their consent 

for data extraction is given carelessly, leaving the tech companies in total control of blind users. 

Moreover, their desire to access the seemingly free services offered by platforms like Google, 

Facebook, WhatsApp, and TikTok far exceeds the “hidden” value of their data that they easily 

dispense off their data rights for the platforms’ taking. Findings further revealed that even when 

the users are aware of such hidden costs, the lack of an alternative to the platforms leaves them 
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with no option but to comply with the automatic data harvesting that platforms subject them to 

once they begin using them.  

 

Concerning surveillance and privacy as another neoliberal lock-in for data governance, Couldry 

and Mejias (2019) argue that connecting with others in the era of digital colonialism is submission 

to the continuous tracking of human life, a process known until recently as surveillance.   Findings 

revealed that through digital infrastructure, platform users and governments are locked in a web of 

espionage (whether they are online or offline) where they cannot break free if they are tethered. 

Through the construction of fibre optic cables, data centres, and hot spots, among others, the 

researcher discovered that countries like China and their tech companies have leveraged this 

infrastructure to spy on Kenya: 

My worry is about commercial espionage through the digital infrastructure being built in 

Kenya. Through Huawei and ZTE, China is building sensitive intragovernmental 

telecommunications networks and fibre optic cables in Kenya. Yet in 2019, China was found 

to have been secretly redirecting surveillance footage from the African Union headquarters to 

Beijing. That it is now the leading partner and investor in Kenya’s digital infrastructure makes 

me worry a lot about the depth of surveillance and espionage we are likely to be subjected to24. 

Apart from the interlocking mechanisms posed by digital infrastructure, a careful reading of the 

Kenya Data Protection Act of 2019 revealed gaps that tech companies can leverage to undertake 

surveillance and undermine users' privacy. The Act lacks clarity on how data controllers and 

processors ought to gain consumers’ consent to process personal data. For example, under recital 

32 of the Act (Conditions of consent), “either a data controller [government of Kenya] or data 

processor [tech companies and platforms] shall bear the burden of proof for establishing a data 

subject's consent to the processing of their personal data for a specified purpose” (GoK, 2019).  

This lack of clarity on who should primarily ensure user consent creates a loophole that tech 

companies can use to undermine users’ privacy, since one can argue that the government of Kenya 

should ideally be responsible for ensuring compliance.  

 

Lastly, findings uncovered that through algorithmic bias, neoliberal lock-in mechanisms emerge in 

Kenya from the increasing digitalisation of information and upgrades in algorithmic analysis, 

 
24 Interview: Managing Director, ORACO Kenya (Cyber Security Company), 18th /11/2023, Nairobi 



 

193 

whereby vast amounts of data are collected daily by companies to keep track of individual 

behavioural patterns. This enables tech companies and digital platforms to profile and predict the 

future actions of users (Kenyans) and regulators (the government of Kenya in this case). As earlier 

noted in Chapter Two, this data is then sold to third parties for monetisation, allowing such entities 

to [with accurate precision] market products to individuals. This tightly knit model ensures that 

adverts targeting our search history, likes, retweets, videos watched, etc., are shown to us when we 

are using these platforms again: 

If you get a text message on your phone about a product or an issue you previously searched 

on, for example, Google, that implies that it is sharing your search history with your mobile 

network operator, sans your consent. For example, Google extracts user data from Google 

Search, Maps, Ads, Android location services, and Gmail to obtain a vast pool of accurate 

information on Kenya.25 

 

In Kenya, findings confirmed my initial hypothesis that the current data governance model has 

created a skewed and exclusionary online marketplace (E-Commerce) in favour of big tech and 

constantly makes it hard for Kenya (as a latecomer to digitalisation) to participate in E-Commerce 

gainfully. Indeed, field data revealed that in Kenya, personal data is being used to not only exploit 

Kenyans by giving them high-interest mobile credit (mobile loans), including debt shaming of the 

Kenyans who default (Maringa & Jalloh, 2023; Kimeu, 2022). Algorithms have also been used on 

Jumia (an E-Commerce website operating in Kenya) to rate products of big businesses on the first 

search while sending others to far search clusters, thus benefiting some more than others.  

Moreover, the government of Kenya has yet to intervene as its economic policy is anchored on the 

free market (ibid). Such algorithmic bias on the creditworthiness of Kenyans has locked in a 

majority of the population from accessing online credit, thus creating an exclusionary financial 

market. From a New Constitutionalism perspective, this exclusionary market locks out small E-

Commerce actors from trading online and accessing digital credit.  

 

 

 

 

 
25 Interview: Executive Director, Institute for Economic Affairs Kenya, 18th /11/2023, Nairobi 
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6.3 New Constitutionalism Mechanisms in Uganda’s Data Governance Ecosystem 

 

Section 6.2 above presented the field findings of neoliberal lock-in mechanisms of the data 

governance ecosystem in Kenya from a new constitutionalism approach. Given that the scope of 

this dissertation covers Kenya and Uganda, I now turn to the findings on the latter. As discussed in 

Chapter Five, unlike Kenya, Uganda’s data ecosystem is in its infancy, albeit undergoing rapid 

changes.  Therefore, understanding neoliberal lock-ins of data governance in digital latecomers is 

incomplete without examining Uganda, whose data ecosystem is still evolving. This section 

presents field findings on the manifestation of new constitutionalism mechanisms of data laws and 

regulatory frameworks, data actors, digital infrastructure, data ownership and control, and 

influence by global and regional actors, among others, in Uganda. 

 

6.3.1 New Constitutionalism Mechanisms in Data Laws, Regulatory Frameworks, and Actors 

 

As earlier emphasised, the results demonstrate that Gill’s new constitutionalism theory uncovers 

how, by insulating the economy (big tech in this case) from democratic control, neoliberal reforms 

are locked in through data governance policies and agreements. The researcher spotted 12 of the 

57 New Constitutionalism mechanisms in Data Laws and Regulatory Frameworks for Uganda, 

meaning that over 13% of the new constitutionalism framework applies in the 60 pages of the 

transcribed 30 interviews and secondary data from Uganda (refer to Figure 5). As Figure 6 below 

indicates, the frequency with which new constitutionalism mechanisms were identified varied 

significantly. Some mechanisms were coded more times than others, with Data Laws and 

Regulatory Frameworks Reform coded 32 times; Access and Control over Data (31); Surveillance 

and Privacy (29); Political Economy of Data (28); Global and Regional Influences (21); Building 

Digital Infrastructure (21); and Reforming Institutions for Data Governance (20) among others.  

 

While the frequency might give a notion about the importance of some mechanisms over others, it 

is not the decisive reason for the selection of my major findings. Rather more important were the 

scope and impact of the implementation of the mechanisms. The seven (7) most relevant 

conventional new constitutionalism mechanisms in Uganda’s data governance ecosystem revolve 

around (a) reforming Data Laws and Regulatory Frameworks; (b) regulating Access and Control 

over Data; (c) countering the Political Economy of Data; (d) keeping on the radar Global and 
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Regional Influences on data governance in Kenya; (e) politics of building Digital Infrastructure; 

(f) reforming Institutions for Data Governance; and (g) regulating Surveillance and Privacy. 

 

An examination of Uganda’s data laws and regulatory frameworks revealed evidence of neoliberal 

mechanisms aimed at locking in reforms of data laws and regulatory frameworks by 

disempowering institutions of data governance, to prevent [future] governments from undoing 

commitments to a disciplinary neoliberal pattern of accumulation (Biscahie & Gill, 2022). To 

achieve what Gill (2000) refers to as a universal promotion of free market mechanisms 

strengthened by a set of standards and principles of good conduct, data laws in Uganda are being 

crafted to mirror the constitution of a single global economy. These create lock-ins that legally 

insulate big tech corporations from regulation by the government of Uganda. Just like Kenya,  

findings revealed that Uganda has prioritised data provisions in constitutional agreements at the 

World Trade Organisation (WTO) and the Internet Governance Forum (IGF) over its domestic data 

laws and frameworks like the Data Protection and Privacy Act of 2019, and the Data Protection 

and Privacy Regulations of 2021.   

 

A careful read of the aforementioned data regulatory frameworks reveals that they have been 

crafted to mirror the much-desired (by big tech) liberalisation of cross-border data flows. For 

example, according to GoU (2019 p.20) and (GoU, 2021, pp. 730-731), “where a data processor or 

controller in Uganda processes or stores personal data outside Uganda, they shall ensure that (a) 

the country in which the data is processed or stored has adequate measures in place for the 

protection of personal data, and (b) the data subject has consented”. In this case, two scenarios 

manifest: (i) the government leaves it to the discretion of tech corporations like Mastercard and 

Microsoft Azure to determine whether the country where they are processing and storing the data 

has adequate data protection measures, and (ii) data subjects (users of the services provided by 

these big tech) have consented. This liberal approach is enabled by the weak provisions therein, 

which limit the Ugandan government’s capacity to regulate the power that big tech wields over the 

data value chain and ecosystem.  

 

The government of Uganda has also taken commendable steps to ensure that non-tech companies 

adhere to data protection laws as set in the Data Protection and Privacy Act of 2019, and the Data 

Protection and Privacy Regulations of 2021. For example, organisations are required to obtain 
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informed and freely given consent from individuals before processing their data for specific 

purposes (GoU, 2019). Field results further revealed that before collecting the data, organisations 

are required to provide individuals with clear and specific information about the processing of their 

personal data at the time of collection (GoU, 2019).    

 

 

Figure 10. Social Media Awareness Campaign on Personal Data Protection by PDPO. Source: PDPO LinkedIn Page
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Figure 11.Frequency of Original NC Mechanisms in Data Governance in Uganda.  Source: Author 
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With the increasing recognition of data as a precious resource fuelling the digital economy, 

Uganda has enacted the Data Protection and Privacy Act of 2019 and the Data Protection and 

Privacy Regulations of 2021, whose purpose is to regulate data. While a laggard in digitalisation 

compared to Kenya, my field findings revealed that Uganda is the first country in the East 

African Community to enact a data protection law26. In its attempt to safeguard the data rights 

of its citizens, the Uganda Data Protection and Privacy Act of 2019 allows for the processing 

and storage of data outside Uganda provided: (a) the data subject has consented, and (b) the 

receiving country has an adequate legal system for the protection of personal data (GoU, 2019, 

p.20). While field findings revealed commendable provisions in the Act and Regulations which 

promote strong regulatory practices by the state, there are other aspects where this Act 

perpetuates neoliberal lock-in by less regulation of big tech. These neoliberal lock-ins are 

showcased in Table 3 below. 

 

Possible Neoliberal Lock-ins in Uganda: Data Protection and Privacy Act of 2019 and the 

Data Protection and Privacy Regulations of 2021 

 

Provision Interpretation Higher Chances for 

Manifestations of Neoliberal 

Lock-in 

Collection of 

Personal Data   

Collection of personal data is permissible 

only after obtaining prior consent from the 

data subject. There is no mention or 

distinction between direct and indirect 

data collection 

 

 

 Facebook, WhatsApp, 

TikTok, Microsoft Azure, 

Apple, Google, Amazon, & 

Jumia among other tech firms 

compel consumers of digital 

products to “voluntarily” 

share their data by accepting 

terms and conditions & 

allowing cookies. This denies 

consumers a choice to opt out 

of granting their consent 

Commercial 

Use of 

Personal Data 

An entity is free to process personal data 

for commercial use except if a data subject 

Uganda’s Act favors market 

mechanisms and commercial 

interests by default, making it 

 
26 Interview: Executive Director, National Information Technology Authority - Uganda (NITA-U), 20th/09/2023, 
Kampala 
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writes to a data controller and requests that 

their data not be used for direct marketing    

 

more susceptible to neoliberal 

lock-in. 

Cross-border 

transfer of 

Personal Data 

Transfer of personal data outside Uganda 

may occur where there is proof that 

adequate data protection measures exist in 

the country where the data is processed or 

stored, and with the data subject's consent 

Lack of a clear definition of 

what constitutes appropriate 

safeguards and what does not 

creates a loophole that tech 

companies exploit to continue 

data extraction out of Kenya   

Location of 

Computing 

Facilities 

No data localisation requirements except 

for electronic money issuance and areas of 

strategic interest to the state 

Minimal data localisation 

requirements and minimal 

state control over data 

processing facilitate the free 

movement of data, thus 

aligning with neoliberal lock-

in. 

Citizen’s Data 

Rights 

Both Acts give citizens the right to (1) ask 

companies to clearly explain, using 

accessible language, how their data is 

being collected, used, and stored; (2) 

request that their data be deleted; (3) object 

to their data being used for specific 

purposes like targeted advertising; and (4) 

ensure that companies gain users’ consent 

before collecting their data (Coleman, 

2019) 

Despite this safeguard 

measure, big tech companies 

can violate (and have blatantly 

violated) these laws, since 

they have the time, money, 

and resources to fight for their 

desired outcomes, even if they 

stand in direct violation of 

pre-established laws 

(Coleman, 2019) 

Penalties/fines 

for Violation 

of Data Rights 

A Corporation found guilty of violating the 

data protection safeguards will be liable to 

pay a fine not exceeding 2% of the 

corporation’s annual gross turnover (GoU, 

2019) 

Lower penalties favor less 

regulatory burden on 

businesses (big tech) by the 

state, making such a data 

ecosystem susceptible to 

neoliberal lock-in 

Table 2. Possible Neoliberal Lock-ins in Uganda Data Protection and Privacy Act of 2019 and the Data Protection and Privacy 

Regulations of 2021. Source: Author 
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The table above shows that Uganda’s data regulatory frameworks still have gaps which big tech 

corporations like Google, Amazon, Mastercard, Huawei, and Facebook, among others, can 

leverage to siphon users’ personal data. Biscahie and Gill (2022) note that new 

constitutionalism aims at preventing future governments from undoing commitments to a 

disciplinary neoliberal pattern of accumulation. From Table 2 above, findings revealed that 

Uganda’s data policies and regulatory frameworks are not effectively tailored to manoeuvre the 

power asymmetries embedded in digital constitutionalism. By allowing personal data to be used 

for commercial purposes by default, the Uganda Data Act favours market mechanisms and 

commercial interests. The Act’s opt-out mechanism for the commercialisation of data places 

responsibility on individuals to protect their data, aligning with neoliberal principles that 

prioritise individual responsibility over collective regulatory protections. This reflects a 

neoliberal inclination towards deregulation and market freedom. 

 

Field findings also revealed that data regulatory frameworks in Uganda have been crafted with 

several weak provisions that can be triggered to obstruct the country’s capacity to control the 

power that big tech wields over the data value chain and ecosystem in Uganda. For example, 

concerning data localisation (see Table 3 above), Uganda’s Data Act perpetuates neoliberal 

lock-in through (a) minimal data localisation requirements to facilitate the free movement of 

data, and (b) limited state control over data processing. These two scenarios relate to Gill’s new 

constitutionalism mechanisms as the former aligns with neoliberal principles of market 

liberalisation and minimal restrictions on trade and investment. At the same time, the latter 

adheres to the neoliberal preference for reducing government interference in market operations.  

 

However, Uganda takes strong credit for its interventionism regarding penalties and fines due 

to violations of data rights within the Act. Uganda’s higher maximum fines (up to 2% of annual 

turnover) compared to Kenya’s ($38,533 or 1% of annual turnover) could be seen as a stronger 

regulatory constraint on corporations. Even when it seems to be a high fine, big tech 

corporations have the money and can afford to violate data regulations and pay only when found 

out by the government. From a new constitutionalism perspective, tech companies can 

ultimately leverage these weak data localisation requirements to reduce Uganda’s sovereignty 

and weaken its democratic authority and local control over the economy (data in this case) while 

obstructing alternative development paths (Gill & Cutler, 2014). Such a liberal framework is 

unsupportive for a country that is a digital latecomer.  
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It is also important to acknowledge that, to some extent, Uganda has instituted regulatory and 

constitutional barriers to check and, in some instances, deter the cross-border flow of data. For 

example, Uganda’s Data Act grants a data company freedom to process personal data for 

commercial use except if a data subject objects through writing: “A data subject may by notice 

in writing to a data controller, require that the data controller to stop processing his or her 

personal data for purposes of direct marketing” (GoU, 2019, p.25). By default, this provision 

makes Uganda more susceptible to neoliberal lock-in and data extraction by tech companies. 

One of the reasons why this law gives much power to data processors is that it was developed 

by Grant Thornton (a multinational consulting agency) as a lead consultant, who largely works 

for big multinational companies, and whose ideology is largely business-oriented, rather than 

people-oriented. This was also due to limited lobbying from civil society and the law fraternity: 

At the time this Bill was introduced in……, the subject was new in the civil society and 

consumer safety fraternity. Much of the lobbying was done by leading telecommunications 

companies like MTN-Uganda, Airtel Uganda, and private data hosting companies. This 

made the Bill get less public scrutiny and some provisions a bit hard to invoke.27 

 

Less scrutiny of policies and agreements makes a country vulnerable to the new 

constitutionalism's goal of achieving full international mobility (of data in this case). Indeed, 

coding results revealed a New Constitutional mechanism for creating and expanding capitalist 

(data in this case) markets in Uganda, where the country has enacted the Data Protection and 

Privacy Act of 2019 and the Data Protection and Privacy Regulations of 2021, which stipulate 

that certain types of data may be exported or processed outside Uganda. This perpetuates the 

core interest of foreign capital (big tech in this case), i.e., data extractivism due to reduced 

regulation of data by the state. 

 

As argued by Medine (2024), experience has shown that obtaining proof of appropriate 

safeguards requires conducting legal assessments, which can be costly and burdensome, and 

still result in uncertainty about the risks posed. Findings revealed that in Uganda, the cost of 

conducting an audit for a breach of personal data can be approximately $60,000 and can take 

close to 4 months to undertake28. This expensive and lengthy process has sometimes resulted 

in state inaction even when there is evidence that data rights violations have occurred. For 

example, in 2020, SafeBoda (a ride-hailing company in Uganda) shared users’ personal data 

with an analytics company called CleverTap, and was found not to comply with the legal 

requirement to disclose to the data subjects the recipients of the data collected from them 

 
27 Interview: Executive Director, African Centre for Media Excellence (ACME), 28th/06/2024, Zoom 
28 Interview: Executive Director, The Unwanted Witness Uganda, 27th /11/2023, Kampala 
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(NITA-U, 2021).  However, it took the National Information Technology Authority - Uganda 

(NITA-U) 7 months to investigate the breach for $70,000 (AF Mpanga, 2023). Such a costly 

and lengthy process creates a gap that tech corporations like SafeBoda, Amazon Web Services, 

Facebook, Google, Huawei, ZTE, Mastercard, and Microsoft Azure can exploit and transfer 

personal data from Kenya and Uganda, profiteering off them through either selling it to other 

advertising companies or using it for their trade positioning (e.g., Amazon, Facebook, and 

WhatsApp business). Under such circumstances, neoliberal lock-in manifests itself under Gill 

Stephens' new constitutionalism theory, as high costs and lengthy legal processes prevent 

effective data protection. This creates exploitation opportunities for big tech, prioritising profit 

over individual data rights and state action. 

 

While Uganda has not experienced a “data rush” (where big tech companies rush to establish 

their African presence) like Kenya, findings revealed that Uganda is also home to some tech 

companies like Huawei and ZTE29.  Using Data Laws and Regulatory Frameworks Reform as 

a sub-parameter to explain Gill's new constitutionalism mechanism of data governance, coding 

of the field data revealed a substantial power asymmetry exerted by these tech companies in 

Uganda’s data ecosystem. This liberal data ecosystem secures its data extraction and could hand 

it unmatched dominance over people’s lives while profoundly limiting economic development 

and efforts for digital catch-up in Uganda. To achieve their power consolidation, findings 

revealed that tech corporations like MasterCard and Microsoft Azure financed the Ministry of 

ICT Uganda30 to develop the Data Protection and Privacy Act of 2019 and the Data Protection 

and Privacy Regulations of 2021.  

 

According to Catalano (2022), big tech has risen to enormous power so fast (the last couple of 

decades) that nation-states are struggling to keep up with big tech’s engagement in monopolistic 

and hegemonic activities. A clear examination of the Personal Data Protection Office (PDPO) 

in Uganda revealed a disconnect between the high-paced technological development and the 

slow bureaucratic processes in the institution, which limits its capacity to keep track of 

regulating big tech and its data extraction motives. According to findings by Unwanted Witness 

(2023), the PDPO is still in its infancy, not functioning as a fully-fledged authority as it ideally 

should, is understaffed, and ill-equipped for large-scale and rigorous enforcement to sufficiently 

supervise diverse industries, including legacy systems and emerging technologies. 

 
29 ZTE opened its Uganda offices in 2007 and has since grown into a formidable player in the Uganda ICT sector. 
30 Interview: Senior Trade Policy Fellow, Economic Policy Research Centre (EPRC), Uganda, 20th/09/2023, 

Kampala 
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The constraints identified above make the PDPO less prepared to regulate the activities of a 

rather well-financed, organised, and calculative big tech. Indeed, in the dissertation’s coding 

results, the need for reforming data governance institutions in Uganda scored a frequency of 20 

(8%), coming seventh among other new constitutionalism mechanisms of data governance. 

From a new constitutionalism angle, findings revealed that the PDPO's weaknesses have led to 

increased insulation of tech companies from democratic control by the Ugandan government. 

For example, even when the PDPO in Uganda discovered that SafeBoda shared its clients’ data 

(without their knowledge and consent) with CleverTap, a data processor that offered Software 

as a Service for customer lifestyle management and mobile marketing (Idoot, 2021). The 

company was merely directed to address all the areas of non-compliance identified within four 

months (Idoot, 2021). Uganda is therefore exhibiting less action on punishing personal data 

breaches by companies, making it ill-equipped to counter big tech’s neoliberal lock-in goal of 

extending the influence of market forces. 

 

Due to the limited capacity of the PDPO to regulate big tech, e.g. Google, Amazon, OpenAI, 

Facebook, Microsoft Azure, and Huawei, etc., these corporations can expand their influence on 

capitalistic (data in this case) markets in Uganda. Findings revealed that a major challenge to 

the PDPO's limited capacity to monitor the compliance of the growing, yet largely informal, 

data mining companies, especially E-Commerce platforms31. These capacity gaps have limited 

the capacity of the PDPO to successfully regulate the conduct of tech companies concerning 

data collection, processing, storage, and usage. To reap the economic benefits of data as a 

commodity and raw material for E-Commerce, Uganda requires strong data protection 

institutions to govern the data value chain.  

 

In conclusion, the above general findings demonstrate the means through which big tech and 

the front-runners in digitalisation (the U.S.A. and China) simultaneously carve their neoliberal 

agenda into the data policy fabric of Uganda. Tech companies are influencing local regulatory 

bodies in Uganda to create favourable laws and policies that ensure their dominance of the data 

market in Uganda. Regarding data laws and regulatory frameworks, these tech companies have 

influenced Uganda’s adoption of positions that align with their interests, making it challenging 

for local authorities to implement regulations that protect the country’s data sovereignty. This 

 
31 Interview: National Personal Data Protection Director, PDPO; 20th /1/2024, Zoom 
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continues to limit the country’s capacity to manoeuvre the neoliberal lock-in that big tech 

companies are exerting to cement their unhindered access to data. 

 

6.3.2 Locking in Data Governance through Digital Infrastructure and Technology  

 

Apart from the weak data governance laws, frameworks, and institutions that require reform, 

the researcher found another manifestation of new constitutionalism mechanisms in digital 

infrastructure and technology (see Figure 8). These mechanisms examine the liberalisation of 

trade and investment in the digital economy and the extension of investor freedoms, which 

could be found explicitly in Uganda’s digital infrastructure and technology ecosystems. To 

better assess the neoliberal lock-ins in digital infrastructure, the researcher teased out aspects 

of who finances, builds, produces, and (actually) controls the use of the digital infrastructure in 

Uganda. From a technology aspect, field findings revealed that just like in Kenya, big tech firms 

like LG, Hisense, Bosch, Mika, Huawei, Apple, and Samsung, which dominate the 

manufacturing of tethered devices that connect people to data collection platforms, have 

become household brands in Uganda. Equally, the products manufactured by these companies, 

e.g., internet modems, smartphones, computers, smart TVs, home theatres, Smart Fridges, 

CCTV, Cameras, and Smart Washing Machines, among others, are the most listed and bought 

products on E-Commerce platforms in Uganda.  By being used to collect data about consumers’ 

behaviour, these devices lock Ugandans into data siphoning by tech corporations for profit.  

 

The role of digital infrastructure in creating neoliberal lock-in to consolidate the powers of tech 

companies like Google, Huawei, Facebook, and Microsoft Azure in Uganda cannot be 

overstated. In the dissertation’s coding results, the need for reforming digital infrastructure in 

Uganda scored a frequency of 21 (9%), coming fifth (see Figure 10) among other New 

Constitutionalism mechanisms of data governance in Uganda. Findings revealed that the major 

aim of the construction of digital infrastructure in Uganda by tech firms like Huawei, Google, 

and Microsoft is that the accuracy of targeted ads and other products depends on the quantity 

and diversity of the data behind it (Ngila & Sheik, 2022). Uganda presents a real example of 

these vested interests. In 2022, ROWAD Capital Commercial LLC (RCC), a company based in 

the United Arab Emirates, signed a joint venture with the Government of Uganda, where the 

former would invest Shs830bn ($224 million) in upgrading the infrastructure of Uganda 

Telecommunications Corporation Limited (UTCL), the government-owned telecommunication 

company (Ultimate News, 2024). In return, ROWAD will be allowed to have a full monopoly 
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over the eGovernment infrastructure32 and the national ICT backbone infrastructure (Ultimate 

News, 2024). While the National Information Technology Authority - Uganda (NITA-U), an 

ICT regulator, has contested this monopoly, arguing that it gives ROWAD access to key 

government and personal data, the President of Uganda has stuck to his guns and threatened to 

fire NITA-U officials should they not close the deal (Ultimate News, 2024).  

 

The above contestations reveal the lengths to which tech companies like ROWAD are willing 

to monopolise the digital infrastructure and lock in uninterrupted access to data. This is very 

strategic for ROWAD, given that under the Uganda National Broadband policy, new investors 

in telecommunications services are obligated to rent capacity from existing fibre optic cables, 

rather than lay their own, to stem infrastructure duplication and lower internet access costs 

(MoICT, 2018, pp. 24-25). This implies that all new telecommunications actors will have to 

hire access to fibre optic cables from ROWAD, which makes ROWAD able to generate profits 

quickly, given the increasing number of new telecommunication companies in Uganda.  

 

In examining new constitutionalism’s intermediate goal of creating and extending capitalist 

markets, my coding revealed that big tech firms utilise forging partnerships with governments 

to roll out rising services like e-government. This observation aligns with Gill's theory of new 

constitutionalism, which underscores the entrenching of neoliberal principles within global 

governance structures to stabilise and preserve capitalist economies. By partnering with 

governments, tech companies are not only intensifying market opportunities and technological 

infrastructure but also implementing market-oriented policies and practices within Uganda. 

This integration reinforces the hegemonic neoliberal order, consolidating the influence of tech 

corporations in public governance and policymaking, thereby shaping societal norms and 

regulatory frameworks to favour big tech-driven solutions and growth. 

 

Just like the dissertation’s initial hypothesis, field data discovered that the quest for Uganda to 

increase its digital positioning on the African continent has led to a rush for investors 

specialising in mega investments in digital infrastructure, e.g., data centres and fibre optic 

cables. For example, through its C-Squared entity, Google has laid over 1,000 km (621 miles) 

of fibre optic cable in the Kampala metro area since 2015, while Facebook (through its 

partnership with Airtel Uganda) has laid over 800 km (497 miles) of fibre optic cable 

throughout Uganda, primarily in the northern town of Gulu (ITA, 2023).  MTN Uganda, the 

 
32 The e-Government Infrastructure is intended to connect all Ministries and some Government Departments into 
an e-Government Network to provide services like procurement, taxation, payments among others. 
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largest telecom company in Uganda, has also laid about 6,000 km (3,728 miles) of fibre optic 

cable (ibid). Furthermore, in 2023, MTN Uganda inked a five-year strategic partnership with 

Huawei Technologies, a global ICT solutions provider, to transform and modernise its network 

towards a Cloud-native 5G-capable Core network (The Independent, 2023). The ownership and 

control of this digital infrastructure (e.g., cloud services, internet backbones) have created 

dependencies for Uganda, as the local entities are reliant on foreign-owned infrastructure for its 

digital economy. 

 

While investments in digital infrastructure are crucial for driving Uganda’s digital agenda, the 

terms of engagement that determine their construction are skewed in favour of tech companies 

like Huawei, Google, and Microsoft Azure. Viewed from a new constitutionalism angle, the 

building of such digital infrastructure by these tech companies has enabled them to (a) “calm 

down” the state, and (b) homogenise big tech’s soft power while maintaining their dominion 

over surveillance on users whose data they extract daily. For example, when Huawei announced 

its plans to set up a digital village prototype in Uganda dubbed “One Country, One Network, 

One Cloud, One Platform”, the President of Uganda praised it as a critical project which will 

accelerate Uganda’s digital transformation and even promised to officiate its launch (Charmar 

News, 2024). Therefore, despite their proclamations, the primary vested interests of Google and 

Huawei need to be emphasised. Huawei’s strategy is aimed at enjoying a first-mover advantage 

in Uganda by wooing the government into granting it more concessions than those tech firms 

that may join later. Just like in Kenya, both Google and Huawei are futuristic in thought since 

by 2050, a third of the world's young and potentially tech-savvy population will be in Africa, 

which will be locked in to the two corporations’ digital services. 

 

Apart from dominating tech devices in Uganda, field data revealed that big tech also dominates 

the computing bulk (data collocation), which aids large-scale dispensation and storage of data, 

commonly branded as the cloud. In Uganda, tech companies like Toshiba, Huawei, Raxio, 

MTN, and Airtel have established themselves as the leading tech companies with data centres 

in the country (ITA, 2023). An important point to note here is that these tech companies provide 

essential technologies and platforms that have become integral to business and government 

operations. Under this context, a new constitutionalism mechanism is that once these 

technologies are embedded, switching costs are high, leading to a lock-in effect where local 

entities remain dependent on these foreign technologies. My data also uncovered that through 

creating pseudo-ownership of digital infrastructure like data centres and fibre optic cables, big 

tech companies are depoliticising the digital economy, thereby insulating it from democratic 
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control.  In Uganda, Google launched its first wi-fi network in 2015, while in 2023, Mastercard 

announced its plan to establish a local presence in Uganda (Twaha, 2023). These partnerships 

have co-opted government and E-Commerce platforms in Uganda and made it hard to integrate 

the evolving local digital payment systems. 

 

In conclusion, in the above section, the researcher examined how tech corporations are 

leveraging digital infrastructure in Uganda to lock in heavy government legislation, thereby 

attaining more power and control of the country’s digital economy.  The researcher showcased 

how big tech companies like Huawei, Google, and Mastercard are positioning themselves in 

Uganda to enjoy first-mover advantages in fibre optic cables and Data centres, e.g., One Cloud 

(for Google and Huawei), and E-Commerce and e-government payments (for Mastercard). The 

dissertation further noted that the co-optation of the government of Uganda through joint 

ventures and partnerships, often with promises for more return on investments to the 

government (like the case of ROWAD), is further compromising government regulation in the 

public interest. However, these tech corporations are not acting in isolation and are operating 

in an environment that is shaped by the global geopolitical forces that are shaping the nature of 

action by tech corporations and inaction by the government of Uganda.  It is these dynamics 

that the dissertation examines next under the context of the political economy of data in Uganda. 

 

6.3.3 Political Economy of Data in Uganda: Tracing Digital Colonialism and New 

Constitutionalism 

 

Under section 6.3, the researcher illuminated the manifestations of digital colonialism and new 

constitutionalism. The researcher argued that if historical colonialism annexed territories and 

exploited their land and human resources, digital colonialism’s power grab is deeper and targets 

human data, which is given either voluntarily or involuntarily. In assessing the readiness of data 

policies for Uganda to regulate tech companies, findings revealed that the ever-evolving 

technological landscape is shaping the political economy of data governance, with first-comers 

like the U.S.A. and China leading the digital economy while latecomers like Uganda keep 

trailing behind. My findings revealed that Uganda’s Data Protection and Privacy Act of 2019 

and the Data Protection and Privacy Regulations of 2021 lack provisions for critical variables, 

i.e., Artificial intelligence, cloud computing, platform workers, and digital colonialism. 

Furthermore, findings revealed the absence of initiatives or policies to address cloud computing, 

platform workers, and digital colonialism. Indeed, in January 2024, the Deputy Speaker for the 

Parliament of Uganda called for an urgent need to update national legislation on data protection 
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and privacy in a bid to counter potential threats posed by technological advancements 

(Parliament of Uganda, 2024). The Deputy Speaker’s call for an urgent update is because:  

These are laws that we made when the era of Artificial Intelligence had not reached the 

level it is at today. The capacity of AI to harvest, process, and exploit data is so huge that it 

has rendered our laws ineffective…... What is very clear is that in terms of legislation, we 

shall not be able to keep up with the speed of the internet and AI, but we should try. And 

maybe, the minister can be given more powers under regulation, so that he can handle some 

of these matters without coming to Parliament (Parliament of Uganda, 2024). 

 

Gill argues that new constitutionalism is part of the longue durée of liberal state formation as 

well as a political project to “lock in” the power gains of capital on a world scale that combines 

the old and the radically new (Gill, 2000, p.6).  If connected to the research findings in the para 

above, one can detect the manifestation of neoliberal lock-ins whereby the government of 

Uganda is ill-prepared to effectively regulate the workings of tech corporations in new evolving 

areas like cloud computing, and artificial intelligence among others. While Uganda has yet to 

have legislation in either aspect of the new nodes of the data economy, in 2019, the Government 

of Uganda and Chinese technology giant Huawei signed a partnership for collaboration in 

Artificial Intelligence, whereby Huawei will deploy a facial recognition surveillance system 

that employs AI to identify and log the identities of individuals in public spaces (JustAI, 2024). 

While such a partnership advances both parties’ interests, Huawei is likely to get a better deal 

given the Ugandan government’s unpreparedness to regulate the workings of the former.  

 

As earlier pointed out, Thibault and Gill (2022, p.3) view new constitutionalism as an 

illumination of political economy that promotes the power of capital through the extension and 

deepening of market values and disciplines in social life, under a regime of free enterprise.  

From the perspective of data governance, new constitutionalism reveals itself in the push for an 

open data regime in its entire value chain. This creates a neoliberal lock-in as governments are 

disempowered from regulating the free flow, processing, and storage of data (especially 

personal data) across borders. Field data uncovered that by forging partnerships with states, 

tech companies like Amazon, Google, Huawei, and Microsoft Azure have managed to cement 

their dominant positions with less regulation on cross-border data flows in Uganda’s Data 

regulatory frameworks. Following a plan by the government of Uganda to expedite plans to 

migrate the government to one consolidated cloud (MoICT, 2023), in 2024, Huawei announced 

its plans to set up a digital village prototype in Uganda, dubbed “One Country, One Network, 

One Cloud, One Platform” (Charmar News, 2024). This futuristic thinking by Huawei, 
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combined with its pseudo-partnerships with the government of Uganda (while advocating for 

liberal data governance rules at the global level), illuminates the double standards they exhibit, 

which limit regulation by Uganda.  

 

In conclusion, in an increasingly evolving technology and digital ecosystem, Uganda has to 

navigate the challenge of harnessing the benefits of data by navigating the complex geopolitics 

that shape its governance. In this sub-section, the researcher has argued that Uganda has to 

navigate a delicate balancing act of adapting to international data governance standards while 

preserving a local identity. The researcher further argues that the political economy of data 

governance in Uganda presents two dichotomies, i.e., tech solutionism and tech pessimism, all 

of which stress the need to examine the political and economic dynamics of data governance in 

Uganda. The focus of such an examination should be on policy options to circumnavigate a 

fast-evolving data ecosystem. However, navigating these geopolitics will require understanding 

other forms of neoliberal lock-in, e.g. the global and regional influences of data governance, 

which the dissertation turns to next. 

 

6.3.4 Global and Regional Actors’ Influence on Data Governance in Uganda: Examining the 

Neoliberal Lock-Ins.  

 

By operationalising Gill's (1998), and Gill & Cutler's (2014) new constitutionalism theory, this 

sub-section seeks to show how global and regional influences are driving neoliberal lock-ins in 

Uganda’s data governance ecosystem. The researcher coded global and regional influence on 

data governance in my field findings along the five goals of Gill’s New Constitutionalism 

theory (see 6.2 above). By analysing each sentence, the researcher obtained a frequency of 21 

mechanisms, translating into 9% of the importance of understanding how global and regional 

actors influence Uganda’s data ecosystem (see Figure 10). Just like in Kenya, coding results 

revealed that the influence of global and regional actors on Uganda’s data ecosystem falls under 

three of the five new constitutionalism goals, i.e., achieving full capital mobility; extending the 

influence of markets; and creating and extending capitalist markets.  

 

The five most relevant conventional new constitutional mechanisms of influence by global and 

regional actors included (1) supporting local tech startups by big tech firms with expensive tech 

solutions to keep them in a perpetual shut—down point and dependent on the former; (2) 

limiting policymakers and consumers’ capacity to prevent data theft by big tech corporations; 

(3) creating free technology services e.g., free internet hotspots and gadgets in schools and 
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government offices for continued data harvesting; (4) Big tech companies establishing their 

own privacy policies and terms of service, influencing how user data is handled; and (5) 

Continued violation of data laws in digital latecomers economies by big tech because it has the 

money and resources to fight for desired outcomes (see Figure 5).  

 

Gill and Cutler (2014) argue that new constitutionalists view the constitutional processes 

involving global actors as a mechanism for the constitutionalising and consolidation of global 

neoliberalism in the interests of capitalist social forces. From a data governance angle, this 

manifests through influencing data policies and institutions by countries and regions that are 

the leaders of the digital economy, i.e., the U.S.A., China, and the European Union (EU). My 

findings revealed that regulatory bodies and international trade organisations also exert 

substantial influence over data governance and E-Commerce regulations. Just like the World 

Trade Organisation (WTO), the EU, through its General Data Protection Regulation (GDPR), 

has largely influenced Uganda’s data policy and ecosystem. Indeed, Uganda has designed its 

Data Protection and Privacy Act of 2019 and the Data Protection and Privacy Regulations of 

2021 to mirror the GDPR. For example, the permission of cross-border data flows subject to a 

guarantee that the country of destination has adequate protection for the transferred data is a 

replica of the GDPR language.   

 

By imitating a fairly digitally developed region, Uganda risks circumscribing its policy space 

to regulate data governance from its reality. Indeed, while the EU is open to regulated (trusted) 

cross-border data flows, a position equally adopted by Uganda, the U.S.A., the leading country 

in digitalisation, is opposed to this, as it believes it might prejudice or hinder domestic policy 

considerations on leveraging data for E-Commerce (USTR, 2023). That Uganda, a laggard in 

digitalisation, is more liberal on the flow of this critical resource creates an irony: 

If a leading actor in the digital economy is cautiously treading data governance by pulling 

out of negotiations that would coerce her to liberalise cross-border data flows, Uganda has 

no business in taking a different direction. One would expect that Uganda needs to jealously 

guard this data and would be taking a policy allowing it to regulate the ever-evolving data 

ecosystem. Moreover, since it has already adopted a liberal stance on cross-border data 

flows, just like the EU GDPR, it would be difficult for Uganda to undertake a policy 

reversal, given the even more complex power relations between its asymmetrical 

relationship with the EU.33 

 

 
33 Interview: Director Makerere University Institute of Social Research (MISR); 20th /1/2024, Zoom 
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Neoliberal lock-ins under the influence of regional and global actors also manifest through their 

partnerships with the Ugandan government in digital infrastructure development. Data collected 

revealed that under the European Union Global Gateway, the European Investment Bank is to 

support the construction of more than 500 new telecom towers in rural Uganda with a €25 

million loan (European Commission, 2024). TOWERCO will enhance mobile network 

coverage to ensure last-mile connectivity up to the most underserved regions, and enable access 

to 4G and 5G data services, as well as mobile money solutions (European Commission, 2024). 

While these are welcome partnerships in building digital infrastructure in Uganda, they should 

be seen as a form of digital colonialism. According to Couldry and Mejias (2019), digital 

colonialism works hand in hand with social arrangements and technological infrastructures, 

some that emerged during earlier capitalism and some new, that enable data to be transformed 

into a commodity. 

 

Lastly, findings revealed that China is another power influencing Uganda’s data governance 

ecosystem. In Uganda, China is heavily investing in digital infrastructure, including tech 

devices (smartphones, routers, TVs, surveillance cameras) and digital infrastructure (fibre optic 

cables and data centres). China is forging a pathway for data extractivism and control of key 

digital infrastructure. To achieve this lock-in, leading Chinese tech companies are colluding 

with government institutions to obtain deals for the construction of vital digital infrastructure.  

For example,  field findings revealed claims that protracted infighting over the World Bank-

funded project for expanding access to high-speed internet has taken a new twist, with claims 

of bending the Terms of Reference (ToRs) to favour Huawei to construct the fibre optic cable, 

and Metropolitan Area Network (MAN), all of which are key infrastructure for the 

government’s digital portal (Musisi, 2024).  

 

The normal cybersecurity practice would have been to grant this new contract of developing 

network security to other companies, e.g., Dell systems and Juniper firewall, which had put in 

a bid, rather than granting it to Huawei, which built the initial phase of the fibre optic system 

to link all government operations on a single network (Musisi, 2024).  By influencing 

government procurement, Huawei is not only neutralising the government’s sovereignty but is 

also locking the country in a web of perpetual dependence on it for anything digital 

infrastructure-related. This resonates with Gill (2008), who views such a scenario as a type of 

counter-revolution of the powerful against the weak and is associated with mandating 

liberalisation and privatisation to make the private sector or large corporations the primary 

agents of global governance.  



 

212 

 

Therefore, just like the U.S. and the EU, China is a rising actor in Uganda’s digital economy 

landscape whose major investments and support to Uganda’s digital policy development have 

been pegged on extracting more concessions from the government. These concessions ensure 

China’s key data firms like Huawei and ZTE obtain key contracts to develop digital 

infrastructure and provide digital services to the government. This creates a lock-in to the 

government of Uganda on all fronts. This is heightened by the neoliberal lock-ins that ensue on 

access and control over the data generated by such infrastructure, which the researcher explores 

next.  

 

6.3.5 Access and Control over Data: Illuminating the Neoliberal Lock-Ins for Uganda 

 

Influences by the private sector can result in constraining state power by forces operating above 

and below it (Budd, 2013), which intensifies and deepens the scope of market disciplines in 

organising social and world orders, and ultimately shapes the limits of the possible in people’s 

everyday lives (Gill & Cutler, 2014). From a data governance perspective, this limits the State 

and citizens (users) rights to access and control their data.   Findings revealed a digital 

ecosystem in Uganda where the state is being locked in from guaranteeing citizens access and 

control over their data. By coding new constitutionalism aspects of data access and control in 

Uganda, the researcher spotted 31 mechanisms through which big tech corporations are 

dominating data control and locking in their access by the Ugandan government and citizens. 

Literature review uncovered that most data corporations like Huawei, Microsoft Azure, and 

Google, and E-Commerce platforms like Jumia and Kilimall operating in Uganda have their 

servers located in the U.S., Europe, and China (UNCTAD, 2018).  Due to the location of data 

servers outside Uganda, this has made it difficult for the government to enforce regulations, as 

well as carry out any fraud-related investigations (UNCTAD, 2018). 

 

Discussing disciplinary neoliberalism, Gill (1995) argues that new constitutionalism’s sole 

purpose is to “attempt to make transnational liberalism, and if possible, liberal democratic 

capitalism the sole model for future development” (p.412). To achieve this, “governments are 

pressured into providing a business climate judged attractive by global standards to win and 

retain foreign direct investment” (ibid., p.417). From a data perspective, this means imposing 

less regulation on data and tech companies to appear as an ideal destination for data and tech-

related investments from the leaders in the digital economy.  In Uganda, field data revealed that 

this is being achieved by a Data Act that favours market mechanisms and commercial interests 
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by allowing personal data to be used for commercial purposes by default. The Data Protection 

and Privacy Act of 2019 consolidate the powers of big tech corporations over data by granting 

a weaker opt-out mechanism for users who may not want their data to be used for commercial 

purposes:  

A data subject shall, at any time by notice in writing to a data controller or data processor, 

require the data controller or data processor to stop processing personal data which is likely 

to cause unwarranted substantial damage or distress to the data subject. (GoU, 2019; p.25) 

This clause is problematic in several ways. One, it does not stop tech companies from collecting 

data as it applies to the second stage-processing, which can only be challenged by a data subject 

and in writing. Second, and most importantly, it fails to acknowledge the fact that personal data 

cannot be categorised as sensitive or non-sensitive, as it all leads to the erosion of the data 

subjects' privacy when tech companies profile them for E-Commerce purposes. Such weak opt-

out mechanisms in the data reflect a neoliberal inclination towards deregulation of the state by 

guaranteeing market freedom for private capital (tech companies in this case).  

 

Contradictory patterns emerged within the field findings, challenging the initial assumptions 

that Uganda’s data protection frameworks are updated to guarantee citizens’ access and control 

over their own data. Even though the Data Protection and Privacy Act of 2019 and the Data 

Protection and Privacy Regulations of 2021 provide some minimum safeguards to users’ data, 

they are compromised at the onset, given the fact that big tech corporations control social media 

platforms, search engines, and E-Commerce platforms. These platforms are used to exercise 

control over how data is collected, analysed, and used for monetary purposes, locking Uganda 

in a perpetual position of supplier of data and consumer of data-enabled products. The 

domination by these platforms is due to the concentration of the daily number of users and 

subscribers, enabling them to overshadow their potential competitors.  This monopolistic power 

gives them direct influence over government policies and regulations, which would seek to curb 

their domination. For example, between June 2023 and July 2024, Google was the leading 

search engine in Uganda, enjoying 97.9% with other search engines trailing behind, i.e., Bing 

(1.75%), Yahoo (0.09%), DuckDuckGo (0.04%), and Ecosia at 0.01% (Similarweb, 2024). 

Leading E-Commerce firms are foreign firms, including Jumia, JiJi and KiKuu (YouHost, 

2023) which have their data servers in Berlin (Germany), Gibraltar (United Kingdom), and 

Guangzhou (China), where the companies’ respective headquarters are located. Uganda’s data 

regulations allow for cross-border data flow, which locks the government in a liberal data 

ecosystem dominated by big tech corporations.  
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In coding digital colonialism mechanisms of data access and ownership in Uganda, the 

researcher mapped out how the size and concentration of users/subscribers give big tech 

companies like Google, Facebook, Jumia, Huawei, and Microsoft a dominant edge over the 

government.   Findings uncovered that these companies leverage their dominant position to 

appropriate massive user data. The researcher also found out that the government of Uganda is 

not spared either, as its reliance on Microsoft for E-Governance rollout makes it vulnerable to 

the safeguarding of its data. In 2003, Microsoft signed a memorandum of understanding with 

the government of Uganda to support the latter in establishing E-Government (Muwanga, 

2003). Microsoft was accused of spying on users of its artificial intelligence tools because the 

terms of service permit it to spy on chatbot sessions (Schneier, 2024). This leaves Ugandan 

government workers at severe risk of espionage.  

 

Field data further revealed that big tech corporations enjoy a monopoly position in Uganda, 

given their investment in research and data-sharing methods that lock out their competitors, 

thus giving them a monopoly in the Ugandan data market. This was confirmed by the founder 

of Lumjo, a consultancy service company specialising in computer and internet-based solutions 

in Uganda:  

It is hard to break even when you are competing with big tech companies like RAXIO, 

Microsoft, MTN-Uganda, and Huawei. They have capital to burn and hire the best brains, 

while whenever they subcontract to us, it is at lower value chains, where we cannot gain the 

technology that would make us build our competitive capacity. They have also locked in 

government procurement, and every contract is granted to them through a non-competitive 

bidding process. This has left us struggling.34  

 

Lastly, field data revealed that another neoliberal lock-in mechanism for data siphoning in 

Uganda originates from the one-sided agreement between the users and platforms like Google, 

Facebook, WhatsApp, Apple, Amazon, MTN-Uganda, and Airtel Uganda, which is cast in 

favour of the platform providers. By offering “free” platforms, these companies lock in 

Ugandan users by constantly asking for more data (in scale and scope) or further consent as a 

necessity to improve users’ experience. Moreover, by integrating with E-Commerce platforms 

(owned by them, e.g. Apple Store, Amazon, and Google Play or owned by third parties, e.g., 

MTN-Uganda, these tech companies can dominate E-Commerce in Uganda through advertising 

based on user profiling. This creates a lock-in effect whereby local start-ups cannot compete in 

 
34 Interview: Executive Director, Lumjo Consultants; 20th /1/2024, Zoom 
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offering either data-based or E-Commerce solutions as the big tech corporations dominate both 

aspects. 

 

6.3.6 Other Notable Neoliberal Lock-Ins of Data Governance for Uganda 

 

While not featuring heavily, coding results revealed other critical new constitutionalism 

mechanisms that lock in data governance by the Ugandan government. These mechanisms 

include weakening citizens’ data ownership and intellectual property; surveillance and privacy; 

and algorithmic bias, which were coded 16, 29, and 14 times, respectively (see Figure 9) and 

reinforce the already discussed mechanisms. By deploying a new constitutionalism approach, 

the researcher coded these mechanisms to tease out how they relate to the extension of capitalist 

markets and free enterprise, and how they depoliticise the economy. In discussing the effect of 

owners of capital securing rules and laws by which economic policy space is circumscribed, 

Gill (2003) believes that this limits democratic control over central elements of economic policy 

and regulation, hence locking in future governments to liberal frameworks of accumulation 

premised on freedom of enterprises. From a data governance perspective, this indicates 

constitutional guarantees for big tech corporations (who dominate and influence all aspects of 

the data value chain) to acquire, exchange, or transfer data with limited state interference.   

 

The researcher coded data to find out the manifestation of neoliberal lock-ins under digital 

surveillance by the government of Uganda and tech companies. Gill (1995) makes a case for 

contemporary surveillance by corporate and governmental bureaucracies in advancing the new 

constitutionalism project. Through surveillance, the author    notes that: 

Populations are constructed statistically as manipulable entities in databases: that is, they 

are monitored and objectified for purposes of social control or profit, for example, in the 

huge private data corporations that specialise in commercially useful information about 

individuals and households (p.416). 

 

Field findings revealed that one of the means through which tech companies are gaining 

acceptance from the government of Uganda (thereby depoliticising the digital economy) is 

through their collusion to spy on Ugandans. A 2019 report by Quartz Africa revealed that 

Huawei technicians had helped the government of Uganda spy on its political opponents by 

hacking into their encrypted communications and social media accounts (Ikem, 2023). 

Facilitating government agencies’ access to Ugandans’ data, including for purposes of 

conducting state surveillance, has endeared Huawei to the state and ensured that major contracts 
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for expanding digital infrastructure and strengthening E-Government are awarded to the tech 

company. Typical of a symbiotic relationship, Huawei has benefited from selling surveillance 

technology to the government of Uganda. Indeed, the national CCTV (facial recognition) 

system installed by Huawei in Uganda currently has 83 monitoring centres, 522 operators, and 

50 commanders (Kafeero, 2020). The Ugandan government further plans to integrate the 

Huawei system with other agencies, including the tax body (Uganda Revenue Authority) and 

the immigration department (Kafeero, 2020). Huawei also benefits from the citizens who use 

its infrastructure (internet hotspots and electronics) by siphoning data from them, with and 

without their knowledge. Therefore, while the government of Uganda uses citizens’ data for 

social control and most especially to keep opposition leaders in check, Huawei benefits by using 

this data for profit. This has locked in the state by granting unlimited freedoms to Huawei with 

limited interference in its operations, ultimately making the state and Ugandans vulnerable to 

surveillance by Huawei. 

 

Under new constitutionalism, the forces of commodification are reaching ever deeper into new 

domains that have previously not been subordinated to capitalist market forces or encoded in 

contractual relations (Graham, Andersen, & Mann, 2015; Gill & Cutler, 2014). Contractual 

relations manifest when users have to agree to the terms of the agreement before using the app 

or platform.  In Uganda, network effects, combined with access to data and economies of scale 

and scope, have led to monopolistic trends and increased market power of tech companies like 

Huawei, Microsoft, Google, and Raxio. These platforms reinforced their positions through 

strategic acquisitions of other companies by expanding their reach into new sectors and by 

engaging in lobbying of policymakers. For example, field data revealed that in 2023, MTN 

Uganda chose Huawei as its supplier for a network upgrade through a cloud-native 5G-Capable 

Core, as part of a group-wide move to digitally transform its units and other sectors (Pham, 

2023). In this deal, Huawei will oversee the phased rollout of the upgrade, which will unify 

existing legacy core network elements in a single vendor cloud-native core network (ibid). 

Through a partnership with a big telecommunication conglomerate like MTN-Uganda, Huawei 

will access a database of 19.5 million subscribers, 12.1 million mobile money users, and 8.2 

million active data users (MTN, 2024). This will enable Huawei to cement its position as a 

dominant actor in the expansion of Uganda’s digital infrastructure, while equally extracting 

data from the users of its partners like MTN-Uganda, hence locking in other actors from 

competing.  
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6.4 Intersections of New Constitutionalism Mechanisms with Kenya and Uganda’s Data 

Governance Ecosystems 

 

The identified 57 New Constitutionalism mechanisms of data governance in Kenya and Uganda 

were classified under the 12 broader parameters. These parameters include Data Laws and 

Regulatory Frameworks Reform; Building Digital Infrastructure and Technology; Political 

Economy of Data; Capacity Building and Expertise; Global and Regional Influences; 

Surveillance and Privacy; Reform Institutions of Data Governance; Civil Society and 

Advocacy; Access and Control over Data; Weaken Citizens’ Data Ownership and Intellectual 

Property; Algorithmic Bias; and Data for E-Commerce. (see Figure 1). As discussed earlier 

under section 6.1, my coding of Gill’s new constitutionalism aspects of Data Governance in 

Kenya and Uganda yielded 36 mechanisms of high-level abstraction, 13 mechanisms of 

medium-level abstraction, and 8 low-level abstraction mechanisms. Sections 6.2 and 6.3 have 

shown differing degrees of the permeation of neoliberal lock-in mechanisms of data governance 

in Kenya and Uganda. This is given the two countries’ differing levels of digitalisation, 

regulation of the data ecosystem, and concentration of private sector actors in the tech sector 

(data centres, innovation labs, data colocation centres, and tech devices manufacturing, among 

others). However, there were some similarities between the two countries that field data was 

able to unravel. 

 

One common aspect that field data revealed was that both countries' data regulatory frameworks 

have inbuilt mechanisms that enable them to intervene in regulating data by imposing fines for 

tech companies that violate the laws. The Uganda Personal Data Protection and Privacy Act of 

2019 imposes fines of up to 2% of annual turnover (GoU, 2019) while the Kenya Data 

Protection Act of 2019 imposes fines of $38,533 or 1% of annual turnover (GoK, 2019). All 

these are commendable measures that can be deployed to punish corporations that breach 

people’s data privacy and or illegally collect, process, store, and transfer data within or outside 

the two countries' respective territories. Despite these fines, both countries are vulnerable when 

it comes to regulating big tech companies like Huawei, Amazon, Microsoft, Google, Facebook, 

Visa, Mastercard, and ZTE, among others, given their deeply entrenched dependence on these 

companies for digital infrastructure and capacity building. For example, both countries have 

outsourced the services of Huawei for rolling out E-Government and expansion of fibre optic 

cables, while both received financing from Google and Microsoft Azure to develop their 

respective data protection policies. This has led the two countries to be unable to counter the 

companies’ neoliberal lock-in goal of extending the influence of market forces, as they have 

used this infrastructure built for the two governments to tether all people using ICT services to 
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their platforms. Subsequently, this has given the three companies a fast-mover advantage over 

local tech start-ups and limited the two governments’ freedoms to regulate their activities. 

 

Findings revealed similarities between the two countries’ approaches regarding the regulation 

of cross-border data flows. Two modes of governance, cross-border flow of data, are being 

debated in Kenya and Uganda, i.e., between hard localisation and soft localisation. The former 

is a stricter form of localisation that prohibits all cross-border transfer of personal data, e.g., the 

European Union’s General Data Protection Regulation (GDPR), which prohibits data flows to 

certain countries (subject to exceptions, including for the relatively few countries whose laws 

offer adequate protection for the transferred data) (Medine, 2024). The GDPR permits data to 

flow across the border if the receiving country provides adequate protection as determined by 

the European Commission, with no single African country deemed eligible to date (Medine, 

2024). As earlier discussed, compliance with the GDPR approach is enshrined under Article 48 

(Conditions for transfer out of Kenya) of the Kenya Data Protection Act for 2019, and Article 

19 (Processing personal data outside Uganda) of the Uganda Personal Data Protection and 

Privacy Act for 2019. From a new constitutionalism perspective, this enables full international 

mobility of data from these two countries and allows tech companies to create and extend the 

influence of data markets. Ultimately, this locks the two countries into digital colonialism by 

insulating tech companies from democratic control by the two countries.  

 

Just like the majority of African countries, Kenya and Uganda are highly vulnerable to digital 

colonialism because they lack adequate data protection measures, manpower, and infrastructure 

to prevent the theft of data. Indeed, once extracted, this data is kept in foreign databases where 

neither Kenyan nor Ugandan innovators and start-ups can access it. It is always hard for 

countries to access such data, given its location outside their territories and even outside 

international territories through offshore data centres. Moreover, whatever partnerships have 

been forged by tech companies like Huawei with local companies like Safaricom in Kenya and 

MTN-Uganda have largely strengthened the former’s expansion into the two countries’ digital 

space. Moreover, this has been further strengthened by the two countries’ acceptance of tech 

companies like Huawei and Facebook, as the former aids them in spying on political opponents 

while the latter aids in election manipulation. For example, by leveraging Facebook’s weak 

strategy of sharing data with third-party apps, Cambridge Analytica was able to harvest the 

personal data of Kenyan voters that senior executives were “filmed describing its dominant role 

in Kenyan President Uhuru Kenyatta’s election campaigns in 2013 and 2017 and were caught 

boasting about psychological manipulation, entrapment techniques, and fake news campaigns” 
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(Coleman, 2019). The same goes for Huawei, which helped the government of Uganda spy on 

its political opponents by hacking into their encrypted communications and social media 

accounts (Ikem, 2023). These collaborations between tech companies and the governments of 

Kenya and Uganda lock the latter in a position where they cannot effectively tame the activities 

of Huawei (Uganda) and Facebook (Kenya) regarding cross-border data transfer.  

 

Finally, findings also revealed that data regulatory frameworks in Kenya and Uganda have been 

crafted with several weak provisions that can be triggered to obstruct the two states’ capacity 

to control the power that big tech wields over the data value chain and ecosystem in Kenya and 

Uganda. For example, concerning data localisation (see Table 4 below), Uganda’s Data Act 

perpetuates neoliberal lock-in through (a) minimal data localisation requirements to facilitate 

the free movement of data, and (b) limited state control over data processing. These two 

scenarios relate to Gill’s new constitutionalism mechanisms as the former aligns with neoliberal 

principles of market liberalisation and minimal restrictions on trade and investment, while the 

latter adheres to the neoliberal preference for reducing government interference in market 

operations. Kenya’s penalty framework for data rights violations is more susceptible to 

manifestations of neoliberal lock-in as it favours less regulatory burden on businesses (big tech), 

a key intermediate goal of New Constitutionalism.  

 

Comparison of Data Protection Acts for Kenya and Uganda and Possible Neoliberal Lock-

ins 

 

Aspect Comparison of the Kenya Data 

Protection Act of 2019 & Uganda Data 

Protection and Privacy Act of 2019 

Higher Chances for 

Manifestations of Neoliberal 

Lock-in 

Collection of 

Personal Data   

KENYA: Direct and indirect data 

collection from the data subject is allowed. 

The latter is permissible only after 

obtaining prior consent from the data 

subject.  

 

UGANDA: Collection of personal data is 

permissible only after obtaining prior 

consent from the data subject. There is no 

Tech companies compel 

consumers of digital products 

to “voluntarily” share their 

data by accepting terms and 

conditions & allowing 

cookies. This denies 

consumers the choice to opt 

out of granting their consent. 
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mention or distinction between direct and 

indirect data collection. 

Commercial 

Use of 

Personal Data 

KENYA: Preconditioned use of personal 

data for commercial purposes, i.e., proof 

of consent from a data subject, and 

anonymised data to ensure that the data 

subject is no longer identifiable. 

 

UGANDA: An entity is free to process 

personal data for commercial use except if 

a data subject writes to a data controller 

and requests that their data not be used for 

direct marketing.     

Kenya's emphasis on consent 

and anonymisation exhibits 

regulatory oversight and a 

robust framework for 

protecting consumer rights. 

 

Uganda’s Act favours market 

mechanisms and commercial 

interests by default, making it 

more susceptible to neoliberal 

lock-in. 

Cross-border 

transfer of 

Personal Data 

KENYA: Cross-border data flows are 

restricted to jurisdictions in which the 

Kenyan Data Commissioner has proof of 

‘appropriate safeguards’ for data security 

and protection. Sensitive personal data 

transfer requires consent from the data 

subject. 

 

UGANDA: Transfer of personal data 

outside Uganda may occur where there is 

proof that adequate data protection 

measures exist in the country where the 

data is processed or stored, and with data 

subject's consent 

Lack of a definition of what 

includes appropriate 

safeguards and what does not 

has created a loophole, 

allowing tech companies to 

continue data extraction out of 

Kenya and Uganda 

Location of 

Computing 

Facilities 

KENYA: Based on the strategic interests 

of the state and the protection of revenue, 

a certain nature of data processing shall 

only be conducted through a server or a 

data centre located in Kenya. 

 

UGANDA:  No data localisation 

requirements except for electronic money 

Minimal data localisation 

requirements and minimal 

state control over data 

processing facilitate the free 

movement of data, thus 

aligning with neoliberal lock-

in. 
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issuance and areas of strategic interest to 

the state 

Citizen’s Data 

Rights 

Both Acts give citizens the right to (1) ask 

companies to clearly explain, using 

accessible language, how their data is 

being collected, used, and stored; (2) 

request that their data be deleted; (3) 

object to their data being used for specific 

purposes like targeted advertising; and (4) 

ensure that companies gain users’ consent 

before collecting their data (Coleman, 

2019) 

Despite this safeguard 

measure, big tech companies 

can violate (and have blatantly 

violated) these laws, since 

they have the time, money, 

and resources to fight for their 

desired outcomes, even if they 

stand in direct violation of 

pre-established laws 

(Coleman, 2019) 

Penalties/fines 

for Violation 

of Data Rights 

KENYA: Any firm that infringes the 

provisions of the Act (e.g., transferring, 

sharing, and storing data illegally) will pay 

an administrative penalty of Five Million 

(5,000,000) Kenya shillings35 or 1% of the 

corporation’s annual gross turnover, and 

also compensate a data subject (GoK, 

2019). 

 

UGANDA: A Corporation found guilty of 

violating the data protection safeguards 

will be liable to pay a fine not exceeding 

2% of the corporation’s annual gross 

turnover (GOU, 2019) 

Lower penalties favour less 

regulatory burden on 

businesses (big tech) by the 

state, making such a data 

ecosystem susceptible to 

neoliberal lock-in 

Table 3. Comparison of Data Protection Acts for Kenya and Uganda and Possible Neoliberal Lock-ins. Source: Author 
 

Ultimately, tech companies leverage these weak data localisation requirements to reduce the 

two countries’ sovereignty and weaken their democratic authority and local control over the 

economy (data in this case) while obstructing alternative development paths (Gill & Cutler, 

2014). This is not an ideal situation for latecomers to digitalisation, like Kenya and Uganda, 

who are striving to achieve a digital transformation and transform from merely consumers to 

competitive innovators and exporters in the digital economy. 

 
35 Five million (5,000,000) Kenyan Shillings is equivalent to approximately $38,387 
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6.5 Implications of the Data Governance Ecosystem on Gainful Participation in E-Commerce 

by Kenya and Uganda 

 

As explained in Section 6.1, the researcher uses the parameter of Data for E-Commerce as an 

overarching parameter to see how the other 11 parameters of new constitutionalism in data 

governance create certain neoliberal powers that lock in gainful participation in E-Commerce 

by Kenya and Uganda. In Chapter Two, the literature review showed that through precise and 

predictive algorithms, tech companies can influence consumers’ choices on E-Commerce 

platforms through advertising, self-preferencing (whereby big companies front their products 

on search listings over those of their competitors on E-Commerce platforms), and profit 

cannibalisation. Through such measures, big tech companies can dominate the entire value 

chain of the digital economy’s two facets, i.e., data and E-Commerce.  For countries like Kenya 

and Uganda, which are still digitally catching up, this can either trap them at the lower end of 

the data and E-Commerce value chain (data labelling, customer support, MSMEs sellers, lower-

end logistics and data collection) or lock them out of the market entirely. This subsection, 

therefore, illuminates the findings on how neoliberal lock-ins on data governance in Kenya and 

Uganda are affecting the two countries’ gainful participation in E-Commerce. The 

dissertation’s working definition of gainful participation in E-Commerce is that local start-ups 

should sustainably compete in sales and profit from E-Commerce and data, just like big 

platforms, and should ensure that national and regional data policies work to sustain this 

delicate balance.  

 

6.5.1 E-Commerce Participation in Kenya 

 

Under Chapter One (Section 1.5), the researcher hypothesises that the current data governance 

model has created a skewed and exclusionary online marketplace (E-Commerce) in favour of 

big tech and constantly makes it hard for Kenya, as a latecomer to digitalisation, to participate 

in E-Commerce gainfully.  As hypothesised, research findings revealed that by leveraging their 

domination of the digital infrastructure, tech companies are monopolising E-Commerce and 

leaving local companies struggling, with some ultimately being edged out of the market. For 

example, Starlink (a satellite internet constellation providing internet) is disrupting Africa’s 

telecom sector and has sparked complaints from local providers. In Kenya, Safaricom, the 

leading telecom in Kenya, has lodged a complaint to the Communications Authority of Kenya 

(CA) calling for stricter regulations on satellite internet providers like Starlink to level the 

playing field (Quadri, 2024). In the letter, Safaricom proposes that satellite internet providers 
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like Starlink should partner with local networks rather than being granted independent licenses 

(Quadri, 2024), as doing so risks outcompeting local telecoms in Kenya. Field findings revealed 

that since its launch in Kenya in July 2023, Starlink rolled out increasingly competitive pricing 

options (cheaper monthly subscription plans) and options that allowed Kenyans to rent the 

required internet access hardware (Starlink Dish, mounting hardware, router, cable, and power 

supply) rather than having to purchase it for more than $350 (Ross, 2024). 

 

There is no doubt that Starlink’s entry into Kenya has expanded the country’s internet 

infrastructure, as satellite internet users grew from 405 to 4,808 by March 2024 (Okafor, 2024). 

However, Starlink’s aggressive marketing strategy has also led to price wars with local telecom 

internet providers like Safaricom, Airtel, and Faiba, among others. For example, in June 2024, 

Starlink introduced competitive prices, listing its 50 gigabits (GB) monthly data bundle at 

Ksh1,300 ($10.16), which was less than half of Airtel’s price of Ksh3,000 ($23.44) and 

Safaricom’s price of Ksh2,500 ($19.53) for a 45GB (Mwangi K. , 2024) or Ksh6,000 for 50 

GB (Okafor, 2024).  Starlink has also “forced” Safaricom to reduce the prices of its Wi-Fi 

routers (Huawei 4G) from KES 10,999 ($85) to KES 6,999 ($53) (Okafor, 2024). While this is 

good for Kenyan consumers who require cheap data to trade and buy goods and services online 

(especially on social media like Facebook, WhatsApp, and TikTok), it affects another mode of 

E-Commerce, i.e., local telecom and internet operators, including killing off the prospects of 

other potential local telecom actors. 

 

Beyond telecom companies, Kenya’s liberal stance on cross-border data flows is facilitating a 

growing competition between local (start-ups) and big foreign E-Commerce platforms. The 

researcher hypothesised that while digitalisation is on the rise, governance of data, especially 

cross-border data flows, will determine how Kenya can leverage E-Commerce for the structural 

transformation of its economy.  This is because data extraction is cut-throat since the growth of 

digital platforms is directly linked to their capacity to collect and analyse digital data, coupled 

with their interests and behaviour, which depend greatly on how they monetise that data to 

generate profits (Chen, 2015; Liu, 2010). Thus, E-Commerce platforms thrive more due to data 

extracted from daily visits of users. This implies that Kenyan E-Commerce start-ups with fewer 

subscribers and visitors cannot predict consumers' behaviour patterns, ultimately limiting their 

advertising and sales. Field findings revealed that due to the inability to cope with big E-

Commerce and data-centric companies like Jumia and Kilimall, several E-Commerce platforms 

in Kenya have either fallen under receivership or acquisition. For example, due to its inability 

to attract a minimum threshold of clientele and an economic downturn, in July 2024, Copia 
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Global (a Kenyan B2C E-Commerce and financial services startup launched in 2013) decided 

to liquidate its assets (delivery trucks, warehouses, and office equipment), offer severance 

packages to its 1,500 employees, and pay creditors (Okorie, 2024).  Local start-ups that went 

into receivership in 2023 over the same reason include Sendy, a logistics startup firm building 

fulfilment infrastructure for E-Commerce and consumer brands (Otieno, 2023), Zumi (an 

apparel E-Commerce platform) and Twiga Foods (an online food distribution platform). Other 

E-Commerce platforms like Notify Logistics, Sky Garden, Zumi, RejaReja, and Wabi have 

ceased operations between 2022 and 2023 (Dosunmu, 2023). It is not surprising that while these 

start-ups are closing, non-Kenyan platforms like Jumia and Kilimall are thriving and expanding, 

given the number of visitors they attract daily, i.e., over 100,000 and 20,000 visitors 

respectively (UNCTAD, 2018) because they can amass this user data to dominate E-Commerce 

in Kenya. As a result, local E-Commerce platforms are successfully locked out of data, which 

is essential for a company’s innovation or scaling up participation in E-Commerce. 

 

The poor performance of local start-ups is also aggravated by the domination of dominant E-

Commerce platforms by foreign goods rather than Kenyan ones.   Field data revealed the 

presence of neoliberal lock-ins created by Jumia, which is actively attracting more sellers from 

mainland China to diversify the products available on its platform. For example, in 2016, Jumia 

opened an office in Shenzhen to connect more Chinese vendors to the platform, and as a result, 

there are about 1,500 Chinese sellers on Jumia’s marketplace, including flagship stores of some 

well-known Chinese brands such as Huawei, Xiaomi, and Skyworth (Africa Business, 2024). 

This lock-in is perpetuated by the fact that digital products like phones, routers, computers, 

tablets, and MicroSD Cards, among others, which are largely from China and the U.S.A., 

dominate the product catalogue of Jumia.  This creates a double negative impact, i.e., an E-

Commerce Platform that concentrates sales on non-Kenyan products, which are ultimately the 

very infrastructure that facilitates data harvesting out of Kenyans. Limited integration of local 

Kenyan producers across the E-Commerce value chain constrains the opportunity for market 

diversification by African supply chain actors.  

 

In Chapter Two, the literature reviewed claimed that capitalism has turned to data as one way 

to maintain economic growth through digital technologies, with data increasingly becoming 

central to firms and their relations with workers, customers, and other capitalists (Srnicek, 

2016). In Kenya, the rising gig economy and remote working present neocolonial lock-ins by 

creating new systems of overbearing surveillance, worker profiling, worker rating, and 

precarious working conditions in data sweatshops. The collusion among big tech companies to 
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exploit workers can be seen when Apple, Google, Intel, and Adobe colluded not to recruit or 

hire each other to avert a possible salary war (Rushe, 2014).  In Kenya, Facebook’s data 

sweatshop in Nairobi (the first of its kind in Nairobi) entails nearly 200 young men and women 

(data labellers) from countries across Africa sitting at desks glued to computer monitors, where 

they view and remove illegal or banned content (videos, photos, posts of murders, rapes, 

suicides, and child sexual abuse) from Facebook before it is seen by the average user, only to 

be paid $1.50 per hour (Perrigo, 2023). As Kenya’s digital economy grows, the lack of labour 

laws on gig workers presents significant challenges, as it may see a rise in digital sweatshops, 

low wages, digital surveillance, and low levels of gig workers' unionisation.  This will trap gig 

workers, e.g., data labellers and E-Commerce workers (managers, customer care, marketing, 

product design, and logistics) at the lower end of the E-Commerce value chain and risk the 

stagnation of the sector in Kenya.   

 

Lastly, Kenya’s liberal cross-border data flow regime is leading to the rise of a cloud empire in 

the country. This is evidenced by the increasing establishment of “African bases” in Nairobi by 

tech companies like Amazon, Microsoft, Visa, Facebook, Google, and Huawei, among others 

(see Section 6.2.3). Field findings revealed that these tech companies are not only dominating 

the digital infrastructure market but are also consolidating their power through co-optation 

(disguised as partnerships) of local tech and E-Commerce companies. For example, while 

Huawei dominates the provision of digital infrastructure (fibre cables, computers, phones, 

routers, modems) in Kenya, it has also partnered with Safaricom as its official 4G and 5G 

internet network and routers partner (Safaricom, 2023).  

 

Furthermore, in January 2022, Visa and M-Pesa (one of Kenya’s most popular digital payment 

services) announced a partnership that will see M-Pesa customers make Visa Direct payments 

to over 30 million accounts across Africa (Mbego, 2022).  On 2nd June 2022, Safaricom and 

Visa launched an M-PESA GlobalPay VISA Virtual Card aimed at enabling M-PESA 

customers to shop online globally and to make seamless and secure payments at merchant 

locations throughout Visa’s Global Network (Safaricom, 2022). From a consumer’s angle, this 

partnership is beneficial as the M-PESA GlobalPay Visa Virtual Card will be exclusive for 

international, online payments outside the country to protect customers from incurring forex 

conversion costs on local online payments billed in Kenyan Shillings (Safaricom, 2022). 

However, this locks in Safaricom’s future potential independent online payment innovations to 

Visa, thus creating dependence on the latter for international E-Commerce, further stifling 

Kenya’s financial technology sector.  
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6.5.2 E-Commerce Participation in Uganda 

 

Under Chapter Two (section 2.8), the surveyed literature by Atkinson & Cory (2021) proposes 

that scholars should ask questions concerning (a) how countries are positioning themselves in 

the era of E-Commerce governance with regards to data governance (whether they are 

sanctioning free cross-border data flows or restricting such flows), and (b) to what extent do 

international commitments constrain domestic policy space in particular, with regards to data 

protection?  

The governance of data as a critical resource is because if left poorly regulated, tech 

corporations accumulate users within the collapsed context of time and space, who in turn 

become commodities offered to marketers and advertisers (Oyedemi, 2019; Ndemo & Weiss, 

2017).  This analogy was confirmed by field findings in Uganda, where users’ data has been 

illegally shared with E-Commerce firms from the global north. For example, in 2020, SafeBoda 

(a ride-hailing company in Uganda) shared users’ personal data with an analytics company 

called CleverTap, and was found not to comply with the legal requirement to disclose to the 

data subjects the recipients of the data collected from them (NITA-U, 2021).  CleverTap is a 

data processor that offers Software as a Service for customer lifestyle management and mobile 

marketing (Idoot, 2021). This data was later used by SafeBoda to open SafeCar, a car-hailing 

service in Uganda and Nigeria in 2022 (The Observer, 2022). This example shows how E-

Commerce platforms in Uganda, like SafeBoda, are leveraging data to expand their business 

scope (from motorcycle-hailing to car-hailing services) while potentially locking in competition 

from other local ride-hailing startups like Rida and Diva Taxi (an all-female ride-hailing 

service). This was confirmed by the Executive Director of Diva Taxi: 

“Companies like SafeBoda have used their first-mover advantage to not only expand their 

business scope but have also made it hard for embryonic start-ups like Diva Taxi to thrive, 

with others like Bolt having closed shop. This has been possible because SafeBoda has used 

its clients' data…over 500,000 customers…. sometimes illegally, to partner with data-

centric companies in the U.S.A. and China to forecast customers’ consumption behaviour 

and market trends and thus launch tailored business services. Companies like Diva Taxi, 

which are yet to gain such a high clientele base, are unable to leverage the opportunities that 

such data would present to our market expansion”36. 

 

 
36 Interview: Executive Director, Diva Taxi, 10th/12/2023, Kampala 
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Under Chapter One (Section 1.5), the researcher hypothesises that the current data governance 

model has created a skewed and exclusionary online marketplace (E-Commerce) in favour of 

big tech and constantly makes it hard for Uganda, as a latecomer to digitalisation, to participate 

in E-Commerce gainfully. Through partnerships with local tech and E-Commerce companies 

in Uganda, big tech corporations are consolidating their domination of both data and E-

Commerce sectors while locking in their local counterparts to lower positions in the two sectors. 

For example, in Uganda, Mastercard and MTN-Uganda (a leading telecommunication company 

in Uganda) launched a prepaid virtual card tailored for MTN’s mobile money customers to 

ensure seamless card payments and instant cross-border money remittance (MTN, 2024).  

 

Furthermore, as a mechanism to invest in the budding data economy in Uganda, Facebook, 

Airtel Uganda, and Bandwidth & Cloud Services Group (BCS) have partnered to develop 

800km of optical fibre infrastructure in Uganda to boost 3G and 4G connectivity in Uganda and 

its neighbouring countries (Bannerman, 2018). Such partnerships with budding fintech 

companies in Uganda should be viewed as a strategy to short-circuit their independent growth 

and constrain the evolution of locally adapted digital trade and trade-facilitating solutions. 

Indeed, the growth and competitiveness of local E-Commerce payment solutions in Uganda 

risk being compromised by such partnerships, as their chances of evolving to address local E-

Commerce needs are limited in scope and timeframe. A Ugandan-based fintech analyst hinted 

at this argument: 

 “While partnerships can be leveraged for the growth of a digital firm, they can also 

constrain the evolution of locally developed initiatives. To fully evolve and adapt to local 

needs, start-ups should be nurtured to grow by navigating the local dynamics of an 

economy…they should not be rushed to expand through partnerships, where some local 

development models are negated and replaced by big tech models…in the end, this leaves 

local start-ups as mere foreign agents for big tech and constrains the expansion of national 

and regional digital value chains”37. 

As hypothesised, field findings revealed that by leveraging their domination of the digital 

infrastructure, tech companies are monopolising E-Commerce in Uganda and leaving local 

companies struggling, with some ultimately being edged out of the market. For example, 

Huawei, MTN-Uganda, and Airtel Uganda, who dominate the digital infrastructure in Uganda, 

have monopolised the data and E-Commerce market in Uganda, forcing out other startups like 

Smile Telecom and K2 Telecom (owned by the Buganda Kingdom). Both K2 and Smile 

 
37 Interview: Fintech Analyst, 9th/12/2023, Kampala 
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Telecom closed due to their inability to compete with the cut-throat prices in Uganda’s telecom 

sector, dominated by MTN-Uganda and Airtel, whose internet infrastructure is further beefed 

up by their partnerships with Huawei, Facebook, and Google (Twaha, 2018). A lock-in effect 

here is that these leading companies are foreign-owned, with MTN-Uganda from South Africa, 

Airtel from India, and Huawei from China, which creates a rent-seeking trend in Uganda’s 

telecom sector and E-Commerce (data vending and mobile money) sectors. As a result, this 

stifles the growth of Ugandan-based companies like K2 Telecom, which leaves the country 

perpetually dependent on foreign tech companies for its digitalisation agenda.  

 

Beyond telecom companies, Uganda’s liberal approach to cross-border data flows is facilitating 

a growing competition between local (start-ups) and big foreign E-Commerce platforms. The 

researcher hypothesised that while digitalisation is on the rise, governance of data, especially 

cross-border data flows, will determine how Uganda can leverage E-Commerce for the 

structural transformation of its economy.  Field data revealed that due to the inability to cope 

with big E-Commerce and data-centric companies like Jumia and KiKuu, several E-Commerce 

platforms in Uganda are being edged out of the market. Local E-Commerce platforms, 

including Kikuubo Online, OLX Uganda, Hello Food, Home Duuka, and Goods Express, have 

ceased operation, while others like Wave Momo, Jumia retail, Jiji, Kikuu, Kilimall, Cheki, 

Eyetrade, Dondolo, Masikini, 2fumbe and Bazebo (Kasoma, 2023) are reportedly struggling.  

 

Moreover, the leading E-Commerce platforms in Uganda (Jumia and KiKuu) majorly sell non-

Ugandan products (UNCTAD, 2018), leading to less integration of local actors in their 

respective E-Commerce platforms.  Even semi-local companies like Copia Global, which 

expanded its operations to Uganda in July 2021, suspended its operations two years later (2023), 

citing the economic downturn and constrained capital markets, choosing to focus on its Kenyan 

markets (Fakiya, 2023). Left unchecked, this uneven E-Commerce terrain may create a skewed 

market where foreign dominant platforms are reaping the benefits and local ones are mere 

consumers of digital trade products.  

 

Understanding the modus operandi of big tech in data governance is important to understand 

how it ultimately dominates the E-Commerce ecosystem in Uganda. Big tech relies on 

surveillance and harvesting both personal and non-personal data to rack up sales and futuristic 

production, all critical ingredients in E-Commerce. For example, Google extracts user data from 

Google Search, Maps, Ads, Android location services, and Gmail, among others, to get one of 

the richest collections of accurate information on the planet (Ngila & Sheik, 2022). In Uganda, 
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Mastercard and MTN Uganda (a leading telecommunication company in Uganda) launched a 

prepaid virtual card tailored for MTN’s mobile money customers to ensure seamless card 

payments and instant cross-border money remittance (MTN, 2024). Such partnerships with 

budding fintech companies in Uganda should be viewed as a strategy to short-circuit their 

independent growth and constrain the evolution of locally adapted digital trade and trade-

facilitating solutions. Indeed, the growth and competitiveness of local E-Commerce payment 

solutions in Uganda risk being compromised by such partnerships, as their chances of evolving 

to address local E-Commerce needs are limited in scope and timeframe. A Ugandan-based 

fintech analyst hinted at this argument: 

 “While partnerships can be leveraged for the growth of a digital firm, they can also constrain 

the evolution of locally developed initiatives. To fully evolve and adapt to local needs, start-

ups should be nurtured to grow by navigating the local dynamics of an economy…they should 

not be rushed to expand through partnerships, where some local development models are 

negated and replaced by big tech models…in the end, this leaves local start-ups as mere 

foreign agents for big tech and constrains the expansion of national and regional digital value 

chains”38. 

 

6.6 Conclusion 

 

By situating the dissertation’s data analysis within Gill’s New Constitutionalism theory, the 

researcher aimed to uncover the underlying mechanisms through which power is exercised and 

contested in the realm of data governance, illuminating its implications for Kenya and Uganda’s 

E-Commerce participation. This section has provided a comparative analysis of the underlying 

mechanisms through which power is exercised and contested in Kenya and Uganda’s data 

governance ecosystems. Field data revealed that while both countries are at different levels of 

digitalisation, with Kenya having a slightly developed data ecosystem (laws, infrastructure, and 

human resources), they are both ill-prepared to regulate the hyper-evolving data laws and the 

ever-increasing power and influence of leading tech corporations like Google, Facebook, 

Microsoft, Apple, Huawei, Amazon and Alibaba, among others. 

 

The section has also discussed how neoliberal lock-ins manifest in Kenya through reliance on 

tech companies for digital infrastructure, weak data laws and regulatory frameworks, and 

growing influences of both data actors and countries like China, the U.S.A., and the EU as they 

shrink the policy space and sovereignty of Kenya and Uganda to regulate cross-border data 

 
38 Interview: Fintech Analyst, 9th/12/2023, Kampala 
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flows. For example, the section illuminated how the design of Kenya and Uganda’s data policies 

to reflect the EU’s GDPR has extended the influence of the EU on the two countries’ digital 

sovereignty by creating a liberal data regime (depoliticising the data economy), which enables 

tech companies to achieve full international data mobility and extend their influence. 

Ultimately, this has an impact on how local tech start-ups and businesses in Kenya and Uganda 

perform in E-Commerce. It is this impact that the dissertation discusses next under Chapter 

Seven.  
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7 Chapter Seven: Neoliberal Lock-Ins of Data Governance: Implications 
for Gainful Participation in E-Commerce by Kenya and Uganda   
 

7.1 Introduction 
 

 

The main research question that this dissertation revolves around is: “What power relations are 

involved in data governance and how do they shape gainful participation in E-Commerce by 

Kenya and Uganda?” To answer this question, I deployed three sub-questions i.e., (1) How is 

data and its mode of governance powerful in determining a country’s gainful participation in 

E-Commerce; (2) What are the gaps in the data policies for Kenya and Uganda that work as 

an open door for big tech and enable them to hold power over the countries’ critical data; and 

(3) Given the different data regulatory regimes by Kenya and Uganda in addition to the data 

provisions in ongoing E-Commerce negotiations at the WTO and AfCFTA, how can a Pan 

African data governance strategy which supports gainful participation in E-Commerce by 

Kenya and Uganda be developed?  To answer the above question and sub-questions, the 

dissertation revolves around four objectives i.e., (a) To identify the key actors in data 

governance and E-Commerce, their policy positions, and their interests, especially as they 

relate to national, regional and global E-Commerce and Data governance policy frameworks; 

(b To find out whether and how power relations shape data and E-Commerce policies and 

processes (trade negotiations) in Kenya and Uganda; (c) To determine whether and which 

neocolonial tendencies of data governance can be identified in Kenya and Uganda’s data and 

E-Commerce regulatory frameworks; and (d) To recommend key proposals for consideration 

in a comprehensive Pan-African data governance strategy that harmonizes the data regulatory 

frameworks of Kenya and Uganda, while integrating provisions from ongoing E-Commerce 

negotiations at the WTO and AfCFTA. 

 

Under this Chapter, the researcher now discusses the findings concerning the stated research 

question and objectives in Chapters One and Four.  This chapter also interprets the significance 

of these findings by contextualising them in the context of the existing literature on data 

governance, data colonialism, E-Commerce, and Stephen Gill’s New Constitutionalism (NC). 

Through these approaches, this Chapter will illuminate whether the findings on data governance 

ecosystems in Kenya and Uganda and their impact on the countries’ gainful participation in E-

Commerce relate to the existing literature identified in Chapters Two, Three, and Five. 
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7.2 Summary of Key Findings 

 

Before discussing the findings, it is important to re-echo the key findings on the governance 

ecosystems in Kenya and Uganda and their impact on the two countries’ gainful participation 

in E-Commerce. Using Gill's New Constitutionalism theory, the researcher traced 57 New 

Constitutionalism mechanisms that lock in neoliberal reforms in data governance and thus 

inhibit the governments of Kenya and Uganda from effectively regulating big tech.  Categorised 

into high, medium, and low abstraction levels, these NC mechanisms focused on data regulatory 

frameworks, digital infrastructure, data regulatory institutions, and E-Commerce, among 

others. One of the findings was on power asymmetries in data governance, with results 

revealing that Tech companies like Google, Huawei, ZTE, Amazon, Microsoft Azure, Visa, 

Facebook, Mastercard, and Jumia wield substantial control over the data value chain, i.e., 

collection, processing, storage, and use in Kenya and Uganda. This has been enabled by liberal 

provisions on [free] cross-border data transfer/flow in the two countries' data regulatory 

frameworks that reduce state regulation. With data being at the core of E-Commerce, the 

concentrated ownership by these companies enables them to control the E-Commerce levers in 

Kenya and Uganda.  As a result, this has perpetuated the consolidation of substantial power 

imbalances in Kenya and Uganda’s data governance ecosystems, largely influenced by the tech 

companies mentioned above. Concerning neoliberal lock-ins in Kenya and Uganda’s data 

regulatory frameworks, my findings revealed how big tech companies exploit the gaps in Kenya 

and Uganda’s data regulatory frameworks to siphon data with less government and citizens’ 

oversight. For example, weak penalties for data violations and minimum data localisation 

requirements enable these tech firms to transfer data outside Kenya and Uganda with minimum 

regulatory interference by the two governments, thus reinforcing neoliberal lock-ins. 

 

Another finding was on the influence of Bilateral, Regional, and Global Trade Agreements on 

locking in data regulation by Kenya and Uganda. Trade agreements like those at the World 

Trade Organisation (WTO), the African Continental Free Trade Area (AfCFTA), and the U.S.-

Kenya Strategic Trade and Investment Partnership (STIP) push for a liberal cross-border data 

flows regime. Influenced by global actors who dominate the digital economy (the EU, China, 

and the U.S.), this leads to the undermining of Kenya and Uganda’s national data sovereignty 

by prioritising the interests of big tech. This limits the capacity of the governments of Kenya 

and Uganda to regulate big tech companies and data in the public interest. Indeed, study 

findings revealed that multilateral organisations like the WTO, UNCTAD, and the EU have 

played a substantial role in influencing Kenya and Uganda’s data governance ecosystems, often 
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encouraging liberal data regimes that prioritise market access for big tech companies over the 

protection of local data rights. For example, by selling the GDPR as a global gold standard for 

data protection laws, the EU has circumscribed Kenya and Uganda’s policy space for data 

regulation, as the two countries have designed their respective data regulatory frameworks to 

imitate the EU GDPR. Neoliberal lock-ins also manifest in digital infrastructure. Results 

revealed that big tech firms control the digital infrastructure in Kenya and Uganda, cementing 

their control over the two countries’ data ecosystems. Investments in cloud computing services, 

fibre optic cables, Internet hot spots, and data centres by firms such as Huawei and Google not 

only ensure their economic dominance but also lock the governments of Kenya and Uganda 

into reliance on foreign technologies. 

 

Another interesting finding was concerning the data regulatory challenges in Kenya and 

Uganda. It is key to note that Kenya and Uganda have made strides in developing regulatory 

frameworks, including the Kenya Data Protection Act of 2019 and the Uganda Data Protection 

and Privacy Act of 2019. However, these regulatory frameworks have gaps, including weak 

enforcement provisions, vague definitions, and inadequate resources for data regulatory 

institutions. These gaps allow big tech to evade regulatory efforts by the two countries. Finally, 

study findings revealed that the data governance ecosystems in Kenya and Uganda illuminate 

tenets of digital colonialism, where big tech companies exploit data for E-commerce in the two 

countries, just like historical colonialism. These companies are creating a new social and 

economic order in the form of a cloud empire that locks out digital latecomers like Kenya and 

Uganda from effectively controlling their embryonic data economies. All these findings 

illuminate the challenges that Kenya and Uganda encounter in regulating their respective data 

governance ecosystems, amongst significant influence from big tech corporations and trade 

agreements at bilateral, continental, and global levels. These findings also mirror the 

asymmetric power relations between local data and E-Commerce actors in Kenya, Uganda, and 

global big tech firms. This is coherent with Gill's New Constitutionalism theory, which critiques 

the neoliberal legal frameworks that front the interests of global capital over local sovereignty. 

 

The above findings resonate with the four hypotheses that this dissertation revolves around. The 

dissertation’s first hypothesis argued that Data and E-Commerce are mutually reinforcing 

variables that Kenya and Uganda must be cognizant of in ongoing E-Commerce negotiations at 

the WTO and Free Trade Agreements (FTAs) like the AfCFTA and the U.S.-Kenya STIP. As 

discussed in Chapter Six (see 6.2.1 and 6.3.1), constitutional agreements at the WTO, the 

Internet Governance Forum (IGF), the AfCFTA, and bilateral FTAs like the STIP (largely 
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supported by big tech from countries at the forefront of the digital economy) still prevail over 

domestic data laws and frameworks, which may undermine the policy space that Kenya and 

Uganda need to regulate cross-border data flows. With data being a critical ingredient for E-

Commerce (Langworthy, 2019), erosion of this policy space circumscribes the extent to which 

the local start-ups can leverage this critical resource for their E-Commerce participation. The 

second hypothesis argued that the current data governance model has created a skewed and 

exclusionary online marketplace (E-Commerce) in favor of big tech and constantly makes it 

hard for Kenya and Uganda, as latecomers to digitalisation, to gainfully participate in E-

Commerce. Indeed, my findings revealed that through credit rating, fintech is leveraging data 

and algorithms in Kenya and Uganda to exclude the majority of people from mobile credit 

(whenever their credit rating scores are low), while leading E-Commerce platforms are rating 

products of big businesses on the first search while sending others (especially local products) 

on far search clusters, thus benefitting some more than others. 

 

The dissertation also hypothesised that while the digital economy is on the rise, governance of 

data, especially cross-border data flows, will determine how Kenya and Uganda can leverage 

E-Commerce to structurally transform their economies. This is because data extraction is cut-

throat since the growth of digital platforms is directly linked to their capacity to collect and 

analyse digital data, coupled with their interests and behaviour, which depend greatly on how 

they monetise that data to generate profits (Chen, 2015; Liu, 2010). Study findings revealed 

that due to the inability to cope with big E-Commerce and data-centric companies like Jumia, 

KiKUU, and Kilimall, several E-Commerce platforms in Kenya and Uganda have either fallen 

under receivership or acquisition.   

 

Lastly, the dissertation hypothesised that Kenya and Uganda need to harmonise their domestic 

data governance regimes to increase their negotiating power in E-Commerce negotiations at the 

WTO and other FTAs like the AfCFTA and Kenya-U.S. STIP while balancing the interests of 

all actors.  The findings revealed that the current gaps in the Kenya Data Protection Act of 2019 

and the Uganda Data Protection and Privacy Act of 2019 need to be addressed, and their 

provisions pushed in the ongoing E-Commerce negotiations at the WTO, AfCFTA, and STIP. 

Therefore, the study findings are reflective of the research questions and hypotheses, signifying 

the dire need for rethinking data governance ecosystems for Kenya and Uganda if they want to 

competitively and gainfully participate in E-Commerce.  
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7.3 Interpretation of Findings 
 

7.3.1 Platform Lock-ins and Market Power in Kenya and Uganda 

 
 

The dissertation showed that over 57 new constitutionalism mechanisms can be traced in Kenya 

and Uganda’s data governance ecosystems. Some of the most frequently coded ones are at the 

core of the New Constitutionalism theory. It is not only demonstrated that neoliberal lock-ins 

of data governance determine the prioritisation of big tech corporations over local startups in 

Kenya and Uganda. It also puts constraints on the two countries' economic policy space, thus 

intervening in their regulation of data for E-Commerce. The study findings imply that enabled 

by weak data governance ecosystems in Kenya and Uganda, neoliberal lock-ins have 

consolidated the dominance of big E-Commerce platforms in the two countries, e.g. Jumia, 

Kilimall, and KiKUU.  

 

As Gill (2008) argues, New Constitutionalism theorises that legal and institutional structures 

are gradually designed to favour transnational capital.  Indeed, new constitutionalism not only 

locked in the first wave of a neoliberal agenda in the 1990s (Glatzer, Neumann, & Müller, 

2024), but it still does so by consolidating asymmetrical power relations and locking data 

governance into digitalisation. This is evident in Kenya and Uganda, where data regulatory 

frameworks are skewed to advantage a handful of foreign-domiciled big E-Commerce 

platforms over national start-up ones. As the researcher argues in sections 6.2.1 and 6.3.1, weak 

provisions in Kenya and Uganda’s data laws and regulatory frameworks, coupled with the two 

countries’ heavy dependence on data infrastructure, shift power from the democratically elected 

Governments to the big tech corporations, dictating what Gill (2014) would term as a 

mechanism to insulate the economy from democratic control. 

 

As study findings in Chapter 6 revealed, big tech companies and leading E-Commerce 

platforms in Kenya and Uganda enjoy dominant market power due to the liberal nature of the 

two countries' data policies concerning cross-border data flows.  A clear reading of the Kenya 

Data Protection Act of 2019 and the Uganda Data Protection and Privacy Act of 2019 shows 

that the two countries subscribe to a widely acknowledged argument that, given the infinite 

nature of data, it should be allowed to flow freely, as every country and business entity can 

always access this “infinite” resource. Indeed, this is partially true as data can only be 

economically beneficial if the information from where it is derived is analysed, collocated, 
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stored, and used to influence a specific aspect of the actors’ interests, e.g., production, 

advertising, distribution, and social mobilisation. However, data is not impartial as its control 

often translates to power, influencing who can participate in E-Commerce, on what terms, and 

with what level of success. As argued under sub-chapters 6.2.1 and 6.3.1, the Kenya Data 

Protection Act of 2019 and the Uganda Data Protection and Privacy Act of 2019 have loopholes 

concerning cross-border personal data transfers, which big tech can exploit to reduce 

government control on data flows. This either-or approach works best for tech companies to 

transfer data outside Kenya and Uganda, as it creates laxity from the two States by making them 

unable to detect and deter any unlawful cross-border data transfer in time.  For example, 

whereas both data Acts restrict cross-border data flows to jurisdictions in which the Kenyan and 

Ugandan Data Commissioners have proof of ‘appropriate safeguards’ for data security and 

protection, there is no definition of what constitutes appropriate safeguards and what does not 

(Babalola, 2023). This makes Kenya and Uganda equally vulnerable to New Constitutionalism's 

goal of achieving full international mobility (of data in this case).  

 

In Chapter 3, the researcher argues that Gill’s new constitutionalism is the best theory to use to 

assess the power relations involved in data governance and how they shape gainful participation 

in E-Commerce by Kenya and Uganda. Gill’s perspective of New Constitutionalism is best 

hinted at by Calzati (2021) who argues that what we are witnessing is the emergence of 

federated forms of technological globalization (contested internally as much as externally) in 

which the circulation of data, tech expertise, innovation, and policies can be favoured as much 

as hindered by competing discourses, actors, and technologies belonging to and traversing 

different networks of power at once.  This new emerging form of technological globalisation is 

being advanced through what Celeste (2020) calls “digital constitutionalism”, an ethos that 

advocates the perpetuation of foundational principles, such as the rule of law, the separation of 

powers, democracy, and the protection of human rights, in the mutated scenario of the digital 

society.   Coding results revealed a New Constitutional mechanism for creating and expanding 

capitalist (data in this case) markets in Kenya and Uganda. This capitalist expansion is enabled 

by the two countries’ data Acts, which stipulate that certain types of data (all but government 

data) may be exported or processed and stored outside national boundaries. This externalisation 

of data limits the ability of the governments of Kenya and Uganda to safeguard their right to 

data access.  

 

Both the Kenya Data Protection Act of 2019 and Uganda’s Personal Data Protection and 

Privacy Act of 2019 lack specific measures through which the two states can trigger mandatory 
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access to the tech company’s data stored outside their respective territories. This lack of clarity 

locks in the state from effectively detecting and prohibiting data breaches at an earlier stage, 

signifying the increasing data violations in Kenya and Uganda and the attendant fines by the 

ODPC and the PDPO as discussed in Chapter 6 above (see subchapters 6.2.2 and 6.3.1). 

Ultimately, this perpetuates the core interest of foreign capital (big tech in this case), i.e., data 

extractivism due to reduced regulation of data by the state.  In Tables 2 and 3, the dissertation 

showcased how neoliberal lock-ins are likely to manifest in Kenya and Uganda’s respective 

Data Protection Acts of 2019. The tables show that the laws do not have “teeth” to tame big 

tech corporations like Google, Amazon, and Facebook, among others, who have hidden under 

the “opt-out” approach to siphon users’ personal data. While letting people opt out of data 

collection is better than not giving them any choice at all, it gives too many giant tech companies 

plausible deniability for the rampant hoovering of your personal information and allows them 

to implicitly blame the victim when they overreach. Indeed, the current opt-out approach creates 

a false belief that it is the data subject (user of a platform) who is in control when, in reality, it 

is the tech company. Barrett (2019) explains this: 

An “opt-out” paradigm means that data collection happens automatically, and you have to 

actively seek out ways to stop it. Under “opt-in,” you must affirmatively grant a company 

the right to access that data before it can do so. You’re in control from the start (p.1).  

 

As argued by Gill (2000), the freedom of owners of capital to “acquire, exchange or move 

property rights, requires not only constitutional guarantees against expropriation but also the 

imposition, internally and externally, of binding constraints on states’ macroeconomic, trade, 

investment and industrial policies (p.11). With owners of capital securing rules and laws by 

which economic policy space is circumscribed, Gill (2003) believes that this limits democratic 

control over central elements of economic policy and regulation, hence locking in future 

governments to liberal frameworks of accumulation premised on freedom of enterprises. From 

a data governance perspective, this implies constitutional guarantees for big tech corporations 

(who own the hard and soft infrastructure through which data is generated, processed, and 

stored) to acquire, exchange, or transfer data with less interference from the state.  Given their 

immense power in collecting, processing, and analysing vast amounts of data, big tech 

companies can influence policies on user consent, data storage, and data usage, often with less 

resistance from both the government and platform users (Coleman, 2019). Therefore, unless the 

respective data acts are reviewed to give data subjects primary control, the current data laws for 

Kenya and Uganda are insufficient to regulate access and control over data by big tech 
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corporations, hence perpetuating neoliberal lock-ins that [unconsciously] legally insulate big 

tech from regulation by the governments of Kenya and Uganda.   

 

Another dimension that needs to be addressed is the power dynamics of data governance in 

Kenya and Uganda. By employing Gill’s new constitutionalism theory, one can understand the 

manifestations of digital constitutionalism, i.e., through new digital (data to be specific) rules 

and constitutions that seek to circumscribe the power of States in regulating economic (trade, 

investment, fiscal), social (health, environmental, education) and political policies, thereby 

guaranteeing more power and domination by (transnational) corporations. Apart from the 

evolving digital constitutionalism, digital latecomers like Kenya and Uganda are playing catch-

up and have to contend with the data ecosystem power dynamics to build their domestic digital 

industries.  As argued by Biscahie and Gill (2022), the raison d’être of new constitutionalism, 

and its associated market-preserving federalism, is to make alternative futures, e.g., socialist 

alternatives, illegal, to prevent future governments from undoing commitments to a disciplinary 

neoliberal pattern of accumulation. From Tables 2 and 3 (see Chapter Six), study findings 

revealed that data policies and regulatory frameworks for Kenya and Uganda are not effectively 

tailored to manoeuvre the power asymmetries embedded in digital constitutionalism. For 

example, the requirement for consent and anonymisation by Kenya’s Data Act suggests a robust 

framework for protecting consumer rights.  

 

Also, the necessity for proof of consent by Uganda’s Data Act implies active regulatory 

oversight, which might contrast with neoliberal principles that typically favour minimal 

regulation. This could potentially limit unfettered commercial exploitation of personal data and 

reflect a neoliberal inclination towards deregulation and market freedom. Indeed, by 

guaranteeing governments' commitment to such a pattern of data, the Acts are aiding seamless 

data siphoning by tech companies like Google, Facebook, Microsoft Azure, Huawei, ZTE, and 

Amazon, among others, through what Biscahie and Gill (2022) categorise as co-optation, 

domestication, neutralisation and depoliticisation of state opposition. Biscahie and Gill (2022) 

emphasise this: 

The raison d’être of new constitutionalism–and its associated market-preserving 

federalism–is to make alternative futures–for example, socialist alternatives–illegal, to 

prevent future governments from undoing commitments to a disciplinary neoliberal pattern 

of accumulation…...in so doing, entails efforts to politically contain challenges to the 

disciplinary neoliberalism project through co-optation, domestication, neutralisation and 

depoliticisation of opposition (pp.739-740). 
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Liberalisation and private-sector-led development, which has informed development policy for 

Kenya and Uganda, has perpetuated platform Lock-ins and Market Power of big tech 

corporations in Kenya and Uganda. For example, concerning data localisation (see Tables 2 

and 3), Kenya’s Data Protection Act of 2019 and Uganda’s Personal Data Protection and 

Privacy Act of 2019 perpetuate neoliberal lock-ins through (a) minimal data localisation 

requirements to facilitate the free movement of data, and (b) limited state control over data 

processing. These two scenarios relate to Gill’s new constitutionalism mechanisms as the 

former aligns with neoliberal principles of market liberalisation and minimal restrictions on 

trade and investment, while the latter adheres to the neoliberal preference for reducing 

government interference in market operations. The two countries’ penalties for data rights 

violations ($38,533 or 1% of annual turnover for Kenya and 2% of the corporation’s annual 

gross turnover for Uganda) make the two countries more susceptible to neoliberal lock-ins, as 

they favour less regulatory burden on businesses (big tech), a key intermediate goal of new 

constitutionalism. Ultimately, tech companies may leverage Kenya and Uganda’s weak data 

localisation requirements to reduce the countries’   sovereignty by, to borrow Gill & Cutler's 

(2014) argument, “weakening her democratic authority and local control over the economy 

(data in this case) while obstructing alternative development paths” (p.110). This is not an ideal 

situation for latecomers to digitalisation, like Kenya and Uganda, who are striving to achieve a 

digital transformation and transform from a mere consumer to a competitive innovator and 

exporter in the digital economy. 

 

Big tech corporations’ market power in Kenya and Uganda is further perpetuated by the lengthy 

and costly processes in auditing violations in data protection. Chapter Six (see 6.2.1 and 6.3.1) 

also illuminated the costly and lengthy process of conducting an audit to verify if there was a 

breach of personal data by tech companies or not. For big tech corporations like Amazon Web 

Services, Facebook, Google, Huawei, ZTE, and Microsoft Azure, this costly and lengthy 

process creates a gap they can exploit to transfer personal data outside Kenya and Uganda, 

thereby profiteering off it through either selling it to other advertising companies or using it for 

their own trade positioning (case of Amazon and Facebook business). Under such 

circumstances, neoliberal lock-in manifests itself under Gill Stephens' New Constitutionalism 

theory, as high costs and lengthy legal processes prevent effective data protection. This creates 

exploitation opportunities for big tech, prioritising profit over individual data rights and state 

action. 
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Finally, the systemic dependence on big tech corporations by platform users and subscribers 

has locked in government regulation by concentrating digital market powers in the hands of 

these corporations. In the study findings, it was revealed that even when Kenyan and Ugandan 

teenagers are aware that social media companies collect their data, they are not knowledgeable 

or do not care about how these platforms use this data, and thus, their consent for data extraction 

is given carelessly, leaving the tech companies in total control of blind users. Study findings 

further revealed that the desire by the users to access the seemingly free services offered by 

platforms like Google, Facebook, WhatsApp, and TikTok far exceeds the “hidden” value of 

their data, and they easily dispense their data rights for the platforms’ taking. This is critical 

when assessing the power relations of data governance among big tech, consumers (citizens), 

and governments, as the former seems to retain all the power even amidst legislation by the 

governments of Kenya and Uganda.  

 

Therefore, the prerequisite of consensus has not tilted the power to platform users, since they 

are habitually uninformed on data sharing and misuse, and even when they are cognizant, they 

seldom understand the policies and hence tend to blindly consent. In an ecosystem where 

markets (big tech in this case) are self-regulating and where consumers of digital products are 

coerced to give out their data (sometimes unknowingly) to use a product or platform, this makes 

the existing data laws and frameworks in Kenya and Uganda insufficient in regulating the 

powerful and rich big tech corporations like Google, Amazon, Microsoft Azure, Visa, 

Facebook, Mastercard, Jumia among others operating in the respective economies. While 

Uganda is not yet a participating party in the WTO Joint Statement Initiative (JSI) on E-

commerce, its position on a less regulated cross-border data flow reinforces that of the JSI, 

which locks in the government from effectively regulating tech companies. 

 

7.3.2 Digital colonialism 

 

The identified new constitutionalism mechanisms of the political economy of data, including 

regional and global influences, reveal locking in digital colonialism in Kenya and Uganda by 

big tech companies. A close examination of the results in Chapter 6 reveals that intervention in 

Kenya and Uganda’s sovereignty by big tech corporations is not the ultimate aim, but that, just 

like in historical colonialism, it explicitly serves the interests of the metropole where these 

corporations are domiciled. The efforts to liberalise the data value chain, including its flow 

across the border, go hand in hand with the limited regulation on cross-border data flows by the 

two countries, which has been further promoted by their partnerships with big tech corporations 
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like Huawei, Google, Microsoft, Mastercard and Facebook, among others, for rolling out of E-

Government and expansion of digital infrastructure. This is similar to historical colonialism, 

where the colonial State instituted an ecosystem that facilitated unhindered flow of raw 

materials from the colony (or protectorate, in the case of countries like Uganda) to the 

metropole. Gill (2000) argues that new constitutionalism is part of the longue durée of liberal 

state formation as well as a political project to “lock in” the power gains of capital on a world 

scale that combines the old and the radically new (p.6).  Linked to the findings in Chapter 6, 

one can identify the manifestation of lock-ins whereby not only are the governments of Kenya 

and Uganda unable to effectively regulate the workings of tech corporations under the primary 

data economy, but are also ill-prepared to do the same under the hyper-emerging critical nodes 

of the data economy, e.g., cloud computing, artificial intelligence, and gig workers.  

 

It should be acknowledged that under historical colonialism, the extraction of raw materials 

from Africa to the metropole was consolidated by the influence of colonial state policy by 

metropole-based corporations like Unilever and Barclays Bank (Rodney, 1972). Furthermore, 

these corporations ensured that the colonial state enacted laws that ensured their unhindered 

access to markets and cheap labour in the colonies (Rodney, 1972). Likened to the digital 

economy, the effective regulation of the new emerging aspects of data by Kenya and Uganda 

is compromised by the fact that big tech corporations are already deeply entrenched in the 

design of the policies and legislation aimed at regulating them. The study findings revealed that 

while the Kenya Blockchain and Artificial Intelligence task force includes members of local 

blockchain startups, experts, academics, researchers, local ICT experts, various regulatory 

bodies, and lawyers, it also consists of representatives from several big tech corporations, 

including IBM, Google, Amazon, Huawei and Microsoft Azure (Kenyan WallStreet, 2021).  

 

The same can be said for Uganda, which is in the nascent stages of drafting an AI policy with 

financing from Google and Microsoft (Parliament of Uganda, 2024). In coding (see Fig. 5 

above), the researcher notes that new constitutionalism aspects of data governance manifest 

through tech corporations forging partnerships with governments to advance the latter’s 

digitalisation agenda. In reality, these partnerships are tilted in favour of tech corporations, 

which often coerce governments into concessions in areas that conflict with tech companies’ 

agenda of insulation from democratic control. It is not surprising that even Kenya, which has 

policies on cloud computing, is lacking in gig workers’ rights protection. This makes both 

Kenya and Uganda unable to address the colonialism that digitalisation brings, i.e., digital 

sweatshops, and data territories for data extraction, among others.  
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One of the tenets of historical colonialism is that the colonies always imitated development 

policies from the former metropole (Nkrumah, 1965). In other aspects, the former colonies have 

often been coerced into adopting policy prescriptions and initiatives by finance and trade 

institutions (e.g., the World Trade Organisation, World Bank, and International Monetary 

Fund) controlled by the former metropole as preconditions for further financing and market 

access (Nkrumah, 1965; Nyerere, 1979). The structural adjustment programs of the 1980s are 

one of such policy prescriptions that entailed a fundamental shift from the state intervention 

system to one largely driven by market forces (Nyerere J. , 1979). From a data governance 

angle, findings in Chapter 6 revealed an imitation of the EU GDPR by Kenya and Uganda in 

designing their respective data protection Acts. By heavily borrowing the GDPR language, this 

has created a neoliberal lock-in since, from a New Constitutionalism angle, the State is “made 

to operate under the discipline of capital in an international framework which institutionalises 

protections for corporations and investors from democratic accountability and control” (Gill, 

2000, pp.11-12).  

 

Indeed, by designing their respective Data Acts and negotiating E-Commerce provisions in Free 

Trade Agreements under the image of the GDPR, Kenya and Uganda are, just like during 

historical colonialism, locked-in as a rule-takers, and are robbed of an opportunity to design a 

data regulatory framework that is informed by their own experiences and strategic needs given 

the embryonic nature of their respective data economies. The liberal approach taken by the EU 

under the GDPR and imitated by Kenya and Uganda in their respective Data Acts favours free 

market principles by limiting government regulation of data when an adequacy 

decision/certificate is issued to Kenya and Uganda by the EU. Allowing unhindered access and 

free flow of personal data between the EU on one hand and Kenya and Uganda on the other 

could reinforce the raison d'être for new constitutionalism, i.e., achieve full international capital 

(data in this case) mobility and extend the influence of markets (tech companies in this case). 

From a colonialism angle, it can be noted that Kenya and Uganda’s data governance sovereignty 

is being challenged by what Robé (1997) calls the exportation by other states of their norms 

through the international economic exchange, and through multinational enterprises.  

 

7.3.3 Dependence on Big Tech Platforms 

 

During historical colonialism, both the colony (Kenya in this case) and protectorate (Uganda in 

this case) depended on the metropole (Britain) for infrastructure, which was linked from the 
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hinterland (areas of raw materials) to the port (Mombasa), a typical raw materials exportation 

and finished goods importation, facilitating infrastructure. This colony/protectorate-metropole 

extractivist relationship has not changed under the digital economy.  As revealed in Chapter 6, 

Kenya and Uganda depend on big tech from the metropole for hard and soft digital 

infrastructure, including platforms (see 6.2.3 and 6.3.2). From these results, it is clear that the 

domination of ownership and control of this digital infrastructure (e.g., cloud services, internet 

backbones) in Kenya by Huawei, Google, Amazon, and Microsoft Azure has created 

dependence for Kenya and Uganda as local entities like Safaricom, Uganda Telecom, 

Technosol, Jiji, and MYDAWA, among others, rely on foreign-owned infrastructure for their 

operations. At the onset, this has created a power asymmetry with the aforementioned tech 

corporations, who control this infrastructure, having an upper hand over the two governments 

in controlling the trajectory of digitalisation. This observation validates literature criticising 

external actors like the U.S.A., China, and the EU's digital cooperation with Kenya and Uganda 

as merely a means to assert their interests in the two countries’ digitalisation agendas.  For 

example, assessing the coloniality of the EU’s GDPR, Daniels, Erforth, & Teevan (2023) argue 

that: 

The EU is engaged in a race to catch up with the leaders of the digital revolution – namely, 

China and the United States – and hopes to strengthen its own digital economy with an 

increasingly active industrial policy, including a growing number of planned projects and 

investments focused on digital technologies (p.5). 

The shady side of connectivity provided by the aforementioned tech companies in Kenya and 

Uganda is that, as foreign technology-backed infrastructure becomes more consolidated in the 

respective countries, the data collected from new users (just like the raw materials extracted 

from new territories under historical colonialism) feeds directly back to European, American 

or Chinese tech companies. This is the true motivation for big tech’s presence in Kenya and 

Uganda. These findings, therefore, further illuminate the argument by Ngila and Sheik (2022), 

who argue that because the accuracy of targeted ads and other products depends on the quantity 

and diversity of the data behind it, digital infrastructure is manufactured and installed (devices) 

with precision in data collection from diverse sources/platforms that the user visits. 

 

Under historical colonialism, infrastructure (roads, bridges, railways, and cables/telegraphs) 

calibrated the extraction of raw materials from the colonies/protectorates to the metropole, and 

exportation of finished products by the latter (metropole) to the former (colonies/protectorates). 

That way, the colonial machinery was kept in motion, so that while the metropole industrialised, 
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the colonies/protectorates were perpetually locked in primary commodity export dependency. 

This extractivist relationship has not changed under digitalisation. Digital infrastructure 

partnerships between the governments of Kenya and Uganda with big tech corporations have 

created a lock-in effect where the former (Kenya and Uganda) are dependent on the latter for 

their digital transformation plans. As a result, both Kenya and Uganda are unable to challenge 

the very tech corporations which they depend on. By “partnering” with governments, tech 

companies are not only intensifying market opportunities and technological infrastructure but 

also implementing market-oriented policies and practices within Kenya and Uganda.  

 

This integration reinforces the hegemonic neoliberal order, consolidating the influence of tech 

corporations in public governance and policymaking, thereby shaping societal norms and 

regulatory frameworks to favour big tech-driven solutions and growth.  These partnerships have 

also co-opted governments and E-Commerce platforms in Kenya and Uganda, and made it hard 

to integrate the evolving local digital payment systems. Furthermore, by co-opting local 

“netrepreneurs” (just like historical colonialism co-opted local petty/comprador bourgeoisie) 

and human resources in tech, e.g., data labellers, and online privacy and safety experts, these 

tech corporations continue to use their financial muscle to woo the smart brains, leaving local 

start-ups with staffing gaps in innovation and stifling dynamism. This has led to a lock-in where 

innovation, R&D, and invention only occur in Mastercard, Google, Amazon, and Microsoft 

Azure, leaving local tech start-ups stagnated.  

 

As argued by Rodney (1972) and Dell & Olken (2017), investments in human capital and 

infrastructure during historical colonialism were not intended to develop colonies but were 

rather designed solely to extract wealth and preserve the colonial system. The same can be said 

for digital colonialism. Indeed, while investments are important for driving the digital agenda 

in Kenya and Uganda, the terms of engagement that determine their construction are skewed in 

favour of tech companies like Google, Huawei, Starlink, and Microsoft Azure. From a new 

constitutionalism angle, my findings revealed that the building of digital infrastructure by these 

tech companies has enabled them to (a) “calm down” the state, and (b) homogenise big tech’s 

soft power while maintaining their dominion over surveillance on users whose data they extract 

daily. For example, when Google established the first African Product Development 

Engineering Centre in Kenya in 2022 (Mbego, 2022), the Kenyan government lauded the tech 

behemoth for the investment as this supported the country’s digitalisation strategy and plans of 

becoming Africa’s “silicon savannah”, both in infrastructure and human resources, i.e. software 

engineers, researchers, and designers (Lubanga, 2022).   
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In Uganda, when Huawei announced its plans to set up a digital village prototype in Uganda 

dubbed “One Country, One Network, One Cloud, One Platform”, the President of Uganda 

praised it as a critical project that will accelerate Uganda’s digital transformation and even 

promised to officiate its launch (Charmar News, 2024). Despite their proclamations, the 

primary vested interests of Google and Huawei need to be emphasised. For example, by setting 

up shop in Kenya (one of the few leading digital economies in Africa), Google is using the 

country as a springboard to other African countries that will be hooked to Google’s services 

while nourishing the tech firm with their valuable data. This consolidates Google’s powers in 

Africa. For Uganda, Huawei’s strategy is aimed at enjoying a first-mover advantage by wooing 

the government into granting it more concessions than future firms. Both Google and Huawei 

are futuristic in thought since by 2050, a third of the world's young and potentially tech-savvy 

population will be in Africa and will be locked into the two corporations’ digital services. 

 

Just like New Constitutionalism aims at creating capitalist markets and achieving full 

international capital (data in this case) mobility, China-funded and constructed digital 

infrastructure in Kenya and Uganda gives it significant control over the assets for data creation, 

flow, and siphoning. Data collected through these digital infrastructure projects can be a vital 

source of insights into Kenya and Uganda’s digital market, allowing China to gain a further 

competitive advantage in E-Commerce while making the two countries more dependent on the 

latter. A possibility for this neoliberal lock-in is emphasised by the director of the Institute of 

Economic Affairs in Kenya, who argued that: 

There’s also the obvious point of dependency, where for many African countries, China 

now holds or will hold the infrastructural key to their digital connectivity, not only acceding 

to the latter leverage but compromising their digital sovereignty39. 

Therefore, just like the U.S. and the EU, China is a rising actor in Kenya and Uganda’s digital 

economy landscape whose major investments and support for the two countries’ digital policy 

development have been pegged on extracting more concessions from the government. These 

concessions ensure China’s key data firms like Huawei and ZTE obtain key contracts to develop 

digital infrastructure, provide digital services to the government, and a legal framework with 

weak safeguard measures on cross-border data transfer. This creates a lock-in to the 

governments of Kenya and Uganda on all fronts. While cross-border data transfer in itself does 

not bring neoliberal lock-ins, it is the access and control over the data that is highly contested. 

 
39 Interview: Director, Institute of Economic Affairs (IEA) Kenya; 20th /2/2024, Zoom 
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From a colonial perspective, digital infrastructure is reinforcing the colonial legacy in Kenya 

and Uganda.  The findings in Chapter 6 revealed that just like infrastructure development during 

historical colonialism was to serve the colonial machinery by linking the colonies to the 

metropole, digital infrastructure in African countries like Kenya and Uganda is serving the same 

purpose, i.e., linking their citizens to the metropole-based data corporations, hence easing the 

extraction of their data for profit. For example, built between 1896 and 1901 to connect 

landlocked, and relatively prosperous Uganda to the Kenyan coast of Mombasa, the Kenya-

Uganda railway eased the extraction of copper, coffee, cotton and tea from the two countries, 

which were under British rule, to Britain (UK Parliament, 1902). The railway was also aimed 

at   consolidating Britain’s control of the river Nile in Uganda, given the long-held belief that 

whoever controlled this strategic river also controlled Egypt, and whoever controlled Egypt 

controlled the Suez Canal, subsequently controlling the most crucial lifeline for global trade 

(UK Parliament, 1902).   

 

Likewise, under the current geopolitical dispensation, digital infrastructure (fibre optic cables, 

cell towers, internet points, data colocation centres, and software, including digital devices like 

smartphones, smart TVs, surveillance cameras, smart refrigerators, computers, semiconductors, 

internet routers and modems) is facilitating the rise of the cloud empire in Kenya and Uganda, 

which is a core ingredient of digital colonialism. By thriving on the extraction of data and 

distribution of digital devices and products to keep human beings hooked on digital 

technologies, Couldry and Mejias (2019) argue that the cloud empire is not only the rekindling 

of historical colonialism but is also extending its scope in the digital economy.  

 

Finally, language is playing a critical role in the expansion of the colonial digital infrastructure, 

just like during historical colonialism. Sympathisers and defenders of historical colonialism like 

Churchill (1905), Kipling (1997), and Ferguson (2003) argue that colonialism led to the 

“enlightenment” and “modernisation” (bringing light) of the colonies. Likewise, proponents of 

digital colonialism (reducing state regulation of big tech corporations) like the World Bank 

(2016) and Meltzer (2019) believe that this is good for the digital transformation of digital 

laggards like Kenya and Uganda. Supported by data infrastructure, the data economy has led to 

a rise in new colonial ideologies. The reframing of colonial appropriation as the bringing of 

“civilisation” to the world can be likened to digital colonialism, where agendas like digital 

transformation of least developed and developing countries are being fronted. Meanwhile, this 

paradigm shift ignores the embedded unequal distribution of benefits of data, the extraction of 
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human (personal) data, and the evolution of unequal social and economic relations through data 

infrastructure that secures continued appropriation of personal data. According to Benyera 

(2021), in the same way, in which colonialism was misrepresented as a civilising mission to the 

“dark continent”, data colonialism is already being packaged and misrepresented as data for 

development (D4D).  

 

Couldry and Mejias (2019) state that “there is an ideology of connection of persons, things and 

processes through a computer-based infrastructure (the internet) that enables life to be annexed 

to capital” (p.16). This is exacerbated by the ideology of datafication, whereby every aspect of 

life is transformed into data for capital, which is attained by removing impediments to big tech 

extraction and control of data once the connection is established (Couldry & Mejias, 2019). 

Ignoring these underlying lock-ins to pursue the ambition of modernising data infrastructure 

for digital transformation and development is a recipe for data colonialism, as it subjects the 

former colonies, like Kenya and Uganda, to continued reliance on the metropole for this 

infrastructure. Therefore, as infrastructure led to the expansion of the historical colonial empire 

in Kenya and Uganda, digital infrastructure is facilitating the expansion of the cloud empire in 

Kenya and Uganda, further consolidating digital colonialism in the two countries.  

 

7.3.4 Lack of a competitive edge by domestic E-Commerce Platforms in Kenya and Uganda  

 

Proponents of digitalisation argue that it promises to significantly reshape the global economy 

as new technologies change how production and consumption take place, disrupt traditional 

systems of governance and regulation, and even turn how value is assigned (Brass & Hornsby, 

2019). The digital economy is shaping new patterns of global trade governance, including the 

production mode of Big Tech corporations extending their monopoly through the integration of 

multi-sector vertical markets. For example, Amazon has branched out from E-Commerce into 

health and pharma, digital streaming, robotics, and data-based horizontal markets (that is, 

Amazon is not only a data collector, but also a cloud and analytics provider), and rule-making 

in the digital arena (Gurumurthy & Chami, 2021). In an attempt to quash this monopoly, on 26th 

September 2023, the U.S. Federal Trade Commission sued Amazon, alleging that the online 

retail and technology company is a monopolist that uses a set of interlocking anticompetitive 

and unfair strategies to illegally maintain its monopoly power (FTC, 2023). In its suit, the FTC 

argued that Amazon’s actions allow it to stop rivals and sellers from lowering prices, degrade 

quality for shoppers, overcharge sellers, stifle innovation, and prevent rivals from fairly 

competing against Amazon (FTC, 2023). For example, the FTC argues that: 
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Amazon uses (a) Anti-discounting measures that punish sellers and deter other online 

retailers from offering prices lower than Amazon, keeping prices higher for products across 

the internet, and (b)Conditioning sellers’ ability to obtain “Prime” eligibility for their 

products—a virtual necessity for doing business on Amazon—on sellers using Amazon’s 

costly fulfilment service, which has made it substantially more expensive for sellers on 

Amazon to also offer their products on other platforms (FTC, 2023). 

The above tactics by Amazon create an exclusionary E-Commerce platform by making it hard 

for its competitors to gain a foothold, ultimately giving Amazon ultimate power on both online 

stores and online marketplace (E-Commerce).  

 

Monopoly tendencies in digitalisation have also manifested in fintech, especially in digital 

payment systems. On 24th September 2024, the U.S. Department of Justice filed a lawsuit 

accusing Visa of monopolising debit card swipes, thus violating antitrust law by suppressing 

competition by threatening merchants with high fees and paying off potential rivals (Godoy, 

2024). It is alleged that Visa maintains its dominance worldwide through agreements with card 

issuers, merchants, and potential financial technology competitors, e.g., Apple, PayPal 

(PYPL.O and Block Inc's (SQ.N) Square, that they would not release products that threatened 

its dominance (Godoy, 2024). Viewed from the angle of Kenya and Uganda, where E-

Commerce and local start-up tech companies are in their embryonic stage, the abuse of 

dominance by the leading tech corporations, coupled with the liberal cross-border data flow 

regime, tilts the equation of power from Kenya and Uganda in favour of big tech corporations. 

Ultimately, this will stifle competition and innovation from local tech startups and prematurely 

eject them from the market by either closing them off (shut-down point) or incorporating them 

(acquisitions) into the local business ventures and associates.  

 

From a new constitutionalism dimension, abuse of dominance by big tech companies is leading 

to two results, i.e., extending their influence on the data market, and creating and extending 

capitalist [E-Commerce] markets. Indeed, viewed from a data governance and E-Commerce 

outlook, new constitutionalism’s view is to write a data governance and E-Commerce 

constitution of a single global economy to ensure what Gill (2000) refers to as a universal 

promotion of free market mechanisms strengthened by a set of standards and principles of good 

conduct: 

New Constitutionalism can be understood historically as a political project to “lock in” the 

power gains of capital on a world scale whereby the state is subordinated to civil society 

and thus by definition, it cannot monopolise power and authority, which is in principle 
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decentralised, albeit in the context of concentrations of capital that serve to define the 

distribution of power (pp.9-13). 

By being subordinated to what Gill (2000) regards as civil society mode, the states of Kenya 

and Uganda may find themselves in subsidiary positions, with data, its associated value chain 

and economic benefits being controlled by a handful of elite groups of big tech corporations. 

By their respective governments being turned into mere spectators, the economies of Kenya 

and Uganda risk becoming mere providers of raw data to global digital platforms while having 

to pay for the digital intelligence obtained from their data” (UNCTAD, 2021, p.xvi). 

 

Furthermore, through dominating social media in Kenya and Uganda, Facebook is locking in 

competition by seamlessly extracting its subscribers’ data. Moreover, the continued adoption of 

anti-competitive practices by big tech companies in Kenya and Uganda, like Jumia and Huawei, 

through lowering prices of their products, has made it hard for local startups to break even 

(Mwangi, Njiraini, & Waweru, 2023). Indeed, in Kenya, Google and Facebook dominate the 

online advertising industry and are considered an existential threat to local advertising 

agencies40. Dominant E-Commerce actors, due to their enormous economies of scale, often 

intentionally lose money (Peitz & Waldfogel, 2012) i.e., ‘cannibalise their profits’ for extended 

periods while still attracting investment capital, a strategy to undercut any competitor and still 

make a good profit (West, 2022). While Kenya and Uganda are playing catch-up in the actual 

sale of goods and services on E-Commerce platforms (the lowest value chain of E-Commerce), 

they are equally lagging far behind in data centres, yet this is the most profitable node of E-

Commerce. Indeed, Amazon (through Amazon Web Services) by the end of  2020 had 32% of 

the global market share, rivalled only by Microsoft Azure with 20%,  Google with 9%, Alibaba 

with 6%, and IBM with 5%, among others (UNCTAD, 2021). Furthermore, as digital content 

flow becomes ever more massified, there are new modes of control over content production, 

e.g., Netflix’s increasing hiring supremacy or the pricing. With these companies enjoying first-

mover advantage in Kenya and Uganda, local start-ups risk being edged out of the E-Commerce 

market given their limited capabilities to compete with these behemoths. 

 

E-Commerce monopolistic tendencies in Kenya and Uganda are not only a preserve of external 

big tech firms. Rather, tech companies which have assumed local identity in Kenya and Uganda 

have also dominated E-Commerce and data markets in these countries, often outcompeting 

global tech companies and inhibiting the growth of other local start-ups. The long-lasting and 

 
40 Interview: Economic Policy Analyst, Pollicy, 10th/09/2023, Nairobi 
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diversified presence of Huawei in Kenya and Uganda, and its partnership with the strong local 

subsidiary Safaricom and MTN-Uganda, has given the Chinese company an edge over 

competitors such as Airtel Networks Kenya (owned by Indian Bharti Airtel) and Telkom Kenya 

(owned by Orange France) and Airtel Uganda. Their domination is a behemoth that other 

seemingly big data infrastructure actors like Starlink are still struggling:  

 “When Starlink unveiled its service offerings, the cost of acquiring the hardware (think of 

a dish, modem and other items that allow you to get connected to the internet) was $599 for 

home users…..the cost of subscription for home users was $111 per month…that’s nowhere 

closer to what existing internet service providers offer….Many existing service providers 

in the region provide and install fixed internet devices for free or for a fee not exceeding 

$50 and charge monthly subscription fees of anywhere between $15 and $30…..it defeats 

the logic because if you want to extend internet connectivity to the most remote areas, it 

then doesn’t make sense to tag your service with exorbitant prices”41.   

That big firms like Starlink are struggling to enter the data and E-Commerce market (sale of E-

Commerce facilitating infrastructure, e.g., internet connectivity), speaks a lot about how 

challenging it is for local startups in Kenya and Uganda to enter the race, leading to a 

monopolistic data and E-Commerce ecosystem in Kenya and Uganda.  

 

The liberal nature of data regulatory frameworks in Kenya and Uganda, coupled with the lock-

in effect that big tech corporations create on users, has enabled them to outcompete local start-

ups in the two countries. In an ecosystem where markets (big tech in this case) are self-

regulating and where consumers of digital products are coerced to give out their data 

(sometimes unknowingly) to use a product or platform, this makes the existing data laws and 

frameworks in Kenya insufficient in regulating the powerful and rich big tech corporations like 

Google, Amazon, Microsoft Azure, Visa, Facebook, Mastercard, Jumia among others operating 

in the respective economies. On 4th October 2024, the Court of Justice of the European Union 

(CJEU) ruled that Facebook should massively limit the use of personal data for online 

advertisements (CJEU, 2024). Facebook’s business model is based on financing through online 

advertising, which is tailored to its users' consumption attitudes, interests, and personal 

situations. That advertising is made possible in technical terms by the automated production of 

detailed profiles of the network users and the users of the online services offered at the level of 

the Meta group (CJEU, 2024). The personal private data, including user-generated content on 

Facebook, is commodified and sold to advertisers for targeted advertising, thus making digital 

 
41 Interview: Data Analytics Director, Airtel Kenya, 10th/09/2023, Nairobi 
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technology users prosumers, i.e., both producers and consumers (McGuigan, 2012). Through 

this fluid business acumen, tech companies like Facebook and Google can dominate the data 

value chain and E-Commerce and quash any potential competition all over the globe, including 

in Kenya and Uganda. Linked to this dissertation's focus, the evidence implies that the lock-ins 

are aimed at legally insulating big tech from regulation by the governments of Kenya and 

Uganda. Indeed, by prioritising data provisions in constitutional agreements at the World Trade 

Organisation (WTO) and the Internet Governance Forum (IGF) over domestic data laws and 

frameworks, Kenya and Uganda have designed their data policies to reflect the much-coveted 

(by big tech) liberalisation of cross-border data flows.  

 

Another approach that big tech companies use to stay on top of their game is inhibiting users’ 

access and usage of apps made by their rivals. This anti-competitive behaviour limits the 

capacity of other tech start-ups to break into the market and build their competitive capacities. 

For example, it was found that Google stifled competitors by controlling the distribution of apps 

and payments on Android phones (Jamali, 2024). From gobbling up ad-tech rivals through 

anticompetitive mergers to bullying businesses into using Google’s ad products, to controlling 

key businesses in each part of the ad-tech stack, the governments say, Google drove up prices 

for advertisers and choked off revenue for websites (Fung, 2024). Indeed, on 5th August 2024, 

Google was found guilty of having illegally maintained its monopoly in markets for general 

search services and general search text advertisements (Cross, Kaiser, Oruc, Lacy, & Campbell, 

2024). In the ruling, it was found that Google broke antitrust laws by exclusively entering into 

agreements with Apple and Samsung, in which Google would pay billions of dollars to ensure 

that it was the default search engine on their phones and tablets (Robins-Early, 2024). For 

example, in 2021, these companies were paid above $26 billion to ensure that Google remains 

the default option for their search in Safari (ibid), which enabled Google to create and retain a 

monopoly over other search engines and unfairly suppress competition. Indeed, because of 

Google’s monopoly position in the search text advertisement market, it can raise the price of 

advertisements above the rates that would exist in a competitive market, further evidencing its 

monopoly power (Cross, Kaiser, Oruc, Lacy, & Campbell, 2024) over other search engines like 

Yahoo, Opera, Bing and Mozilla Firefox.  

 

Attempting to quash this anti-competitive practice, on 8th October 2024, a US federal judge 

ruled that Google must allow Android apps made by rival technology firms onto its Google 

Play app store for three years starting November 2024 (ibid). Similarly, the US Department of 

Justice is contemplating recommending dismantling Google’s core businesses, separating 
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Google’s search business from Android, Chrome and the Google Play app store (Duffy & Fung, 

2024). Should this recommendation be implemented, it would prevent Google from using 

products such as Chrome, Play, and Android to advantage Google search and Google search-

related products and features — including emerging search access points and features, such as 

artificial intelligence — over rivals or new entrants (ibid). Abuse of dominance is not exclusive 

to Google. There are concerns that Amazon’s Alexa could threaten a huge spectrum of 

companies, not only appliance makers like Bosch, but also food retailers like Lidl (Kwa, 2017). 

The reach of tech behemoths like Amazon, which dominate both data and E-Commerce and 

their potential to edge out local E-Commerce actors is further explained by Kwa (2017): 

If you look at Alexa, it could turn into a hub that not only raises the curtains or lowers the 

temperature in your house, that plays music or switches on the TV, but also buys your milk 

and controls whether you order it from Tesco, Aldi or Amazon…It’s the new monopoly-in-

waiting (p.7). 

If digitally advanced countries like Germany are struggling to tame big tech in E-Commerce, 

Kenya and Uganda, which have a nascent E-Commerce industry and liberal data policies, are 

less likely to tame such anti-competitive practices that companies like Google and Amazon use 

to dominate E-Commerce. 

 

Research findings further revealed a concentration in ownership of digital [data] infrastructure 

and E-Commerce platforms in the hands of a few companies and countries, which further traps 

digital latecomers like Kenya and Uganda in a catch-up mode. The exclusive domination of the 

data infrastructure and E-Commerce platforms by an exclusive club of metropole-based big-

tech corporations, often operating in alliance with powerful states (like the U.S., China and the 

EU), is shaping the contemporary colonial landscapes and creating a distinct social and 

economic order. Historical colonialism had the metropole dominate the manufacturing of 

industrial products (e.g., textiles and clothing, machinery, transportation equipment, consumer 

goods, and pharmaceuticals) whose production depended on raw materials from the colonies.  

Likewise, digital colonialism in Kenya and Uganda is laced with control by a few companies 

in the metropole over the manufacturing of the tethered devices through which people connect 

to the data-gathering infrastructure. For example, Apple, Dell, Sony, Samsung, IBM, Phillips, 

Lenovo, Cisco Systems, Siemens, Bosch and Nvidia, among others, lead the manufacturing of 

microchips, computers, routers, modems, smart appliances, and fibre optic cables, among 

others. What is different with digital colonialism is that there are emerging powers like China 

that are dominating the production of digital infrastructure and E-Commerce. For example, 

Chinese firms like Huawei and ZTE have led the way in quantum computing, artificial 
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intelligence, and 5G technologies, while others like Taiwan and South Korea lead the 

production of semiconductors (Lynch, 2024). By forging partnerships with platforms like 

Google, Microsoft Azure, Amazon, Alibaba, Tencent, and Facebook, these corporations have 

cemented their control over computing facilities, content production (Netflix for movies), 

access to content (Facebook and X), and pricing (Amazon, Uber), all which aid in massive 

processing and storage of data outside Kenya and Uganda, leading to the emergence and 

upsurge of the “Cloud Empire” which is a replica of the colonial empire. 

 

 

Figure 12. Biggest Data Center Markets by Megawatts. Source: Cushman & Wakefield, 2024 

 
From the figure above, the huge divide in the location of data centre markets by electricity 

consumption is evident. While the US still leads the data market, Europe and Asia are also 

gaining influence in this field, with Africa largely missing out. This unequal terrain creates a 

lock-in effect whereby Kenya and Uganda will keep playing catch-up until they invest in data 

centres and their supportive infrastructure, like electricity.  
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Finally, it is worth noting that in their current form, data provisions in ongoing E-Commerce 

negotiations at the World Trade Organisation (WTO) will impede active participation in E-

Commerce by digital laggards like Kenya and Uganda. In these negotiations, the proposals 

(being advanced by countries that dominate the data and E-Commerce ecosystem) on ensuring 

the free flow of data, no data localisation requirements, permanent moratorium on customs 

duties, non-disclosure of source code, and barring forced technology transfer have been 

criticised by the African Group in the WTO. This objection is emphasised in the group’s 

statement issued in 2017: 

It is perplexing that some Members are advocating for new multilateral rules on e-

commerce. We have already undertaken enough rules so far. The multilateral rules, as they 

are, are constraining our domestic policy space and ability to industrialise. Before the GATT 

came into being, industrialised Members benefited from the absence of rules through the 

utilisation of policy space. They then closed this space through GATT Agreements, notably 

by prohibiting the use of local content requirements, industrial subsidies, and infant industry 

protection, among others. In other words, the policy instruments they used during their 

development process were denied to late comers through GATT Agreements; what we 

qualified in the CTD SS discussions as 'kicking away the development ladder (WTO, 2017; 

p.2).  

 

Indeed, the current WTO E-Commerce agreement cannot enable local actors (MSMEs) in 

Kenya and Uganda to competitively participate in E-Commerce. This is because the proposed 

typology of rules that create a liberal E-Commerce regime inhibits the ability of Kenyan and 

Ugandan MSMEs to effectively compete with big tech corporations. This is because these tech 

behemoths have become global digital leaders, and have decimated smaller companies that have 

benefited from digital industrial policies such as subsidies, R&D subsidies, development of, 

and access to, and ownership of technologies, economies of scale, government-sponsored 

infrastructure, and tax benefits (WTO, 2017). Under the current dispensation, MSMEs are only 

being used to lure WTO Members like Kenya and Uganda to expedite the WTO E-Commerce 

negotiations proponents' agenda, even when the proposed rules are tilted against their favour. 
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7.3.5 The rise of data Sweatshops: Locking in labour rights for click and remote workers 

 

Research findings revealed rising violations of the rights of platform workers in Kenya and 

Uganda (see sub-chapter 6.2.2) due to the increasing establishment of data collocation centres 

in these countries, especially Kenya. While still in its infancy, the absence of labour rights for 

platform workers in Kenya and Uganda creates an ideal environment for “dirty” and strenuous 

digital jobs (e.g. data labellers) by tech corporations. This directly reinforces new 

constitutionalism, which aims to secure the dominance of market forces and capital over labour 

and democratic governance through the deregulation of labour markets, the reduction of 

workers' rights, and the weakening of labour unions. Indeed, as stressed by Gill (2000): 

The power of capital is both direct (e.g. capital’s superior bargaining power over labour, or 

relative to states that bid for investment against one another) and indirect (e.g. discipline 

exercised on firms, their workers, or on governments in the financial markets, e.g. stock and 

bond markets). Thus, the state is also subjected to market disciplines (p.3). 

In a capitalistic dispensation where workers' rights are sometimes dispensed with for profit 

maximisation, big tech is in for a “killing” in countries like Kenya, where regulations on labour 

rights are still evolving, while the existing ones need updating. 

 

The present experiences of platform workers concerning their rights are similar to those of 

historical colonialism. Historical colonialism survived on the exploitation of labour in 

plantations, mines, and [sweatshops] factories (Rodney, 1972)-all heavily regulating against 

unionisation of workers to thwart collective bargaining, workers' solidarity and political 

consciousness, which, if allowed, would lead to organising against systemic injustices upon 

which colonialism thrived.  In the digital economy, the power of tech corporations to spy on 

workers and use algorithms to rate their performance, coupled with the absence of laws on 

platform workers’ rights in many African Countries, provides an effective ground for data 

colonialism to thrive. Moreover, the rise of data sweatshops in the form of data colocation 

(labelling) centres in the global South is a replica of sweatshops that peaked during colonialism.  

For example, the exploitation of data labellers in Kenya by OpenAI (through Sama, its 

outsourcing partner in Kenya) by requiring employees to read and label between 150 and 250 

passages of text (the majority of which contained traumatising graphic material) daily over a 9-

hour workday, a 9-hour-$2 per hour shows an exploitative model akin to historical colonialism. 

In a capitalistic dispensation where workers' rights are sometimes dispensed with for profit 
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maximisation, big tech is in for a “killing” in African countries [Kenya and Uganda] where 

regulations on platform workers are largely absent.  

 

7.4 New Constitutionalism of Data Governance in Kenya and Uganda and its 

Implications for E-Commerce: Comparison with the Reviewed Literature 

 

The findings in Chapter 6 are consistent with the works of Gill Stephen (1995; 1998; 2000; 

2002; 2008; 2014) and Gill and Cutler (2014), who contend that neoliberalism restructures 

regulatory regimes to protect the interests of corporations, often at the expense of the economic 

sovereignty of nation-states. My findings revealed that the contemporary data regulatory 

policies in Kenya and Uganda have been restructured to safeguard the interests of big tech and 

the metropole where they are domiciled, i.e., securing a liberal cross-border data flow regime 

to pave the way for data siphoning, at the expense of the interests of local tech start-ups, citizens 

and the governments of Kenya and Uganda. In attempting to assess how this restructuring locks 

in Kenya and Uganda in a perpetual position of catch-up, Kwa (2017) illuminates the 

development challenges these countries face:  

Many of these economies have still not dealt with the challenge of previous industrial 

revolutions. Their output and employment are still largely driven by agriculture, small-scale 

manufacturing and low-skilled services, large parts of which are in the informal economy. 

These are economies with low capital stock and high population growth rates (Kwa, 2017).  

As noted in Chapters 5 and 6, Kenya and Uganda are ill-prepared in terms of policy and practice 

to effectively regulate the speed at which the data economy and E-Commerce are evolving. 

These risks lock in the two countries in a perpetual catch-up mode, making them unable to 

gainfully participate in E-Commerce. This reinforces the argument by Kwa (2017), who argues 

that digitalisation is expected to disproportionally benefit developed markets at the expense of 

emerging markets, which currently do not have the technological ability to enjoy the relative 

gains that could be redistributed via extreme connectivity.   

 

Additionally, research findings revealed that platform lock-ins significantly limit Kenyan and 

Ugandan local tech and E-Commerce start-ups' capabilities to leverage their data for innovation 

and E-Commerce (see 6.5.1 and 6.5.2). These findings align with studies by scholars (see 

Chapter 2) like Oyedemi (2019) Ndemo and Weiss (2017), Babalola (2023) and Iyer, Achieng, 

Borokini, and Ludger (2021), among others, that illuminate the negative impacts of 

the dominance of Africa's digital economy by foreign big tech companies. In general, these 
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authors contend that the liberalisation of local markets to global tech giants enables them to 

outcompete and overshadow local firms, which perpetuates their domination of the digital 

landscape, including the setting of terms and conditions that favour their continued control. 

This argument relates to the findings in chapter 6, which revealed that the liberal data regulatory 

ecosystem for Kenya and Uganda has enabled tech companies (Amazon, Huawei, Google, Visa, 

Facebook and Microsoft), and E-Commerce platforms (Jumia, Booking.com, Uber) to control 

both E-Commerce and the data market in the two countries. 

 

From a colonial perspective, Calzati (2022), Benyera (2021), Mejias and Couldry (2024), James 

(2020), and Iyer, Achieng, Borokini, and Ludger (2021) all discuss the digital colonialism that 

manifests in developing countries (Kenya and Uganda in this case) when data regulatory 

frameworks and institutions fail to protect citizens from exploitative data practices by tech 

companies and E-Commerce platforms. Taking the New Constitutionalism angle, colonialism 

in trade agreements (like the WTO and the STIP and these partnerships in this case) is that they 

have “quasi-constitutional status at the global level in key aspects of economic and political life 

– in ways that subordinate the state to investors and private corporations” (Gill, 2000, p.9). 

Linked to E-Commerce, this leads to granting of more powers to tech and E-Commerce 

platforms while minimising the right of the States to regulate in the interest of consumers and 

citizens. Ultimately, this leaves local tech and E-Commerce start-ups at the whims of market 

forces, with some often being edged out of the market. It is not surprising that start-ups in 

Uganda like Diva Taxi (female owned ride hailing) and K2 Telecom (owned by Buganda 

Kingdom), and those in Kenya like Notify Logistics, Sky Garden, Zumi, RejaReja, and Wabi 

have ceased operations due to being outcompeted by big actors like Airtel, MTN, Safaricom, 

Jumia, and Uber among others, all largely domiciled in the former metropole. This maintains 

an extractive metropole-colony/protectorate relationship in the digital era, which replicates 

what was witnessed during historical colonialism.  

 

Discussing the interests of colonialism, Rodney (1972, p. 149) stresses that “Colonialism was 

not merely a system of exploitation, but one whose essential purpose was to repatriate the profits 

to the so-called mother country. In the same vein, intervention in Kenya and Uganda’s 

sovereignty by big tech corporations is not the ultimate aim but explicitly serves the interests 

of the metropole where these corporations are domiciled. The efforts to liberalise the data value 

chain, including its flow across the border, go hand in hand with the limited regulation on cross-

border data flows by the two countries, which has been further promoted by their partnerships 

with big tech corporations like Huawei, Google, Microsoft, Mastercard and Facebook, among 
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others, for rolling out of E-Government and expansion of digital infrastructure. As earlier 

discussed, Kenya and Uganda depend on big tech from the metropole for hard and soft digital 

infrastructure, including platforms. At the onset, this has created power asymmetries with the 

aforementioned tech corporations, who control this infrastructure, having an upper hand over 

the two governments in controlling the trajectory of digitalisation. For example, assessing the 

coloniality of the EU’s GDPR, Daniels, Erforth, and Teevan (2023) argue that: 

The EU is engaged in a race to catch up with the leaders of the digital revolution – namely, 

China and the United States – and hopes to strengthen its own digital economy with an 

increasingly active industrial policy, including a growing number of planned projects and 

investments focused on digital technologies (p.5). 

This observation validates literature criticising external actors like the U.S.A., China and the 

EU's digital cooperation with Kenya and Uganda as merely a means to assert their interests in 

the two countries’ digitalisation agendas.  It also validates the argument by Solon (2017) and 

Oyedemi (2019), who view digital infrastructure as a means to facilitate increased data 

extractivism from developing countries (like in Africa). The reliance on digital infrastructure 

by Kenya and Uganda on the metropole and emerging, yet disguised colonialists like China 

makes the depth and speed of E-Commerce in these countries (Kenya and Uganda) pegged to 

the metropole, often leading to a non-vibrant E-Commerce landscape in the two countries.  

 

In Chapter 6, findings revealed that in order to gainfully participate in E-Commerce, Kenya and 

Uganda will require policy space to enable them to tame big tech companies. Research findings 

further unravelled that this policy space can only be achieved when these countries enact data 

and E-Commerce policies independently and informed by their own realities, without imitating 

the frameworks of external actors, e.g. the EU’s GDPR. This is in line with the arguments of 

Pfeiffer (2022) and Gurumurthy and Chami (2022) who note that the interests of states that are 

latecomers to the digital economy, regarding a regulatory framework, focus on the need for 

such frameworks to provide flexibility with data flow governance so that countries with 

different levels of readiness and capacities have the necessary policy space to design pro-

development national data and E-Commerce regulatory policies and agreements. Limited 

policy space by the governments of Kenya and Uganda to regulate big tech corporations has 

led to premature and unfair competition between local (start-ups) and big foreign digital trade 

platforms, leading to the former being less capable of competing with the latter in the budding 

E-Commerce market in Kenya and Uganda.  
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There have been attempts by scholars to tease out mechanisms to mitigate the effects of big 

tech corporations on digital latecomers. Taking this approach, Mwangi, Njiraini, and Waweru 

(2023) recommend that the effect of platform lock-ins can be mitigated by regional integration 

and joint policy efforts. While, in principle, my results support this idea, the lack of data 

governance enforcement mechanisms in the East African Community (EAC), coupled with the 

big digital divide, inhibits the effectiveness of regional policies in supporting data sovereignty. 

Indeed, with the lack of regional [EAC] data and E-Commerce regulatory frameworks, each 

country (Uganda and Kenya) has been left to their own devices to enact policies which differ 

(to some extent) in freedoms of tech and E-Commerce companies on one hand and those of 

consumers and the state on the other. As a result, tech and E-Commerce companies appear to 

enjoy absolute power in the domination of data and the E-Commerce value chain in both Kenya 

and Uganda, which tilts the equation of power from the respective states to favour the tech 

corporations. 

 

Research findings revealed that the digital divide (regarding infrastructure, competitiveness of 

local actors, skills and up-to-date policies) in Kenya and Uganda currently limits the gainful 

participation in E-Commerce by Kenya and Uganda. These findings are in agreement with 

SEATINI (2017), which notes that African countries (Kenya and Uganda in this case) are keenly 

aware of how the digital divide still presents enormous hurdles for their full participation in E-

commerce, and especially cross-border E-Commerce. It is therefore not surprising that 

countries like Uganda are currently opposed to negotiating rules on E-Commerce at the WTO 

because, if agreed to, these rules will put power over both countries’ futures and their economies 

in the hands of a largely unregulated private oligopoly (SEATINI, 2017).  

 

It is further argued that private actors such as big tech, i.e., social media platforms, search 

engines, and E-Commerce platforms, exercise significant power in shaping how data is 

collected, analysed, and used for commercial purposes (Gurumurthy & Chami, 2021; James, 

2000; Catalano, 2022), Singh, 2019, 2022). This can have significant implications for a 

country's participation in e-commerce, as the ability to collect and analyse data is increasingly 

becoming a key determinant of economic success. Indeed, my findings further revealed that the 

digital divide is further exacerbated by the fact that the rules have led to the domination of data 

and E-Commerce value chains by leading actors like Huawei, Jumia, Safaricom, Microsoft, 

Airtel, Google, Facebook, among others in Kenya and Uganda, stifling the growth and 

competitiveness of local start-ups. These findings relate to those of Øverby and Audestad (2021) 

who argue that the oligopolistic control and ownership of the data-based economy by a few 
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countries and big tech firms makes them capable of unilaterally setting the rules of interaction 

for all the economic and social actors in that sector (such as Uber vis-a-vis transport, Amazon 

for E-Commerce, Airbnb for accommodation, and Facebook for digital social interactions).  

 

Finally, while discussing factors that determine gainful participation in E-Commerce, 

Manganelli and Nicita (2022) note that global digital platforms like Google, Amazon, Alibaba, 

Microsoft, and Facebook, among others, are in a privileged position to collect data at a massive 

scale when their many users access their services. This gives them a significant competitive 

advantage (Manganelli & Nicita, 2022). The authors further caution that in the absence of a 

proper international system of global data governance, this advantage in data collection directly 

translates into these platforms being able to capture most of the monetary gains of the data-

driven digital economy and thereby also of cross-border data flows. This directly reechoes my 

findings, which revealed that big tech firms like LG, Hisense, Bosch, Mika, Huawei, Apple, 

and Samsung dominate the manufacturing of tethered devices that connect people to data 

collection platforms have become household brands in Kenya and Uganda. This networked 

intelligence has led to double extraction from Kenya and Uganda in terms of actual profits from 

the sale of these products and the extraction of users' data for profit. Moreover, field findings 

further revealed that tech companies like Amazon, Huawei and Google dominate the computing 

bulk in Kenya and Uganda, which aids large-scale dispensation and storage of data (the cloud), 

which gives them the ability to dominate the entire data and E-Commerce value chain. This 

validates the argument by Langworthy (2019) who notes that Alphabet (Google’s parent 

company), Amazon, Apple, Facebook and Microsoft have created business models around 

technology that enables the collection, extraction, and value-add processing of big data into 

information that is fed back into their ecosystems to innovate, enhance services and products, 

retain customers, and grow sales, leaving other digital laggards (Kenya and Uganda in this case) 

in catch-up mode when it comes to E-Commerce. 

  

7.5 Conclusion 
 

This chapter has provided a critical examination of the ramifications of neoliberal lock-ins in 

data governance on gainful participation in E-Commerce by Kenya and Uganda. It 

demonstrates how Gill’s New Constitutionalism theory elucidates the structural and systemic 

limitations imposed by international and regional trade regimes, Big Tech monopoly, and weak 

domestic data governance frameworks. These factors mutually constrain the ability of the two 

countries to leverage data for their competitive and gainful participation in E-Commerce.  The 
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findings unravel that the liberal cross-border data flow regimes promoted by Kenya and Uganda 

preserve substantial power asymmetries. Big Tech corporations utilise these loopholes to 

extract data while avoiding effective regulation by states. These dynamics lead to the 

perpetuation of digital colonialism, where Big Tech corporations monopolise the data value 

chain, weakening national interests. Besides, trade agreements like those at the WTO and 

AfCFTA further shrink the policy space required for national governments to effectively 

regulate data for gainful E-Commerce participation.  

 

The chapter also highlights the systemic dependence on metropole-originating digital 

infrastructure, which not only aggravates dependence but also undermines the ability of local 

tech start-ups to flourish. This has led to an exclusionary digital ecosystem where the supremacy 

of Big Tech overshadows embryonic local start-ups. Additionally, the absence of harmonised 

and effectively obligatory data protection laws in both Kenya and Uganda has left them 

susceptible to exploitation and limited their negotiating power in global (WTO) and continental 

(AfCFTA) forums. In conclusion, the ability of Kenya and Uganda to gainfully participate in 

E-Commerce pivots on addressing these systemic challenges. There is an important need to 

support domestic data regulatory frameworks, boost regional cooperation, and emphasise more 

control over cross-border data flows. These actions will necessitate reviewing data governance 

frameworks that front the growth of local tech-startups over Big Tech corporations, ensuring 

that digitalisation leads to inclusive economic transformation rather than consolidating 

dependency and colonialism.  
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8 Chapter 8: Conclusion and Recommendations  
 

8.1 Introduction 
 

This dissertation set out to examine the conditions under which participation in the digital 

economy may be considered gainful, with particular reference to Kenya and Uganda. In doing 

so, it sought to move beyond prevailing assumptions that equate inclusion within digital markets 

with developmental progress, and instead to interrogate the structures that shape how value is 

generated, distributed, and retained. The analysis has proceeded from a simple, though often 

overlooked, distinction: that participation is not, in itself, synonymous with advantage. To 

participate is merely to be present; to participate gainfully is to occupy a position from which 

value may be secured, capabilities developed, and agency exercised 

 

This dissertation is based on literature by Singh (2020; 2022), African Union (2023), 

Gurumurthy and Chami (2022), Burri (2021), Anushka (2020), and Sætnan, Schneider, and 

Green (2018) to examine why digitally catching-up countries are engrossed in enacting data 

regulatory frameworks. The dissertation has also used literature by Øverby & Audestad (2021), 

Sucker & Beyleveld (2022); Solon (2017); Berti, Marina, Ponti, & Craglia (2020), and 

UNCTAD (2018; 2019; 2021;2022; 2023) to illuminate how digital latecomers are reimagining 

their trade and data policies in response to the rising behemoth power of Big Tech corporations.  

There is a consensus among the authors that data is a precious raw material driving the digital 

economy and that whoever collects and controls it owns its economic value and ultimately 

controls the digital economy. Thus, this has prompted the rush to regulate data and its entire 

value chain as a means of enabling countries to gainfully participate in E-Commerce.  

 

Like the majority of countries globally, Kenya and Uganda have enacted policies, strategies 

and guidelines to regulate data, the precious resource (often dubbed the new oil or oxygen) of 

the digital economy. As discussed in previous chapters, Kenya has embarked on fortifying its 

data economy by enacting the  Consumer Protection Act of 2012, the Data Protection Act of 

2019, the Computer Misuse and Cybercrimes Act of 2018, the Cloud Computing Standard of 

2019, the National Digital Master Plan of 2022-2032, and the establishment of an office of the 

Data Protection Commissioner (MICDE, 2023). Kenya has also developed a Digital Economy 

Blueprint, which aims to tap into the unique opportunities that will spur the unlocking of the 

benefits of the digital economy potential and guide Kenya’s transformational journey, espoused 

by new and emerging technologies (MICDE, 2019).  
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On the side of Uganda, the country has enacted the  Data Protection and Privacy Act of 2019, 

the Data Protection and Privacy Regulations of 2021, the Access to Information Act of 2005, 

the Regulation of Interception of Communications Act of 2010, the Computer Misuse Act of 

2011 (as amended), Electronic Signatures Act 2011 (Act No. 7 Of 2011), Electronic 

Transactions Act 2011 (Act No. 8 of 2011), and the  Registration of Persons Act, 2015 (MoICT, 

2023) among others. Uganda has also developed a Big Data Utilisation Strategy 2023/24-

2027/28 whose main goal is to make data as accessible, shareable, and usable as possible for 

all types of stakeholders who require information for economic and societal gains (MoICT, 

2023). These regulatory frameworks are aimed at scaling up efforts by Kenya and Uganda to 

catch up with the already digitally advanced countries, both in E-Commerce and the data 

industry (including data centres and data infrastructure). At the continental level, the regulatory 

frameworks are also aimed at contributing to the realisation of the African Union’s Digital 

Transformation Strategy for Africa (2020-2030) which seeks to harness digital technologies 

and innovation to transform African societies and economies to promote Africa's integration, 

generate inclusive economic growth, stimulate job creation, break the digital divide, and ensure 

Africa’s ownership of modern tools of digital management (African Union, 2020).  

 

However, less attention has been paid to how power relations in data governance undermine 

the efforts of these countries to enact data regulatory frameworks that would propel their gainful 

participation in E-Commerce. Indeed, limited scholarship has examined how the interests of 

actors like Big Tech corporations and countries that dominate the E-Commerce and Data value 

chain shadow those of digital latecomers like Kenya and Uganda, and how this ultimately 

consolidates the digital divide by trapping the latter countries as consumers and suppliers of 

raw materials (data in this case) rather than producers of digital products. This dissertation has 

unravelled a clash in the interests of the different actors, i.e., tech and E-Commerce 

corporations, governments and consumers. While the first two, i.e., tech and E-Commerce 

corporations, are interested in a liberal [cross-border] data flow regime, and the last two, i.e., 

governments and consumers, prioritise a regulated [cross-border] data flow regime.  

 

As noted above, regulation of [cross-border] data flows is a critical tool that States require to 

direct their digitalisation policies in view of building national competitiveness in E-Commerce 

and Data economy. It was therefore paramount to further examine the power relations and 

influence of external actors like the European Union, the U.S., and China in relation to shaping 

the data ecosystem of digital latecomers like Kenya and Uganda. Moreover, these actors have 
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divergent interests which impact the trajectory of the two countries’ digital economies. While 

the U.S. and China already dominate data infrastructure (Google, Facebook, Huawei, ZTE, 

Microsoft Azure) and E-Commerce (Amazon, WhatsApp-TikTok-and Facebook marketplaces, 

Alibaba, KiKuu, Kilimall) landscape in these countries, the EU is rising as a new actor in data 

policy through its aggressive push for countries to design their data policies heavily borrowing 

from the EU General Data Protection Regulations (GDPR). While divergent interests, they 

serve the same purpose, i.e., lock-in digital transformation in catching-up countries like Kenya 

and Uganda. Thus, it was imperative to study how the power dynamics of data governance 

impact the gainful participation in E-Commerce by Kenya and Uganda. 

 

Finally,  this dissertation had to consider other illuminating variables like the commitment of 

the governments of Kenya and Uganda to tame the powers of [Big] Tech corporations, the 

readiness of data regulatory frameworks in each country to counter the behemoth powers of Big 

tech corporations, and the readiness of local E-Commerce and tech start-ups in Kenya and 

Uganda to ably compete with Big Tech corporations like Google, Facebook, Huawei, ZTE, 

Microsoft Azure, amazon, Alibaba, KiKuu and Kilimall. By deploying Gill’s new 

constitutionalism theory, this dissertation assessed the role of global legal and institutional 

actors and institutions in shaping data governance and how this impacts E-Commerce 

participation in Kenya and Uganda.  

 

Under this dissertation, 30 semi-structured interviews (15 from Kenya and Uganda 

respectively) with key informants i.e., key policymakers and technocrats (ministers, agencies, 

and departments), political-decision makers, civil society, policy analysts from think tanks, and 

representatives from interest groups, i.e., data centres and E-Commerce platforms in Kenya and 

Uganda respectively (see Chapter 4) were conducted. This was complemented by secondary 

data sources, including electronic and hard copy books and scholarly articles on data 

governance and E-Commerce, including reports from key international, regional, and national 

research and capacity-building institutions, think tanks, academic scholarship, and Civil Society 

Organisations, among others. This chapter presents a summary of research findings, 

contributions of this dissertation, limitations, areas for further research, and recommendations.  

 

8.2 A Recap on the Research Findings 
 

This dissertation has assessed the complex nexus between power dynamics in data governance 

and the gainful participation in E-Commerce by Kenya and Uganda. The findings illuminate 
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how power relations entrenched within the global data governance ecosystem excessively 

favour Big Tech corporations, who already dominate the data and E-Commerce value chains. 

By using their power over states in regulating data, Big Tech corporations, occasionally in 

cooperation with local dominant or start-up tech firms, consolidate their market (data) power to 

edge out struggling, weaker, or smaller tech firms (often start-ups), thus perpetuating the digital 

divide.  

 

Research findings observed a fairly advanced data and E-Commerce ecosystem was observed, 

evidenced by vibrant financial technologies (e.g., mobile money platforms) and a growing E-

Commerce landscape with more businesses being integrated in digital trade (e.g., creating 

online apps or social media pages).  Indeed, Kenya has become one of the world leaders in 

driving financial inclusion through the use of digital finance solutions such as M-Pesa, Mula, 

PesaLink, and Pesapal (MICDE, 2019), with M-Pesa ranking as a leading mobile money 

transfer service in Africa, with over 50 million active users (UNCTAD, 2022). Nevertheless, 

Kenya’s sprawling data and E-Commerce ecosystem is faced with challenges of inadequate 

data protection laws and over-reliance on global Big Tech platforms. For example, while M-

Pesa is a dominant mobile money service platform in Kenya that illuminates the country’s 

digital potential, its systems are heavily dependent on foreign-developed digital infrastructures 

like the internet, smartphones, laptops, and modems, among others. Furthermore, Kenya’s 

leading E-Commerce platforms like Jumia operate within an ecosystem largely influenced by 

global Big Tech platforms like Google, Apple, Huawei, Alibaba, Amazon, Microsoft, Samsung, 

and Facebook, showcasing the intricate interplay between innovation by local tech start-ups 

and global dominance of data and E-Commerce by Big Tech corporations in a handful countries 

i.e., the U.S, China, and South Korea (see Fig 13 below). 

 

On the other hand, whereas Uganda showcases a resilient and budding E-Commerce economy, 

the country faces several key limitations, including poor connectivity (digital infrastructure), 

policy incoherence, and weaker data and E-Commerce regulatory frameworks. Noteworthy 

initiatives such as the partnership between Mastercard and MTN-Uganda (a leading 

telecommunication company in Uganda) in creating a prepaid virtual card tailored for MTN’s 

mobile money customers (MTN, 2024) mirrors these dynamics but also illuminates Uganda’s 

(and its local tech start-ups) vulnerability and dependency on external actors. Nevertheless, 

there are some pushbacks against the domination of the data and E-Commerce landscape in 

Uganda by external (global) Big Tech corporations. For example, SafeBoda, a ride-hailing 

company in Uganda, has expanded its E-Commerce scope to enable its customers to access 
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other services like parcel/package delivery, payment of utility bills, sending (mobile) money 

and buying of airtime and data (SafeBoda, 2022). While such pushbacks are on a narrow scope 

compared to Kenya, they showcase local initiatives which, if scaled up, could jump-start a 

competitive data and E-Commerce sector in Uganda. Nevertheless, it is key to note that findings 

from both countries revealed deeply entrenched vulnerabilities to neoliberal lock-ins, which 

ultimately constrain their abilities to fully maximise the opportunities presented by the 

“spawns” of the digital economy, i.e., data and E-Commerce. 

 

 

Figure 13.Top 10 Tech Companies in The World In 2024. Source: (McShane, 2024) 

 

In addition to the research findings, contrasts with other African countries disclose key insights 

into how a country can proactively nurture and develop a competitive data and E-Commerce 

ecosystem. For example, the government of Rwanda has spearheaded digitalisation initiatives, 

including the Smart Rwanda 2020 Master Plan, which aims at fostering a more coherent 

approach to the country’s digital governance (Ministry of ICT & Innovation, 2015). This 

masterplan entails a multilayered approach, including digital infrastructure development, the 

expansion of e-government services, the implementation of digital literacy programs, and 

robust support for local tech startups (Telecom Review, 2024). Furthermore, the 

implementation of strong data protection laws and policies by South Africa through its mother 

document, i.e., the Protection of Personal Information Act (POPIA) (Anokhy, 2024) verifies 

the likely benefits of enacting comprehensive data regulatory frameworks. Both initiatives by 

Rwanda and South Africa differ sharply from the fragmented data regulatory frameworks in 

Kenya and Uganda. 
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This dissertation has also underlined the role of Gill’s new constitutionalism theory in providing 

an important pathway to examine the permeation of neoliberal lock-ins within data governance 

frameworks at national, regional and multilateral levels. Gill’s theory revealed how the 

interplay of regulatory seizure, digital colonialism, and free cross-border data flows produces 

structural and systemic dependencies for digital latecomers like Kenya and Uganda. For 

example, trade agreements like the Kenya-U.S. Strategic Trade and Investment Partnership 

(STIP) echo these dynamics by entrenching provisions (e.g., no data localisation, no source-

code disclosure, and no obligations for local location of computing facilities) that largely favour 

Big Tech corporations, thereby undermining domestic policy space to craft pro-developmental 

data governance policies. Thus, Kenya and Uganda’s respective data ecosystems are being 

fashioned by both historical and present-day corporate-driven policies (a form of new 

constitution), which are undermining the gainful participation in E-Commerce by local tech 

start-ups. To avert the risk of being trapped at the lower end of the digital/data value chains as 

mere suppliers of raw data and consumers of digital products, Gill’s theory has enabled the 

researcher to pinpoint the current gaps in the data regulatory constitutions (policies and 

strategies) and institutions for Kenya and Uganda, which require reform. 

 

To sum up the key findings, the findings of this study suggest that, while Kenya and Uganda 

are increasingly integrated into the circuits of digital trade, such integration remains 

circumscribed by structural constraints. These constraints are manifest in the dominance of 

external platforms, the limited development of domestic technological and regulatory 

capacities, and the restricted policy space available to states seeking to shape data governance 

in accordance with national priorities. Under such conditions, participation is frequently 

characterised by asymmetrical value relations, in which data and digital value are extracted and 

consolidated elsewhere. The result is a form of engagement that is, at once, visible and yet 

materially constrained, i.e., participatory in form but limited in substance. 

 

8.3 Theoretical Implications and Contributions 
 

One of the emerging debates from this dissertation is on new constitutionalism as a power lock-

in mechanism in data governance. This dissertation extends Gill's new constitutionalism theory 

by demonstrating how neoliberal governance of data enables platform lock-ins and data 

siphoning in countries like Kenya and Uganda, which are still playing catch-up in the digital 

economy. As a result, the evidence reviewed in the contextual and analytical Chapters of this 
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dissertation confirms the existence of new constitutionalism mechanisms of data governance in 

Kenya and Uganda that trigger power relations shaping the participation in E-Commerce by the 

two countries. New constitutionalism serves as an important lens for comprehending the 

mechanisms through which neoliberal notions are enmeshed in data governance agendas, 

leading to systemic and structural lock-ins that prioritise market forces (tech corporations) over 

democratic control. 

 

In the context of Kenya and Uganda, the supremacy of big tech corporations stems from their 

influence on data and E-Commerce policies, laws, and infrastructure, illuminating a deliberate 

determination to shield the digital economy from regulation by the state. For instance, clauses 

in Kenya’s Data Protection Act of 2019 permit cross-border transfer of data with minimum 

safeguards, putting the interests of big tech corporations before state sovereignty. These lock-

ins limit the ability of the State to regulate and preserve power asymmetries, where countries 

like Kenya and Uganda remain inferior to global corporate interests. By formulating these 

dynamics under Gill’s new constitutionalism theory, this dissertation illuminates how the digital 

economy has evolved into a new frontier for neoliberal consolidation, with far-reaching 

ramifications for national constitutionalism, justice and sovereignty. 

 

The dissertation further spreads the application of the new constitutionalism concept to the 

digital economy by offering a fresh framework for examining data governance and E-

Commerce. Originally conceptualised to critique international trade and investment policies 

(Gill, 2014), Gill’s New Constitutionalism theory is similarly appropriate in assessing how data 

and E-Commerce policies are crafted to perpetuate neoliberal principles. The findings further 

present new modes such as the role of data localisation and algorithmic biases, which illuminate 

the embryonic nature of these power relations. By integrating these evolving issues, the 

dissertation not only corroborates Gill’s theory but also expands the scope of its applicability, 

presenting new insights into how the digital economy is being fashioned by both historical and 

present-day corporate-driven policies. In doing so, the dissertation contributes to ongoing 

debates within political economy, development studies, and digital governance by advancing a 

framework through which participation may be assessed not simply in quantitative terms, but 

in relation to power, control, and value. 

 

Gill’s constitutional theory underscores the need for pushback on the deeply rooted neoliberal 

norms by lobbying for laws and policies that favour national and regional sovereignty. For 

example, Kenya and Uganda could implement alternative data governance models like data 
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cooperatives, where local actors jointly own and manage data and the economic value that stems 

from it. This model would not only reorganise power but also ensure that the economic value 

from data is shared by local communities. Moreover, the theory proposes a need for rigorous 

regulatory measures to thwart the monopolistic leanings of Big Tech. Policies guaranteeing 

clear data practices, just data-sharing mechanisms, and local content needs for data and E-

Commerce platforms could diminish external dependencies. For instance, emulating measures 

like India’s requirement for data localisation would safeguard critical data by confining it within 

national borders, ultimately bolstering both economic and digital sovereignty. 

 

Another unravelling debate from this dissertation is the nexus between digital colonialism and 

data sovereignty. The case for the role of sovereignty in a country’s development has been 

emphasised by Chomsky (2016), who argues that:  

Sovereignty has been a tool of emancipation of the peoples of Africa who are beginning to 

chart transformational paths for most of the African countries after centuries of predation 

by the slave trade, colonialism and neocolonialism. Careless assaults on the sovereignty of 

African countries are, therefore, tantamount to inflicting fresh wounds on the destiny of the 

African peoples (p.26).  

 

The findings revealed the recurring forms of exploitation under digital colonialism, a notion 

that evokes the practices of historical colonialism.  In the digital epoch, data has substituted 

natural resources as the principal commodity of siphoning, with Big Tech corporations utilising 

their technological supremacy to siphon data from users in Kenya and Uganda. This creates a 

reliance on digital platforms and infrastructure provided and controlled by the metropole, which 

results in local economies being incapable of fully securing gains of their data (Pfeiffer, 2022; 

Coleman, 2019). The dissertation shows how data laws, governance frameworks, and 

investments in infrastructure are designed to serve the interests of Big Tech corporations, 

sustaining a dependency cycle. Thus, digital colonialism emerges as a systemic phenomenon 

that limits the sovereignty of countries like Kenya and Uganda in the digital economy, 

resonating with the exploitative modes of historical colonial administrations. This work further 

advances inquiries into whether investments in digital (data) infrastructure by Big Tech 

corporations such as Google and Huawei’s undersea cables in Africa genuinely favour local 

development or mainly facilitate data extraction interests.  

 

The nexus between local and global data governance is another debate manifesting from the 

findings of this dissertation. The global-local interplay is an important aspect in shaping the 
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digital governance ecosystem. International institutions like the WTO and the EU shape 

national data regulatory frameworks by encouraging liberalisation and the free cross-border 

flow of data, which often contradicts national state interests (James D., 2020). For example, 

Kenya’s participation in the WTO Joint Statement Initiative (JSI) on E-Commerce (James D., 

2020) mirrors how global ideals on data governance are imposed on digital latecomers, 

compelling them to enact regulatory regimes that undermine national data sovereignty while 

promoting international capital mobility. This dissertation emphasises the challenges faced by 

digital latecomers in circumnavigating these international pressures while preserving their 

domestic digital agendas. This nexus illuminates the traction between observing global norms 

and addressing the unique needs of economies which are latecomers to digitalisation, hence 

strengthening the need for a nuanced tactic to designing digitalisation policy. As discussed in 

previous chapters, addressing this will require a set of [digital constitutions] policies at the 

national, regional and global levels that preserve space for digital latecomers to enact policies 

that would increase their digital competitiveness.   New constitutionalism theory helps 

illuminate the role of digital “constitutions” (policies) in promoting a country’s capacity to build 

a competitive data and E-Commerce economy. This dissertation, therefore, contributes to a 

nuanced understanding of how neoliberal lock-ins of data governance in data policies shape 

Africa’s participation in E-Commerce. 

 

Finally, another debate that this dissertation and its findings deliver is with regard to a 

comparative analysis of policy responses. The divergent approaches of Kenya and Uganda to 

digital governance unravel important perceptions into the usage of new constitutionalism in 

diverse contexts. Kenya’s fairly progressive regulatory frameworks, like the Data Protection 

Act of 2019, mirror efforts by digital latecomers to balance Big Tech obligations with the 

priorities of local economies (Kenya in this case). However, this dissertation illuminates that 

these regulatory frameworks are often laden with loopholes that Big Tech relies on to dominate 

the entire data and E-Commerce value and supply chains within economies of digital laggards. 

On the other hand, Uganda’s underdeveloped digital infrastructure produces vulnerabilities that 

impede the country’s gainful participation in the [data and E-Commerce] digital economy. This 

comparative examination illuminates the different manifestations of new constitutionalism 

contingent on a country’s level of digital preparedness, providing a profound understanding of 

its wider implications.  

 

Thus, this dissertation contributes to new scholarship on the manifestations of digital 

constitutionalism, i.e., through new digital (data to be specific) rules and constitutions which 
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seek to circumscribe the power of States in regulating economic (trade, investment, fiscal), 

social (health, environmental, education) and political policies, thereby guaranteeing more 

power and domination by (transnational) corporations. This showcases the importance of Gill’s 

framework in analysing contemporary data governance dynamics. Indeed, conceptually, the 

dissertation has advanced an integrated framework through which these dynamics may be more 

adequately understood. By bringing into dialogue the insights of new constitutionalism and 

digital colonialism, it has sought to illuminate both the institutional architectures that structure 

digital governance and the material consequences that follow from them. New constitutionalism 

has provided a means of apprehending how rules governing digital trade and data flows are 

stabilised and insulated, often beyond the reach of democratic revision. Digital colonialism, in 

turn, has drawn attention to the patterns of extraction and dependency that such arrangements 

may engender. Considered together, these perspectives offer a more complete account of how 

power operates within the contemporary digital economy, i.e., at once juridical and material, 

structural and experiential. 

 

8.4 Policy Implications and Contributions 
 

From a policy angle, the dissertation factually validates that neoliberal lock-ins in data 

governance exist in Kenya and Uganda and are enabled by the weak domestic data regulatory 

frameworks. The dissertation revealed that both Kenya’s Data Protection Act of 2019 and 

Uganda’s Data Protection and Privacy Act of 2019 perpetuate neoliberal lock-in by less 

regulation of big tech (see Tables 2,3, and 4). These lock-ins manifest themselves through 

voluntary and involuntary collection of Personal [user] Data by tech companies through their 

platforms and infrastructure (devices), commercial use of personal data, liberal cross-border 

transfer of Personal Data, non-binding obligations on location of computing facilities in the 

host country (Kenya and Uganda in this case), and low penalties for violation of Data and 

privacy rights which makes it easier for Big Tech companies to violate these rights given their 

ability (economic muscle) to pay the fines. As argued in Chapter 6, these laws do not have 

“teeth” to tame big tech corporations like Google, Amazon, Facebook, among others, who have 

hidden under the “opt-out” approach to siphon users’ personal data. Indeed, as Barrett (2019) 

argues, while letting people opt out of data collection is better than not giving them any choice 

at all, it gives too many giant tech companies plausible deniability for the rampant hoovering 

of personal information and allows them to blame the victim when they overreach implicitly. It 

is important that Kenya and Uganda enact data policies that quash the monopolistic inclinations 

of Big Tech corporations, e.g., anti-trust rules and equitable data-sharing legislations, should 
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be pursued both at the national, regional and global levels. This could comprise authorising 

clear algorithms and fair pricing for E-Commerce platforms. 

 

This dissertation reveals that unless Kenya and Uganda’s respective Data Acts and their 

supportive regulatory frameworks are reviewed to give data subjects primary control, they will 

remain insufficient to regulate access and control over data by big tech corporations, hence 

perpetuating neoliberal lock-ins that [unconsciously] legally insulate big tech from regulation 

by the governments of Kenya and Uganda. The dissertation, therefore, provides alternatives 

that Kenya and Uganda can consider in updating their respective data protection laws and 

institutions to contain data localisation requirements and ensure that local tech startups easily 

access this data, as it is critical for their gainful participation in E-Commerce. In undertaking 

the review, Kenya and Uganda need to harmonise their data regulatory frameworks to create 

synergies and fortify their negotiating positions in regional and global trade negotiations. Policy 

harmonisation can calibrate cooperation in building shared digital infrastructure (e.g., fibre 

optic cables) and encourage regional E-Commerce platforms. For example, a united East 

African data regulatory framework could increase trust and cross-border E-Commerce in the 

East African Community (EAC).   For example, collective digital payment systems, similar to 

the European Union’s Single Euro Payments Area (SEPA), could calibrate E-Commerce by 

easing cross-border (intra-EAC) payments.  Furthermore, a coherent joint East African data 

regulatory framework could boost trust and regional E-Commerce. Theoretically, such a 

framework could comprise homogeneous compliance obligations for digital service providers, 

streamlining business operations across the EAC. In E-Commerce negotiations at the World 

Trade Organisation (WTO), Kenya and Uganda should push for an agreement that entails data 

governance provisions that balance cross-border data flows with national sovereignty so as to 

address the current imbalance. 

 

Furthermore, the dissertation proposes policy reforms for Africa’s digital (data) ecosystem that 

Kenya and Uganda can emulate to put in place supportive data regulatory frameworks for 

[gainful] E-Commerce participation. One of the policy reforms is bolstering data sovereignty 

through more robust data localisation regulatory frameworks that champion state regulation and 

control over cross-border data flows. Data localization rules require companies to store and 

process certain types of data (often personal or financial) where it is extracted, which, by design, 

hurts Big Tech’s interest of less government regulation to enable them siphon data in their 

“digital colonies” and store, process, and sell or use it (for its economic value) in the 

“metropole/mother country”.  As argued in the dissertation, at the heart of Big Tech’s trade 
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agenda is the demand for free cross-border data flows, which they are pushing for in trade 

negotiations like the WTO E-Commerce and the AfCFTA through provisions that ban data 

localisation and water down data privacy protections. This is further consolidated (by Big Tech 

corporations) through the creation of platforms, gathering and exploiting vast quantities of user 

data, product bundling, building large-scale infrastructure, strategic acquisitions, and political 

lobbying (Moore & Tambini, 2018). The result is the perpetuation of a global system where the 

digital latecomers are suppliers of raw materials (data) and consumers of digitally manufactured 

or delivered products. By illuminating this power asymmetry, the dissertation proposes 

modalities through which digital latecomers like Kenya and Uganda can design their data 

regulatory frameworks to safeguard the right of the state to regulate data, as this is critical for 

the development of robust and competitive participation of E-Commerce platforms. Both 

countries should review and implement data protection legislations that protect citizens’ data 

and guarantee fair competition in E-Commerce. The two countries could introduce obligatory 

audits for firms handling large-scale data to guarantee compliance, complemented by 

substantial penalties for abuses of such obligations. 

 

Another policy reform suggested by the dissertation is encouraging regional cooperation among 

African regional economic blocks to create coherent data governance frameworks that nurture 

national interests and foster the growth of local data (tech) and E-Commerce start-ups. There is 

a rising narrative that E-Commerce will support Small and Medium Enterprises (SMEs) 

competitiveness in both global and regional markets through innovation and market 

diversification (Singh, 2019). Indeed, there is no doubt that all countries and SMEs will 

participate in E-Commerce because they are increasingly being integrated into the digital 

economy and are developing policies to guide their integration (West, 2022). However, this is 

happening at a time when Big Tech corporations are leveraging regional trade agreements to 

lock in unhindered access to data while inhibiting proper oversight by data governance 

institutions (Catalano, 2022). Moreover, the dissertation has revealed that whereas both Kenya 

and Uganda have data regulatory frameworks with inbuilt mechanisms that enable them to 

intervene in regulating data, they are countries are vulnerable when it comes to regulating big 

tech companies like Huawei, Amazon, Microsoft, Google, Facebook, Visa, Mastercard, and 

ZTE among others given their deeply entrenched dependence on these companies for digital 

infrastructure and capacity building. The dissertation reveals that individual national data 

regulatory policies by digital latecomers may require complementary policies at the regional 

level to strengthen the areas where they are weak in regulating Big Tech corporations. This is 

because regional cooperation can play a vital role in taming the asymmetrical relationship that 



 

274 

Big Tech corporations impose on individual national countries, which makes them unable to 

gainfully regulate data for their E-Commerce participation.  

 

The dissertation has provided a critical examination of how data extraction by Big Tech 

corporations undermines innovation and growth of local tech start-ups in digital latecomer 

economies in Africa, like Kenya and Uganda, which ultimately affects their gainful 

participation in E-Commerce. The value of data is growing exponentially, and big tech 

corporations are willing to construct a digital infrastructure like internet cables, satellite links, 

internet cafes, and connectivity for free, purposely to increase data extraction (Solon, 2017; 

Oyedemi, 2019). Indeed, the desire for sustained data extraction has led big tech companies to 

provide “free” infrastructure, with some like Amazon engaging in “profit cannibalisation” just 

to ensure that many users remain hooked on their sites, as this enables them [tech companies] 

an infinite source for data siphoning. For example, Facebook has launched the Free Basics app 

in 22 African countries (including Kenya and Uganda) to corner the African mobile Internet 

market potential, whereby, through working with local telecom operators, internet users will 

have access to Facebook and other selected websites and services without data (Solon, 2017). 

Furthermore, in Kenya and Uganda, my findings revealed that Microsoft Azure and Huawei are 

offering technology services for free, including training rural citizens on digital skills, offering 

online courses to university students, funding educational programs, improving internet 

connectivity in rural zones, and issuing free gadgets such as smartphones and tablets to 

government technocrats and higher education. 

 

By illuminating the different mechanisms through which data is siphoned from Kenya and 

Uganda, this dissertation contributes to policy measures which the two countries (and other 

African countries) can explore to leverage data for the growth and competitiveness of their local 

data (tech) and E-Commerce start-ups, thereby weaning themselves off Big Tech corporations. 

To effectively wean themselves of Big Tech corporations, Kenya and Uganda should cooperate 

in establishing domestic (EAC) E-Commerce platforms, as this will facilitate their bigger value 

retention within local economies. This should be calibrated with incentives for innovators and 

entrepreneurs in the digital space. For instance, tax incentives for tech and E-Commerce 

startups and “patient credit” for tech innovation hubs could fast-track local data and E-

Commerce development. The role of the state in giving the first nudge cannot be overstated. 

Indeed, the governments of Kenya and Uganda could launch a state-backed initiative like that 

of India’s "Startup India" program, as this would nurture an ecosystem that promotes young 

entrepreneurs’ data and E-Commerce. 
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The findings of this dissertation bring into play the debate on the need to tackle social and 

economic equity in the digital economy. The findings illuminate the practices of labour rights 

violations related to Big Tech operations, e.g., low wages and poor working conditions for 

platform workers and content moderators. Findings further revealed that neither Kenya nor 

Uganda have updated their respective labour laws to address these challenges; the governments 

of Kenya and Uganda should enact labour laws that safeguard the rights of platform workers 

and content moderators. These laws should have provisions that emphasise minimum wage, 

guarantee access to social protections, and regulate the conditions of employment for platform 

workers and content moderators. Comprehensive policies and strategies that encourage 

equitable access to digital resources and opportunities may further guarantee that marginalised 

actors can gainfully participate in the digital economy, nurturing a more equitable and 

transformative digital economy.   

 

The dissertation has also showcased the need to update data and E-Commerce policies at 

national (Kenya and Uganda), regional (EAC), Continental (African Union) and Global (WTO) 

levels to address anti-competitive practices. Indeed, addressing anti-competitive practices is 

another aspect lacking in E-Commerce policies at the National (Kenya and Uganda), regional 

(EAC), Continental (African Union) and Global (WTO) levels. This is even though competition 

in the digital economy tends to lead to a monopoly more often than in traditional markets. Lack 

of measures to address anti-competitive practices, coupled with the enclosure of data by digital 

trade monopolies in Africa, may not only create a skewed and exclusionary marketplace, but 

may also represent a huge opportunity cost in terms of the unrealised public and social value of 

data.  

 

In conclusion, empirically, the study has contributed to a growing body of work that seeks to 

ground debates on digital governance within the lived realities of countries in the Global South. 

Through qualitative engagement with policy actors, practitioners, and other stakeholders, it has 

demonstrated that the constraints identified are not merely abstract but are encountered in 

practice, within regulatory processes, market participation, and everyday interactions with 

digital infrastructures. These findings underscore the importance of situating discussions of 

digital trade within specific national and regional contexts, rather than treating the digital 

economy as a uniform or universally accessible domain. 
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8.5 Challenges and Limitations 
 

It is appropriate, nonetheless, to acknowledge the limits of the present study. Whereas the 

dissertation offers valuable insights into data governance in digital laggards (largely found in 

the global south), it is imperative to admit numerous limitations. This dissertation has 

encountered limitations related to qualitative methodologies, including possible biases in data 

interpretation and generalisation of findings beyond Kenya and Uganda. Some of the challenges 

encountered during data collection included limited access to key respondents due to logistical 

limitations and reluctance from private sector actors to share sensitive information about their 

data governance models and practices. While a total of thirty interviews were conducted, a 

small number of respondents were substituted through snowball sampling, primarily due to 

constraints of availability. 

 

Furthermore, the ever-evolving digitalisation (data and E-Commerce) governance landscape in 

terms of models, negotiations, actors and processes for engagement presented limitations in 

guaranteeing that the research remained up to date, as new regulations and technological 

developments were often introduced during the study period. For example, the introduction of 

the Kenya Cloud Policy of 2024, the Kenya National Digital Master Plan 2022-2032, the Kenya 

Robotics and Artificial Intelligence Society Bill 2023, and the Kenya National E-Commerce 

Strategy of 2023 mid-research necessitated a re-evaluation of the implications of these 

regulatory frameworks on Kenya’s domestic E-Commerce ecosystem. Equally, Uganda’s 

current negotiations with Big Tech companies like Huawei and ROWARD Capital Commercial 

Broker LLC (see Chapter 7) created reservations about the trajectory of the country’s data and 

E-Commerce policies, obscuring the analysis. It is therefore possible that by the time field 

collection ended, the policy space for data governance in Kenya and Uganda had either been 

eroded or strengthened. 

 

Another challenge encountered during field work and data interpretation was the absence of 

comprehensive secondary data on the explicit impacts of power relations in data governance on 

small and medium enterprises (SMEs) data and E-Commerce start-ups in Kenya and Uganda. 

While qualitative interviews under purposive sampling provided rich intuitions, quantitative 

data to verify or contest these accounts were scant. This is also one of the reasons why the 

dissertation is qualitative in nature.  The dissertation also focused on only two countries (Kenya 

and Uganda) in the same geographical setting (East Africa). This limited the generality of the 

findings to the wider African context, given that some countries like Mauritius and Egypt have 
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far advanced digital governance regulatory frameworks, e.g., Artificial Intelligence (AI) 

regulatory frameworks, and are thus better prepared to counter the hyper-evolving digital 

economy governance landscape. Furthermore, even for small economies like Rwanda, data and 

E-Commerce regulatory frameworks have been enacted to prioritise national interests, e.g., 

technology transfer and data localisation to make Rwanda the digital hub of Africa. Therefore, 

this dissertation may not easily illuminate the unique challenges and power dynamics that 

countries “digitally advanced” like Egypt, Mauritius and determined countries like Rwanda 

have to navigate to become competitive actors in the digital [data and E-Commerce] economy 

is limited in the context of illuminate the unique challenges and power dynamics that “digitally 

advanced” countries (like Egypt, Mauritius), and determined countries (like Rwanda) have to 

manoeuvre to become competitive actors in the digital [data and E-Commerce] economy. 

Therefore, while there may be some relevant experiences, these need to be [to use a West 

African common saying] ‘taken with a pinch of salt”.   

 

Furthermore, the dissertation principally relies on Gill's new constitutionalism theory to 

illuminate the power dynamics of data governance and how they impact gainful participation 

in E-Commerce by Kenya and Uganda. While this is suitable given the unprepared digital 

constitutional landscape in the two countries to counter the powers of Big Tech corporations, 

this ignores other critical theories that can be deployed to view the current actions of the states 

of Kenya and Uganda in pursuing liberal data regimes. Indeed, theories like the Developmental 

State as advanced by Chalmers Johnson to describe states which follow a particular model of 

economic planning and management (Chalmers, 1999), and advanced by Chang (1999), 

Mkandawire (2001) and Rutazibwa & Shilliam (2018) can be instrumental in examining how 

digital latecomers like Kenya and Uganda are navigating the power dynamics in data 

governance to develop their E-Commerce participation capacities. For example, because 

achieving economic development requires a state which can create and regulate the economic 

and political relationships that can support sustained industrialisation (Chang, 1999), achieving 

a transformative digital agenda in African countries like Kenya and Uganda requires an 

interventionist state to regulate the data markets and E-Commerce. Furthermore, the 

postcolonial state in Africa was erected on a more uneven ground (Rutazibwa & Shilliam, 

2018). This divide has cascaded into the digital economy, which can partially be addressed 

through an interventionist (developmental) state. Moreover, developmental states are not totally 

alien to Africa (Mkandawire, 2001). All these examples illuminate those other theories, like the 

developmental state, can be used to explain the data governance phenomenon under study by 

this dissertation. The lack of deployment of other relevant theories, therefore, limits the 
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dissertation to only a critical assessment of the political economy of data governance in Kenya 

and Uganda from a New Constitutionalism lens.  

 

Nevertheless, the above limitations do not detract from the central argument. While the study 

focused primarily on Kenya and Uganda, these cases remain highly illustrative of broader 

tensions shaping Africa’s digital political economy, particularly the asymmetrical power 

relations embedded within global data governance frameworks. The selected qualitative 

approach enabled a deeper interrogation of institutional dynamics, regulatory processes and 

competing development narratives that may not have been sufficiently captured through purely 

quantitative methods. Equally, the rapidly evolving nature of digital trade, platform capitalism 

and data governance means that some policy developments may continue to shift beyond the 

study period. Despite these constraints, the findings provide a robust analytical foundation for 

understanding how contemporary data governance structures influence Africa’s prospects for 

meaningful and gainful participation in electronic commerce.  

 

8.6 Suggestions for Future Research 
 

The findings of this dissertation have illuminated that the nexus between data governance, 

digital colonialism, and E-Commerce participation in Kenya and Uganda is shaped by the fast-

evolving power relations of data governance. While this dissertation provides key insights into 

the neoliberal lock-in mechanisms of data governance and their implications for a country’s 

gainful participation in E-Commerce, several gaps and evolving questions permit additional 

investigation. One of such is for future research to tease out the role of regional data governance 

frameworks in tackling digital colonialism in Africa. Future research can explore how regional 

trade agreements like the African Continental Free Trade Area (AfCFTA) can be leveraged to 

quash the monopoly of Big Tech corporations and encourage the growth of domestic data and 

E-Commerce actors, which is an ingredient of realising digital sovereignty. While this 

dissertation mirrors the influence of global institutional actors like the WTO and regional 

processes like the AfCFTA, it does not showcase how such frameworks could be influenced to 

consolidate joint negotiating power for African countries in digital governance forums. 

Researchers could study whether the rules thereunder the AfCFTA Protocol on Digital Trade 

are sufficient and effective in the protection of the budding local data and E-Commerce 

economies in Africa, or whether supplementary actions are needed. Additionally, future 

research could document the achievements and challenges met by other regional economic 

blocs, such as the EU, ASEAN and MERCOSUR, in enacting legal and regulatory frameworks 
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that balance between liberalisation of cross-border data flows with local control and regulation. 

This would shed insightful lessons for African countries on how to harmonise their respective 

national and regional data policies while taming manipulative practices by Big Tech 

corporations. 

 

Another key future research area could examine the political economy of emerging technologies 

in Africa and their potential impacts on Africa’s participation in global E-Commerce. The swift 

spread of emerging technologies, e.g., AI, blockchain, and the Internet of Things (IoT) offers 

both prospects and limitations for digital latecomers like Kenya and Uganda. Future research 

could examine the integration of these technologies into data governance frameworks and their 

implications for a country’s participation in E-Commerce. For example, studies could 

investigate how AI consolidates algorithmic biases that excessively affect marginalised actors 

and economies, or the possibility of blockchain to improve transparency in data management. 

Moreover, future researchers may explore the capacities of African countries to control these 

technologies by examining the gaps in existing laws, policies and strategies, and recommending 

approaches for inclusive data governance. Such research would contribute to a more nuanced 

understanding of how evolving technologies interconnect with the prevailing power dynamics 

and the potential measures that can be deployed to ensure their compliance. 

 

Another potential future research could be a comparative analysis of data governance models 

across Africa. For instance, researchers could study the data regulatory approaches of Kenya 

and Uganda with those of countries like India (Asia) and Argentina (Latin America), which are 

also grappling with digital colonialism and the neoliberal lock-ins it presents. The studies could 

identify common variables under the challenges and ground-breaking solutions that could be 

transplanted to the African context. The research could also assess the effectiveness of diverse 

legal frameworks and institutional actors in achieving data sovereignty for gainful E-Commerce 

participation, presenting broader insights on global experiences in the form of best practices 

and lessons learned. 

 

As the digital economy evolves, the future of work is also evolving. This is leading to new 

labour rights violations, including algorithmic bias, workplace surveillance, and electronic 

union blacklisting. For example, algorithmic bias makes hiring and firing less transparent since 

workers do not have an explicit right to explanation. The findings of this dissertation 

illuminated gross violations of the rights of platform workers, content moderators, and data 

labellers in Kenya by Big Tech corporations. Future research could investigate deeper into the 
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social and economic ramifications of digitalisation and the future of work, with more focus on 

aspects like implications for workers' welfare, mental health, and long-term economic 

entitlements. Additionally, researchers could identify the legal frameworks required to regulate 

Big Tech corporations and protect the rights of platform workers, content moderators, and data 

labellers by benchmarking and documenting the best practices from countries with progressive 

digital labour policies. This would contribute to literature on labour studies and also support 

policymakers to establish fairer, equitable and more sustainable digital work environments. 

 

Lastly, as the digital economy grows, its impact on the environment cannot be overemphasised. 

Indeed, Data centres and networks powering online and cloud services generate an estimated 

1% of global energy-related greenhouse gas emissions (GHG), while digital devices, data 

centres and ICT networks account for 6% to 12% of global energy use (UNCTAD, 2023). 

Furthermore, electronic waste is another concern reported with a 21% increase in global e-waste 

from 2014 to 2019, reaching 53.6 million metric tons, primarily originating in developed 

countries and predicted to double by 2050 (UNCTAD, 2023).  Moreover, only 17% of e-waste 

is properly recycled. Improper disposal can contaminate soil and water sources (UNCTAD, 

2023).  Furthermore, the evolving digital services and technologies like cloud gaming, 

blockchain and virtual reality are set to drastically increase the demand for E-Commerce, data 

services, and digital infrastructure like data centres and fibre optic cables. All these are bound 

to increase the environmental footprint. Therefore, future research could examine the 

environmental ramifications of digital infrastructure on growing a competitive data economy 

and E-Commerce in digital latecomers’ economies like Kenya and Uganda. By blending 

environmental dimensions into the data governance discourse, such research could illuminate 

the trade-offs associated with digital transformation and support the development of a more 

environmentally friendly digital (data and E-Commerce) economy.  

 

8.7 Broader Recommendations 
 

Kenya and Uganda should restore agency in the digital economy by reaffirming jurisdiction 

over their data regulatory frameworks so as to counter the highlighted inequities and 

dependencies in the data and E-Commerce ecosystem. Indeed, to reap the economic benefits of 

data as a commodity and raw material for E-Commerce, Kenya requires a strengthened 

institution to govern the data value chain, which is a key ingredient to achieve digital 

sovereignty. This necessitates harmonising between liberalisation of E-Commerce and the 

safeguarding of national interests. For instance, creating local data centres might decrease 

dependence on external (big) tech corporations for cloud services and guarantee more control 
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over important [personal and government] data. Regulatory frameworks obligating data 

localisation could be a fundamental step. Kenya and Uganda could jointly experiment with a 

data localisation initiative based on health and education data to warrant privacy and local 

ownership while nurturing the growth and ultimate competitiveness of local tech start-ups.  

 

Furthermore, investments in home-based technologies, such as blockchain for safe and 

transparent business transactions, could boost the competitiveness of domestic E-Commerce 

platforms in the two countries, thereby reducing their dependence on foreign big E-Commerce 

platforms.  Taking control of their digital futures allows African countries to ensure equitable 

sharing of digital technologies and innovations for the benefit of their citizens and inclusion in 

the rapidly evolving digital world. Kenya and Uganda must uphold a good culture of data 

protection and ensure the ecosystem is secure to boost economic growth. This will also 

necessitate strengthening their respective data regulatory institutions, i.e., the ODPC and 

PDPO, to govern the data value chain.  

 

The need for sustainability in development policy has necessitated actions to guarantee 

sustainable development and thus cannot be separated from data governance. Indeed, fair data 

governance is a key ingredient for achieving inclusive development and tackling the now 

prevalent digital divide. Guaranteeing equitable access to data, data infrastructure, and E-

Commerce can empower sidelined communities and foster sustainable development. Moreover, 

infusing digital literacy programs into national education curricula can foster a younger tech-

savvy population that can competitively participate in the digital economy (data and E-

Commerce markets). Achieving this requires availability, accessibility and affordability of data 

infrastructures, especially broadband and mobile internet. To achieve this, Kenya and Uganda 

could leverage public-private partnerships to deliver affordable internet in underserved areas 

(e.g. rural areas) through satellite technologies like Starlink or locally available alternatives like 

Faiba (Kenya) and Uganda Telecom. Digital inclusivity in data markets and E-Commerce 

cannot be achieved without the active engagement of women. Programs that support women’s 

involvement in tech, such as coding bootcamps or entrepreneurship scholarships, could mitigate 

the existing gender disparities in data markets and E-Commerce. For example, a “Women in 

Digital Commerce” initiative could assist in bridging the gap and ensuring gender equity in E-

Commerce. 

 

Under global governance, the findings highlight the obligation for global collaboration to tackle 

the power asymmetries in data governance. Developing countries like Kenya and Uganda 



 

282 

should be proactively involved in the formulation of global data and E-Commerce regulatory 

frameworks to guarantee that these frameworks champion inclusivity and equity. For example, 

Kenya and Uganda could push for a “Global Data Equity Framework” at the United Nations to 

guarantee equitable data-sharing mechanisms between the Global North and South. 

Additionally, collaborations with evolving economies like India and Brazil in data and E-

Commerce could offer a shared voice against data monopolisation. For example, an “African 

Asian Digital Alliance” could emphasise forming mutual standards for data interoperability and 

ethical Artificial Intelligence, promoting a more balanced data and E-Commerce ecosystem. To 

this end, discussions in Kenya and Uganda over data centres should also move beyond the 

location of such centres in their respective local domains, to colocation data centres (at the 

regional level) and hyperscale data centres at the continental level.  

 

8.8 Conclusion 
 

In conclusion, the digital economy presents both opportunities and constraints. It offers new 

avenues for engagement yet does so within a landscape structured by enduring asymmetries of 

power. It is not enough to participate. Rather, the question is whether such participation permits 

countries to shape their own developmental trajectories, or whether it binds them more closely 

into configurations not of their making. It is in this sense that the notion of gainful participation 

acquires its significance, i.e., not as a rhetorical flourish, but as a necessary condition for a more 

equitable digital future. 

 

As argued by De Gregorio (2022), the primary challenge for constitutional law in the 

algorithmic society is not to regulate technology but to address the threats coming from the rise 

of unaccountable transnational private powers, whose global effects increasingly produce local 

challenges for constitutional democracies. This dissertation has showcased that power 

asymmetries in data governance largely shape the nature of a country’s participation in E-

Commerce. For digital latecomers like Kenya and Uganda, the dissertation has illuminated that 

their liberal data regimes have facilitated data siphoning, largely trapping the two countries at 

the lower end of global data value chains, i.e., as consumers rather than producers of digital 

products. This has tilted power into the hands of countries where Big Tech corporations are 

domiciled, e.g., the U.S.A., China, South Korea and the European Union, ultimately limiting 

the gainful participation in E-Commerce by digital latecomers like Kenya and Uganda.  
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The dissertation has also highlighted key insights into the mechanisms by which Big Tech 

corporations consolidate their power and monopoly, and how these impacts gainful 

participation in E-Commerce by digital latecomers like Kenya and Uganda. By stressing the 

need for policy interventions, regional cooperation, and inclusive global data governance, this 

dissertation proposes a pathway for guaranteeing equitable participation in the data markets and 

E-Commerce by Kenya and Uganda. Finally, as the digital ecosystem continues to evolve, the 

challenges and opportunities emphasised in this dissertation will remain relevant, especially for 

countries of the global South, which are playing catch-up. It is important that digital latecomers 

like Kenya, Uganda proactively engage in crafting the policies and agreements that govern data 

and E-Commerce so as to ensure that they do not merely participate but flourish as equal actors. 
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