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Chapter 1
Introduction

At the present time the most widely used cryptographic protocols are based on number theory
and on the structure of commutative groups. These include for example RSA, Diffie-Hellman,
ElGamal and elliptic curve cryptography (see for instance [Sil09] or [Kna92]).

Due to the growing strength of computers and the increased sophistication of improved compu-
tational techniques there is a definite need for research concerning new cryptographic protocols.

For the most used cryptographic protocols, like RSA and Diffie-Hellman, there are two problems,
integer factorization and finding discrete logarithms, that provide the security certification. Un-
fortunately there exist algorithms on a hypothetical quantum computer which factor integers
and find discrete logarithms in polynomial time (see [Sho%’]E[). Both problems are hard to solve
on classical computers, but if a working quantum computer is developed, in the future the cryp-
tographic protocols based on these problems are no longer secure. Therefore, it is necessary for
cryptographic protocols to be modified.

An idea that has been pursued is to use non-commutative groups as cryptographic platforms.
One of the earliest suggestions to use those groups was given by W. Magnus and appeared 1973
in his paper [Mag73]. However, it was the pioneering paper [MWS85] by M. R. Magyarik and
N. R. Wagner in 1985, where they introduced the innovative idea of using the difficulty of group
theoretical decision problems (they suggest the word problem) as one-way functions in cryptog-
raphy, that began the work on using non-commutative platforms.

This led to an active line of research which tries to develop cryptographic protocols based on
non-commutative platforms. This area is called non-commutative algebraic cryptography.
Due to the fact, that the best understood non-commutative platforms are groups, this research
area is also known as group based cryptography. The book [MSUO§| from A. Myasnikov,
V. Shpilrain and A. Ushakov contains a good overview of group based cryptography.

In this thesis, we give extensions of known cryptographic protocols, develop new cryptographic
protocols and give modifications of cryptographic protocols. The focus lays on newly developed
cryptographic protocols using non-commutative groups, and the use of techniques which are
typically studied in combinatorial group theory.

With extensions we mean, that the mathematical idea behind a known cryptographic protocol
is used to generate another cryptographic protocol based on this theory. For example we use
the idea behind the CFRZ-secret sharing scheme to come up with a private key cryptosystem.
To develop new cryptographic protocols means, that we use a mathematical theory which was
not used before to get a cryptographic protocol in such a way, thus the based theory is new for
this cryptographic protocol. For example we use finitely generated free groups, Nielsen reduced

LA preliminary version of the paper appeared in the proceedings of the 35th Annual Symposium on Foundations
of Computer Science, Santa Fe 1994, IEEE Computer Society Press, 124-134.



Chapter 1. Introduction

sets and automorphisms on finitely generated free groups, given by Nielsen transformations or
Whitehead-Automorphisms, respectively, to develop symmetric key cryptosystems.

By a modification we use the mathematical idea behind a cryptographic protocol but add some-
thing to it, which, in general, improves the security. For example in addition to a newly developed
symmetric key cryptosystem, based on combinatorial group theory, we use a faithful represen-
tation of a finitely generated free group F' into SL(2,Q).

In progress of writing this thesis the following relating publications arose:

e [FMR13] B. Fine, A. I. S. Moldenhauer and G. Rosenberger, A secret sharing scheme based
on the Closest Vector Theorem and a modification to a private key cryptosystem,
De Gruyter Groups Complexity Cryptology 5 (2013), 223-238.

e [Mol15] A. 1. S. Moldenhauer, A group theoretical ElGamal cryptosystem based on a
semidirect product of groups and a proposal for a signature protocol, Contem-
porary Mathematics 633 (2015), 97-113.

o [MR15] A. I. S. Moldenhauer and G. Rosenberger, Cryptographic protocols based on
Nielsen transformations, ArXiv: https://arxiv.org/abs/1504.03141v1/(2015).

e [FKIMRI15] B. Fine, G. Kern-Isberner, A. I. S. Moldenhauer and G. Rosenberger, On the Gen-
eralized Hurwitz Equation and the Baragar-Umeda Equation, Results in Mathe-
matics 69 (2015), 69-92.

e [MRI16] A. 1. S. Moldenhauer and G. Rosenberger, Cryptosystems using automorphisms of
finitely generated free groups, Tributes 29, Computational Models of Rationality
(2016), 31-51.

e [CFMRZ16] C. S. Chum, B. Fine, A. I. S. Moldenhauer, G. Rosenberger and X. Zhang, On
secret sharing protocols, Contemporary Mathematics (to appear 2016).

In this chapter we first give a brief overview about cryptology and cryptographic protocols.
Examples of mostly standard cryptographic protocols are given. Following by the outline of this
thesis in which we also give a summary of results for each chapter and sketch the developed
cryptographic protocols in tables. Afterwards a section about the assessment of the results of this
thesis is given. Suggestions for other platform groups instead of finitely generated free groups
for the newly developed cryptographic protocols, based on combinatorial group theory, are
explained. The chapter closes with open questions and further research ideas for cryptographic
protocols based on combinatorial group theory.

1.1. Cryptology and cryptographic protocols

This section gives a brief overview of cryptology. For more information see for instance [MvOV97],
[Bucl0], [BFKR15] or [BNS10]. For number theory and cryptography see for example [Kob87].
For group theoretical cryptography see for instance [VS15] and especially for group-based cryp-
tography with a special focus on non-commutative groups see for example [MSUOS].

Historically, cryptology is an old subject, which started with the need for secrecy in informa-
tion and messages, respectively. For example Gaius Iulius Caesar (100 B.C - 40 B.C) used

10
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substitutions for military communication purposes (known as Caesar Cipher, see for instance
[MvOVIT]).

Cryptology contains two subfields: cryptography and cryptanalysis. Cryptography is the
science of developing and implementing cryptographic protocols. Cryptanalysis is the science
of breaking cryptographic protocols. In cryptanalysis the cryptographic protocols are analyzed
and the strengths and weaknesses are presented. In most literatures cryptography is used syn-
onymously with cryptology.

Nowadays, with the use of computers and the internet, there are different goals and purposes
for cryptographic methods; these include confidentiality, data integrity, authentication and non-
repudiation.

These cryptographic goals given in greater detail (following [MvOV97]) are:

e Confidentiality is a technique used to keep the content of information from all but
those authorized to have it. Secrecy is a term synonymous with confidentiality and
privacy. There are numerous approaches to providing confidentiality, ranging from physical
protection to mathematical algorithms which render data unintelligible.

e Data integrity is a technique which addresses the unauthorized alteration of data. To as-
sure data integrity, one must have the ability to detect data manipulation by unauthorized
parties. Data manipulation includes such things as insertion, deletion and substitution.

e Authentication is a technique related to identification. This function applies to both
entities and information itself. T'wo parties entering into a communication should identify
each other. Information delivered over a channel should be authenticated as to origin,
data of origin, data content, time sent, etc. For these reasons this aspect of cryptography
is usually subdivided into two major classes: entity authentication and data origin
authentication. Data origin authentication implicitly provides data integrity (for if a
message is modified, the source has changed).

e Non-repudiation is a technique which prevents an entity from denying previous com-
mitment or actions. When disputes arise due to an entity denying that certain actions
were taken, a means to resolve the situation is necessary. For example, one entity may
authorize the purchase of property by another entity and later deny such authorization
was granted. A procedure involving a trusted third party is needed to resolve the dispute.

A cryptographic task is where one or more parties have to communicate with some degree of
secrecy and would like to get one or more of the above cryptographic aims. Suppose that several
parties want to manage a cryptographic task. Then they have to communicate with each other
and cooperate. Hence, each party has to follow certain rules and implement certain agreed upon
algorithms. The set of all such methods and rules to perform a cryptographic task is called a
cryptographic protocol.

Cryptology is subjected to Kerckhoffs’ PrincipleE]:
The security of a cryptosystem must only lie in the choice of its keys; everything else (including
the algorithm itself) should be considered public knowledge (see for instance [vTJ11]).

This principle can be extended to all cryptographic protocols. The algorithms used in crypto-
graphic protocols are public knowledge and security depends only on the secrecy of the private
assumptions or keys, respectively, of the parties in a cryptographic protocol.

2Synonyms: Kerckhofs’ law; Shannon’s maxim

11



Chapter 1. Introduction

The two parties in cryptographic protocols are often referred to as Alice and Bob.
We differentiate between the following cryptographic protocols:

12

e Cryptosystems:

A cryptosystem is an algorithm to change an original message, written in some alphabet,
also called plaintext, into a coded text, also called ciphertext, and vice versa. The aim
of this cryptographic protocol is to protect the secrecy of the original message, if Alice
and Bob communicate with each other over a public channel. The process of putting
a plaintext into a ciphertext is called encryption while the reverse procedure, that is,
putting a ciphertext into the plaintext (more precisely into the original message), is called
decryption. A formal definition is the following:

Definition 1.1.1. A cryptosystem exists of the following parts and property:

(i) A set P of plaintexts.

(ii) A set C of ciphertexts.
(iii) A set K of keys, also called key space.
(iv) A set & :={E. | e € K}, with mappings

E.:P—C

for encryption. The key e is called encryption key.
(v) Aset D:={Dy|d e K}, with mappings

Dyg:C—P

for decryption. The key d is called decryption key.
(vi) For each e € K exists a d € K, such that Dy(E.(p)) = p for all p € P.
There are two different kinds of cryptosystems.

1. Private key cryptosystems (also called symmetric (key) cryptosystems):
The encryption key e is the same key as the decryption key d or it is easy to determine
d knowing only e or vice versa. Therefore, Alice and Bob have to agree (privately or
with the help of a key exchange or transport protocol) on a common secret encryption
key.

2. Public key cryptosystems (also called asymmetric (key) cryptosystems):

Given the encryption key e it is almost infeasible to determine the corresponding
decryption key d. The encryption key e is a public key. If e is the public key of Alice
everyone including Bob is able to send her a message, but only Alice who knows
the corresponding not public decryption key d to e, such that Dy(E.(p)) = p for all
p € P, is able to decrypt the ciphertexts correctly.

The basic idea is that a so called one-way function f is used to encrypt a plaintext.
Informally speaking, a one-way function is a function for which it is easy to compute
the image f(x) for an element z in the domain of f, but it is very hard to calculate
f~(y) for “most” y in the codomain of f.

Signature protocols (also called digital signature protocols):

In a signature protocol the receiver of a message or piece of information is able to verify
the transmitter authenticity. However, the receiver is not able to masquerade himself as
the original transmitter and sends messages to another party in the name of the original
transmitter. Signature protocols are able to protect data integrity, authentication or non-
repudiation.



1.1. Cryptology and cryptographic protocols

e Authentication protocols: A member authentication protocol should answer the ques-

tion if the current communication partner is exactly the person for which he claims to be.
The prover must be able to identify himself in real time to a verifier. We differentiate be-
tween one-way and two-way authentication depending if only the verifier identifies himself
to the prover or if in addition the prover verifies himself also to the verifier.
A special kind of authentication protocols is a challenge and response protocol. In
a challenge and response protocol there are two participants. One is called the verifier
and the other one is called the prover. The verifier presents a question (‘“challenge”) to
the prover and the prover has to provide the correct answer (“response”). They perform
different steps. First, they agree privately on a common shared secret between the prover
and the verifier which is a tuple (P, V) where P is a standard password for the prover and
V' is the associated challenge “space”. The challenge “space” provides an unlimited set of
back-up challenges to the password. The assumption is, that it is infeasible to answer the
challenges without knowing the challenge “space”. Second, the prover sends the password
to the verifier. Third, the verifier presents a question depending on the associated chal-
lenge “space” V. Fourth, the question is answered by the prover and the answer is sent
to the verifier. Fifth, the verifier proves if the response is correct. This is then repeated
a finite number of questions. If all questions are answered correctly the prover (and the
password P) is verified.

e Zero-Knowledge protocols: Alice shall prove to Bob, that she is aware of a certain
secret information, without revealing any information. For example she can use this cryp-
tographic protocol to identify herself to Bob by verifying her knowledge about some special
information. Alice wants to convince Bob of the correctness of a claim whereby Bob is
allowed to ask questions. We define an interactive Zero-Knowledge proof roughly by the
following properties (following [BNS10]):

— In case that Alice can prove the correctness of her claim she can always convince Bob
to believe her (feasibility).

— In case that Alice’s claim is wrong or she is not able to prove it, there is just a small
probability for her to convince Bob (correctness).

— The proof has the Zero-Knowledge property. This means, the only knowledge Bob
gains is that Alice can prove her claim. Formally speaking: there is a simulator which
can, without actually knowing a proof, construct an interactive proof, which is for a
third party not distinguishable of a real interactive proof.

Zero-Knowledge protocols can be used for authentication.

e Key exchange protocols and key transport protocols: If Alice and Bob want to
communicate via a private key cryptosystem they use for example a key exchange protocol
to exchange a secret private key. A key transport protocol is used, if one party chooses
the private key and transmits it to the other party.

e Secret sharing protocols: After Kerckhoffs’ Principle the security of a cryptographic
protocol lies only in the choice of its secret keys. This provides a strong motivation for
the idea of secret sharing protocols. As already mentioned in [BFKRI5| if we examine
the problem of maintaining sensitive information, we consider two issues: secrecy and
availability of the information. If only one person keeps the entire secret (which is for
example a key for a cryptographic protocol), then there is a risk that the person might
lose the secret or the person might not be available when the secret is needed. Hence, it is
often wise to allow several entities to have access to the secret. Otherwise, the more people
who can access the secret, the higher the chance the secret will be leaked. A secret sharing

13
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protocol is designed to solve these issues by splitting a secret into multiple shares and
distributing these shares among a group of participants. The secret can only be recovered
when the participants of an authorized subset join together to combine their shares. In
this thesis we mainly work with (n,t)-secret sharing protocols. A (n,t)-secret sharing
protocol (or (n,t)-threshold scheme with a threshold t), n,t € Nand ¢t < n, is a method to
distribute a secret among a group of n participants in such a way that it can be recovered
only if at least ¢ of them combine their shares. The person who calculates and distributes
the shares to the participant is called dealer. For a formal definition and more details see
Chapter

We can replace the word “protocol” or “cryptographic protocol” by the word “scheme”.

Symmetric cryptosystems are very old in comparison with asymmetric cryptosystems. The first
known military symmetric cryptosystem was the scytale used in the 5th century BC by the
Spartans (see for instance [Sin06]). A scytale is a wooden staff around which a stripe of leather
or parchment is winded. The message is written on the stripe along the wooden staff. If it is
taken off of the wooden staff the stripe appears with an arbitrary looking order of letters. Only
a scytale with the same diameter as the first one decipher the message correctly, when the stripe
is wrapped around it.

The first asymmetric protocol was a key exchange protocol introduced 1976 by W. Diffie and
M. Hellman in [DHT76], see also Section R. L. Rivest, A. Shamir and L. Adleman published
1978 the paper [RSAT§| in which they describe the first asymmetric cryptosystem, known as
RSA, see also Section [1.2.4

For more historical background see for example [Kah96] or [Sin06].

An attempt to break a cryptographic protocol is called an attack. A brute force attack is
an attack where all possible candidates for a key are tested. There are other different attacks
on cryptosystems which are, in general, more efficient than brute force attacks, see [BNSI0]:
Assume an enemy has access to an oracle which is able to perform the cryptosystem in which
the enemy is interested. It is like a blackbox. The oracle is able to encrypt and decrypt but
it does not tell the enemy which keys it has used for which encryption. The enemy can see at
most the plaintext and the ciphertext and, depending on the attack, he can determine which
plaintext or ciphertext the oracle decrypts.

e Known ciphertext attacks: An oracle chooses random plaintexts and calculates the depend-
ing ciphertexts. These ciphertexts are given to the enemy. This is also known as ciphertext
only attack, where the enemy gets the ciphertexts which are send between Alice and Bob.

e Known plaintext attacks: An oracle chooses random plaintexts and calculates the depend-
ing ciphertexts. The enemy gets both, the plaintexts and the corresponding ciphertexts.
Thus, the enemy gets plaintext-ciphertext pairs he did not choose.

e Chosen plaintext attacks: The enemy chooses plaintexts and sends these to the oracle.
The plaintexts are encrypted by the oracle and sent back to the enemy.

e Chosen ciphertext attacks: The enemy chooses ciphertexts and sends these to the oracle.
The ciphertexts are then decrypted and the plaintexts are sent back to the enemy.

We analyze the developed private key cryptosystems concerning known ciphertext attacks, be-
cause these attacks are always possible. In addition we take a closer look at chosen plaintext
attacks and chosen ciphertext attacks. A chosen plaintext attack is stronger than a known
plaintext attack, because an eavesdropper, Eve, is able to actively influence for which plaintexts

14



1.2. Examples of some known cryptographic protocols

she gets the corresponding ciphertexts. For example it is useful for Eve to encrypt a plaintext
which consists of just the same alphabet letter to get information about the way how this let-
ter is encrypted. For example she sends the plaintext “aaaaaa” to the oracle to get hopefully
information on how the letter “a” is encrypted. With chosen plaintext and chosen ciphertext
attacks the enemy is able to get plaintext-ciphertext pairs, which he chooses. For us this is of
more interest than known plaintext attacks and therefore this kind of attacks is not studied.

1.2. Examples of some known cryptographic protocols

We present classical concepts of known cryptographic protocols without a full cryptanalysis.
These examples were chosen, because they are mostly standard, we already referred to them
above and we will need some of these concepts in this thesis.

1.2.1. Diffie-Hellman key exchange protocol

The simplest and original implementation of this cryptographic protocol by W. Diffie and
M. E. Hellman (see [DHT76] or [MSUO8, Section 1.2]) uses the multiplicative group of inte-
gers modulo p, where p is a prime number. A more general description of this cryptographic
protocol uses an arbitrary finite cyclic group.

The Diffie-Hellman key exchange protocol is as follows:

1. Alice and Bob agree on a finite cyclic group G and a generating element g in G. The group
G is written multiplicatively.

2. Alice picks a random natural number a and sends ¢* to Bob.

3. Bob picks a random natural number b and sends ¢® to Alice.

4. Alice computes K4 = (gb)a = gba.

5. Bob computes Kp = (g%)° = g®.

Since ab = ba (because N is commutative), both, Alice and Bob, are now in possession of the
same group element K = K4 = Kpg, which can serve as the shared secret key.

This cryptographic protocol is considered secure against eavesdroppers if G and g are chosen
properly. The eavesdropper, Eve, must solve the Diffie-Hellman problem (recover ¢*° from
g® and ¢%) to obtain the shared secret key. This is currently considered difficult for a “good”
choice of parameters (see for example [MvOV97] for details). In addition, solving the discrete
logarithm problem (recover a from g and ¢g%) would solve the Diffie-Hellman problem and
breaks this cryptosystem.

1.2.2. ElGamal public key cryptosystem

The ElGamal cryptosystem (see [EIG85] or [MSUOS8), Section 1.3]) is a public key cryptosystem,
which is based on the Diffie-Hellman key exchange protocol (see Section [1.2.1]).

The ElGamal public key cryptosystem is as follows:
1. Alice and Bob agree on a finite cyclic group G and a generating element g € G.

2. Alice (the receiver) picks a random natural number a and publishes the element ¢ := g®.
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3. Bob, who wants to send a message m € G to Alice, picks a random natural number b and
sends two elements, m - ¢® and ¢, to Alice. Note that ¢® = g%.

4. Alice recovers m = (m - cb) . ((gb)a)_l.

Because this cryptographic protocol is based on the Diffie-Hellman key exchange protocol the
security depends also on the Diffie-Hellman problem and hence it is also vulnerable to the
discrete logarithm problem.

1.2.3. Pohlig-Hellman private key cryptosystem

The Pohlig-Hellman cryptosystem published in [PHT78] is a private key cryptosystem, which is
based on number theory more precisely on modular arithmetic and Fermat’s little theorem, see
for instance [Kob87].

Theorem 1.2.1. [Kob87] Fermat’s little theorem
Let p be a prime number. Any integer a satisfies aP? = a (mod p), and any integer a not divisible
by p satisfies

a? =1 (mod p).

Consequently, it is

T z (mod p—1) (HlOd p)

for1<z<p-—1andxe€N.

We now describe the Pohlig-Hellman cryptosystem and assume that Alice would like to
send a message to Bob:

1. Alice and Bob agree on a (large) prime number p. They choose a natural number e with
2<e< p—2andged(e,p—1) =1, and determine d with ed =1 (mod p— 1), the inverse
element of e modulo p — 1 with 2 < d < p — 2. To calculate d they can use the Euclidean
Algorithm (see for instance [Kob87]).

Alice stores her private key e and Bob stores d.

2. If Alice wants to send a message m € (Z/pz)*, an element of the multiplicative group of
Z/pz., to Bob she calculates

c:=m° (mod p)

and transmits the ciphertext ¢ to Bob.

3. Bob gets ¢ and reconstructs the message m as follows

d ed ed (mod p—1) _—

c=m“=m m  (mod p)

because of the consequence of Fermat’s little theorem (Theorem [1.2.1)) and the choice of e
and d with ed =1 (mod p — 1).

Assume an eavesdropper, Eve, gets a ciphertext and the corresponding plaintext, that is, the
tuple (m,m¢), with m € (Z/pz)*. To break the cryptosystem she tries to get the number e,
because if she knows e she can calculate d with the extended Euclidean Algorithm. Getting the
number e of the tuple (m, m) is exactly the discrete logarithm problem.
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1.2.4. RSA public key cryptosystem

The RSA cryptosystem (see [RSATS| or for instance [Kob87]) can be seen as an extension of the
Pohlig-Hellman cryptosystem. However, the RSA cryptosystem is a public key cryptosystem
while the Pohlig-Hellman cryptosystem is a private key cryptosystem.

Definition 1.2.2. [Kob&7|
Let n be a natural number. The Euler phi-function ¢(n) is defined to be the number of non-
negative integers b less than or equal n which are prime to n, that is,

p(n) == [{0 < b <n | ged(b,n) = 1}].
Corollary 1.2.3. [Kob87]
e The Euler phi-function is “multiplicative”, meaning that
p(nm) = p(n)p(m),
whenever ged(n,m) = 1.
e Ifpis a prime number, then ¢(p) =p — 1.
A generalization of Fermat’s little theorem, due to Euler, is used.

Proposition 1.2.4. [Kob87]
If ged(a,n) = 1, then a®™ =1 (mod n).

Assume that Alice and Bob would like to communicate with each other and Bob should send a
message to Alice, then the RSA public key cryptosystem is as follows:

1. Alice chooses privately two prime numbers p and q.

She calculates N := pq and p(N) = (p — 1)(¢ — 1) (see Corollary [1.2.3]).
Additionally she needs a number e with 2 < e < ¢(N) — 1 and ged(e, p(N)) = 1. The

tuple (N, e) is the public key.
She calculates her private key d, which is her decryption key, by determining d with

ed=1 (mod p(N)).

2. Bob knows the public key (N, e). He chooses a plaintext m € (Z/Nz)* and computes the

ciphertext
c=m® (mod N).

Bob sends ¢ to Alice.
3. Alice, with her decryption key d, gets the message m by computing
od — ed = pped  (mod o(N)) — (mod N),
because of Proposition and the choice of e and d with ed =1 (mod ¢(N)).

The numbers N = pq and e are public. If an attacker is able to calculate ¢(N) = (p—1)(¢ — 1)
he can generate the multiplicative inverse element of e in Z/,(N)z with the Euclidean Algorithm,
and hence the description key d. It is easy to calculate (V) if the prime factorization of N is
known. Therefore, the security depends on the factorization problem.
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1.3. Outline of this thesis and summary of results

We now give the outline of this thesis. Firstly, we explain the evolution of this thesis without go-
ing into details of the mathematical theory or the cryptographic protocols. After each paragraph
we give a listing of the developed cryptographic protocols. Secondly, we give a summary of each
chapter in which we sketch the results and summarize the developed cryptographic protocols.
This section closes with an assessment of the results.

1.3.1. On the evolution of the thesis

This Ph.D. project started with extending existing cryptographic protocols to other crypto-
graphic protocols. The basis are the secret sharing schemes, because they were studied in the
master’s thesis [Moll12] in which different secret sharing protocols were analyzed. Both the
CFRZ-secret sharing scheme by C. S. Chum, B. Fine, G. Rosenberger and X. Zhang [CFRZ12],
which is based on the Closest Vector Theorem in a real inner product space, and a secret shar-
ing scheme by D. Panagopoulos [Panl(] were analyzed. An observation for both cryptographic
protocols is that it is possible to first calculate and distribute the shares for the participants
and as a second step to choose the secret (under certain restrictions at the CFRZ-secret sharing
scheme) and either send an additional element to each participant or publish this element. With
the additional element and the shares the participants are able to reconstruct the secret. The
first private key cryptosystem (Protocol 1) in this Ph.D. project (published in [FMRI3]), is
extended from the CFRZ-secret sharing scheme and uses the possibility that the secret can be
chosen after the distribution of the shares. In addition a challenge and response system arose a
little bit later (Protocol 2).

e CFRZ-secret sharing scheme ([CFRZ12|, [Mol12])

— [Protocol 1; CV-private key cryptosystem ([FMRI13])
- CV-challenge and response protocol

The aim for this thesis is to generate cryptographic protocols in combinatorial group theory,
which use non-commutative groups. Thus, the HKKS-key exchange protocol (shorter HKKS-
scheme) by M. Habbeb, D. Kahrobaei, C. Koupparis and V. Shpilrain in [HKKS13| was studied,
which is a key exchange protocol using semidirect products of (semi)groups. These studies re-
sulted in a public key cryptosystem (ElGamal like) (Protocol 3) as well as a signature protocol
(Protocol 4), published in the paper [Moll5]. There is an ongoing research about the HKKS-
scheme with linear algebra attacks and research about suitable platforms, which also affects this
cryptosystem and signature protocol. An overview of this research will be given.

e HKKS-key exchange protocol ([HKKS13])

- Group theoretical ElGamal like public key cryptosystem using semidi-
rect products ([Moll5])

— [Protocol 4; Signature with a semigroup of 3 x 3 matrices over Fy[A45] ([Moll5])

Another cryptographic protocol, which is based on the combinatorial group theory and studied
in the master’s thesis [Moll2], is the secret sharing scheme by D. Panagopoulos [Panl0]. It
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1.3. Outline of this thesis and summary of results

uses the word problem in a finitely generated group G and the shares are subsets of the defin-
ing relators of this group. The security depends on the way how the shares are distributed.
Based on this observation it was sufficient to use the idea of the share distribution method
which D. Panagopoulos describes to get a purely combinatorial (n,t)-secret sharing scheme
(Protocol 5). It will be shown that the share distribution method given by D. Panagopoulos
is a special case of a multiple assignment scheme introduced in the paper [ISN87] by M. Ito,
A. Saito and T. Nishizeki. Furthermore, the introduced combinatorial secret sharing protocol is
shown to be similar to a variation of a secret sharing protocol explained in [BL90] by J. Benaloh
and J. Leichter. This newly developed secret sharing protocol is published in the survey article
[CFMRZ16] as research in the field of secret sharing schemes. It is also published in [MR15].

e D. Panagopoulos’ secret sharing scheme ([Panl0], [Mol12])
— Purely combinatorial (n, t)-secret sharing scheme ([MR15],|[CFMRZ16])

As mentioned above, D. Panagopoulos uses the word problem in finitely generated groups.
Therefore, it is possible to calculate first the shares and distribute them to the participants and
afterwards determine the secret. The share distribution method can be seen as a basis to develop
new cryptographic protocols in this thesis. The aim is to get cryptographic protocols which use
combinatorial group theory, hence, a first development is a secret sharing scheme using a finitely
generated abstract free group F', a finitely generated free group in SL(2,Q) and Nielsen reduc-
tion theory (using Nielsen transformations) (Protocol 6). Another secret sharing scheme uses
a Nielsen reduced set U and a Nielsen equivalent set V' to U (Protocol 7). Both cryptographic
protocols can be used as (n, t)-secret sharing schemes using the share distribution method given
by D. Panagopoulos. Together with Protocol 5 the newly developed secret sharing protocols,
Protocol 6 and Protocol 7, are published in the survey article [CFMRZ16] as research in the
field of secret sharing schemes. They are also published in [MR15].

e D. Panagopoulos’ secret sharing scheme ([Panl0], [Mol12]) and Nielsen transformations

- Secret sharing scheme using Nielsen transformations and SL(2,Q)
(IMR15], [CEMRZI6))

— [Protocol 7} Secret sharing scheme using Nielsen transformations together with
Nielsen reduced sets and free lengths of certain words ([MR15], [CEMRZ16])

The studies of these secret sharing protocols with Nielsen transformations can be seen as a
basis for the newly developed cryptographic protocols based on combinatorial group theory
and Nielsen transformations, which are the main result in this thesis (Protocol 8 to Proto-
col 12). It was possible to develop two new private key cryptosystems with similar modifications
(Protocol 8 and Protocol 9), another new private key cryptosystem (Protocol 10), a new
ElGamal like public key cryptosystem (Protocol 11) and a new challenge and response sys-
tem (Protocol 12), which all use combinatorial group theory and automorphisms on finitely
generated free groups. Parts of some of these cryptographic protocols (more precisely parts of
Protocol 8 and Protocol 11) are published in [MR16]. Protocol 11 is also published in
[MR15].
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e Nielsen transformations

— Private key cryptosystem with Aut(F) ([MR16])

Modifications:

1. The ciphertext is one reduced word in X
2. The ciphertext is a sequence of matrices in SL(2,Q) ([MR16])
3. Hilbert’s Tenth Problem is used

— [Protocol 9t Private key cryptosystem with Aut(Fy)

Modifications:
1. The ciphertext is one reduced word in X

2. The ciphertext is a sequence of matrices in SL(2, Q)
3. Hilbert’s Tenth Problem is used

— Private key cryptosystem using automorphisms on plaintext sequences

— ElGamal like public key cryptosystem using automorphisms on a
finitely generated free group F' ([MR15], [MR16])

— Challenge and response protocol using automorphisms on finitely gen-
erated free groups

1.3.2. Summary of the chapters and developed cryptographic protocols

In Chapter [2] we introduce Protocol 1 and Protocol 2, which extend the CFRZ-secret shar-
ing scheme to a private key cryptosystem as well as to a challenge and response system. The
CFRZ-scheme is a (n,t)-secret sharing protocol, which is based on the Closest Vector Theorem
in a real inner product space (see Theorem . The idea behind the CFRZ-scheme was first
published by C. S. Chum, B. Fine, G. Rosenberger and X. Zhang in [CFRZI12|. It was worked
out and analyzed in detail in [Mol12] whereby parts of these results were published in [FMR13]
and the overview article [CFMRZ16].

We require knowledge of linear algebra and analytic geometry, as it is presented for example in
the books [Bos08] or [Fis10].

Both cryptographic protocols are based on the following Theorem.

Theorem 1.3.1. [Atk89] Closest Vector Theorem

Let W be a real inner product space and let V' be a subspace of finite dimension t, t € N. Suppose
that w* € W, with w* € V, and e1,ea, ..., et is an orthonormal basis of V. Then the unique
vector w € V' closest to w* is given by

w = (w*,er1)e; + (w*, ea)es + - -+ + (w*, er)ey,

where (-,-) is the inner product on W.
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Inner structure of Chapter

First of all the Closest Vector Theorem and the CFRZ-scheme are recalled. Afterwards Pro-
tocol 1 and Protocol 2 are introduced in detail and we also give an [example for Protocol 1|
and an [example for Protocol 2|

e Protocol 1: CV-private key cryptosystem

Protocol 1 makes use of the Closest Vector Theorem in a real inner product space, thus we
call it CV-private key cryptosystem. It is published in [FMRI3].

If W and V are given as in Theorem then it is easy to calculate to each element w* € W\ V
the closest element w in V' to the element w*. A situation where W = R3 and V is a 2-dimensional
subspace of W (visualized by the yellow area) is given in Figure

w*e

/w

Figure 1.1.: Visualization of a situation with W = R3 and V a 2-dimensional subspace of W

Protocol 1 is summarized in Table (page , which is exactly Table (page in
Chapter [2]
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Table 1.1.: Summary of Protocol 1: CV-private key cryptosystem

Private Parameters

A subspace V' C W with dim(V) =t < m of
a real inner product space W with dim(W) = m.

Alice

|

Bob

Key Creation

w = (w*, er)er + (W*, ea)ea + -+ + (W*, er)ey

and the message is w — v = p.

Calculate an orthonormal basis Calculate the orthogonal complement VT to
V' and a basis
G = {61,62,...,@}
Bt ={ut,uy,...,ut_,}
for V.
for V-+.
Encryption
Choose plaintext p € W.
Choose arbitrary ephemeral vector w € V,
with w # p, and calculate v := w — p.
Compute w* € W\ V:
w' = W+ (aquy +aguy + o+ Qg ),
€V = wt eV
a; € Rand at least one o; # 0,1 < i < m—t.
Send ¢ := (w*,v) to Alice.
c=(w* )
Decryption
Compute

Ssecurity:

Protocol 1 is secure against known ciphertext attacks and statistical frequency attack (see for
instance [BEKRI15]). To be secure against chosen ciphertext and chosen plaintext attacks Alice
and Bob have to change the subspace V', with dim(V') = ¢, after ¢ encryptions and decryptions,

respectively.

Conclusion:

Extending a given cryptographic protocol to another cryptographic protocol is interesting, it
gives more possibilities to use the suggested mathematical theory for cryptology. Theoretically
it is a realizable private key cryptosystem but for applications it has the disadvantage that Alice
and Bob have to change the subspace V not later than after ¢ messages (in order not to lose

privacy).
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e Protocol 2: CV-challenge and response protocol

Protocol 2 uses also the Closest Vector Theorem (Theorem |1.3.1)).

The verifier and the prover agree on a common secret P and a corresponding challenge space
V', which is a subspace of a real inner product space W. After presenting the password P to the
verifier, he gives challenges to the prover, which are correctly solvable in the challenge space V.

Possible Challenges:
We propose two kinds of questions for the challenges.

1. How long is the “line” between ¢ > 3 associated vectors vy, vs,...,vs € V given the vectors
v}, v5,...,v; € W\ V. That means, calculate
-1
R:=) " loi = viga| + llvr — vell,
i=1
whereby || - || denotes the euclidean norm in W.

2. What is the sum of the entries of the associated vector v € V' given v* € W\ V?

The situation for a question of case 1. is shown in Figure that is, given the elements v}, v3
and v3 it is asks after the length of the blue dotted line.

U§ ®

..................

i\
[\V)
&
g
S
r
]
: 1
&
¥
L/
1

Figure 1.2.: Visualization of a situation in a challenge and response system with W = R® and
V' a two dimensional subspace, visualized by a yellow area

Protocol 2 is summarized in Table (page , which is exactly Table (page in
Chapter
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Table 1.2.: Summary of Protocol 2: CV-challenge and response protocol

Private Parameters

Subspace V' C W, with dim (V') =t < m, of a real inner product space W, with dim(W) = m,
and a common password P. The shared secret is (P, V).

Verifier

Prover

Calculate orthogonal complement V' to V and
a basis

Bt = {ui,uy,...,up_}

m—t

for V+.

Calculate orthonormal basis
G = {61,62,...,6,5}

for V.

Present the password P to the verifier
P

Take challenge space V' corresponding to pass-

word P, more precisely the calculated orthogo-

nal basis B~.

Choose elements wvq,vo,...,v, € V with

¢ > 3 and calculate the associated elements

vi,v5,...,v5 € WA\ V.

Compute v} e W\ V,1<i<¢:
=T+ apuy e QU y),

vr =
S

= vt e VL

a;; € R and at least one a; #£0,1<j<m-—t.

Send v7,v3,...,v; as challenge to the prover.
Challenge:

* 0% *
V] ,V5,500,0p

7

Calculate

-1
R = Z [vi = viga || + [lvr — vel|-
i=1

Compute
v; = (v, e1)er + (v, ea)ea + - + (V] er)ey
for each v, 1 <@ < /L.

Calculate the response R and send it to
the verifier, it is

-1

R:=) "o = viga]l + [lvr — vell-
i=1

Response: R

Proof if R' = R.

Variation:

It is possible to get a two-way authentication protocol with this challenge and response system.
That means the prover authenticates the verifier in the time where the verifier authenticates the

prover.
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Security:

There are infinitely many numbers of possible challenges, thus no challenge is used twice by the
verifier. An eavesdropper, Eve, gets only the challenges and the corresponding responses, but
these provide not enough information to get the challenge subspace V. Hence, Eve is not able
to masquerade herself as the prover.

Conclusion:

Extending the CFRZ-scheme to a challenge and response system is another application of the
Closest Vector Theorem for cryptology. It is good to have different challenge “spaces” for
challenge and response systems, in particular if these “spaces” generate an infinite amount of
challenges as in this CV-challenge and response system. In addition it is a benefit, that it can
be used as a two-way authentication protocol.

Further research questions for Chapter
We give some ideas for further research questions.

e Are there other cryptographic protocols which can be based on the Closest Vector Theorem,
for example a public key cryptosystem or a key exchange protocol?

e Are there other suitable challenges for a challenge and response system using the Closest
Vector Theorem?

In Chapter [3| we introduce Protocol 3 and Protocol 4, which extend the HKKS-key exchange
protocol (short HKKS-scheme) to an ElGamal like public key cryptosystem as well as to a signa-
ture protocol. The HKKS-scheme is introduced by M. Habbeb, D. Kahrobaei, C. Koupparis and
V. Shpilrain in [HKKS13] and it is based on a semidirect product of (semi)groups. Protocol 3
and Protocol 4 are published in [Moll5].

First we review some needed background of algebra as it is given in [Rot95] and we require
knowledge of algebra, as it is presented for example in the book [JS06].

Let G and H be two groups, let Aut(G) be the group of automorphisms of G and let
p: H — Aut(G) be a homomorphism. Then the semidirect product of G and H is the set

I'=Gx,H={(g9,h) | g G,h € H}
with the group operation given by
(9:0) - (g 1) = (") - g/ ;- 1),
Here ¢g”(") denotes the image of g under the automorphism p(h’).

One special case of the semidirect product construction is where the group H is a subgroup
of the group Aut(G). If H = Aut(G), then the corresponding semidirect product is called the
holomorph of the group G. Thus, the holomorph of G, usually denoted by Hol(G), is the set

Hol(G) = {(9,9) | g € G, ¢ € Aut(G)}

with the group operation given by

(9,9)-(g".¢") = (¢'(9) g, &~ &)
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A product ¢ - ¢’ of two homomorphisms means that ¢ is applied first. It is often more practical
to use a subgroup of Aut(G) in this construction.

Let G be a (semi)group. An element g € G as well as an arbitrary automorphism ¢ € Aut(G)
(or an arbitrary endomorphism ¢ € End(G)) are chosen and published.

Both, Alice and Bob, are going to work with elements of the form (g, ¢"), where g € G and
r € N. Note that two elements of this form are multiplied as follows:

(9, ¢") - (h, ¢°) = (¢°(9) - s 6"77) .

Inner structure of Chapter

We first recall the definition of a semidirect product and explain the HKKS-scheme. Next, Pro-
tocol 3, a public key cryptosystem, is introduced, which is an ElGamal like cryptosystem and
is based on a semidirect product of groups. We discuss two platform examples for Protocol 3.
uses Iy, whereby p is a prime number and we denote with F,, the field with p
elements and F), denotes the multiplicative subgroup. For the endomorphism ¢ of the group F,
a number £ € N, £ > 1, is selected, such that

p(h) = h for every h € IF),.

Here, more precisely, it is F), = (%/pz)*.

For [the second example| we choose a non-commutative group G, not a semigroup, because the
inverse of an element ¢~ *"h¥*" with g, h € G, is needed. For example the general linear group
of r X r matrices with entries from a field is used, that is, G = GL(r,K), with r € N, r > 1,
and a field K. Alice and Bob can use any non-commutative group G if pp is selected to be a
non-trivial inner automorphism, that is, a conjugation by an element which is not in the center
of GG. For any Matrix M € G and for any k € N, k > 0, it is

pu(M)=H 'MH and ok (M) = H*MH.

Afterwards, the second cryptographic protocol in this chapter is introduced. Protocol 4 is a
signature scheme with a semigroup of 3 x 3 matrices over F7[A5], whereby F7 is the field with
seven elements and Ajs is the group of even permutations on five symbols. Here, more precisely,
it is F% = (Z/7z)*.

There is an ongoing research about the HKKS-key exchange protocol, which also affects the
cryptographic protocols in this chapter. Therefore, we close Chapter |3| with an overview of this
research.

e Protocol 3: Group theoretical ElGamal like public key cryptosystem using
semidirect products

We summarize Protocol 3, which is a group theoretical ElGamal like public key cryptosystem
using semidirect products, in Table (page , which is exactly Table (page|76)) in Chap-
ter 3]

Security:

The security depends on the platform group G and the automorphism ¢ € Aut(G), which are
used for this cryptographic protocol. Thus, if the group |G is the multiplicative group F/} with p
a prime number, as in the Example then this cryptographic protocol is not really different
from the standard ElGamal cryptosystem, described in Section [1.2.2] The security is also based
on the discrete logarithm problem and the Diffie-Hellman problem.

Therefore, the standard ElGamal cryptosystem is a special case of this public key cryptosystem,
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Table 1.3.: Summary of Protocol 3: Group theoretical ElGamal like public key cryptosystem
using semidirect products

Public Parameters
Group G and cyclic subgroup H of the group Aut(G),
g € Gand ¢ € HC Aut(G).
Alice ‘ Bob
Key Creation

Choose private key n € N.
Compute
(a,6") = (g,6)"
with @ == 6"1(g) - 6"~2(g) -+ 6(g) - 9.
Publish a.
Encryption
Choose plaintext m € G.
Choose random ephemeral key k € N.
Compute
(c1,6") = (g.0)"
with ¢ := 65 1(g) - ¢*~2(g) - 6(g) - 9
(a7y) (Cla ¢k) - (d)k(a) "€, Y- ¢k)
T
and
co:=b-m = ¢F(a)-c; -m.
Send ciphertext (c1,c2) to Alice.
(c1,c2)
Decryption
Compute
(Cla 33‘) ’ (a> (Z)n) = (¢n(cl "4, T qbn)
——

=K

and recover
m=K"1. ¢

hence, breaking this cryptosystem would imply breaking the ElGamal cryptosystem.

If the platform group is |G = GL(r,K), with K| a field, as in Example it was assumed
that the security is based on the discrete logarithm problem and, furthermore, the security
assumption is that it is computationally hard to reclaim the “key” b= H~ "k (HM)"+* from
the quadruple

(H, M,a:= H " (HM)",¢; := H—k(HM)’f) :

with H, M € G and n, k € N. Therefore, Alice has to take care that the matrices H and HM
do not commute (see Remark .

This example was also given in the work [Moll5], but in the time under review the paper
[KMU14] by M. Kreuzer, A. D. Myasnikov and A. Ushakov appeared in which a linear algebra
attack on the HKKS-key exchange protocol with platform G' = Mat(3,F7[A5]) was given. Their
attack affects also this cryptographic protocol. It is explained in more details in Section and
also a linear decomposition attack by V. Roman’kov is described.
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Conclusion:

Extending a given cryptographic protocol to another cryptographic protocol is interesting, it
gives more possibilities to use the suggested mathematical theory for cryptology. The research
about the HKKS-scheme comprises also this scheme. A security analysis must be done for each
platform group. If a platform group is found, which is not vulnerable to the known attacks,
this scheme works. Therefore, the theoretical idea is interesting, but for applications a platform
group must be found, which is optimal in terms of security and efficiency. D. Kahrobaei and
V. Shpilrain are working on this problem, see [KS16].

The work about this cryptographic protocol leads to groups and especially to non-commutative
groups, which gives input for the later newly developed cryptographic protocols which are based
on combinatorial group theory.

e Protocol 4: Signature with a semigroup of 3 x 3 matrices over F;[A5]

Protocol 4, the signature with G a semigroup of 3 x 3 matrices over the group ring F7[As5], is
summarized in Table (page [28)), which is exactly Table (page in Chapter

Table 1.4.: Summary of Protocol 4: Signature with a semigroup of 3 x 3 matrices over F7[Aj]

Public Parameters
G the semigroup of 3 x 3 matrices with entries in F7[A5], an invertible H € G for
the automorphism pp and a qualified hash function h.
Alice Bob
Choose n € N and M € G privately.
Compute
(CL, an) = (M’ pH)n
with @ i= pi (M) - i 2(M) -+ pyr (M) - M
=H "(HM)".

Take care that a~! ¢ G and that H and HM
do not commute.

Public Key: a
Choose message m and compute value h(m) € G.
Pick an ephemeral key k& and compute
(b7 p];{) = (Mv pH)k
with b= ph (M) - ph72(M) - pr (M) - M
= H *(HM).
Compute
Z = h(m) - py(b) = h(m) - H""*(HM)*H".
Signature: (k,b, Z,m)
Compute
(a>$) : (b’ IOI;I) = (plﬁl(a) b, IOI;I%
——

=K
it is B = H- (0 (MR,
Prove
Z-a=h(m) - H " F(HM)"
= h(m) - E.
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Security:

A detailed [security analysis|is given. It is based on the discrete logarithm problem. In addition
it turns out, that the ephemeral key k should be used only once and should be a prime number.
Alice should choose for each new signature a lesser new ephemeral key k£ than she uses for the
previous signature. This leads to the problem, that Alice can just perform, with her private key
n, a finite number of signatures, which depend on her first ephemeral key k.

In addition there is an ongoing research| about the HKKS-scheme, which also affects Protocol 3
and Protocol 4. We give an overview of this research, which comprises four research papers. It
turns out, that the security assumptions, which are based on the discrete logarithm problem and
Diffie-Hellman problem, especially in the case with matrices, are not sufficient for the security.
V. Roman’kov in [Rom15] shows that he is able to determine the “key” K = H~"~k(H M)tk
with a linear decomposition attack based on the decomposition method introduced by him in
monography [Romi3a] and paper [Rom13b]. He shows, that in this case, contrary to the com-
mon opinion (and some explicitly stated security assumptions), one does not need to solve the
underlying algorithmic problems to break the scheme, that means, there is another algorithm
that recovers the keys without solving the principal algorithmic problem (discrete logarithm
problem and Diffie-Hellman problem) on which the security assumptions were first based. This
changes completely the understanding of security of this cryptographic protocol. The efficacy of
the attack depends on the platform group, thus it requires a specific analysis in each particular
case.

Conclusion:

Extending the HKKS-scheme to a signature protocol gives another way to use semidirect prod-
ucts for cryptology. Theoretically it is interesting to get this extension, but for applications it
has the disadvantage that Alice can just perform, with her private key n, a finite number of
signatures, which depend on her first ephemeral key k;. The work about this cryptographic
protocol as about Protocol 3 leads also to groups and especially to non-commutative groups,
which gives input for the later newly developed cryptographic protocols which are based on
combinatorial group theory.

Further research questions for Chapter
We give some ideas for further research questions.

e Are the attacks in [Rom15] also effective against the introduced signature (Protocol 4)?
The attacks need the element HM or M respectively, but M is a private element for Alice
in the signature, therefore also HM is not known publicly. Is it possible to calculate Z,
see Security (I) 2. b), with such a kind of attack?

e Find optimal platform groups in terms of security and efficiency for the ElGamal like
cryptosystem under considerations of the attacks especially of the decomposition attack
by V. Roman’kov.

e Find optimal platform (semi)groups in terms of security and efficiency for the HKKS-
key exchange protocol under considerations of the attacks especially of the decomposition
attack by V. Roman’kov.

¢ Find optimal platform semigroups for the signature protocol. A specific analysis is required
for each platform group.

e Is it possible to develop other cryptographic protocols which use the idea behind the
HKKS-key exchange protocol, for example a challenge and response system?

29
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Chapter {] introduces the combinatorial group theory background for the newly developed cryp-
tographic protocols (Protocol 6 to Protocol 12), which are based on this theory.

The books [CgRRO08], [LS77] and [MKS66] are the basis for this chapter. The reader should be
familiar with the basics of groups as it is presented in a course about algebra (see for instance
[JS06]).

Combinatorial group theory is the branch of algebra which studies groups with the help of group
presentations. A group presentation for a group G consists of a set X of generators and a set R

of defining relators on X. We write
G = (X | R).

The group G is called finitely generated if both sets X and R are finite. The newly developed
cryptographic protocols use finitely generated free groups. Let F' be a finitely generated free
group with free generating set X = {z1,22,...,24}, ¢ € N, then the group F is the set of
all reduced words in X*!, which is defined as X*! = {xl,xl_l, 9, x;l, el wq,xgl}, where a
word is called reduced if it does not contain subwords of the form xj_lxj or a:j:cj_l, 1<5<q.
The identity is considered as the empty word, which is 1. The set of relators for a free group F'
consists only of trivial relators, which are of the form ij-_1 or w; wj, with w; a word in X,

J J
thus we denote F' by

F=(X| )

The empty space on the right symbolized, that there are only trivial relators.

Inner structure of Chapter

Chapter [4| starts with a [detailed introduction of free groups and group presentations|

Among finitely generated free groups the cryptographic protocols make use of [Nielsen transfor]
[mations, Nielsen reduced sets and additional theory] thus these will be explained next. Nielsen
transformations are a linear technique to study free groups and general infinite groups. In ad-
dition the group of all automorphisms of a free group F', denoted by Aut(F'), is generated by a
regular Nielsen transformation (which is a finite product of transformation (T1) and (T2), see
Definition between two basis of F', and, each regular Nielsen transformation between two
basis of F' defines an automorphism of F'.

Let U := {uy,ug,...,u} C F, t > 2, with u; reduced words in X.

Definition 1.3.2. An elementary Nielsen transformation on U = {uj,ua,...,u;} C F is
one of the following transformations

(T1) replace some u; by u; ';
(T2) replace some u; by u;u; where j # i;

(T3) delete some u; where u; = 1.

In all three cases the uy, for k # i are not changed. A (finite) product of elementary Nielsen trans-
formations is called a Nielsen transformation. A Nielsen transformation is called regular if
it is a finite product of the transformations (T1) and (T2), otherwise it is called singular.
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1.3. Outline of this thesis and summary of results

Definition 1.3.3.
A finite set U in F is called Nielsen reduced, if for any three elements vq, vo, vg from U*! the
following conditions hold:

(NO) U1 75 1;
(N1) vyvg # 1 implies |vive| > |v1], |val;
(N2) vivg # 1 and vous # 1 implies |vivgus| > |v1| — |va| + |vs].

Recall, |v| denotes the free length of v € F, that is, the number of letters from X*! in the
freely reduced word v. We write |v|x, if it is not clear from which set the letters of v are and
we count the letters in v which are given as elements in X*+!.

Nielsen reduced sets of F' can be seen as special basis for subgroups of F', because out of all
systems of generators for this subgroup a Nielsen reduced set U = {u1,ug, ..., un}, u; reduced
words in X with special conditions, has the shortest total X-length, which is > " |u;|x (with
|us|x the free length of u; € F, that is, the number of letters from X*! in the freely reduced word
u;). We write Fy for a subgroup of the free group F' = (X | ), whereby the free generating set
U consists of words in X, it is Fy = (U | ).

Afterwards we explain several [fundamental problems in group theoryl, which could be used for
cryptology. For example D. Panagopoulos uses the word problem for his (n,t)-secret sharing
scheme. The word problem is the following:

Let G = (X | R) be a presentation of a group and g € G a given word in X. Determine algo-
rithmically (in finitely many steps) if g represents the identity or not.

Another problem is the extended word problem, also called membership problem, which
is:

Given a recursively presented group G, a subgroup H of G generated by hi, hs,..., hy and an
element g € G, determine whether or not g € H.

A related problem (to the membership problem) is the constructive membership problem,
which is:

Given a recursively presented group G, a subgroup H of G generated by hi, hs,..., hy and an
element h € H, find an expression of h in terms of hi, ha, ..., hy.

The last two problems play a role for the security of the newly developed cryptographic protocols
in this thesis.

The Protocols 6-12 use automorphisms on finitely generated free groups. These automor-
phisms can be generated with the help of Nielsen transformations or alternatively with so called
Whitehead-Automorphisms. Therefore, we close Chapter [ introducing[Whitehead-Automorphisms|
With the help of these automorphisms we could develop an approach for choosing automorphisms
randomly of the automorphism group Aut(F'), with F' a finitely generated free group.
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Protocol 5, which is a purely combinatorial (n, t)-secret sharing scheme, is introduced in Chap-
ter [5} It uses the combinatorial share distribution method, which D. Panagopoulos describes in
[Pan10] for his combinatorial group theoretical (n,t)-secret sharing scheme.

Protocol 5 is published in the survey article [CEMRZ16] as research in the field of secret shar-
ing schemes. It is also published in [MRI5].

Inner structure of Chapter

We start Chapter |5 with a definition of (n, t)-secret sharing schemes and briefly explain the two
first mathematical (n, t)-secret sharing schemes. One was given by A. Shamir in [Sha79] and the
other by G. Blakley in [Bla79]. A. Shamir’s secret sharing protocol has become the standard
method for solving the (n,t)-secret sharing problem. He lists in his paper [Sha79] some useful
properties for (n,t)-secret sharing schemes, which we also use to analyze different secret sharing
schemes and compare them to A. Shamir’s scheme.

We explain [D. Panagopoulos’ (n, t)-secret sharing scheme| whereby we are mostly interested in
the share distribution method.

D. Panagopoulos distributes (for a (n, t)-secret sharing scheme) elements of a set R which are all
needed to reconstruct the secret, it is R = {r1,re,...,rn} with m = ( ) and t < n, between
n participants in the following steps:

n
t—1

1. Let n,t € N, with ¢ < n, calculate m = (tfl). Choose R = {r1,7r9,...,7m}, such that the
secret is only reconstructible if all elements of R are known.

2. Let Ay, Ag, ..., Ay, be an enumeration of subsets of {1,2,...,n} with t—1 elements. Define
n subsets Ry, R, ..., R, of the set {ry,ro,...,ry,} with the property

rj € R; — i €A forj=1,2,...,mand¢t=1,2,...,n.
3. The participant p; gets the share-set R;, 1 <17 < n.

If ¢ or more participants combine their sets, they can reconstruct the set R. With the knowledge
of R they are able to reconstruct the secret.

The [purely combinatorial (n,)-secret sharing protocol (Protocol 5) is introduced and we also
give an |example

We realize that the share distribution method by D. Panagopoulos is also given as a
lcase by M. Ito, A. Saito and T. Nishizeki| in [ISN87]. We show that if the method in [ISN&7]
is used to generate a (n,t)-secret sharing scheme then the same share distribution method as
by D. Panagopoulos is described. M. Ito, A. Saito and T. Nishizeki use a multiple assignment
scheme, which is a method to distribute to each participant more than only one share, together
with a (m, m)-secret sharing scheme. Thus, we will see that the share distribution method by
D. Panagopoulos is a special case of paper [ISN87].

In addition we realize that the purely combinatorial secret sharing scheme (Protocol 5) is
isimilar to a scheme, which J. Benaloh and J. Leichter obtain]if they realize a (n, t)-secret sharing
scheme using minimal CNF form, described in their paper [BLI0].

We will explain this in detail in a section about access structures of generalized secret sharing
schemes, because the papers [ISN87] and [BLI0] examine such structures. Generalized secret
sharing schemes realize not only the situation where arbitrary ¢ of n persons should be able to
reconstruct a secret ((n,t)-secret sharing scheme) but also some more special structures. For
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1.3. Outline of this thesis and summary of results

example we assume that in a company with two directors and three vice-directors a secret should
be reconstructed if two directors or three vice-directors or one director and two vice-directors of
the company cooperate.

We close Chapter [5| comparing the CFRZ-scheme, D. Panagopoulos’ scheme and the purely
combinatorial (n,t)-secret sharing scheme to Shamir’s scheme.

e Protocol 5: Purely combinatorial (n,t)-secret sharing scheme

Protocol 5 uses a method for the distribution of the shares, which D. Panagopoulos describes,
the secret S is the sum of the multiplicative inverse of elements in the natural numbers, it is

with a; € N. This cryptographic protocol is summarized in Table (page , which is very
similar to Table (page |115)) in Chapter

Table 1.5.: Summary of Protocol 5: Purely combinatorial (n,t)-secret sharing scheme

(n, t)-secret sharing scheme
Dealer Participants p1,ps,...,pn

Calculate m = (,")).

Choose a1,a9,...,a, € N.

Construct sets R; C  {ai,az,...,am}
with share distribution method given by
D. Panagopoulos;

it is |R;| = (77}) for j =1,2,...n.

Distribute shares to the participants.

Ry

b1
Ra

b2
R,

Pn

t participants combine their shares and thus
get the set {a1,aq9,...,am}.
The secret is

Security:

The security depends on the distribution method of the shares and is hence analogous to the
[security ot D. Panagopoulos share distribution method|

If just t — 1 arbitrary sets (or less) of the sets Ry, Ra,. .., R, are combined, there exist a j, such
that the element a; is not included in the union of these sets. If just one element a; is absent, the
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Chapter 1. Introduction

participants do not reconstruct the correct sum S, and hence cannot compute the correct secret.
Each a; is in each union of at least ¢ subsets, thus ¢ participants get the set {a1,as,...,an} and
are able to reconstruct the secret.

[Comparison with A. Shamir’s suggested properties:|

A. Shamir lists some useful properties for (n,t)-secret sharing schemes in his paper [Sha79],
which we also use to analyze different secret sharing schemes and compare them to A. Shamir’s
scheme.

These properties for (n,t)-secret sharing schemes are the following.

(1) The size of each piece (which are the shares for the participants) does not exceed the size
of the original data (which is the secret).

(2) When ¢t is kept fixed, pieces can be dynamically added or deleted (for example, when
executives join or leave a company) without affecting the other pieces. (A piece is deleted
only when a leaving executive makes it completely inaccessible, even to himself.)

(3) Itis easy to change the pieces (the shares for the participants) without changing the original
data (which is the secret). All we need is a new polynomial g(x) with the same free term.
(In Shamir’s secret sharing scheme, the secret is the constant term of a polynomial g(z).)
A frequent change of this type can greatly enhance security since the pieces exposed by
security breaches cannot be accumulated unless all of them are values of the same edition
of the polynomial g(x).

(4) By using tuples of polynomial values as pieces, we can get a hierarchical scheme in which
the number of pieces needed to determine the secret depends on their importance. For
example, if we give the company’s president three values of g(x), each vice-president two
values of g(z), and each executive one value of g(z), then a (n, 3)-threshold scheme enables
checks to be signed either by any three executives, or by any two executives one of whom
is a vice-president, or by the president alone.

In addition we choose the following fifth property.
(5) It is easy to change the secret without changing the shares of the participants.

Table (page summarized the results of the comparison between Shamir’s scheme, the
CFRZ-scheme, D. Panagopoulos’ scheme and Protocol 5 concerning these properties, this is

exactly Table (page [132)) in Chapter

Furthermore, the comparison of the running time for the participants is given in Chapter

Shamir’s scheme: The involved polynomial interpolation has a quadratic running time, that
means, if we have ¢ supporting points we get a complexity of O(t?).

The CFRZ-scheme: In order to orthonormalize ¢ linear independent vectors in a real inner
product space with dimension m we have a total running time of O(t*m).

In the CFRZ-scheme the variable m depends on the number ¢, because m > t is postulated.
The total running time for this scheme is longer than for Shamir’s.

Panagopoulos’ scheme: The word problem in a Coxeter group, for example, is solvable within

quadratic running time, due to the fact, that Coxeter groups are automatic and automatic groups
have a solvable word problem with a quadratic running time.
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1.3. Outline of this thesis and summary of results

Table 1.6.: Summary of the comparison

Shamir’s Shamir’s scheme | CFRZ-scheme | D. Panagopoulos’ scheme | Protocol 5

properties

1) v v - -

(4) v v v v

Additional property

5) - v v -

Protocol 5: For the reconstruction of the shares the participants only add up m elements.
Therefore, for the participants it is just O(m), where m = (tfl) is already previously calculated
by the dealer, and hence m is fixed for the participants.

In the special case of a (¢t 4+ 1,¢)-secret sharing scheme the running time depends for Proto-
col 5 also only on t like in Sharmir’s scheme. Hence, the running time is also O(t?), but the
participants only sum up m elements, which is a very easy operation to reconstruct the secret.
It is important in terms of practicability, that the dealer calculates and distributes the shares
for the participants in Protocol 5 long before the secret is needed by the participants. Hence,
the dealer has enough time to execute the share distribution method and his computational
cost should be of no consequence for this cryptographic protocol. Note, that the dealer has to
generate m = ( :1) shares and uses the share distribution method given by D. Panagopoulos.
The size of the share-set exceeds the size of the secret but the calculation to reconstruct the
secret is very easy and fast.

Conclusion:

In contrast to other secret sharing schemes the part for the participants is very easy, they only
have to add up m elements. The (time) expensive part is the part of the dealer, who has to
generate the sets R; for the participants. In contrast to Shamir’s scheme, where the part of the
dealer is the easier one and the participants have to do polynomial interpolation to reconstruct
the secret.
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Chapter 1. Introduction

Chapter [f] introduces two secret sharing schemes, which are based on Nielsen transformations
(see Chapter. Protocol 6 uses in addition a free subgroup of the special linear group SL(2, Q)
and the secret is a sum over traces of matrices in a set M C SL(2,Q). Protocol 7 uses in ad-
dition Nielsen reduced sets and the secret is a sum, which uses the free length of elements in a
Nielsen reduced set.

We present both cryptographic protocols as (m, m)-secret sharing schemes, because it is possi-
ble to modify them to any (n,t)-secret sharing scheme if the share distribution method given
by D. Panagopoulos is used and m is determined as m = (tfl). Both developed cryptographic
protocols are published in the survey article [CEMRZ16] as research in the field of secret sharing
schemes. They are also published in [MR15]

Inner structure of Chapter [6

Firstly, Protocol 6 is introduced. We give an [examplel and compare it to Shamir’s suggested
properties. Secondly, Protocol 7 is introduced and we also give an and analyze it
concerning Shamir’s suggested properties.

e Protocol 6: Secret sharing scheme using Nielsen transformations and SL(2,Q)

Protocol 6, as a (n,t)-secret sharing scheme, is summarized in Table (page , which is
very similar to Table (page [138) in Chapter @

The secret is only reconstructible if the whole set M' = {M{, M}, ..., M, } is known by the

participants, because (M, Ma, ..., My,) and (M{, M}, ... M/ ) differ to each other only in the
position order and inverses, that means M’ = {]\4{51,M627 ..., M%) with §; € {1,—1}. Both
sets U and N are needed for the reconstruction procedure of the secret.

If only the set N is known, then the matrices in SL(2,Q) are known, but nobody knows which
Nielsen transformations should be applied on N to get the set M’. It is also unknown how
many Nielsen transformations were used. There could be hints for Nielsen transformations, if
elements in N could be written in terms of other elements in SL(2,Q). Therefore, the unknown
solvability of the (constructive) membership problem for (discrete) free subgroups of SL(2, Q),
which are not subgroups in SL(2,Z), play a role for the security.

[Comparison with A. Shamir’s suggested properties:|

Protocol 6 uses the share distribution method given by D. Panagopoulos to be a (n,t)-secret
sharing protocol. Therefore, this scheme fulfills the same properties of Shamir as D. Panagopou-
los” scheme does. That means (3) and (4) are fulfilled and (1) and (2) are not fulfilled. Further-
more, the additional property (5) does not hold (see Chapter [5| for the properties).

A |variation for Protocol 6|is given, such that the additional property (5) is fulfilled; but the
dealer has to take care that all (or almost all) matrices in the set M are in SL(2,Q) but not in
SL(2,Z) then the constructive membership problem cannot be used to get information about
the used Nielsen transformation, due to the fact, that there is no algorithm known to solve
the (constructive) membership problem for (discrete) free subgroups (with rank greater 2) in
SL(2,Q), which are not subgroups in SL(2,Z).

In [Ste89] an algorithm, using elementary Nielsen transformations, is presented which, given a
finite set S of m words of a free group, returns a set S’ of Nielsen reduced words, such that
(S) = (5'); This is exactly what the participants have to do to get the elements which are
needed to reconstruct the secret. The algorithm runs in O(¢2m?), where / is the maximum free
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1.3. Outline of this thesis and summary of results

Table 1.7.: Summary of Protocol 6: Secret sharing scheme using Nielsen transformations and

SL(2,Q)

(n,t)-secret sharing scheme
Dealer Participants p1,po,...,Dn

Calculate m = (tfl).

Choose  abstract  free  generating  set
X = Axi,m9,...,xn} and explicit free
generating set M := {Mj, Ms,..., M,,} with
M; € SL(2,Q) (all or almost all M; ¢ SL(2,7Z)).

Apply simultaneously regular Nielsen transfor-
mation (NT) on X and M:

(xl,xg,...,:cm) (Ml,MQ,...,Mm)
I NT I NT
(ur,ug,...,um) (N1, Nay..., Np)

U .= {’U,l,’u,g, N ,um}; N = {Nl,NQ, N ,Nm}.
Construct sets R; C U and S; € N with share

distribution method given by D. Panagopoulos;
it is |R;| = |S;] = (72:11) for j=1,2,...n.

Distribute shares to the participants.

(R1,51)

P
(R2,52)

b2
(Rn 7S’IL)

Pn

t participants combine their shares and thus
get the sets U and N.

Apply simultaneously regular Nielsen
transformation (NT) on U and N:

(ul,uQ,...,um) (Nl,Ng,...,Nm)
J NT J NT
(), 2, ... 2h) (M, M, ..., M)

The secret is

m
1 .
S = Z @] € QT, with al = tr(Mj) € Q.
j=1 177
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length of a word in S. In this cryptographic protocol, the dealer fixes the number m, hence the
running time depends only on the maximum free length ¢ of the words in a Nielsen equivalent
set. Thus, the participants have a running time of O(¢?).

Conclusion:

Protocol 6 is the first newly developed cryptographic protocol in this thesis, which uses combi-
natorial group theory, especially Nielsen transformations and finitely generated free groups. It
is mathematically a very interesting cryptographic protocol, which serves very good as a basis
to develop other cryptographic protocols. In this thesis it is the basis for Protocol 7 to Pro-
tocol 12, which are also based on combinatorial group theory.

e Protocol 7: Secret sharing scheme using Nielsen transformations together with Nielsen
reduced sets and free lengths of certain words

Protocol 7 is given as a (n,t)-secret sharing scheme and summarized in Table (page ,
which is very similar to Table (page [148)) in Chapter [6]

By combining less than m shares the participants get a subset V of V, it is ‘f/‘ <m-1.1If

they apply Nielsen transformations on the set V in a Nielsen reducing manner they do not get
a subset U of U, in general. Hence, they get no useful information to reconstruct the secret.

[Comparison with A. Shamir’s suggested properties:|

Protocol 7 uses the share distribution method given by D. Panagopoulos to be a (n,t)-secret
sharing protocol. Therefore, this scheme fulfills the same properties of Shamir as D. Panagopou-
los’ scheme does. That means (3) and (4) are fulfilled and (1) and (2) are not fulfilled. Further-
more, the additional property (5) does not hold (see Chapter |5 for the properties).

In [Ste89] an algorithm, using elementary Nielsen transformations, is presented which, given a
finite set S of m words of a free group, returns a set S’ of Nielsen reduced words, such that
(S) = (S7); This is exactly what the participants have to do to get the elements which are
needed to reconstruct the secret. The algorithm runs in O(¢?m?), where £ is the maximum free
length of a word in S. In this cryptographic protocol, the dealer fixes the number m, hence the
running time depends only on the maximum free length ¢ of the words in a Nielsen equivalent
set. Thus, the participants have a running time of O(¢?).

Conclusion:

Protocol 7 is, like Protocol 6, mathematically a very interesting cryptographic protocol which
in addition uses a Nielsen reduced subset U # X of a finitely generated free group F' = (X | )
and gives therefore the final input for the newly developed cryptosystems.

38
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Table 1.8.: Summary of Protocol 7: Secret sharing scheme using Nielsen transformations to-
gether with Nielsen reduced sets and free lengths of certain words

(n, t)-secret sharing scheme
Dealer ‘ Participants p1,p2,...,pn

Calculate m = (tfl).

Choose abstract free generating set

X ={z1,22,...,24}, ¢ € N\ {1}, and a Nielsen
reduced set U = {uy,uz,...,un} C F, u; words
in X.

Apply regular Nielsen transformation (NT) on

U:

(u17u27' . '7um)
I NT

(1)1,7)2,. . .,Um)

V= {v1,v9,...,0m}.

Construct sets R; C V with share distribution
method given by D. Panagopoulos;

it is |R;| = (?:11) for j =1,2,...n.

Distribute shares to the participants.

Ry

b1
Ro

b2
R,

DPn

t participants combine their shares and
thus get the set V.

Apply regular Nielsen transformation
(NT) on V to get a Nielsen reduced set:

(v1,v2,...,0m)
| NT
(uf, uh, .. ul,)

The secret is

=1

gl x
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Chapter [7] introduces Protocol 8, which is a private key cryptosystem, and three modifications
of it. This cryptographic protocol is based on combinatorial group theory, see Chapter [ and
uses a finitely generated free group F', a subgroup Fy of F' with finite rank, a Nielsen reduced
set and automorphisms of F'.

The automorphisms are out of a common set Fa,; C Aut(F'). Assume Alice sends a message to
Bob. For decryption Bob needs to know which automorphisms of F 4, were used for the encryp-
tion procedure by Alice. For this choice of elements in F4,; regulations are needed. Therefore,
Alice and Bob make use of a linear congruence generator with maximal periodic length.
Protocol 8 is published in [MR16].

Inner structure of Chapter [7}

First, we shortly introduce a linear congruence generator. Protocol 8 is explained next. There
are two possibilities to decrypt a ciphertext. We give an example for each possibility. Afterwards
three modifications for this cryptographic protocol are given.

In Protocol 8 the ciphertext is a sequence of reduced words in X where the end of each ci-
phertext unit is marked (for example with “0”) and X is a free generating set for a free group F'
of finite rank. The first modification is given, in which the ciphertext is now only one reduced
word in X instead of a sequence of words, in this case it is possible that additional information
is needed for decryption, thus these is sent with the ciphertext if required. In the second modi-
fication a faithful representation from F' into the special linear group SL(2, Q) is used, such that
the ciphertext is a sequence of matrices in SL(2,Q). The third modification utilizes the negative
solution of Hilbert’s Tenth Problem (see [Hil02]). Instead of a presentation of the ciphertext
as a sequence of matrices in SL(2,Q) the ciphertext is represented as a sequence of matrices in
GL(2, R) with R := Z[y1,y2,...,Yyn], the integral polynomial ring in n > 2 variables.

We close Chapter [7] with a detailed look at chosen plaintext and chosen ciphertext attacks.

e Protocol 8: Private key cryptosystem with Aut(F')

There are two ways to decrypt a ciphertext given by Protocol 8. One uses inverses of auto-
morphisms, which were used for encryption, and the other uses a table like Table (page ,
which is exactly Table (page in Chapter

Given the knowledge of a set U = {u1,us,...,un}, which is part of the private parameters,
the linear congruence generator h and the number z, the receiver is able to compute for each
automorphism fy,, i = 1,2,..., 2, the set Uy = {fx,(u1), fx;(u2), ..., fx;(un)}. This is used for
Table (page , which is exactly Table (page in Chapter m

Table 1.9.: Table for decryption: Plaintext alphabet A = {a1,a2,...,an} corresponding to ci-
phertext alphabet Us,, depending on the automorphisms fy,

U, Uts, Ut..
a1 | fx(ui) | fro(wr) | o | f(w)
az | fxa(u2) | frou2) | o | fu(u2)
av | Fulun) | falun) | o | ()
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Protocol 8 is summarized in Table (page [41)), which is very similar to Table (page|158))
in Chapter

Table 1.10.: Summary of Protocol 8: Private key cryptosystem with Aut(F")

Public Knowledge
F=(X]| ), X={x1,22,...,24}, ¢ > 2; plaintext alphabet A = {a1,a2,...,an}, N >2;
set Faur C Aut(F); linear congruence generator h of maximal periodic length.
Alice \ Bob
Private keys
Nielsen reduced set U C F, |[U| = N; seed fa € Faut,
one-to-one correspondence A — U, a;j — u;.

Encryption
Choose message
S =251828,, z2>1,
with s; € A.
Calculate
X1 = @,x2 = h(x1),...,x, = h(x,-1), obtain
le?fXQ?“‘ 7sz'

Encryption procedure:

if s; = a; then s; — ¢; = fy,(we), 1 < i < z,
1<t<N.

Ciphertext:

C = fu (1) fxo(82) -+ fx.(82) = crca - s

C=cylcal--lcs

Decryption
Compute z automorphisms:
X] = O,X9 = h(Xl),. Xy = h(Xzfl), ob-

tain fx17 fx27 T sz‘

Two possibilities:

1. For each f,,7=1,2,..., 2, compute the
inverse automorphism f L

2. For each f,, 1 =1,2,...,2, compute
foi = {fxi(ul)’ in(u2)7 RS sz(uN)}

and get a table like Table (page [40).
(Decryption: Search in this table.)

With knowledge of Table (page or
inverse automorphisms f L respectively,
the decryption is as follows:

if ¢; = fx,(u¢) then ¢; — s; == fx_il(ci) = ay,
1<i<z 1<t<N.

Plaintext message

S = filt(e) fGt(ea) -+ flt(ez)

= 8189 --S,, with s; € A.
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Examples for Protocol 8 are given:

1. An example is given, in which for decryption the inverse automorphisms of the z auto-
morphisms f,, which Alice used for encryption, are calculated, see the example attached

in Appendix

2. An example is given, in which for decryption a table (see Table (page ) is used,
which stores the ciphertext alphabet Uy, = and is generated with the automorphisms Alice
used for encryption, see the Example [7.0.7]

The cryptosystem is a polyalphabetic system, that is, a word u; € U, and hence a letter a; € A,

is encrypted differently at different positions in the plaintext, because different automorphisms
are used during the encryption procedure for each ciphertext unit. Thus, for the ciphertext,
a statistical frequency attack (see for instance [BFKR15]) over the frequency of words, which
corresponds to letters in the plaintext alphabet, or groups of words, is useless.

The security depends on the fact, that the set U is private. Note, that in general ¢; ¢ Fy,
with Fy = (U | ). An eavesdropper, Eve, assumes that the elements of the set U, which were
used for the encryption, can be found in the ball B(F, L) of the Cayley graph from F', with
L =537, |e| and ¢; ciphertext units of an intercepted ciphertext

C=cilegl--lc,.

The symbol “” marks the end of each ciphertext unit ¢;, 1 <i <z —1.

The ball B(F, L) contains all elements of F' with a free length equal to or less than L. The
number of elements which are candidates for the set U, so called primitive elements, grows ex-
ponentially with the free length, here with L. Eve has to test subsets V; of K > N elements
of the ball B(F, L) to get candidates for U. For this she constructs the corresponding Nielsen
reduced sets V/ to V; (which are minimal concerning a lexicographical order). If |[V/| = N then
V/ is a candidate for U.

The running time is within O(A\2K?), with A := max{|v;,|x | v;, € V; for £ =1,2,..., K} < L,
to get a Nielsen reduced set V/ from V; with a known algorithm.

Furthermore, the security depends on the way how Alice and Bob choose the automorphisms of
the set Fayu. To verify, whether a candidate set V; is very likely the set U used by Alice and
Bob, it is likely that Eve tests the automorphisms in F4,; with her set V/ to get the ciphertext.
The set Fayu should be large enough to make this kind of brute force search inefficient. A
variation is given where the set F,; is partly or fully publicly unknown, to avoid such a search.
This also avoids brute force attacks which could be done over the inverse automorphisms of the
set Fau+ and known ciphertexts.

Thus, the main security certification depends on the fact, that for a single subset of K > N
elements Eve finds a Nielsen reduced set in the running time O(A?2K?) but she has to test all
possible subsets of K elements for which she needs exponential running time.

Modification:
To improve the security certification we give three modifications.

1. We present a modification (Section where the ciphertext is only one reduced word in
X instead of a sequence of words, in this case it is possible that additional information is
needed for decryption, thus these is sent with the ciphertext if required.

Security: The security certification is extended to the fact, that Eve is in general not
able to identify the beginning and end of a ciphertext unit ¢;, i = 1,2, ..., 2. There could
also be cancellations, which she is not able to recognize. Thus, the attack which uses the
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1.3. Outline of this thesis and summary of results

automorphisms of F 4, in the unmodified cryptographic protocol is not realizable in this
modification.

2. We present a modification (Section , which uses a faithful representation from F' into

the special linear group SL(2,Q), such that the ciphertext is a sequence of matrices in
SL(2,Q). A variation (Variation is given where the ciphertext is not a sequence of
matrices but a sequence of entries of matrices. This reduces the space for the ciphertext
and the memory space for the decryption table, like Table (page [40)).
Security: The security certification is extended to the fact, that there is no algorithm
known to solve the (constructive) membership problem for (discrete) free subgroups of
SL(2,Q), which are of rank greater than or equal to 2 and not subgroups of SL(2,Z).
Therefore, the attack which uses a Cayley graph and automorphisms of F4,; in the un-
modified cryptographic protocol is not realizable in this modification.

3. We present a modification (Section , which utilizes the negative solution of Hilbert’s

Tenth Problem. Instead of a presentation of the ciphertext as a sequence of matrices
in SL(2,Q) the ciphertext is represented as a sequence of matrices in GL(2, R), with
R := Z[yi,y2,...,Yn], the integral polynomial ring in n > 2 variables.
Security: The security certification is extended to Hilbert’s Tenth Problem. In addition
the security is improved by the fact, that for each encryption Alice and Bob can take
privately ephemeral matrices in GL(2, R), R = Z[y1,¥2, .., Yn|, with the property that
the common private point D € Z™ generates the correct matrices in PSL(2,Z). This gives
randomness to ciphertexts, which complicates attacks for Eve. The attack which uses a
Cayley graph and automorphisms of F 4, in the unmodified cryptographic protocol is not
realizable in this modification.

Conclusion concerning chosen plaintext attacks and chosen ciphertext attacks:

We also analyze this private key cryptosystem as well as the modifications concerning chosen
plaintext attacks (Section and chosen ciphertext attacks (Section . If the ciphertext is
given as a matrix, the system is secure against chosen plaintext attacks and chosen ciphertext
attacks. If the ciphertext is a word in X it could be possible that an eavesdropper can get hints
for the elements in U and hence the search for the primitive elements in the Cayley graph as
well as the search for the automorphisms in F 4, could be performed in a more selective measure.

Conclusion:

Especially, the modifications of Protocol 8 with matrices are of interest for group based cryp-
tography. If Protocol 8 is used together with the second modification, which uses a faithful
representation into SL(2,Q), then the system is secure and the security depends on the unknown
solution of the (constructive) membership problem in the used matrix groups. If Protocol 8 is
used together with the third modification, which uses matrices in GL(2, R), R = Z[y1, y2, - - - , Yn)
with n > 2, then the system is secure and the security depends additionally on the negative
solution of Hilbert’s Tenth Problem (see [Hil02]). Moreover, we also get randomness to each ci-
phertext by the ephemeral matrices, which the encrypter used for encryption. To generate these
ephemeral matrices he only needs the common secret point D € Z™, this improves also the secu-
rity. Altogether, we get interesting new private key cryptosystems, which use non-commutative
groups and are based on combinatorial group theory and not only on number theory.

Chapter [§|introduces Protocol 9, which is a private key cryptosystem similar to Protocol 8.
We also give three modifications, which uses the same ideas for the modifications of Proto-
col 8. Like Protocol 8 it is based on combinatorial group theory (see Chapter . It uses a
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finitely generated free group F, a subgroup Fy of F with finite rank, a Nielsen reduced set and
automorphisms of Fy. It differs to Protocol 8 only in the way that it uses automorphisms of
a finitely generated subgroup Fy of F' instead of automorphisms of the finitely generated free
group F. The automorphisms are out of a common set H .,y C Aut(H), with an abstract free
generating set H and the cardinality |H| = |A| = N, with A the set of plaintext letters. Assume
Alice sends a message to Bob. For decryption Bob needs to know which automorphisms of H 4.
were used for the encryption procedure by Alice. For this choice of elements in H 4.+ regulations
are needed. Therefore, Alice and Bob make use of a linear congruence generator with maximal
periodic length as for Protocol 8. Hence, this is explained in Chapter

Inner structure of Chapter

First Protocol 9 is introduced. There are two possibilities to decrypt a ciphertext. We give an
example for each possibility. Afterwards three modifications for this cryptographic protocol are
given. We close Chapter [§]with a detailed look at chosen plaintext and chosen ciphertext attacks.

e Protocol 9: Private key cryptosystem with Aut(Fy)

Let F' be a finitely generated free group with free generating set X = {z1,z2,..., 24}, ¢ > 2,
and Fy the subgroup of F' freely generated by the Nielsen reduced set U = {u,uz,...,un},
with N > 2 and wu; words in X. The ciphertext C can be interpreted as a sequence of words in
X or of words in U. It is sent as a sequence of words in X. There are two ways to decrypt a

ciphertext. One uses a table like Table (page 44)), which is exactly Table (page [190) in
Chapter [3]

Being aware of the set U = {u1,ug,...,un}, the linear congruence generator h and the number
z, the decrypter is able to compute for each automorphism f,,, ¢ =1,2,..., 2, the set

Ufui = {fui<u1)7 fui(u2)7 ceey fui(uN>}7
with fy,(u;) written as a reduced word in X. This is used for Table (page [44).

Table 1.11.: Plaintext alphabet A = {a,as,...,an} corresponding to ciphertext alphabet Uy,
depending on the automorphisms f,

Uty U, e Ut..
ai ful(ul) fu2(u1) T fuz(ul)
ag ful (u2) fug(UZ) T fuz (UQ)
an || fuy (un) | fus(un) | -0 | fu.(un)

The other way, to decrypt a ciphertext, uses the Nielsen reduced set U and an algorithm to
write the ciphertext units ¢; (given as words in X) as words in U. Now, together with the used
automorphisms, the ciphertext can be decrypted correctly.
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1.3. Outline of this thesis and summary of results

Protocol 9 is summarized in Table (page [45)), which is very similar to Table (page|191))
in Chapter

Table 1.12.: Summary of Protocol 9: Private key cryptosystem with Aut(Fy)

Public Knowledge
F=(X]| ), X={x1,22,...,24}, ¢ > 2; plaintext alphabet A = {a1,a2,...,an}, N >2;
abstract free group H = (U | ), U = {ug,uz,...,un} with u; abstract letters;
set Haur C Aut(H); linear congruence generator h of maximal periodic length.
Alice ‘ Bob
Private keys

Explicit set U = {u1,ug,...,un} with u; words in X, U C F' Nielsen reduced set,
|U| = N; seed fa € Faut, one-to-one correspondence A — U, a;j — u;.

Encryption
Choose message
S =5180-++5,, z2>1,
with s; € A.
Calculate
u; = a,us = h(uy),...,u, = h(u,_1), obtain
f1117fu27 e 7fuz-

Encryption procedure:

if s; = a; then s; — ¢; == fu,(w), 1 < i < z,
1<t<N.

Ciphertext:

C= ful(sl)fu2(52) T fuz(sz) = C1C2 -+ Cy,

with ¢; written as words in X.

C=cileal-+-le

Decryption

Compute z automorphisms:

u; = @,uy = h(uy),...,u, = h(u,_1), ob-
tain fu,, fugs- -+, fu.-

Two possibilities:

1. For each fy,,1=1,2,..., 2, compute
Ufui - {fui(u1>7 fui <u2)7 ERR) fuz(uN)}

and get a table like Table (page .
(Decryption: Search in this table.)

If ¢; = fu,(ug) then ¢; — s; = ay, 1 <0 < z,
1<t<N.

2. Use Nielsen reduced set U and an algo-
rithm to write the ciphertext units ¢; (given
as words in X) as words in U. Together
with the used automorphisms the cipher-
text is decrypted correctly.

Reconstruct plaintext message
S =s5189---8,, with s; € A.

45



Chapter 1. Introduction

Examples for Protocol 9 are given:

1. An example is given, in which for decryption a table (see Table (page [44)) is used,
which stores the ciphertext alphabet Uy, and is generated with the automorphisms Alice

uses for encryption, see Example

2. An example is given, in which Bob knows the Nielsen reduced set U, hence with a known
algorithm he is able to write the ciphertext as a sequence of words in U. With the
automorphisms, Alice used for encryption, he is able to decrypt the ciphertext correctly,
see the example attached in Appendix

The cryptosystem is a polyalphabetic system, that is, a word u; € U, and hence a letter a; € A,

is encrypted differently at different positions in the plaintext, because different automorphisms
are used during the encryption procedure for each ciphertext unit. Thus, for the ciphertext,
a statistical frequency attack (see for instance [BFKR15]) over the frequency of words, which
corresponds to letters in the plaintext alphabet, or groups of words, is useless.

The security depends on the fact, that the set U is private. Note, that the ciphertext units ¢;
are elements in Fy, with Fiy = (U | ). An eavesdropper, Eve, knows that the elements of the
set U, which where used for the encryption, can be found in the ball B(F, L) of the Cayley
graph from F, with L; = max{|¢;|x | i = 1,2,...,2} and ¢; ciphertext units of an intercepted
ciphertext

C=cilegl---c¢,.

The symbol “” marks the end of each ciphertext unit ¢;, 1 <7<z —1.
Let

62{01,02,...,02}

be the set of ciphertext units and let C’Nred be a Nielsen reduced set of C’, hence the group
FCN , generated by Cyeq, is a free subgroup of Fyy and rank(F~N d) < z. The main security
certlﬁcatlon depends on the fact, that for a single subset V of Fyy with K elements Eve finds a
Nielsen reduced set in the running time O(A?K?), with A the maximum over the free length of
the elements in the subset V' with K primitive elements, but she has to test all possible subsets
of K elements for which she needs exponential running time, because the number of primitive
elements grows exponentially with the free length, here with L. She searches in a ball B(F, L1),
with L; = max{|c;| | ¢; € C} for these primitive elements.

A subset of V is also known, it is Cyyeq C V but she has to put all other primitive elements to
this set and proves if V’, which is Nielsen reduced to V, is of order N and hence a candidate for
U.

Furthermore, the security depends on the way how Alice and Bob choose the automorphisms of
the set H au:. To verify, whether a candidate set V' is very likely the set U used by Alice and
Bob, it is likely that Eve writes the ciphertext units ¢; with letters of her candidate set V'*1.
This is possible because the constructive membership problem is solvable in abstract free groups
and Nielsen reduced sets. Thus, she could get hints for the automorphisms used for encryption
and it is not only a brute force search through the set H ..

Modifications:
The modifications use the ideas behind the modifications of Protocol 8.

1. We present a modification (Section where the ciphertext is only one reduced word in
X instead of a sequence of words, in this case it is possible that additional information is
needed for decryption, thus these is sent with the ciphertext if required. The ciphertext
can be interpreted as words in X and as words in U, thus the additional information could
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1.3. Outline of this thesis and summary of results

be given about the ciphertext written as a word in U or as a word in X.

Security: The security certification is extended to the fact that Eve is in general not
able to identify the beginning and end of a ciphertext unit ¢;, i = 1,2,...,z. There could
also be cancellations, which she is not able to recognize. Eve is neither able to determine
the number L; because she does not know what the ciphertext units ¢; exactly look like,
nor is she able to generate the set C’Nred. This worsens her attacks of the unmodified
cryptographic protocol above.

2. We present a modification (Section , which uses a faithful representation from F' into

the special linear group SL(2,Q), such that the ciphertext is a sequence of matrices in
SL(2,Q). Furthermore, a variation (like Variation can be used, where the cipher-
text is not a sequence of matrices but a sequence of entries of matrices. This reduces the
space for the ciphertext and the memory space for the decryption table.
Security: The security certification is extended to the fact, that there is no algorithm
known to solve the (constructive) membership problem for (discrete) free subgroups of
SL(2,Q), which are of rank greater than or equal to 2 and not subgroups of SL(2,Z).
Therefore, the attack which uses a Cayley graph and automorphisms of F4,; in the un-
modified cryptographic protocol is not realizable in this modification.

3. We present a modification (Section , which utilizes the negative solution of Hilbert’s

Tenth Problem. Instead of a presentation of the ciphertext as a sequence of matrices
in SL(2,Q) the ciphertext is represented as a sequence of matrices in GL(2, R), with
R := Z[y1,y2,-..,Yyn], the integral polynomial ring in n > 2 variables. Here we get two
subcases, the first applies the modification with Hilbert’s Tenth Problem on a text given
as a sequence of words in X and the second applies it to a text given as a sequence of
words in U.
Security: The security certification is extended to Hilbert’s Tenth Problem. In addition
the security is improved by the fact, that for each encryption Alice and Bob can take
privately ephemeral matrices in GL(2, R), R = Z[y1,¥2, .-, Yn|, with the property that
the common private point D € Z™ generates the correct matrices in PSL(2,Z). This gives
randomness to ciphertexts, which complicates attacks for Eve. The attack which uses a
Cayley graph and automorphisms of F 4, in the unmodified cryptographic protocol is not
realizable in this modification.

Conclusion concerning chosen plaintext attacks and chosen ciphertext attacks:

If the ciphertext is given as a matrix, the system is secure against chosen plaintext attacks
(Section . If the ciphertext is a word in X it could be possible that an eavesdropper can
get hints for the elements in U and hence the search for the primitive elements in the Cayley
graph could be performed in a more selective measure, but these hints can also be seen in a
ciphertext only attack. Hence, this is no information which only appears at a chosen plaintext
attack. This cryptosystem is secure against chosen ciphertext attacks (Section. An attacker
gets no additional hints for the set U than he gets with a ciphertext only attack.

Conclusion:

Due to the fact, that Protocol 9 differs to Protocol 8 only in the way, that it uses auto-
morphisms of a finitely generated subgroup Fy of F' instead of automorphisms of the finitely
generated free group F', we get a similar cryptographic protocol. The modifications use the same
ideas as the modifications for Protocol 8. Therefore, as above, especially the modifications of
Protocol 9 with matrices are of interest for cryptography. If Protocol 9 is used together with
the second modification, which uses a faithful representation into SL(2,Q), then the system
is secure and the security depends on the unknown solution of the (constructive) membership

47



Chapter 1. Introduction

problem in the used matrix groups. If Protocol 9 is used together with the third modification,
which uses matrices in GL(2, R), R = Z[y1,Y2, - - ., Yn), n > 2, then the system is secure and the
security depends in addition on the negative solution of Hilbert’s Tenth Problem. Moreover, we
get also randomness to each ciphertext by the ephemeral matrices, which the encrypter used
for encryption. To generate these ephemeral matrices he only needs the common secret point
D € 7", this improves also the security. Altogether, we get interesting new private key cryp-
tosystems, which use non-commutative groups and are based on combinatorial group theory and
not only on number theory.

Chapter [J] introduces Protocol 10, a symmetric key cryptosystem. It is based on combinatorial
group theory, uses automorphisms of finitely generated free groups, Nielsen reduced sets and a
faithful representation of a finitely generated free group F' into SL(2,Q). The automorphisms
are out of a common set Ga,r C Aut(G) (with G an abstract free group of finite rank). For
decryption Bob needs to know which automorphisms of Ga,; were used for the encryption
procedure by Alice. Therefore, Alice and Bob make use of a linear congruence generator with
maximal periodic length as for Protocol 8 and Protocol 9. Hence, for linear congruence
generators see Chapter [7]

The main difference of the cryptographic protocol in this chapter to Protocol 8 and Protocol 9
is, that it uses automorphisms of Aut(G) on plaintext sequences instead of automorphisms on F'
or Fy, respectively. Moreover, Protocol 10 contains special random matrices, which generate
randomness for the ciphertext and work as ephemeral keys in the encryption procedure.

Inner structure of Chapter [9t

We first describe Protocol 10 in a restricted version to explain the idea. This is then gener-
alized. A variation and are given. The chapter closes with a closer look at chosen
ciphertext and chosen plaintext attacks.

e Protocol 10: Private key cryptosystem using automorphisms on plaintext sequences

To describe this private key cryptosystem we assume that z = 4 - ¢, with ¢ € N, and that the
letters in each plaintext part S; are pairwise different.

Protocol 10 is summarized in Table (page and Table (page, which are exactly
Table (page [219) and Table (page [220)) in Chapter [9]
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1.3. Outline of this thesis and summary of results

Table 1.13.: Summary of Protocol 10: Private key cryptosystem using automorphisms on
plaintext sequences I

Public Knowledge

Abstract free group G = (Y | ), Y ={y1,92,...,¥ys5}; plaintext alphabet A = {ay,a2,...,an}
with NV > 2; subset Gay: C Aut(G); linear congruence generator h of maximal periodic length.

Alice ‘ Bob

Private keys

Free group F = (X | ), X ={z1,22,...,24}, ¢ > 2,
free subgroup Fyy = (U | ) of F' with Nielsen reduced set U = {uy,ug,...,usn} C F}
faithful representation ¢ : F' — SL(2,Q);
FU/:<U/‘ >, U/:{Vl,VQ,...,VQN} With‘/;:go(ui);
assignment a;,=V; <= j = ¢ (mod N) and starting seed gg € GAut-

Encryption

Choose message
S =s5189...8,, z>1ands; €A.

Cut message into parts of rank(G) — 1 = 4 letters

S = 51525354 | 55565758 | -+ | 52-35:-25:-15 .
—_— —_——
51 Sa Sg

Write S as a sequence S’ of matrices with

a;=V; <= j =i (mod N), it is

S =VIVaVaVi | VEVEVIVS | -+ | VI gV VIV,
s/ s s,

with V! € {V1,Va,..., Vo, }.

Calculate 8 = § automorphisms g; € G-
Compute y1 = @,y2 = h(y1),...,y8 = h(yg—1) and obtain
gyngyz,---»gyg-

For each part S/, 1 < i < f3, choose an additional matrix
P; € SL(2,Q), with P; ¢ Fys, which is an ephemeral key.

Encryption:
For S/, 1 < ¢ < (3, choose ephemeral key P; and apply
automorphism gy,:
(V4/z'737 V;llz‘f2> VAL/FI’ V;l/i’ PZ)
{ 9y,
(Whi—a, Wsi—3, Wsi—2, Wsi—1, Ws;).

Generate ciphertext
C = WiWoWsW WsWeWiWsWoWig -+ W45

and send it to Bob.

C=W1WoWsWiWsWeW;WgWoW1g---W, 43
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Table 1.14.: Summary of Protocol 10: Private key cryptosystem using automorphisms on
plaintext sequences II

Alice ‘ Bob
Decryption
Cut C into parts of 5 matrices:
C = WiWoWsWyWs | WeWWsWoWig |-+ | Woyp_a---W.ig.
& c o

Compute § automorphisms:
y1 = a, Y2 = h(}’l)7 - Y = h’(Yﬁ—l)u
obtain gy, gy,, - - gys-

Compute for each automorphism gy, € Gaw, ¢ = 1,2,..., 3, the
inverse automorphism g;il.

Apply on each ciphertext part C? the corresponding automorphism
g;il. In general, for C/, it is:
(Wsi—a, Wsi—3, Wi, Wsi—1, W)
Loy!
(Vii—s: Vii—o Vi1, Vi P)

Decide which matrices in the reconstructed part belong to the set
U’ and which not.

Therefore, get sequence of matrices
S' = VIVaVEVIVEVEVaVg - - V3V o ViV,
with V/ € {V1,V,...,Va,}, and with the knowledge
a;=Vj <= j=1i (mod N)
read the plaintext
S = 5152535455565758 * ** 5;-35,-25,_15

from Alice.

We also look at the situations, when z € N is not necessarily z =4 -¢, t € N, and the letters in
each part S; are not necessarily pairwise different (Remark [9.0.2)).

Alice has to calculate ephemeral matrices in SL(2,Q), we also give proposals how Alice could
generate these matrices, which are not matrices in Fy» (Remark [9.0.3)).

Security:

Protocol 10 is a polyalphabetic system, that is, a matrix V; € U’, and hence a letter a; € A,
is encrypted differently at different positions in the plaintext. Therefore, a statistical frequency
attack (see for instance [BEKRI5]), for the ciphertext, over the frequency of matrices, which
corresponds to letters in the plaintext alphabet, or groups of words, is useless. If Alice takes
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care, that each plaintext sequence C; has as one product at least one ephemeral matrix P; (that
is, it is not only written as a word in U’), then C; ¢ Fy» and each plaintext sequence is encrypted
differently, even if the same text with the same automorphisms is used and only the ephemeral
matrices from Alice are changed, she generates a totally different ciphertext for the same plain-
text. The security depends on the ephemeral keys (matrices), which are privately chosen by the

encrypter and the unknown solution of the (constructive) membership problem for the matrices
in U’ C SL(2,Q) and the ephemeral keys.

[Variations:]

We explained Protocol 10 by fixing the rank of the abstract group G, rank(G) = 5, and the
cardinality of U, |[U| = 2N. This helped us to explain this private key cryptosystem, but it is
not mandatory. We can variate these values.

1. We can choose an abstract free group G with finite rank(G) > 2; another option is to
choose different free groups G; with pairwise different finite ranks rank(G;) > 2. The set
Gayt from which Alice and Bob get the automorphisms for encryption and decryption,
respectively, is then a subset of |, Aut(G;).

2. The set U can be chosen with cardinality |U| = k- N, k > 2. Each sequence S;, which
we get by cutting the plaintext into pieces, must, in general, have a length between 1 and
rank(G;)—1, depending on the group G; on which the automorphism acts for the sequence
S;, because we now add to each sequence at least one ephemeral matrix. We have to take
care that the elements in each sequence S; with the additional ephemeral keys form a basis
for a free group of rank(G;). Therefore, it is possible to align the set U, that is, choose k
with & > max{rank(G;)} — 1 for |U| = k- N and act like in Remark case 2.1.
Another option is to split the sequence with more than k identical letters in a similar
way as explained in Remark case 2.2. The ephemeral keys in each sequence must be
pairwise different and after construction, see Remark they are elements of a basis.

We present also a [variation, in which the used automorphisms are privatel

Conclusion concerning chosen plaintext attacks and chosen ciphertext attacks:
This cryptosystem is secure against chosen plaintext and chosen ciphertext attacks, because of
the ephemeral keys by Alice and the unknown solution of the (constructive) membership prob-
lem for the matrices in U’ C SL(2,Q) and the ephemeral keys.

Conclusion:

Protocol 10 applies automorphisms on sequences of plaintext units, which are written as
matrices in SL(2,Q) with the help of a faithful representation from a finitely generated free
group F' into SL(2,Q). With additional random matrices for the encryption procedure and
the unknown solvability of the (constructive) membership problem in the used matrix group
it is a secure private key cryptosystem. Thus, we get another interesting new private key
cryptosystem, which uses non-commutative groups and is based on combinatorial group theory
and not on number theory.

Chapter introduces Protocol 11, an ElGamal like public key cryptosystem, and Proto-
col 12, a challenge and response system. Protocol 11 is published in [MR15] and [MR16].
Both systems are based on combinatorial group theory and use the ideas behind the private key
cryptosystems in the previous sections. Thus, they also need a finitely generated free group F,
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automorphisms on F and a faithful representation from F' into SL(2,Q) (see Chapter [4)).

Inner outline of Chapter
Firstly, we describe Protocol 11 and give proposals for variations and Secondly,
Protocol 12 is introduced and can be found in the appendix.

e Protocol 11: ElGamal like public key cryptosystem using automorphisms on a
finitely generated free group F'

Protocol 11, an ElGamal like cryptosystem, is summarized in Table (page , which is
exactly Table (page [236)) in Chapter

Table 1.15.: Summary of Protocol 11: ElGamal like public key cryptosystem using automor-
phisms on a finitely generated free group F'

Public Parameters
Free group F = (X | ), a freely reduced word a # 1 in F'
and an automorphism f : F' — F of infinite order.
Alice \ Bob
Key Creation

Choose private key n € N.
Compute

f(a) =:ce S*.

(S* denotes the set of all freely reduced words
with letters in X+1.)

Publish c.
Encryption
Choose plaintext m € S5*.
Choose random ephemeral key ¢ € N.
Compute
m- fi(c) =:c; € S* and f'(a) =: cp € S*.
Send ciphertext (c1,c2) € S* x S* to Alice.
(c1,c2)
Decryption
Compute

c1- (fMe2)) ™t =me fie) - (f(c2)) !

=m- f{(f"(a) - (f*(fa))™"
m- f*7(a) - (f"+ ()"
which is the me_ssag,e from Bob.
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security:

The security is based on the Diffie-Hellman problem and discrete logarithm problem in cyclic
subgroups of automorphisms on finitely generated free groups.

[Variations:l

1. The element a € S* could be taken as a common private secret between Alice and
Bob. They could use for example the Anshel-Anshel-Goldfeld key exchange protocol (see
[MSUO08]) to agree on the element a.

2. Alice and Bob agree on a faithful representation from F' into the special linear group of
all 2 x 2 matrices with entries in Q, that is, g : F' — SL(2,Q). Now, m € S* and Bob
sends g(m) - g(ft(c)) =: c1 € SL(2,Q) instead of m - fi(c) =: ¢; € S*; ¢ and ¢y remain
the same. Therefore, Alice calculates c1 - (g(f™(c2)))™' = g(m) and hence the message
m = g~1(g(m)) € S*. This variation in addition extends the security certification to the
constructive membership problem in the matrix group SL(2,Q) (see [EKLG14]).

Conclusion:

Protocol 11 is similar to the ElGamal cryptosystem (see Section , whereby the ElGamal
cryptosystem is easier to handle. The ElGamal cryptosystem is based on the Diffie-Hellman
problem and discrete logarithm problem, respectively, over a finite field. If these problems
should eventually be solved we introduced an alternative system, which is not based on number
theory.

e Protocol 12: Challenge and response protocol using automorphisms on finitely
generated free groups

We use the idea behind the public key cryptosystem (Protocol 11) based on Nielsen trans-
formations to develop a challenge and response protocol. More precisely Protocol 12 is a
symmetric key authentication protocol.

The verifier and the prover agree on a common secret P and a corresponding challenge automor-
phism of a finitely generated free group F' with rank IV > 3. After presenting the password P
to the verifier, he gives challenges to the prover, which are correctly solvable with the challenge
automorphism.

Possible Challenges:
We propose four types of questions for the challenges.

1. What is the matrix M = ¢(f"(w)), given w € F (a freely reduced word in F'), n € N and
a faithful representation ¢ : F' — SL(2,Q)? The verifier takes care that each matrix ¢ (z;),
1 <7 < N, has at least one entry in Q \ Z.

2. What is the trace of the matrix M = ¢(f™(w)), given w € F' (a freely reduced word in F),
n € N and a faithful representation ¢ : F' — SL(2,Q)? The verifier takes care that each
matrix ¢(x;), 1 <i < N, has at least one entry in Q \ Z.

3. What is the entry M, , of the matrix M = p(f"(w)), given w € F' (a freely reduced word
in F'), n € N and a faithful representation ¢ : F' — SL(2,Q), with z,y € {1,2} and z gives
the row and y the column in the matrix M? A variation could be given if the entry M, ,
is an integer, then it could be ask for certain digits of an entry M, ,, for example for the
last 7 digits.
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4. Questions as in 1. and 2. but the faithful representation ¢ could be public or also a part
of the common shared secret between the verifier and the prover.

Protocol 12 is summarized in Table (page [p4]), which is exactly Table (page [241)) in
Chapter

Table 1.16.: Summary of Protocol 12: Challenge and response protocol using automorphisms
on finitely generated free groups

Private Parameters
Free group F' with free generating set X = {x1,z9,...,2x}, N > 3;
an automorphism f € Aut(F') of infinite order and a common password P.
The shared secret is the tuple (P, f).
Verifier Prover

Present the password P to the verifier
P

Take challenge automorphism f corresponding
to password P. Choose

e a faithful representation ¢ : F' — SL(2,Q);
take care that each matrix ¢(x;), 1 < i < N,
has at least one entry in Q \ Z;

e a freely reduced word w € F;

en €N,
Challenge: (p,w,n)
Compute Compute the response M and send it to
M = o(f"(w)). the verifier
M = o(f"(w)).
Response: M

Proof if M/ = M.

Security:

The Security is based on the unknown solution of the constructive membership problem of (dis-
crete) free subgroups in SL(2,Q) of rank greater than two.

Conclusion:

To develop a challenge and response system using automorphisms on finitely generated free
groups is another cryptologic application of this mathematical theory. It is good to have different
challenge “spaces” for challenge and response systems, in particular if these “spaces” generate
an infinite amount of challenges as it is the case in Protocol 12.

1.3.3. Assessment of the results

The first private key cryptosystem (Protocol 1)) is an extension of a (n, t)-secret sharing scheme
by C. S. Chum, B. Fine, G. Rosenberger and X. Zhang (CFRZ-scheme) and is therefore based

on the Closest Vector Theorem. This extension is of mathematical interest. However, for appli-
cations it has the disadvantage that Alice and Bob have to exchange the subspace V not later
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than after ¢t messages, with dim(V') = t. This private key cryptosystem, along with other cryp-
tographic theory, was published in [FMR13] and presented in the “Algebra and Cryptography”
seminar at CUNY (City University of New York) Graduate Center in New York in 2013 as well
as in the “Spring Easter Section Meeting” of the AMS (American Mathematical Society) more
precisely the “Special session on ‘Algorithmic problems of group theory and applications to in-
formation security’ at Boston College” in 2013 by an invitation from Prof. Dr. V. Shpilrain and
Prof. Dr. D. Kahrobaei. The positive feedback gave motivation to find another cryptographic
protocol based on the Closest Vector Theorem. This is the CV-challenge and response system

(Protocol 2)).

In this thesis, we also introduce two extensions of a key exchange protocol by M. Habbeb,
D. Kahrobaei, C. Koupparis and V. Shpilrain, which is based on a semidirect product of
(semi)groups. One extension is a signature protocol and the other is an ElGamal
like public key cryptosystem . Both are of mathematical interest and published
in [Mol15]. For applications of the signature protocol it has the disadvantage that Alice, with
her private key n, can just perform a finite number of signatures, which depend on her first
ephemeral key k;. The theory of the ElGamal like public key cryptosystem is interesting, but
for applications a platform group has to be found, which is optimal in terms of security and
efficiency. D. Kahrobaei and V. Shpilrain are working on this problem, see [KS16].

The research about these cryptographic protocols leads to groups and especially to non-commuta-
tive groups, which gives input for the later newly developed cryptographic protocols that are
based on combinatorial group theory.

Two new challenge and response systems are explained. is an extension of the
CFRZ-scheme and a variation is given, such that it is a two-way authentication.
is one of the newly developed cryptographic protocols which are based on combinatorial group
theory. It is good to get different challenge “spaces” for challenge and response systems, in par-
ticular, if these “spaces” generate an infinite amount of challenges as it is the case for these two
cryptographic protocols. was, among other protocols, presented at the workshop
“New directions in cryptography” related to the “Computer Science in Russia” symposium in
Moscow (2014).

is a secret sharing protocol, which is highly interesting if the participants need a
very simple way to reconstruct the secret and the dealer has enough time to generate and to
distribute the shares for the participants.

[Protocol 6|and [Protocol 7|are the first newly developed cryptographic protocols in this thesis,
which use combinatorial group theory especially Nielsen transformations and finitely generated
free groups. is mathematically a highly interesting cryptographic protocol. Indeed
it serves especially well as a basis to develop other cryptographic protocols. In this thesis it is
the basis for Protocol 7-12, which are also based on combinatorial group theory.

[Protocol 7|is, like|Protocol 6] mathematically a very interesting cryptographic protocol which
in addition uses a Nielsen reduced subset U # X of a finitely generated free group F' = (X | )
and gives therefore the final input for the newly developed cryptographic Protocol 8-12.
[Protocol 5| and [Protocol 6| as[Protocol 2| were presented at the workshop “New directions
in cryptography” related to the “Computer Science in Russia” symposium in Moscow (2014).
Enhancing the combinatorial secret sharing scheme with the idea of using automorphisms on
finitely generated free groups became the basis for the other newly developed cryptographic
protocols (Protocol 8-12). Moreover, [Protocol 5| [Protocol 6| and [Protocol 7| were also
presented at the Fairfield University (2015) by an invitation from Prof. Dr. B. Fine and they
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are going to be published in the survey article [CFMRZI16|] as research in the area of secret
sharing schemes. They are also described in [MR15].
In addition Protocol 11 and a previous version of Protocol 9 are presented in [MR15].

The main results in this thesis are, in addition to the challenge and response system ,
the private key cryptosystems [Protocol 8| [Protocol 9| [Protocol 10| and the ElGamal like
public key cryptosystem which are all based on combinatorial group theory and
automorphisms on finitely generated free groups. These automorphisms can be generated by
Nielsen transformations or Whitehead-Automorphisms.

Especially the modification of [Protocol 8| and [Protocol 9| respectively, with matrices are
of interest for group based cryptography. If [Protocol 8| or [Protocol 9| respectively, is used
together with a modification, which uses a faithful representation from a finitely generated free
group into SL(2, Q), then the system is secure and the security depends on the unknown solution
of the (constructive) membership problem in the used matrix group. If [Protocol 8| or [Pro-|
respectively, is used together with the modification, which uses matrices in GL(2, R),
R = Z[y1,y2,---,yn], n > 2, then the system is secure and the security depends in addition
on the negative solution of Hilbert’s Tenth Problem. Moreover, we get also randomness to
each ciphertext by the ephemeral matrices which were used for encryption. To generate these
ephemeral matrices only the common secret point D € Z" is needed, this improves also the secu-
rity. In fact we get two interesting new private key cryptosystems, which use non-commutative
groups and are based on combinatorial group theory and not only on number theory.

applies automorphisms on sequences of plaintext units, which are written as ma-
trices in SL(2,Q). Together with additional random matrices for the encryption procedure and
the unknown solvability of the (constructive) membership problem in the used matrix group it
is a secure private key cryptosystem. Thus, we get another interesting new private key cryp-
tosystem, which uses non-commutative groups and is based on combinatorial group theory and
not on number theory.

is similar to the standard ElGamal cryptosystem; however the standard ElGamal
cryptosystem is easier to handle. The ElGamal cryptosystem is based on the Diffie-Hellman
problem and discrete logarithm problem, respectively, over a finite field. If these problems
should eventually be solved we introduce here an alternative system, which is not based on
number theory.

A previous version of together with was presented at the annual
meeting of the DMV (Deutsche Mathematiker-Vereinigung) at the minisymposium “Algebraic
Aspects of Cryptology” in 2015. Following an invitation from Prof. Dr. V. Shpilrain a talk was
held about the research in the “Algebra and Cryptography” seminar at CUNY Graduate Center
in New York. together with the modification, which uses a faithful representation
of a finitely generated free group into SL(2,Q), as well as were presented in this
seminar at CUNY Graduate Center in New York (2015). In addition together with
the modification using a faithful representation of a free group into SL(2, Q) and the idea to use
Hilbert’s Tenth Problem are published in [MR16] together with

1.4. Suggestions for other platform groups instead of finitely
generated free groups

In this section we give other platform groups instead of finitely generated free groups for the

cryptographic protocols Protocol 6 to Protocol 12.
We suggest the use of surface groups. A surface group is the fundamental group of a compact
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orientable or non-orientable surface. It is defined, that the genus of a surface group is g if the
corresponding surface has genus g (for surface groups in combinatorial group theory see for
example [AFR05] and [FR99]). It is known (see for instance [BS65]), that an orientable surface
group ®, of genus g > 2 has an one-relator presentation of the form

g
(I)g:<041,61,-.-70é9769’ H[O‘juﬁj]:1>7 (11)
j=1
in which [o, ;] denotes the commutator of a; and ; and is defined as [a;, 3;] := ajﬁjozj_lﬁj_l.

Depending on the new introduced cryptographic protocols Protocol 6 to Protocol 12 Alice
and Bob need subgroups of the used group, a basis of this subgroup, a faithful representation
into SL(2, Q) or PSL(2,Q), respectively, and automorphisms (or Nielsen transformations, which
in the free group case describe the automorphisms of the free group) of the group or subgroup,
respectively.

Magnus shows in [Mag73| that ®,, for g > 2, has infinitely many faithful representations as a
discontinuous subgroup of PSL(2,Q). He obtains this result by finding 2 by 2 matrices « and
whose elements are rational functions of two parameters r and ¢, such that o and § generate a
faithful representation of the group G, defined by

G=(ap|apf=1), (1.2)

for all » > 1, t > 0, and every Fuchsian group isomorphic with G conjugates in PSL(2,R) with
one of these representations.

He proves the Theorem [1.4.1] which is needed to get a representation of ®- as discontinuous
group of PSL(2,Q).

Theorem 1.4.1. [Mag73, Theorem 1]
Let r,t be real parameters and let v> > 1, t # 0. Then the matrices

1 2
r 0 t(r2—1 tr
“= (0 7'—1> and B = < (T2 ) t(1+r4)>
t(r2—1)2 r2—1
generate a discontinuous subgroup of PSL(2,R) isomorphic with G as defined by (1.2)). Every

discontinuous subgroup of PSL(2,R) isomorphic with G is conjugated in PSL(2,C) with one of
the groups generated by «, B for suitable values of r, t.

With the following lemma, he gives a construction to generate ®o with the help of G defined by
(1.2) and @5 contains ®, for g > 2 as a subgroup of index g — 1.

Lemma 1.4.2. [Mag73| Lemma 2]
Giwen « and 8 as in Theorem[I.].1. Define the elements o, b1, a2, B2, v of G by

ar=0a’,  fri=f,  az=q"la*y, fri=aT'fy,  yi=afalfT
Then a1, B1, v generate a subgroup Go of index 2 in G with defining relations
(Brof' By ) =1 and > =1,

and oy, P1, az, B2 generate a subgroup of index 4 in G which is isomorphic with ®o (defined by
(L.1) for g =2). The group ®o contains ®, for g > 2 as a subgroup of index g — 1.

The proof of this lemma consists of an application of the Reidemeister-Schreier-Method (see
[CgRRO§] or [MKS66] or |[LS77]). The group G2 has coset representatives 1, o in G and ®
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has coset representatives 1, v in Ga. For ®; we may choose the normal closure of the subgroup
generated by a*‘{*l and B1, as, Po.

Corollary 1.4.3. [Mag73| Corollary 1.2.]
Wherever 2 > 1 and t # 1 are rational numbers, the representation of G in Theorem
produces a representation of ®o as discontinuous subgroup of PSL(2,Q).

If Alice and Bob choose the rational parameters r and t, with 72 > 1 and t # 1 (see Corollary
and Lemma, they get a faithful representation for ® in PSL(2,Q) and if they change the
parameters they change the faithful representation for ®9 in PSL(2,Q).

Alice and Bob would use the orientable surface group ®o instead of the finitely generated free
group F' = (x1,22,...,24 | ) and with Lemma they are able to generate each subgroup
4, for g > 2, in @2, which they use instead of Fy;. The 2g generators of this subgroup are
the basis for the subgroup, because fewer than 2g — 1 elements in ®, generate a free group (see
[ER99, p. 54]), hence the set of 2g generators of ®, is a minimal generating set for ®4, thus a
basis.

It is possible to use Nielsen transformations for the cryptosystems because orientable surface
groups have only one Nielsen class of minimal generating systems:

Let H = (ay,as,...,a, | 7 = 1) be a one-relator group with m > 2 and r a relation which is a
cyclically reduced word and involves all elements ai, as,...,a,. Let H not be a free group, that
is, r # 1 and r is not a primitive element in F' = (a1, as2,...,a, | ). We say H has exactly
one Nielsen class, if each generating system {z1,z2,...,2,} of H is Nielsen equivalent to
{ai,a2,...,a,} (see [CgRROY]).

Alice and Bob are able to execute the cryptographic protocols above with orientable surface
groups ®, and Nielsen transformations, because orientable surface groups ®,, g > 2, have ex-
actly one Nielsen class (see [CgRRO§|) and a faithful representation into PSL(2, Q).

We now give two remarks about two further platform groups, which could be of interest for the
cryptographic protocols.

Remark 1.4.4. A presentation of a non-orientable surface group N, of genus g > 2 can be
given by the following one-relator presentation
Ny = (a1, a9,...,04 | a%a%---af] =1),

see [FR99] and the references there. For the non-orientable surface groups with genus g > 4 it is
know that these have exactly one Nielsen class of minimal generating systems (see [CgRRO08]),
and that there is a faithful representation as discrete subgroup of PSL(2,R) (see [FKR14)).
Thus, we could use these groups for the cryptosystems above but we are then in the case in
which we store and calculate real numbers. In cryptography it is more required to use elements
not in R\ Q thus we would like to get a faithful representation into the group PSL(2,Q) but it
is unknown if such an embedding exists.

Remark 1.4.5. For other platform groups we suggest finitely generated elementary free groups.
Nonabelian groups that have exactly the same first order theory (see for example Appendix
or [FGMRS14, Chapter 4]) as the class of nonabelian free groups are called elementary free
groups (see for instance [FGMRSI14, Chapter 10]). The primary non-free examples of such
groups are orientable surface groups ®, of genus g > 2 and non-orientable surface groups N, of
genus g > 4.

The finitely generated elementary free groups are hyperbolic, see [FGMRSI14, Theorem 10.4.1].
It is known, that any finitely generated elementary free group has a faithful representation
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into PSL(2,C) ([EGMRS14, Theorem 10.4.11]). It is also known, that any limit group can be
embedded in PSL(2, R) ([FGMRSI14, Theorem 7.3.5]) and elementary free groups are limit groups
([FGMRS14], Section 10.4.4]), thus we get also a faithful representation into PSL(2,R). There
is a conjecture that finitely generated hyperbolic elementary free groups have only one Nielsen
class of minimal generating systems. As above, Remark we could use a representation
into PSL(2,R) for the cryptosystem but for cryptography it is more required to use a faithful
representation into PSL(2,Q) but it is unknown if such an embedding exists.

1.5. Open questions and further research for cryptographic protocols
based on combinatorial group theory

We give some ideas for further research questions.

e Try to find other cryptographic protocols, which can be based on Nielsen transformations,
for example a public key cryptosystem which is not ElGamal like.

e Is there a faithful representation into the group PSL(2,Q) for the non-orientable surface
groups with genus g > 47

e For finitely generated elementary free group is there a faithful representation into PSL(2,Q)?

o We developed symmetric key cryptosystems which use abstract presentations of free groups
and improve them by using the special linear group SL(2,Q) for the presentation of the
used group. The additional security certification is now, that there is no algorithm known
to solve the membership problem for (discrete) free subgroups of SL(2,Q). B. Eick,
M. Kirschmer and C. Leedham-Green presented in the paper [EKLGI4] a practical al-
gorithm to solve the constructive membership problem for (discrete) free subgroups of
rank 2 of SL(2,R). For example, the subgroup SL(2,7Z) of SL(2,R) is discrete. They
also mention, that it is an open problem to solve the membership problem for arbitrary
subgroups of SL(2,R) with rank m > 2. The developed cryptosystems work with exactly
such subgroups of rank greater than or equal to 2. For further research one could work
on the solvability of the membership problem for arbitrary subgroups of SL(2,R) with
rank m > 2. B. Eick, M. Kirschmer and C. Leedham-Green presented a practical algo-
rithm to solve the constructive membership problem for discrete free subgroups of rank
2 of SL(2,R), hence it is convenient to start with the analysis of discrete groups of rank
greater than 2 and the constructive membership problem, therefore it is useful to study
the algebraic generalizations of discrete groups (see for example [FR99]).

e A lot of open questions exist, especially in the non-commutative group based cryptography,
which are interesting for research, for example (see [FHKRI11]):
1. What is the most appropriate platform group for non-commutative cryptography?
2. Should the group be finite or infinite?

3. How can we show a group is provably secure for the new non-commutative schemes
such as public key exchanges, signatures, authentication protocols et cetera?

4. Can we design more public keys based on other search and decision problems in com-
binatorial group theory? Can we analyze the security of this cryptographic protocols?

5. What should be the measure of the security? (Practicality, complexity, average case
complexity, generic complexity?)
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6. What is the complexity of the Reidemeister-Schreier rewriting algorithm for free
groups?

In [FHKRI1] B. Fine, M. Habeeb, D. Kahrobaei and G. Rosenberger mention also that
another problem to think in this direction is quantum computational approaches to cryp-
tosystems. Quantum algorithms for finite solvable groups (which are polycyclic) have been
studied, particularly by J. Watrous [Wat00]. He found a quantum algorithm to compute
the order of a finite solvable group in polynomial time. The algorithm works in the setting
of black-box groups none of them having polynomial-time classical algorithms. Is it possi-
ble to design quantum algorithms for solving other decision problems in polycyclic groups
(both for finite and infinite ones); especially the ones which are used in cryptography?
The following questions appear:

1. Is there any quantum algorithm for solving the search conjugacy problem for poly-
cyclic groups that reduces the complexity of the algorithm?

2. Are there other quantum algorithms for problems in combinatorial group theory?
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Chapter 2
Inner product spaces and cryptography

In this chapter we introduce Protocol 1 and Protocol 2, which extend the CFRZ-secret sharing
scheme to a private key cryptosystem as well as to a challenge and response system. The CFRZ-
scheme is a (n, t)-secret sharing protocol, which is based on the Closest Vector Theorem in a real
inner product space (see Theorem. The idea behind the CFRZ-scheme was first published
by C. S. Chum, B. Fine, G. Rosenberger and X. Zhang in [CFRZI12|]. It was worked out and
analyzed in detail in [Mol12] whereby parts of these results were published in [FMR13] and the
overview article [CFMRZ16]. We require knowledge of linear algebra and analytic geometry, as
it is presented for example in the books [Bos08| or [Fis10].

Protocol 1 is a private key cryptosystem, which is published in [FMRI13]. We call it also
CV-private key cryptosystem, because it uses the Closest Vector Theorem.

Protocol 2 is a challenge and response system, which is also named CV-challenge and response
protocol, because it also makes use of the Closest Vector Theorem.

First of all we recall the Closest Vector Theorem and the CFRZ-scheme. Afterwards we introduce
Protocol 1 and Protocol 2 in detail.
All cryptographic protocols in this chapter require the following theorem.

Theorem 2.0.1. [Atk89] Closest Vector Theorem

Let W be a real inner product space and let V' be a subspace of finite dimension t, t € N. Suppose
that w* € W, with w* € V, and eq,ea, ..., e is an orthonormal basis of V.. Then the unique
vector w € V closest to w* is given by

w = (w*, e1)e; + (W, ea)ea + - - + (W*, er)ey,
where (-,-) is the inner product on W.

Let W be a real inner product space and V- C W with dim(W) = m and dim(V) =t, m > t.
We denote the element in V' which is the closest element to w* € W\ V' with w.

A situation where W = R3 and V is a two dimensional subspace, which is indicated by a yellow
area, is visualized in Figure [2.1

W w*

)/wh__

Figure 2.1.: Visualization of a situation in a CFRZ-scheme
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Now, we give the idea of the CFRZ-secret sharing protocol. Afterwards we explain it in more
details. The dealer determines the numbers n,t € N, with n > t. He chooses a real inner product
space W of dimension m and a subspace V' C W of dimension ¢, with

t =dim(V) and m = dim(W) > t.

The secret is an element w € V. The dealer calculates an element w* € W\ V, such that w is
the closest element in V' to w* , that is, ||[w* — w| < ||w* — v|| for all v € V, here || - || denotes
the euclidean norm in W. The dealer constructs a set M = {vy,vs,...,v,} with the property,
that arbitrary ¢ elements of M form a basis for the subspace V. The participant p; receives the
share v;, for 1 < i < n. The element w* is sent to each participant or is published. If £ or more
participant join their shares, they are able to reconstruct the secret w € V with the help of the
public element w*.

We explain in more details the steps for a (n,t)-secret sharing scheme, which are done by the
dealer and the participants, following the paper [FMR13].

Steps for the dealer:
The integers n and t are given, n is the number of participants and ¢ is the threshold and the
dimension of the subspace V' C W, respectively.

1. The dealer defines the dimension m € N of the real inner product space W with the
property m > t.

2. He picks a secret w € W.
3. Now, he chooses a subspace V C W with dimension ¢, such that w € V.

4. He determines a set of vectors in V as M = {v1,v9,...,v,} with the property that any
subset of size t is independent. Hence, any such subset defines a basis for the subspace V.

5. The dealer calculates the closest vector w* € W\ V, such that w € V' is the closest vector
in V to w*, as follows:

a) He chooses a basis {b1,bs,...,b:} of the subspace V and computes the orthogonal
complement V+ = {u € W|u L v for all v € V} to V.

b) Let B+ = {bf, b%, e ,b#l_t} be a basis of the orthogonal complement V-+. Hence,

w* can be calculated as follows

w* = _w +(a1b + agby + -+ bt ) eWw\V,
S

= wlt c Vi

with «; € R and at least one «; # 0, with 1 <3 <m —¢.

6. The dealer distributes the vector v; to the participant p;, for all 1 < ¢ < n. The vector w*
is either sent to each participant or is published.

Steps for the participants:
If t out of n participants combine their parts, then the secret w can be recovered as follows:

1. The t vectors (shares from the participants) form a basis for the subspace V and hence
using the Gram-Schmidt procedure together with a normalization (see for instance [Atk89])
they determine an orthonormal basis G = {e1, e, ..., e} of the subspace V.
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2. Together with the vector w* they are able to reconstruct the secret w with the help of

Theorem that is,

w = (w* e1)e; + (W, ea)ea + -+« + (W*, e)ey.

Security 2.0.2. If a subset of participants of size less than ¢ is given, then these participants can
only generate a subspace V' of dimension less than ¢. In the real inner product space W there
are infinitely many extensions with dimension ¢ to subspaces which contain the subspace V'.
Hence, the probability to determine V from V" is negligible and it is very unlikely to reconstruct
the secret w € V. The probability to choose the correct subspace is negligible. Therefore, each
possible secret is equally likely.

The public vector w* tells an eavesdropper only the dimension of the real inner product space
W. The eavesdropper does not know on which subspace he has to project the vector w* to get
the secret w, since infinitely many subspaces have to be considered for the projection.

Remark 2.0.3. For this (n,t)-secret sharing scheme it is easy to generate a new secret without
changing the shares from the participants. If the subspace V' C W is fixed it is possible to
calculate for each element v in V' the element v*, such that v is the closest element in V' to v*.
This can be done as explained in step 5. of the dealer.

Remark 2.0.4. If a CFRZ-scheme, which is a (n,t)-secret sharing scheme, was executed and
the secret v is known to all participants, then the shares of the participants can be used to
realize a CFRZ-scheme, which is a (n,t — 1)-secret sharing scheme. Therefore, a new secret
Unew € V' and the corresponding element v}, € W \ V| with v, the closest vector in V' to

new
the vector v’ .,,, are needed. The dealer sends either v}_,, to each participant or publishes this

new?’ new
element. The known secret v is an element in V' and hence it is possible to replace a share of
one participant by v and therefore, with the knowledge of v, it is possible that the (n,t)-secret

sharing scheme is reduced to a (n,t — 1)-secret sharing scheme.

2.1. Inner product spaces and a private key cryptosystem
(Protocol 1)

Now, we extend the (n,t)-secret sharing scheme from above to Protocol 1, a private key cryp-
tosystem, using Remark Suppose Bob wants to send a message to Alice.

We agree analogously as in the (n,t)-secret sharing protocol above on the following notations:
The closest vector in V' to v* € W\ V is denoted with v. The dimension of W is denoted by
m and the dimension of V' is denoted by ¢, it is t < m. The set B := {b1,ba,...,b;} denotes a
basis for the subspace V.

Private keys:

First Alice and Bob agree on a private key which consists of a subspace V' of a real inner prod-
uct space W with dimension m, it is V' C W with dim(V) = ¢t and ¢ < m. The private key
is a basis for this subspace V. For encryption Bob needs an arbitrary basis of the subspace
V and the orthogonal complement V+ to V. For decryption Alice needs an orthonormal basis
of the subspace V. As soon as they agree on a subspace V Alice is able to calculate an or-
thonormal basis for V' and saves this as her private decryption key. As soon as Bob knows V' he
calculates a basis BT for the orthogonal complement V- to V which is part of his encryption key.
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Remark 2.1.1. Let the plaintext p be an element in the real inner product space W. Now, we
get two possibilities relating to p and the subspace V C W.

1. p € V: Bob needs an additional vector w € V. Therefor he calculates the vector w*, which
he sends as encrypted message. To receive the original text (the plaintext p), the vector
w* is sent with the vector v := w — p. The ciphertext, which is sent to Alice, is now the

tuple ¢ := (w*,v).

2. p € V: Now, the plaintext is an element in the subspace V. The encrypted message is
c:=p*.

Now, the sent ciphertext is on one hand an element in W, case 2., and on the other hand a
tuple of elements in W, case 1. In order that no adversary can obtain additional information by
looking at the form of ¢, Bob must act for each encryption as in case 1. explained.

Hence, in both cases he has to fulfill the same steps.

Encryption procedure for Bob:
Let p € W be Bob’s plaintext.

1. Bob chooses an arbitrary ephemeral vector w € V', with w # p, and calculates the vector
vi=w — P.

2. In the next step he computes the vector w* € W\ V as follows:

a) Bob generates the orthogonal complement
VE={v eW LuforallueV}

to the subspace V.

b) Let Bt = {uf,uzl, . ,u,ﬁ,t} be a basis for the orthogonal complement V+. Now,
Bob can compute w*:

w* = w 4 (up + aguy + -+ _gu ) eW\V,
~—
ev = wl e VL

with a; € R and at least one a; # 0, with 1 <i <m —t.
3. The ciphertext is ¢ := (w*,v). Bob transmits ¢ to Alice.

Decryption procedure for Alice:

For the decryption Alice needs an orthonormal basis for the subspace V. She can use the
Gram-Schmidt procedure and normalization (see for instance [Atk89]). Assume she gets the
orthonormal basis G = {ejy,ea,...,e } for the subspace V.

To get the plaintext, Alice first calculates w:

w = (W, e1)e; + (w*, eaes + - - + (W*, er)ey. (2.1)

Then she calculates the plaintext:
w—1v=p.

The Protocol 1 is summarized in Table (page [65).
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Table 2.1.: Summary of Protocol 1: CV-private key cryptosystem

Private Parameters

A subspace V' C W with dim(V) =t < m of
a real inner product space W with dim(W) = m.

Alice ‘ Bob

Key Creation

Calculate an orthonormal basis Calculate the orthogonal complement VT to
V and a basis

G = {61,62,...,@}
Bt ={ut,uy,...,ut_,}

for V.
for VL.

Encryption

Choose plaintext p € W.
Choose arbitrary ephemeral vector w € V,

with w # p, and calculate v := w — p.
Compute w* € W\ V:

x _ L L L
w' = w 4 (arup + aouy + -+ U, _y4),

eV

= wt eV

a; € Rand at least one o; # 0,1 < i < m—t.
Send ¢ := (w*,v) to Alice.

c=(w* )

Decryption

Compute

w = (w*, er)er + (W*, ea)ea + -+ + (W*, er)ey

and the message is w — v = p.

Remark 2.1.2. The ephemeral key (vector) w € V is used only once. Assume that (w7}, v1) and
(w3, v2) are two ciphertexts for different plaintexts p; and pa, respectively, but w; = ws. If Eve
gets (wj,v1) and the corresponding plaintext p; she is able to calculate w, because wy = p; +v;.
Thus, she is able to generate po since po = wy — v9 = w1 — vo, recall we assume we = wy and wy
is known by her. Therefore, the ephemeral key (vector) w € V' is used only once.

Remark 2.1.3. Alice’s private key is an orthonormal basis G for the subspace V. Hence, if she
gets the message ¢ := (w*,v) from Bob she only needs to execute formula to reconstruct
w. For this she needs t scalar products. Each scalar product needs m multiplications and m — 1
additions. Furthermore she needs ¢ multiplications and ¢t — 1 additions. Altogether these are
t(m+ (m —1))+t+ (t — 1) operations and hence a running time of O(tm + t). Whereby m is
the dimension of the real inner product space W and t is the dimension of the subspace V" C W.
To get the message p her final step is the subtraction w — v. For this she needs m subtractions.
Thus, the total running time for decryption is O(tm + t).

Security 2.1.4. If the same plaintext p € W is encrypted twice we get different ciphertexts.
For encryption Bob chooses randomly ephemeral elements w € V', thus for the first decryption
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of p he chooses the element w; € V and for the second he chooses wy € V with wy # w; and
therefore v := w1 —p # wy —p =: vy and hence ¢; = (w}, v1) is different to co = (w3}, v2) even if
they encrypt the same plaintext p. Thus, for the ciphertext, a statistical frequency attack (see
for instance [BFKR15]) is useless.

If an eavesdropper, Eve, gets only ciphertexts (known ciphertext attack), that is, she gets
a system of tuples ¢; = (w},v;), she knows that w € W \ V and for the plaintext p; it is
pi = w; — v;. If she does not know the subspace V' she is not able to calculate w; from w;.
From the knowledge of w; she cannot get the subspace V, because there are infinitely many
subspaces of dimension V', which do not contain the element w; € W\ V and are candidates for
V, especially if dim (V') << dim(W).

If Eve is able to get ciphertexts and the corresponding plaintexts (for example by a chosen
ciphertext attack) she can calculate elements of the used subspace V. Assume that she
knows ¢ = (w*,v) and the corresponding plaintext p then she gets the element w € V by
calculating p + v = w and hence she knows an element of V. In the worst case scenario she gets
t ciphertexts and corresponding plaintexts and hence she is able to calculate t elements of V. If
these t elements form a basis for V', she is able to encrypt each message which is further send
by Alice and Bob using V.

In a chosen plaintext attack Eve gets to chosen plaintexts the corresponding ciphertexts and
hence also pairs of ¢ = (w*,v) with the corresponding plaintext p. With these pairs she is also
able, as above, to calculate elements w in V', with p4+ v = w. If she gets ¢t independent different
elements of V' she gets a basis of V' and hence she is able to encrypt each message which is
further send by Alice and Bob using V.

Therefore, Alice and Bob should change the subspace V' of dimension ¢ after transmitting ¢
ciphertexts to avoid chosen plaintext and chosen ciphertext attacks.

Example 2.1.5. The calculations in Maple 16 for this example are given in Appendix
We assume that Bob wants to send a message to Alice. Therefore, Alice and Bob agree privately
on the real inner product space RS and a subspace V of dimension 3, which is given by the basis
elements

66 —36 —41
20 -7 16
—34 —62 —-90
bl = _91 ,bg = _56 and b3 = _8
—50 30 62
—79 —71 28

For encryption Bob calculates also a basis Bt for the orthogonal complement V- to V. This is

67528 129349 46287
61217 61217 61217
—72236 —362352 —191417
61217 61217 61217
BY = (ui,ug,ud) = —1433 —208597 —121115
61217 122434 122434
0 0 1
1 0 0
0 1 0

With the knowledge of by, bs and b3 Alice is able to calculate her decryption key, which is an
orthonormal basis G = {ej,ez,e3} for the subspace V. For this she uses the Gram-Schmidt
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procedure and a normalization (see for instance[Atk89]). Thus, she gets

33 /15094 144211 /12849748610
7547 32124371525
10 /15094 101599 /12849748610
7547 96373114575
17 /15094 25667 v/12849748610
7547 6424874305
= 2115004 |2 749847 /12849748610
15094 102746229150
25 /15094 69667 v/12849748610
- 7B47 19274622915
79 /15094 298797 /12849748610
15094 64248743050

and

1141824503 v/1211483474194366265
6057417370974331325
5968746002 v/1211483474194866265
18172252112922993975
830820734 /1211483474194366265

B 1211483474194866265
3745334828 \/1211483474194866265
18172252112922993975
594555334 1/1211483474194866265
3634450422584598795
2286429878 /1211483474194866265
6057417370974331325

Alice decryption key is the orthonormal basis G = {e1, ea, e3}.

3
18
Next, we take a closer look at the encryption procedure. Bob’s plaintext is p = ?2 . He
20
15
127 124
214 196
—360 - —385
chooses w € V as w = 3b; — 6ba + Tbs = 917 |- hence it isv = w—p = 201 |- In
104 84
385 370
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addition he calculates w* as

476173
61217
34757165
61217
w* = 1w+ (13uy — 65u; +5uz) = [ —15580134

61217
222
117
320

He sends the ciphertext (w*,v) to Alice.
For decryption, Alice uses her decryption key G = {e1, €2, e3} and the Closest Vector Theorem
to calculate

U= (w" er)e; + (w", ea)ea + (w*, ez)es

18
25
16
20
15

and get P=U —v = , which is exactly the plaintext p from Bob.

2.2. Inner product spaces and a challenge and response protocol
(Protocol 2)

We use the idea behind the CFRZ-scheme from the paper [FMRI13] to develop Protocol 2,
the CV-challenge and response protocol. More precisely this is a symmetric key authentication
protocol (see for example [BBET10] or [BNS10, Section 18.3]).

First we start with a general outline of this challenge and response system. The structure is
adapted on a model which is now used for most password and password back-up schemes, see
[BBFTI0, p. 6]. Afterwards we make suggestions for possible challenges and give a security
analysis.

General outline of this symmetric key authentication protocol:

In this variation each prover is assigned to a subspace V of a real inner product space W. Due
to this, the common shared secret between the prover and the verifier is the tuple (P, V) where
P is a standard password for the prover and V is the associated challenge space.

This is a symmetric key authentication protocol, thus, both the prover and verifier use a single
common private key within the authentication process, which is here V.

1. The prover and verifier communicate directly, either face-to-face or by a public key method,
to setup a common shared secret (P,V), with P a standard password and V the chal-
lenge subspace of a real inner product space W. As above, in the previous section, it is
t = dim(V) < dim(W) =: m. Each prover’s challenge subspace is unique to that
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prover. The password is chosen by the prover while the challenge subspace is randomly
chosen.

2. The prover presents the password to the verifier. The verifier presents a “question” (see
possible challenges for the prover below). The assumption is that this “question” is difficult
in the sense that it is infeasible to answer if the subspace V is unknown. This is repeated a
finite number of times. If all answers are correct the prover (and the password) is verified.

3. The cryptographic protocol is then repeated from the viewpoint of the prover, authenti-
cating the verifier to the prover.

We give examples for questions which are very unlikely to answer correctly if the challenge sub-
space is unknown.

Possible challenges for the prover:

1. How long is the “line” between ¢ > 3 associated vectors v1,vs,...,vs € V given the vectors

v}, v5,...,v5 € W\ V? That means, calculate

/—1

R:=> v — viga|l + lox — vell,

i=1
whereby || - || denotes the euclidean norm in W. The prover sends R as response to the
verifier.
In general the “line” between the elements vy, ve, ..., v, € V is of a different length than the
“line” between the associated vectors v}, v3,...,v; € W\V. The verifier can determine the

computer accuracy for the response, for example he can ask for 12 digits of the “length”.
Such a situation is visualized in Figure that is, given the elements v}, v3 and v3 it is
asked after the length of the blue dotted line.

’U§ ®

.................

i\
V)
&

g

S

F

1

1

&

L

1

Figure 2.2.: Visualization of a situation in a challenge and response system with W = R? and
V a two dimensional subspace, visualized by a yellow area
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2. What is the sum of the entries of the associated vector v € V' given v* € W\ V? That
means the verifier sends v* to the prover, the prover calculates v = (vy,va,...,vt) € V
with the help of the Closest Vector Theorem and

The result R is the response from the prover for the verifier.
The Protocol 2 is summarized in Table [2.2] (page [71).

Security 2.2.1. For security analysis we assume that an adversary or eavesdropper has access
to the encrypted form of the transmission but is passive in that the adversary will not change
any transmissions.

An eavesdropper, Eve, gets elements v}, v3,...,v; € W \ V, as mentioned above (see Secu-
rity she cannot get the subspace V', because there are infinitely many subspaces of di-
mension V', which do not contain the element w} € W\ V, 1 < i < /¢, and are candidates for
V', especially if dim(V) << dim(W). As response she gets a number which is the length of the
“line” between the associated elements vy, vg,...,vp € V to vj,v3,...,v; € W\ V. This gives
also no hint for the subspace V. In the second variation for the challenges it is asks after the
sum of entries of a vector v € V associated to v* € W \ V. The response gives not enough
information for v and for the subspace V' if only v* € W\ V is known.

There are infinitely many numbers of possible challenges of kind 1. and 2., see above, thus no
challenge is used twice by the verifier. Therefore, replay attacks, in which an adversary records
a communication session and replays parts of the session or the whole session ([MvOV97]), is
avoided.

Example 2.2.2. An example for one challenge and the corresponding response together with
the Maple-Code can be found in Appendix

It is possible to get a two-way authentication with this challenge and response system. That
means the prover authenticates the verifier in the time where the verifier authenticates the prover.
For this the prover and verifier start as above and agree on the common shared secret (P, V') with
V' the challenge space of a real inner product space W also with ¢ := dim(V') < dim(W) =: m.
Before the verifier gives challenges to the prover the prover transmits a distance to the verifier
in which the length of the “line” must be (or respectively the sum of the entries of an element
in V if we are in case 2. for the challenges), that means L; and Ly € R are given to the verifier.
The verifier chooses v; € V, such that the expected response from the prover is between R;
and Ry and sends the corresponding elements v} € W \ V to the prover. The prover calculates
the exact response R (up to a given computational accuracy) and sends it to the verifier. It is
very unlikely that a person is able to give elements v; as challenges to the prover, such that the
calculated response R lies in the expected range, that is, L1 < R < Ls.
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Table 2.2.: Summary of Protocol 2: CV-challenge and response protocol

Private Parameters

Subspace V' C W, with dim(V') =t < m, of a real inner product space W, with dim(W) = m,
and a common password P. The shared secret is (P, V).

Verifier

Prover

Calculate orthogonal complement VT to V and
a basis

€1

Bt = {ut,uy,...,ut_,}

for V+.

Calculate orthonormal basis
G= {61,62,...,€t}

for V.

Present the password P to the verifier
P

Take challenge space V' corresponding to pass-
word P, more precisely the calculated orthogo-
nal basis B™.

Choose elements wvq,vo,...,v, € V with
¢ > 3 and calculate the associated elements
vi, 05,05 € WAV,

Compute v e W\V,1<i< £

vy = \UL—F (i ui + iuy + -+ i, ut ),

eV

=yl cvi

a;; € R and at least one a; #£0,1<j<m-—t.

Send v7,v3,...,v; as challenge to the prover.
Challenge:

* 0k *
V] V5 5004,0p

Calculate

1
R =l — viga |l + [lor — vell.
=1

Compute
vi = (v, e1)er + (vf, ea)ea + -+ + (V] , er)ey
for each v}, 1 <@ < /.

Calculate the response R and send it to
the verifier, it is

/-1
R:=) "o = viga]l + [lvr — ve]|-

=1

Response: R

Proof if R’ = R.
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Chapter 3

A group theoretical EIGamal cryptosystem
based on a semidirect product of groups

In this chapter Protocol 3, a group theoretical ElGamal cryptosystem, is introduced, which
is based on semidirect products of groups. It extends the key exchange protocol based on
a semidirect product of (semi)groups introduced in [HKKSI13| by M. Habeeb, D. Kahrobaei,
C. Koupparis and V. Shpilrain, also called HKKS-key exchange protocol or shorter HKKS-
scheme. We also explain a proposal for a signature protocol, which is Protocol 4. These
cryptographic protocols are published in [Moll5].

There is an ongoing research about the HKKS-scheme with linear algebra attacks and researches
about suitable platforms which also affects the cryptosystem (Protocol 3) and the signature
protocol (Protocol 4). An overview of this research will be given.

We start with the definition of a semidirect product and a recall of the HKKS-scheme. It follows
the introduction of Protocol 3, Protocol 4 and an overview about ongoing research of the
HKXKS-scheme closes this chapter. For this chapter we are orientated on [HKKS13| and [Moll15].

Definition 3.0.1. [Rot95]
Let G and H be two groups, let Aut(G) be the group of automorphisms of G' and let
p: H — Aut(G) be a homomorphism. Then the semidirect product of G and H is the set

'=Gx,H={(g9,h) | g G,h € H}
with the group operation given by
(9:h) - (g, 1) = (¢°") - g/, ).

Here gp(h/) denotes the image of g under the automorphism p(h’).

One special case of the semidirect product construction is where the group H is a subgroup
of the group Aut(G). If H = Aut(G), then the corresponding semidirect product is called the
holomorph of the group G. Thus, the holomorph of G, usually denoted by Hol(G), is the set

Hol(G) ={(9,9) | g € G, ¢ € Aut(G)}
with the group operation given by
(9:0) (9", ¢") = (¢'(9) - ¢, &~ ¢).

A product ¢ - ¢’ of two homomorphisms means that ¢ is applied first. It is often more practical
to use a subgroup of Aut(G) in this construction, as it is done in [HKKS13|, Section 3], where a
key exchange protocol is described, that uses (as the platform) an extension of a group G by a
cyclic group of automorphisms. This key exchange is described in more details below.
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Remark 3.0.2. This construction can also be used if G is not necessarily a group, but just a
semigroup, and/or if endomorphisms of G, that are not necessarily automorphisms of G, are
considered. Then the result will be a semigroup.

Now, we describe the key exchange protocol based on a semidirect product of (semi)groups by
automorphisms from M. Habeeb, D. Kahrobaei, C. Koupparis and V. Shpilrain (see [HKKS13]).

Alice and Bob use a group (or semigroup) G and they can use just a cyclic subgroup H (or a cyclic
subsemigroup) of the group Aut(G) (respectively, of the semigroup End(G) of endomorphisms)
instead of the whole group of automorphisms of G.

Let G be a (semi)group. An element g € G as well as an arbitrary automorphism ¢ € Aut(G)
(or an arbitrary endomorphism ¢ € End(G)) are chosen and published.

Both, Alice and Bob, are going to work with elements of the form (g, ¢"), where g € G and
r € N. Note that two elements of this form are multiplied as follows:

(9, ¢") - (h, ¢°) = (¢°(9) - 1, 6”77

1. Alice chooses a private number n € N;
she computes (g, ®)" = (6" (g)-¢" 2(g) - - #(g)-g, ") and sends only the first component,

namely a := ¢""}(g) - ¢""*(g) - ¢(g) - g, to Bob.

2. Bob chooses a private number k£ € N;
he computes (g, )" = (¢"1(g)-¢¥2(g) - - ¢(9) -9, ¢*) and sends only the first component,

namely b := ¢¢=1(g) - 9" 2(g) - 4(g) - g, o Alice.

3. Alice computes (b, x) - (a, ™) = (¢™(b) - a,x - p™).
Her key is now K4 := ¢"(b) - a. Note that she does not actually “compute” z - ¢™ because
she does not know the automorphism = = ¢*; recall that it was not transmitted to her,
but she does not need it to compute K 4.

4. Bob computes (a,y) - (b, (;Sk) = (qbk(a) b,y - gbk)
His key is now Kp := ¢¥(a)-b. Again, Bob does not actually “compute” ¥ - ¢* because he
does not know the automorphism y = ¢".

5. Since (b,z) - (a,9") = (a,y) - (b,¢") = (9,0)" ™" it is K4 = Kp = K, the shared secret
key.

Remark 3.0.3. The shared secret key is K = Kp = K 4, since

Kp=¢"a)-b
=" (6" (9) - 9" 2(9) - B(9) - 9)- 8" g) - ¢ P(g) - ¢(g) - g
= " (g) - @FT 2 (g) - M (g) - 67 (9) - 6T (9) - ¢ P (9) - 0(9) - g
= ¢"(¢" " (9) - 9" (9) - d(9) - 9) - " H9) - 6" (9) - b(9) - g
~ ") a
— K4

@

Remark 3.0.4. In contrast to the standard Diffie-Hellman key exchange (see Section ,
the correctness here is based on the equality A™ - h* = h¥ - h® = h»* rather than on the equality
(h”)k = (hk)n = h" . In the standard Diffie-Hellman set up, the trick would not work, because,
if the shared key K was just the product of two openly transmitted elements, then anybody,
including the eavesdropper, could compute K.
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Remark 3.0.5. The transmitted elements are products of n or k, respectively, elements of a
(semi)group G. To compute powers of an element, Alice and Bob can use the “square-and-
multiply” method (see for instance [HPS0§|), as it is also done in the standard Diffie-Hellman
key exchange. The cost of applying an automorphism ¢ to an element g € G, and also of
computing powers of ¢ depends on the platform (semi)group G and automorphism ¢, which are
used.

Let p be a prime number. We denote the field with p elements with F;, and F; denotes the
multiplicative subgroup. Here Mat(3,F7[A5]) means the set of 3 x 3 matrices with entries in
F7[A5], whereby F; is the field with seven elements and Ajs is the group of even permutations
on five symbols.

For G = F; (here more precisely Fy = (%/pz)*) with ¢(h) = h* (as in Example , and
G = Mat(3,F7[As5]) with ¢y (L) = H 'LH (as for the signature in Section [3.2) M. Habbeb,
D. Kahrobaei, C. Koupparis and V. Shpilrain mention in [HKKS13] that the cost of computing
(g,0)™ is O(log n), just as in the standard Diffie-Hellman protocol.

3.1. ElGamal like public key cryptosystem (Protocol 3)

Protocol 3, a public key cryptosystem, is an ElGamal like cryptosystem and it is based on a
semidirect product of groups. After the general description of this cryptosystem we give two
examples for possible platform groups and discuss their security. For this we are orientated on
IMol15].

Alice and Bob can use a group G and a cyclic subgroup H of the group Aut(G) instead of the
whole group of automorphisms of G as in the key exchange protocol.

1. Alice and Bob agree on an element g € G and an automorphism ¢ € H C Aut(G) or Alice
determines g and ¢ as public parameters, respectively. Whereby, Alice has to take care,
that the base element (g, ¢) has a large order, otherwise the system is susceptible to brute
force attacks.

2. Alice chooses a random natural number n as her secret key.
She computes (g, $)" = (¢"1(g)-¢"2(g) --- #(g)-g, ") and publishes the first component

a:i= 6" (g) 6" %(9)+ 6(g) - g only,

3. Bob wants to send the message m € G to Alice. He picks a random ephemeral key k € N.
Therefore, he has to calculate two elements.
He computes (g, )" = (¢¥71(g) - 8" 2(g9)--- ¢(g) - g, "), its first component is named
c1:=¢F(g) - 0" (9) -~ 6(g) - 9. Then he computes (a,y) - (c1,9*) = (¢"(a) - c1,y - ¢%).
He sets the first component b := ¢*(a) - ¢c;. Note that he does not actually “compute”
y - #¥, because he does not know the automorphism y = ¢”, but he does not need it to
compute b. He computes co := b-m = ¢*(a) - ¢; - m and sends the ciphertext (cy,c) to
Alice.

4. Alice computes (c1,x)-(a, ¢™) = (¢"(c1)-a, x-¢™), named the first component K := ¢"(c1)-a
and recovers the message by m = K~ - co = (¢"(c1) - a) ™! - ca.
Note that she does not “compute” x - 9" because she does not know = = ¢* and does not
need it to compute K.

Alice gets the message m, because from

K= (") a) " ea=(¢"(er) -a) ™' 6 (a) - er-m
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with
¢"(c1) -a = ¢*(a) - c1,

which follows from the same calculations as in Remark it is

K_l - C2

3

Protocol 3, an ElGamal like cryptosystem, is summarized in Table (page [76)).

Table 3.1.: Summary of Protocol 3: Group theoretical ElGamal like public key cryptosystem
using semidirect products

Public Parameters
Group G and cyclic subgroup H of the group Aut(G),
g € Gand ¢ € HC Aut(G).
Alice \ Bob
Key Creation

Choose private key n € N.
Compute
(a,6") = (9, )"
with a := ¢""(g) - ¢"2(g) - - 6(9) - 9-
Publish a.
Encryption
Choose plaintext m € G.
Choose random ephemeral key k € N.
Compute
(c1,0") = (9,9)"
with 1 1= 6*1(g) - 92(g) - 6(g) - .
(a,) - (c1,6") = (" (a) -1,y - ")
T
and
ca:=b-m=¢¥(a)-c-m.
Send ciphertext (ci,c2) to Alice.
(c1,e2)
Decryption
Compute
(Clﬂ J:) ’ (CL, ¢n) = (¢n(cl "a, T ¢n)
——
=K
and recover
m=K"1

Remark 3.1.1. Alice computes a large power of the element (g, ¢), but she does not transmit
the whole result, she only publishes the part a of it. Bob also computes a large power of the
element (g, ¢) and only the first part ¢; is a part of his ciphertext. In addition, he computes a
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product of two elements from G and only the first part multiplied by the message is the second
part of his ciphertext.

It is important that different random ephemeral keys k are used to encrypt different messages.
As it is for the standard ElGamal cryptosystem (see [MvOV97]). Suppose that Bob uses the
same ephemeral key k to encrypt two messages mi and meo and assume that m; is known. The
ciphertext pairs are (c1,c2) and (¢}, ch), with ¢; = ¢}, ca = ¢¥(a)-c1-mq and ¢ = ¢¥(a) -} -ma.
Eve only has to calculate m; - (c2) ™! - ¢, to get the message ma.

Another non-commutative generalization of the ElGamal key exchange which is based on the
complexity differences between various group-theoretic decision problems and uses polycyclic
groups can be found in [KKO06].

Example 3.1.2. Following the example in [HKKST13l Chapter 5] for the key exchange presented
there, we now use the multiplicative group F), (here more precisely I, = (%/pz)*) as the platform
group G for illustration purposes.

Let G be the multiplicative group F;, with p a prime number.

For the endomorphism ¢ of the group F) a number £ € N, £ > 1, is selected, such that

¢(h) =h'  for every h € Fj.

If 7 is relatively prime to p — 1, then ¢ is actually an automorphism.
For an element g € F; and n € N it is

(9:0)" = (¢""(g9) - 0" (9) -~ ¥(9) - 9,6")

with
_ _ n—1 m—2
" Mg " P g) - blg) g=9" 9" gty
_ gzn71+£n72+m+£+1
M1
g g £—1 ,

since the finite geometric sum is used and
o' (g) = q" for all r € N.

An example is performed in Table (page .
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Table 3.2.: Example with G = F},.

Public Parameters
G = F,, with p a prime number, ¢(h) = ht Vh € Fy
with qualified £ € N, £ > 1, and g € F}.
Alice ‘ Bob
Key Creation

Choose private key n € N.
Compute
(a,¢") = (g,¢)"
n—1
with a:= ¢""1(g) - 6" *(g) -~ d(g) - g=g .
Publish a.
Encryption
Choose plaintext m € F).
Choose random ephemeral key k € N.
Compute
(c1,¢%) = (k ¢)* .
with ¢1 == ¢*~'(g) A “2(9)--¢(9) - 9,
(a,9) - (c1,6") = (¢"(a) - c1,y - )
—_————
=:b
and
ca:=b-m=¢*a) -c1-m
Send ¢y =g = and
co = ¢Fa)-c1-m
-1 by
= ¢k (g -1 g £—1 m
mo1N\{ k1
— (g £—1 ) g -1 m
ktn_q
= g -1 -m
as ciphertext (ci,cq) to Alice.
(01702)
Decryption
Compute
(Cla l‘) : (CL, (bn) = (¢n(cl *a,T - ¢n)a
——
=K
it is
o L1 S|
K e (;S g £—1 . g £—1
J R
= <g -1 ) . g £—1 )
ety
=g -1
Recover
m=K!
—gktn g gktn_q
= g £—1 . g —1 <M.

Security 3.1.3. We now take a closer look at the security of the ElGamal like cryptosystem

78



3.1. ElGamal like public key cryptosystem (Protocol 3)

*

with the platform group G = F.
calculation

If the eavesdropper Eve wants to get the message m by

ektn_q
bil.CQZbil.ge—il.m:m
—
=b
she has to know the “key” b.
On the one hand she can compute b in two ways by solving the discrete logarithm problem.
First she can compute b = ¢"(c1) - a. For this she needs the private key n from Alice. As an
alternative she computes b = ¢*(a)-c;. For this she has to get the ephemeral key k from Bob. In

both ways she has to solve the discrete logarithm problem twice. For example, if she wants
kg

to get the private ephemeral key k from Bob she first has to recover Z;_—? from ¢y := ¢ 1, and

then she has to recover k from ¢*, because £ is known since ¢ is published.

On the other hand she can recover b by the analog of what is called the Diffie-Hellman prob-
getn g k1 )
lem, so she should recover b := g~ -t  from the triple | g,c; := ¢ ¢ 7T ,a:=g¢g¢7T |. This is

exactly the Diffie-Hellman problem, because Eve knows the elements ¢ and ¢, which are public
o, . . otk . om ¢k

parameters, and it is equivalent to recover g from the triple (g,g9" ,g" ).

Thus, if the group G is the multiplicative group ¥, with p a prime number, then this crypto-

graphic protocol is not really different from the standard ElGamal cryptosystem, described in

Section [[.2.2]

Therefore, the standard ElGamal cryptosystem is a special case of this public key cryptosystem,

hence, breaking this cryptosystem would imply breaking the ElGamal cryptosystem.

Example 3.1.4. We now give an example for the public key cryptosystem with a non-commutative
group. Choose a non-commutative group G, not a semigroup, because the inverse of an element
g PR with g, h € G, is needed. For example G = GL(r,K), with » € N, r > 1, and a field
K, the general linear group of r x r matrices with entries from a field.

Use an extension of the group G by an inner automorphism py which is conjugated by a matrix
H € GL(r,K). Alice and Bob can use any non-commutative group G if py is selected to be a
non-trivial inner automorphism, that is, a conjugation by an element which is not in the center
of G, where the center of GL(r,K) is the set defined as

C(GL(r,K)) ={a-I|a €K\ {0} and I the identity matrix in GL(r,K)}.
For any Matrix M € G and for any £k € N, k£ > 0, it is
pu(M)=H *MH and o (M) = H kM HE,
For s e N, s >0, it is

(M, pp)* = (H- " OMH  HCDMHE2 . H'MH - M, py)
= (H°(HM)®, py)-

An example is performed in Table (page .
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Table 3.3.: Example with G = GL(r, K)

Public Parameters
Group G = GL(r,K), r € N and r > 1, a matrix H € G, therefore the automorphism is pg,
and a matrix M € . Take care that H and HM do not commute.
Alice Bob
Key Creation

Choose private key n € N.
Compute
(a, ) = (M, pry)"
with @ := g} (M) - g (M) - pyr (M) - M
=H "(HM)"
Publish a.
Encryption
Choose plaintext m € G.
Choose random ephemeral key k& € N.
Compute
(c1, p%) :== (M, pgr)* with
e = py (M) - pl (M) pr (M) - M,
(a,y) - (e1, Pr) = (P (a) - 1,y - ply)
\TG)_J
and
ca:=b-m=pk(a) c-m.
Send ¢; = H=*(HM)* and
co=ph(a)-c1-m
= H*H™(HM)"H* - H *(HM)* -m
— kafn(HM)nJrk -m
as ciphertext (ci, c2) to Alice.
(c1,e2)
Decryption
Compute

(Cla ‘T) : (a,p%) = (an(Cl) "a, T P?_[),
=K

it is
K =p(c)-a

= H "H*HM)*H" - H"(HM)"

= H "k HM)k".
Recover
m=K"1. ¢

_ (H_”_k(HM)]H'”)_l'H_k_n(HM)n+k-m.

Remark 3.1.5. If the matrices H and HM commute, Eve can use ¢; and ¢ to get the element
Vi=c' o= (HM)™"H" - H*"(HM)"* . = H"(HM)" - m.

The public key is the element a = H~"(HM)™ and hence everyone could compute m in the
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following way

a bV = a_lcf1 - Co
= (H™(HM)") 'H™™(HM)" - m =m.

The inverse of a and ¢; exists because G is a group.
To prevent this Alice has to take care that H and HM do not commute.

Security 3.1.6. We look at the security of the public key cryptosystem with the platform group
G = GL(r,K), r € N. As in Security with the platform group G = F, the eavesdropper
Eve can get the message m if she is aware of the “key” b, it is b = H~ (%) (HM)"**. She then
calculates

bl o =0 H- R (H A = m.

-~

=b

For example she can get b by computing b = p’}{(a) - ¢1. Therefore, she has to try to re-
cover the ephemeral key k from Bob, that means, she has to recover k from the element
c1 = H*(HM)* = g7*h¥ (with g := H and h := HM). In the special case with g = I
it is the discrete logarithm problem for matrices in GL(r, K), which is recover k from h¥. Tt
is known (see [MW97]) that a probabilistic polynomial-time reduction of the discrete logarithm
problem exists in the general linear group GL(r,q) (r X r matrices with entries of a finite field
with ¢ elements) to the discrete logarithm problem in some small extension fields of Fy (a finite
field of order ¢, with ¢ = p® where p is the characteristic of F,). Statistical experiments show
that for a random matrix M, matrices M"™ are indistinguishable from random (see [HKKS13]).
Furthermore, the security assumption is that it is computationally hard to reclaim the “key”
b= H-(R)(HM)"** from the quadruple

(H, M,a:= H™(HM)", ¢, = H*’f(HM)’“) .

Therefore, Alice has to take care that the matrices H and HM do not commute (see Re-
mark [3.1.5).

This example was also given in the work [Moll5] but in the time under review the paper [KMU14]
by M. Kreuzer A. D. Myasnikov and A. Ushakov appeared in which they give a linear algebra
attack on the HKKS-key exchange protocol with G = Mat(3,F7[As]), which was an example
in [HKKS13]. We will explain this in more details in Section and also describe a linear
decomposition attack by V. Roman’kov.

3.2. Signature with a semigroup of 3 x 3 matrices over F;[A;]
(Protocol 4)

In this section an idea for a signature scheme, Protocol 4, inspired by the example of the key
exchange protocol with a semigroup as platform group (see [HKKSI3l Chapter 6]) is described
and a security analysis is given. For this we are orientated on [Moll5].

In [KK12] D. Kahrobaei and C. Koupparis give a survey about several digital signature proposals
using non-commutative groups and rings.

Let G be a non-commutative semigroup which has non-central invertible elements, where pg

is a non-identical inner automorphism, that is, a conjugation by an element H € G, such that
H=1gH # g for at least some g € G.
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1. Alice chooses an invertible H € G for the automorphism pg and a qualified hash function
h, with
h : {possible messages} — {non-invertible matrices in G}

(see Security (IT) and (IIT)). This is published.

2. Alice picks n € N and an element M € G private.
She computes (M, pg)™ = (p H(M) - pr2(M) -+ - pr (M) - M, p%) and publishes only the
first component a := pt (M) - 7 2(M) -+ prr (M) - M. Alice has to take care that H and
HM do not commute (see Remark and that her element a has no inverse in G (see

Security (I)).

3. To sign the message m she picks an ephemeral key k € N, and computes
(M, pp)F = (plfq_l(M) . pl;I_Q(M)-an(M) - M, p%) with the first component named
b:= plgl(M) -p’;{”(M) - pg(M)-M. With the help of the hash function h she computes
the element Z := h(m) - p};(b). Her signature is the quadruple (k, b, Z,m).

4. Before Bob can prove the signature he has to calculate the element
(a,z) - (b, %) = (p%(a) - b,x - p%). The first component is named E := pk (a)-b. Note
that he does not actually “compute” x - p’}_l because he does not know the automorphism
x = p'%, but he does not need it to compute E. Bob is aware of the hash function h and
he proves the signature with the calculation Z - a = h(m) - E.

It is
h
h

(m) - E,

because pl(b) - a = p¥ (a) - b, which follows from the same calculations as in Remark
Now, let G be the semigroup of 3 x 3 matrices over the group ring F7[A5], where Aj is the
alternating group on 5 elements, that is, G = Mat(3,F7[As]). We can take F% = (Z/7z)*. The
inner automorphism pg is a conjugation by a matrix H € GL(3,F7[A5]). It is

pu(L)=H 'LH and py(L)=H "LH",
for any matrix L € G and any r € N, r > 0.

Remark 3.2.1. The semigroup of 3 x 3 matrices over the group ring F7[As] is used, because
the multiplication can be calculated very efficient in this semigroup and it provides a large key
space (see [KKS13]).

Note that the element a has no inverse in G if M has no inverse in G.

A technique to obtain an invertible matrix H is presented in [HKKS13l Chapter 8]. From there
it is also known that the exponents n and k should be of the magnitude of 2¢, where t is the
security parameter, to make a brute force search (for n and k) infeasible.

Remark 3.2.2. Alice has to take care that H and HM do not commute.
Assume that H and HM commute, it is

Z =h(m)-H " *(HM)*H"
= h(m) - H-*(HM)*
= h(m) - b.
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Hence, it adds up to calculate a new o' if an eavesdropper, Eve, wants a new Z’ to impersonate
herself as Alice. This is discussed in the Security under (I) 1.

Protocol 4, the signature with G a semigroup of 3 x 3 matrices over the group ring F7[As5], is

summarized in Table (page .

Table 3.4.: Summary of Protocol 4: Signature with a semigroup of 3 x 3 matrices over Fr[As]

Public Parameters

G the semigroup of 3 x 3 matrices with entries in F;[As], an invertible H € G for
the automorphism pg and a qualified hash function h.

Alice Bob
Choose n € N and M € G privately.
Compute
(a, p}l{) = (M, pu)"
with a := pli 1 (M) - pl 2(M) -+ pr (M) - M

=H "(HM)".

Take care that a=! ¢ G and that H and HM
do not commute.

Public Key: a
Choose message m and compute value h(m) € G.
Pick an ephemeral key k£ and compute
(b, p];{) = (M, pH)k
with b= pfy (M) - pfy 2(M) -+ pr (M) - M
— HF(HM)F.

Compute
Z = h(m) - p(b) = h(m) - H-""F(HM)*H".
Signature: (k,b, Z,m)
Compute
(a,z) - (b, ply) = (Pl (a) - by - plyp),
—

=F
it is B = H- k) (H M)k,
Prove
Z-a=h(m)- H"k(HM)*"
= h(m) - E.

Security 3.2.3. The eavesdropper, Eve, knows Alice’s public key a = H™"(HM)". Eve wants
to impersonate herself as Alice, that is, everyone should think that Eve’s new message m’ comes
from Alice. Assume that Eve knows the signature S = (k,b, Z, m).

(I) Eve chooses a new key k':
She chooses new parameters (k',b/, Z’,m’) where m’ is the new message.

1. She has to calculate a new ¥'.

a) She needs to know the element M € G which is one of Alice’s secrets. She can get
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M from

H' VHF b=H". (/Hk CH-*(HM)*
=H' {/(HM)k
=M.
The difficulty here is to take the kth root from the element (HM)*. This is a difficult
problem in a finite semigroup of 3 x 3 matrices over the group ring F7[As].

If it was easy to calculate the correct kth root from (HM)*, Eve could calculate the
element ¥ = H—¥ (HM)*

Alternatively she uses a new k’ with the property k' := k- s, with s € N, s > 1. Now,
it is, with b= H=*(HM)F,

wi= (H5)" = (M)
— (HM)**
= (HM)¥

and it is o = H~* .u = H~* . (HM)¥. To prevent this, Alice and Bob could agree
that Alice uses only prime numbers for the ephemeral keys k. If Bob gets a
signature with k not a prime number he recognizes that Eve tried such an attack.

Suppose, Eve knows several signatures

Sl = (khbkpzkpml)a
52 = (k27bk27 Zkzamz)a

Su — (kuy bk’ua Zk:ua mu) 5

with pairwise different ephemeral keys k;. She can use the element
b, = HR(HM)* to get

Ty, = H" - by, = (HM)Fi.

It is
Terfj = Tkl ' Tkj = (HM)]CZ—HCJ

The new bki-l-kj iS now
b, = H- Witk oy o= F=(Ratks) o (p pp)RitRs
7 7 i 7

In general Eve can calculate every b with
u
K=Y ok,  withoe; € NU{0}.
i=1

If it is claimed that Alice’s private key a has no inverse, then M cannot have an
inverse; hence HM has no inverse. Therefore, o; cannot be a negative number. Thus,
Eve can calculate bj, whereby every new £’ is always greater than the smallest number
k;.
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A possible counter-measure is that Alice chooses at each new signature a lesser new
ephemeral key than she uses for the previous signature. This leads to the problem,
that Alice can just perform, with her private key n, a finite number of signatures,
which depend on her first ephemeral key k.

2. After she has a new b’ she needs a new element Z' = h(m’) - p};(t/). There are two
possibilities:

a) Eve tries to recover n from the public element a = H~"(HM)". Note that Eve only
knows the element HM if she can take the k-the root of the element (HM)F (see
above 1. a)).

As said in [HKKS13], a special case of this problem, where H = I, is the discrete
logarithm problem for matrices over F;[A5]. This problem is hard; it is addressed
in [KKS13] in more detail.

M. Habeeb, D. Kahrobaei, C. Koupparis and V. Shpilrain also analyze whether
or not any information about the private exponent n is leaked from transmission,
that is, from the fact that Eve knows a = H "(HN)". That is the question:
for a random exponent m, how different is the matrix in the first component of
(M, pg)" = (H™"(HM)", p%) from N, where N is a random matrix? They find
out, that no information about a private exponent n is revealed from the public
element a = H™"(HM)" (see [HKKS13| Chapter 7]).

b) She does not know the secret n, therefore she has to calculate Z’ in another way. Eve
knows that Bob will verify the signature by the proof of the following equation

Z'a=h(m')-ph(a)-V.

She can calculate Z’ as

if the inverse of the element a exists.

Therefore, to prevent an attack (I) from Eve, Alice should assure that her public element a
has no inverse. Hence, she can create the signature only in a semigroup. The element
a = H™"(HM)"™ has no inverse if the matrix M is not invertible.

(IT) Eve uses the same key k:
Eve chooses a new message m’. The elements k and b are the same. She only needs a new
element Z’. Hence, she calculates

Therefore, it is very easy for Eve to make everyone believe that her message m’ comes from
Alice. Alice and Bob could take care that every ephemeral k is used only once.

(III) Eve’s information from Z:
We get two situations.

1. Let us first take a look at the situation if she wants to get the private key n with the help
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from Z. Note that the hash function h is public. It is Z = h(m) - p%(b) and it follows

A= HE - (h(m)™r - Z = BE - py (1)
_ Hk . H—n—k(HK)an
= H " (HM)*H".
N——
=:B
Eve knows B from H* -b = H* . H=*(HM)* = B and she can get x := H" if she solves
the conjugations search problem, that is: given two conjugate elements A, B € G, find
a particular element x € G, such that 27 !Bz = A. Suppose that she solves this problem
and gets H", she then has to solve the discrete logarithm problem for matrices over
F;[A5], namely recover n from H and H". This problem is hard (see [KKS13| for more
details).

. Suppose Eve knows several signatures

S1 = (k1, bk, Zgy, m1)
Sy = (k2, biy, Zy,, m2) ,

Sy = (k;ua bk‘ua Zkua mu) s

with pairwise different ephemeral keys k;.
With Z, = h(mj) - H-"% (HM)* H" follows

Xi, = H" - (h(my))~ ' Zy, = H"(HM)* H".
With very similar deliberations as in (I) 1. b) and ¢) we have:
a) Eve chooses a new &’ with the property k' :=k; - s, with s € N, s > 1. Tt is
X ys = (Xi,)” = (H_n(HM)kiHn>s
= H "(HM)**H"
= H " (HM)* H".
For this k" she can get Zy/, for the signature (k', by, Zp, m'), with

Ziw =h(m')-H ¥ . X}
= h(m') - H ¥ (HM)* H".
To prevent this, Alice and Bob could agree that Alice uses only prime numbers

for the ephemeral keys k. If Bob gets a signature with k not a prime number he
recognizes that Eve tried such an attack.

b) As above in a) it is

Xy,

J

1= HY - (h(my)) ' Zy,, = H " (HM)" H".

It follows
Xk?]'-i-ki = ij . sz — H_n(HM)kJ_‘—len
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The new Zj, 11, for the signature (kj + ki, bx; 11,5 Zr; 41, ™) is now

ij+ki = h(ml) H Rtk ij+ki

= h(m') - H= stk =n(prppyksth g,

In general Eve can calculate every Z;s with
u
K => aik with a; € NU {0}.
i=1

If it is claimed that the private key a from Alice has no inverse, then M cannot have
an inverse; hence HM has no inverse. Therefore, o; cannot be a negative number.
Thus, Eve can calculate Z; whereby every new k' is always greater than the smallest
number k;.

A possible counter-measure is that Alice chooses at each new signature a lesser new
ephemeral key than she uses for the previous signature. This leads to the problem,
that with her private key n, Alice can only perform a finite number of signatures
depending on her first ephemeral key k;.

If Eve tries to impersonate herself as Alice with the information from (III) she also needs the
corresponding by, which is discussed in (I) 1.

The counter-measure from Alice against Eve’s attacks (II) and (III) should be, to determine, that
the image of the hash function % is only the non-invertible matrices in the semigroup
(. Hence, Eve does not know the element p’ﬁ(bkj) and therefore she cannot use Xj; for an
attack.

3.3. Security and ongoing research about the HKKS-key exchange
protocol

There is an ongoing research about the HKKS-key exchange protocol, which also affects the
ElGamal like key exchange of Section In this section we give an overview of this research.

Paper [KMU14]:

As mentioned above M. Kreuzer, A. D. Maysnikov and A. Ushakov published the paper [KMU14]
in which they describe a linear algebra attack on the HKKS-scheme when the proposed semigroup
G = Mat(3,F7[A5]) is used as it is suggested in [HKKSI3, Chapter 6]. This is the semigroup
of 3 x 3 matrices over the group ring F7[As], where As is the alternating group on 5 elements
and [F7 is the field with 7 elements (here, more precisely, it is F% = (Z/7z)*). In addition they
use an extension of the semigroup G by an inner automorphism ¢y, which is conjugation by a
matrix H € GL(3,F7[As]).

In their attack, they use an embedding of Mat(3,F7(As)) into Mat(180,F7) and they are able to
reconstruct the key, which is H~""*(HM)"** without the knowledge of the private exponents
n and k of Alice and Bob, respectively. For this it is sufficient to find two matrices [, € G
satisfying the following system of matrix equations:

l-H=H":Il (3.1)
r-(HM)= (HM)-r
a=lr,
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with H and M public parameters and a the public element from Alice. If matrices [ and r are
known, which satisfy the equations (3.1])-(3.3]), then the shared key is computable as

l-b-r=1-H*HM)?.r
=H" . 1.r- (HM)*
=H * g (HM)"- (HM)* = H*"(HM)"*",
with b = H=*(HM)¥, the sent element from Bob. M. Kreuzer, A. D. Myasnikov and A. Ushakov

observed that the system ({3.1])-(3.3) has at least one solution with [ € GL(3,F7[A5]), that means,
with an invertible matrix | = H™" and r = (HM)". Hence, instead of solving the matrix

equations ((3.1)-(3.3) it is sufficient to solve the system

{-H=H-/
r-(HM)= (HM)-r
la =r,

and recover the matrix [ from the equation £ -] = 1.

They get a system of linear equations over I~ for ¢ and explain how they are able to find ¢, for
more details see [KMU14].

Such an attack also violates the ElGamal like cryptosystem as explained in Table (page .
If H=*="(HM)**" is known, then the message m in the ElGamal like cryptosystem is recon-

structible, because
(kafn(HM)k+n)fl “Co = m.

Thus, this attack should also be possible for Example which is in more details explained
in Table (page . The elements which Eve needs to know for such an attack, and hence to
generate H—*="(HM)**"  are

H"(HM)",
H(HMY,
H and HM,

which are also public in the ElGamal like cryptosystem.

It is important to see, that there is another algorithm that recovers the private key without
solving the principal algorithmic problems on which the security assumptions are based.
Recall, that the security assumptions are the following.

1. Tt is computationally hard to retrieve the key K = H *"*k(H M )"*k from the quadruple
(H,M,H *(HM)*, H-"(HM)"). Thus, they have to take care, that H and HM do not
commute, because otherwise K is just a product of H=*(HM)* and H="(HM)".

2. Tt is hard to recover k from H~*(HM)* or n from H™(HM)", respectively. A special
case of this problem, where H = I, is the discrete logarithm problem for matrices over
F~[As], this problem is hard, see [KKS13].

3. For a random exponent n, how different is the matrix of the first component of (M, @)™
from N, where N is a random matrix in Mat(3,F7(A45))? In [HKKS13, Chapter 7] it is
explained, that they are indistinguishable.

4. How different is the final secret key from a random matrix? This is in more details the
question: if n and k are the secret random keys from Alice and Bob how different is the
matrix of the first component of (M, )*+™ from the matrix of the first component of
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(M, pm)?, where g is of the same bit size as n+ k. In [HKKS13| Chapter 7] it is explained,
that they are indistinguishable.

Paper [KLS15]:

D. Kahrobaei, H. T. Lam and V. Shpilrain suggest in the paper [KLS15] for the platform for the
HKKS-scheme the semigroup of matrices over a Galois field of characteristic 2, more specifically
over Fy127, thus they reduce the key size and speed up the computation quite a bit. Furthermore,
the automorphism that they use in their paper [KLS15] is not inner, but a composition of an
inner automorphism with the endomorphism that raises each entry of a given matrix to the
power of 4.

If one uses just inner automorphisms and matrices over a field they suggest an extra “tweak” of
the cryptographic protocol to avoid a linear algebra attack as explained in [KMU14].

We explain in short their suggested variations.

1. Let G be the semigroup of 2 x 2 matrices over Fyi2r. They suggest for Fyier the factor
algebra Zz(z]/(p(x)), with Zg := Z/2z and (p(z)) is the ideal of the polynomial algebra Zs|x]
generated by the irreducible polynomial p(z) = 2'27 + 2% + 1. Elements of Fyi2r are
therefore here polynomials of degree at most 126 over Zs. They use an extension of the
semigroup G by endomorphism ¢, which is a composition of a conjugation by a matrix
H € GL(2,Fyi27) with the endomorphism 1 that rises each entry of a given matrix to the
power of 4. The composition is such that 1 is applied first, followed by conjugation. Thus,
for any matrix M € G and for any integer k > 1, we have

o(M)=H '¢(M)H and
PF (M) = H ' (H ) (H) M H R (M) (H) - - (H)y? (H)H.

The rest of the cryptographic protocol stays the same as the HKKS-protocol.

2. If the public automorphism ¢ is just conjugated by a public matrices H, the transmitted
matrices are then H~"(HM)" and H-*(HM)*. Thus, this cryptographic protocol is
vulnerable to linear algebra attacks, if the matrices involved in this cryptographic protocol
are over a field or over a ring that can itself be embedded in a ring of matrices over a field.
The attacker Eve is looking for matrices X and Y, such that

XH=HX
Y(HM) = (HM)Y
XY = H"(HM)".

The first two matrix equation translate into a system of linear equations in the entries of
X and Y over the ground field, whereas the last one does not. However, if X is invertible,
then the last matrix equation can be rewritten as Y = X "' H~"(H M), and this translates
into a system of linear equations in the entries of X ! and Y. Thus, upon replacing the
first matrix equation X H = HX by the equivalent X 'H = HX !, Eve ends up with a
system of linear equations in the entries of X ! and Y over the ground field. After solving
this system and finding X and Y, Eve can recover the shared secret key K from the public
transmissions as follows:

XH M YHMYY = H*XYHM)* = H*H " (HM)"(HM)*
_ H—n—k(HM)n-i-k - K

This kind of attack may also work if the platform is a semigroup consists of matrices not
over a field, but over a ring that can itself be embedded in a ring of matrices over a field,
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see for example [KMU14].

Thus, they give a “tweak” to avoid such kinds of attacks in semigroups. In addition to
the secret key n Alice also selects a private matrix R # 0 € G, such that R(HM) = 0,
whereby 0 denotes the zero matrix. Such a matrix R exists, because H M is not invertible.
Recall, that GG is a semigroup. Bob does the same, he selects in addition to his private
ephemeral key k a matrix S # 0 € G with S(HM) = 0. Now, Alice sends

A=H "(HM)"+R

to Bob and he sends
B=H HM)*+5

to Alice. The step to recover the common secret key stays the same for Alice and Bob.

Alice calculates (B,x) - (H " (HM)", ¢™) where the first component is
H " HM)"™* + (H"SH™) - (H " (HM)") = H " *(HM)"** = K,

because S(HM) = 0. Bob computes (A,y) - (H*(HM)¥, ) where the first component
is
HMHM)"™ + (H*RHE") - (H*(HM)*) = " *HM)""™* = K

because R(HM) = 0.

These variations are not interesting for the ElGamal like cryptosystem, because they use semi-
groups and the cryptosystem needs a group. Moreover, the next paper [Rom15] by V. Roman’kov
gives a linear decomposition attack which breaks also these two variations.

Paper [Rom15]:

V. Roman’kov shows in [Roml15] that a linear decomposition attack based on the decompo-
sition method introduced by the author, V. Roman’kov, in monography [Roml3a] and paper
[Rom13b|] works by finding exchange keys in the both main cryptographic protocols in [HKKS13]
and [KLS15]. The attack works when the platform groups are linear.

He shows, that in this case, contrary to the common opinion (and some explicitly stated security
assumptions), one does not need to solve the underlying algorithmic problems (discrete loga-
rithm problem and Diffie-Hellman problem) to break the scheme, that means, there is another
algorithm that recovers the keys without solving the principal algorithmic problem on which the
security assumptions were first based. This changes completely the understanding of security
of this cryptographic protocol. The efficacy of the attack depends on the platform group, so it
requires a specific analysis in each particular case. In general V. Roam’kov mentioned that one
can only state that the attack is in polynomial time in the size of the data, when the platform
and related groups are given together with their linear representations. In many other cases we
can effectively use known linear representations of the groups under considerations.

Main points in Roman’kovs paper:

1. He shows for the HKKS-key exchange protocol, that the shared secret key K can be com-
puted in the case when G is a multiplicative subgroup of a finite dimensional algebra A
over a field F and the endomorphism ¢ is extended to an endomorphism of the underlying
vector space V of A. Furthermore, we assume that the basic field operations in F are effi-
cient in particular they can be performed in polynomial time in the size of the elements,
for example, I is finite. In all the particular cryptographic protocols considered in the
paper [Rom15] the field F satisfies all these conditions.
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Using Gauf} elimination Roman’kov showed that one can effectively find a maximal lin-
early independent subset L of the set {ag,a,...,ap api1,...}, where it is ag = g and
ar = ¢ (g)---¢(g) - g for £ > 1. Indeed, suppose that {ag,ai,...,a;} is a linear
independent set but ag41 can be presented as a linear combination of the form

£
apy1 = Z i@ for N €F.
=0

Suppose by induction that ay;; can be presented as above for every j <t¢—1. In particular

¢
Appi—1 = Z i@ for u; € IF.
=0

Then
¢
gyt = lag—1) - g =Y mid(ai) - g
i=0
l /—1
= Z Hi@ir1 = fgAoao + Z(ui + peNit1)@it1
i=0 i=0
Thus, L = {a,,a1,...,a;}. In particular, we can effectively compute
4
ap = Zmai for n; € F. (3.4)
i=0
Then
akn = ¢"(ax) - an (3.5)

l ¢
= Zni¢n(ai) Sy = quﬁi(an) - Q. (3.6)
=0 1=0

Note that all data on the right hand side is known. Thus, we get the shared key K = ay, 1.
Hence, in the case, where G is in Mat(3,F7[As]), there is a polynomial time algorithm to
find the shared key K from the public data.

. Using matrices over a Galois Field and extensions by special endomorphisms [KLS15]:

V. Roman’kov showed that this cryptographic protocol, even with the endomorphism
that rises each entry of a given matrix to the power of 4 and the composition is just that
1 is applied first, followed by conjugation, can be attacked by the linear decomposition
attack as above.

. In [KLS15] D. Kahrobaei, H. T. Lam and V. Shpilrain showed that the version of [HKKS13|
is vulnerable to linear algebra attacks (which was also mentioned in [KMUI4]). Roman’kov
showed in his paper, that his linear decomposition attack is very simple in contrast to the
linear algebra attack described in [KMUT4].

. In [KLS15|] they gave a “tweak” to avoid the linear algebra attack. Unfortunately this
cryptographic protocol is also vulnerable against the linear decomposition attack. This is
also described in [Rom15].
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5. Note, in the attacks by Roman’kov the secret keys k or n are not needed to recover the
secret key K.

Paper [KS16]:

D. Kahrobaei and V. Shpilrain shift their focus in [KS16] to select an optimal platform (semi)group,
in terms of security and efficiency.

They suggest the group G = ¥+/F?* ..., (F.). This group, being a nilpotent p-group, is finite. We
recall the definitions of nilpotent groups and p-groups.

Let F. be the free group generated by the free generating set {z1,x2,...,z,}, that is,

FT:<1‘1,$2,...,$T‘ >

The normal subgroup FY is generated (as a group) by all elements of the form g?, g € F,.. In the
factor group F-/Fr every nontrivial element has order p (if p is a prime number). More generally,
if n > 2 is an arbitrary integer, then the order of any element of #~/F» divides n.

The other normal subgroup, which is needed, is somewhat less straightforward to define.

Let [a, b] denote the commutator with [a,b] = a~1b~tab. Then, inductively, let [y1,y2, . .., Vet
denote [[y1,42,-.-,Yc],Yetr1]. For a group G, denote by 7.(G) the (normal) subgroup of G
generated (as a group) by all elements of the form [y1,y2, ..., yc]. If v+1(G) = {1}, we say that
the group G is nilpotent of nilpotency class c.

The factor group f+/y.,.(F.) is called the free nilpotent group of nilpotency class c. This
group is infinite. The group G = F+/F?* .4, (F.), which they recommend as platform group, is
finite, the order depends on p,c and r. For more details see [KS16].

The number p should be large enough to make the dimension of linear representations of G so
large that a linear algebra attack would be infeasible. As they mentioned in the introduction, a
faithful representation of a finite p-group, with at least one element of order p”, as a group of
matrices over a finite field of characteristic p is of dimension at least 1 + p"~! ([Jan70]), so in
their case it is of dimension at least 1 4+ p. Thus, if p is, say, a 100-bit number, a linear algebra
attack is already infeasible. For efficiency reasons it seems better to keep ¢ and r fairly small
(in particular they suggest ¢ = 2 or 3).
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Chapter 4
Combinatorial group theory

This chapter yields the mathematical background for Protocol 6 to Protocol 12, which are
based on combinatorial group theory. Combinatorial group theory is the branch of algebra
which studies groups via their presentations, that is, via their description with generators and
relators. All seven cryptographic protocols (Protocol 6 to Protocol 12) use finitely generated
free groups as platform groups; therefore, we start with a detailed introduction of free groups
and group presentations.

Among free groups we introduce Nielsen transformations, Nielsen reduced sets and corresponding
theory, which will be used later on for the cryptographic protocols. Nielsen transformations are
a linear technique to study free groups and general infinite groups.

Afterwards, we explain several fundamental problems in group theory, which could be used
for cryptology. One problem is the extended word problem, also called membership problem,
another related problem is the constructive membership problem, both problems play a role for
the security of the newly developed cryptographic protocols.

In addition Protocol 6 to Protocol 12 use automorphisms on finitely generated free groups.
These automorphisms can be generated with the help of Nielsen transformations or alterna-
tively with so called Whitehead-Automorphisms. Therefore, we close this chapter introducing
Whitehead-Automorphisms. With the help of these automorphisms we could develop an ap-
proach for choosing automorphisms randomly of the automorphism group Aut(F'), with F a
finitely generated free group F.

The books [CgRRO08], [LS77] and [MKS66|] are the basis for this chapter. The reader should be
familiar with the basics of groups as it is presented in a course about algebra (see for instance
[JS06]).

4.1. Free groups and group presentations

Let G be a group, let X C G be a subset and X! := {#7! | z € X}, the set of the inverse
elements of the elements in X. The subgroup generated by X is labeled with (X) and consists
of all finite products of elements from X*!:= X U X! Tt is

(X) ={z129 - T | 21,29, ..., 2m € XT m € N}.

We call a term of the form w = x1x9 - - - T, with z; € X*' a word in X or just a word. Each
word corresponds to an element in G. The identity in G corresponds to the empty word and is
labeled with 1.

Definition 4.1.1. (universal property) [CgRROS]

Let X be a nonempty set, F' a group and ¢ : X — F' an injective map. The group F' - more
precisely the tuple (F,¢) - is named free on X, if there exists for every group G and every map
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f X — G an uniquely defined homomorphism ¢ : F' — G, such that f = ¢ o, that means the
following diagram (Figure

Figure 4.1.: Commuting diagram

commutes.

At most we consider X as subset of the group F' with ¢ as inclusion. Then, the set X is named
free generating set of F.

Example 4.1.2. The set {1} is a free generating set for the group (Z, +).

Theorem 4.1.3. [CgRRO8| Satz 1.2]

Let Fy and F» - more precisely (Fi,11) and (Fs,12) - be free on X. Then there exists an isomor-
phism @ : F1 — Fy with @ o 11 = 12, that means, F1 is unique up to isomorphisms.

The free group F(X):

Next, we show, that for each set X exists exactly one group F', up to isomorphisms (Theo-
rem , which is free on X. This group F' is constructed as follows:

If X =0, then F(X) = {1}.

Let X # ( with X! as above, it is X N X! = () and let 2 — 27! be a bijection from X to
X1 Recall, that X*! := X U X~ !. We denote the set of all finite sequences (1,22, .., Tm),
r; € XT and m > 0, with M(X). If m = 0, we get the empty sequence. We define an
associative multiplication on M (X) by concatenation, that is,

(151,.%2,... 7:1:771) : (y17y27"'7ym’) = (3317$2,---7$m71117y27-- . 7ym’)’

The identity is the empty sequence, and is labeled with 1. The map X+ — M (X) with z — ()
is injective and (z) is identified with z. Each element w € M(X) is uniquely presented as a
word (in X), that is, as a product of elements from X*!:
w=ax'2y* -, with z; € X and ¢ = £1,

whereby x;rl is identified with z;.

The set M(X) is a monoid. It is called free monoid on X*!'. The elements of X*! are called
letters. A word w is called reduced, if x; # x;11 or x; = z;41 but €;+ €41 # 0, for 1 < i < m;

€1 €2

the empty word is reduced. If w = z{'z5?---z& is not reduced, we say, w’ ensued of w by

. . €;— €; .
elementary reduction, if w’' = 2{'25* - - -z, 2, - - - 2, with 2; = 2441 and € + €41 = 0.

We can write a reduced word w as

w=za{zy? - xom, with o, € X, 2 # xip1 and o; € Z )\ {0} .

m

We get an equivalence relation on M (X) while we put w = ', if w = w’ or there is a finite
sequence w = wi, ws,...,w; = w', such that either from wj;; follows w; or from w; follows

94



4.1. Free groups and group presentations

w41 by elementary reduction with 1 < j < k. For every w € M(X) there is always a reduced
word w’ € M(X) with w = w'. If w = w' then wwv = vw'v for all u,v € M(X) and if w = v’
and v = v/, then also vw = v'w’. Hence, the multiplication on M (X) implies a multiplication
on F(X):= M(X) /=, the set of the equivalence classes of M (X) concerning =, with

[u][v] = [u],

whereby [w] denotes the class of the word w. The multiplication is associative (transmission of
the quotient structure) and the identity is the class of the empty word.
The set F'(X) is a group and F(X) is free on X (see [CgRRO8| p. 5]).

Corollary 4.1.4. [CgRRO08| Korollar 1.4]
Let G be a group with G = (X). Then G is isomorphic to a quotient group of F(X).

Definition 4.1.5.
In general a group G is called a free group if there exists a set X with G = F(X).

Theorem 4.1.6. (Normalformensatz)|[CgRRO8|, Satz 1.5]
There is exactly one reduced word in each equivalence class. That means, for every word w exists
ezactly one reduced word w' = x'aP - xir, € € {1, -1}, with w = w'. The uniquely defined

number m is called the free length of w; denoted with |w|.

Group presentation via generators and relators:
Let G be a group, X aset and ¢ : F(X) — G be a groupepimorphism. We call X a generating
set for G under ¢ and {¢(x)| x € X} a set of generators of G. It is

G = (p(x)| z € X).

We also call X just a generating set for G. The kernel kery is called the set of relators of G
under .

If u=a{ 25 and v = y* -y, with x;,y; € X, such that uv™! € kery and ¢(z;) = a;,
©(y;) = bj, then we call af' ---agr = b" --- b a relation in G. Especially, if u € kere, then it
is a{' - - aS* =1 a relation in G.

Now, let H be a group. Let S C H, we call the normal closure
((S)) := (hsh™'| s € S,h € H)

of S in H the set of consequences of S in H.

A subset R C F(X) is called a set of defining relators of G (under ), if kerp is the set
of consequences of R. The image of R under ¢ is called the corresponding set of defining
relations.

We also call a relation ¢(u) = p(v) a consequence of a set of defining relators (or defining
relations) if the corresponding relator uv~! is a consequence of the defining relators.

Presentation:

A presentation (X | R)? of G consist of a set X, a groupepimorphismus ¢ : F/(X) - G and a
set of defining relators of G (under ¢). The group G is called finitely presented, if both sets
X and R are finite.

Convention:
We write G = (X | R)?, if (X | R)¥ is a presentation of G. Usually we omit ¢, especially if ¢ is
the canonical mapping

¢ F(X) — FX)/(Rr)
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or, if ¢ is injective on X (then it is X C G).
Often, we replace the relator uv~! by the relation v = v. We mix the words “relators” and
“relations”, without getting misunderstandings. We mostly write

G=(X|r=1reR)
for a presentation of G.

Example 4.1.7. 1. A free group F(X) has only relations which are consequences of xi_lxi
and x;x; ', hence R = ) and we write F(X) = (X | ).

2. A cyclic group Z/pz = (x | 2P = 1), with p a prime number.
3. The trivial group {1} = (z |z =1) = (z,y |z = 1,2y~ = 1).

Corollary 4.1.8. [CgRRO08| Korollar 3.4]
Two groups with the same presentation are isomorph.

Instead of F(X) we also write just F for a free group on a free generating set X. We denote a
subgroup of F' by Fy if it is generated by a free generating set U, whereby the elements in U
are words in X.

Remark 4.1.9. Let X be the free generating set for the free group F' = (X | ). We call X
also a basis of F'. The cardinality |X| of a basis for a free group F' is called the rank of the

group. The rank for a free group is unique, because two free groups are isomorphic if and only
if their basis have the same cardinality (see Theorem [4.3.7)).

4.2. Nielsen transformations, Nielsen reduced sets and additional
theory

Let F' be a free group with free generating set X := {z1,22,...,24}, ¢ > 2. We determine that
words in X are reduced. Let w € F, we write w = wiws - - -wy, if there are no cancellations
between the words w; and w;y1, 1 <1i < k, that means |w| = |wi| + |wa| + - - - + |wg].

Let U := {uy,ug,...,u} C F, t > 2, with u; words in X.

Definition 4.2.1. An elementary Nielsen transformation on U = {uj,ug,...,u;} C F is
one of the following transformations

(T1) replace some u; by u;l;
(T2) replace some u; by u;u; where j # i;

(T3) delete some u; where u; = 1.

In all three cases the uy, for k # i are not changed. A (finite) product of elementary Nielsen trans-
formations is called a Nielsen transformation. A Nielsen transformation is called regular if
it is a finite product of the transformations (T1) and (T2), otherwise it is called singular.

The regular Nielsen transformations generate a group (see for instance[CgRRO8]). The set U is
called Nielsen equivalent to the set V, if there is a regular Nielsen transformation from U to
V. Nielsen equivalent sets U and V' generate the same group, that is, (U) = (V).
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Each elementary Nielsen transformation (7'1) and (72) has an inverse which is a regular Nielsen
transformation. It follows then, that the regular Nielsen transformations form a group which
contains every permutation of the set U = {u,ug,...,u:} (see for instance [FGMRS14]).

Now, we agree on some notations. We write (7'1); if we replace u; by ui_1 and we write (7'2); ; if
we replace u; by u;u;; if we want to apply the same Nielsen transformation (7°2) consecutively
(-times we write [(72); ;] and hence replace u; by uzuﬁ Thus, it is

(T1); (ul,...,ui,...,ut)—>(u1,...,u;1,...,ut),
(TZ)Z‘.J' :(ul,...,ui,...,uj,...,ut) — (ul,...,uiuj,...,uj,...,ut),
[(T2)i 15 (uty e ey Uiy ey ug) — (ul,...,uiug,...,uj,...,ut).

Definition 4.2.2.
A finite set U in F is called Nielsen reduced, if for any three elements v;, vo, vg from U*! the
following conditions hold:

(NO) U1 75 1;
(N1) vivg # 1 implies |v1va| > |v1], |val;
(N2) vivg # 1 and vous # 1 implies |vivavs| > |v1| — |va| + |vs].

Recall, |v| denotes the free length of v € F', that is, the number of letters from X +1 in the
freely reduced word v. We could also write |v|x, if it is not clear from which set the letters of v
are and we count the letters in v which are given as elements in X*!.

Remark 4.2.3. We say that any word w, not necessary reduced, with finitely many letters from
X*1 has length L if the number of letters occurring is L. The length of a word w is greater
than or equal to the free length of the word w. For freely reduced words the length and the
free length are equal. If a word w is not freely reduced then the length is greater than the free
length of w.

Proposition 4.2.4. [CgRR08|, Korollar 2.10]

Let F be a free group of finite rank q. Then, the group of all automorphisms of F', Aut(F), is
generated by the elementary Nielsen transformations (T1) and (T2).

More precisely: Fach automorphism of F is describable as a regular Nielsen transformation
between two basis of F', and, each reqular Nielsen transformation between two basis of F' defines
an automorphism of F.

Proposition 4.2.5. [CgRRO8, Theorem 2.3] or [LS77, Proposition 2.2]
If U = {u1,ug,...,un} is finite, then U can be carried by a Nielsen transformation into some
V', such that V is Nielsen reduced. It is |V| = rank({V)) < m.

Proposition 4.2.6. [MKS66, Corollary 3.1]

Let H be a finitely generated subgroup of the free group F' on the free generating set X. Let
U= {u1,ug,...,u}, u; words in X, be a Nielsen reduced set, which generates H. Then, out of
all systems of generators for H, the set U has the shortest total X -length, which is Zle i x -

Remark 4.2.7. If Fy is a finitely generated subgroup of F' = (X | ), with free generating set
V = {v1,va,...,un}, v; words in X, then there exist only finitely many Nielsen reduced sets
Ui = {wiy, Wig, .. Uiy}, 0 =1,2,..., ¢, to V, which are Nielsen equivalent. With the help of
a (lexicographical) order relation < the smallest set Us, in the set of all Nielsen reduced sets
UYeq = {U1,Us,...,Us} to V, can be uniquely marked. With the use of a regular Nielsen
transformation it is possible to obtain this marked set Uy starting from any arbitrary set in
U]‘\?red‘
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Example 4.2.8. Let F' be a free group on the free generating set X = {z1,22,..., 24}, ¢ > 2.
For example (see [MKS66]) we can define a (lexicographical) order relation < among words
w € F as follows:

If |w| < |u| for words w,u € F, then w < u.

It is

1

x1<xf1<x2<x§ <-~<xq<x;1.

If |lw| = |u| for words w,u € F and they first differ in their kth term, then order w and u
according to their kth term.
For example

1 <z9 <1174 < xlxq_l < CL‘%

Let F be a free group on the free generating set X = {x,y}. The sets {y?, yxy~1} and {y?, y~ Loy}
are Nielsen reduced (see Example |4.2.16)). It is

v < yry <y ey,
thus, here {y2,yzy~'} is the smallest set of {{y?, yxy~'}, {y?, vy '2y}} concerning this (lexico-
graphical) order relation <.

Corollary 4.2.9. [CgRR08, Korollar 2.9]
Let F be a free group with basis X and let U be a subset of X which is Nielsen reduced. Then
1t 18

XH ) =xFnu*t.
Especially, if U is also a basis for F, then X*1 = U*!,

Corollary 4.2.10. [CgRRO0S8, Korollar 2.4]
Let F be a free group with basis X and let U be a subset of X which is Nielsen reduced. Then
there exists for each u € UT' words £(u), m(u) and r(u) with m(u) # 1, such that

1. u =L(u)ym(u)r(u),

2. if w=wugug---ug, t >0, u; € U, wsuzpq # 1 for alli =1,2,...,t — 1, then the elements
m(uy), m(uz),...,m(uy) stay unreduced in the reduced form of w.

Especially, it is |w|x = |urug - - ui—10(u;) | x +|m(u;) | x +|r(ui)wip1tive - uglx for all 1 <i <t

Remark 4.2.11. Because of Corollary [4.2.10] there exists for each u € U*! a stable letter
a:jil € m(u). This stable letter is in each freely reduced word between elements of U at the place

where u appears. For the element u~! the stable letter is the inverse of the stable letter of u
(if there is a reduction in uwv, there is also a reduction in v=!u~1). It is also possible that u has
more than one stable letter.

Corollary 4.2.12. [CgRR08|, Korollar 2.5]
Let F be a free group with basis X and let U be a subset of X which is Nielsen reduced. Let
w=uug---ug, k>0, u € UT, uiui+1 # 1 for 1 <i < k. Then

(a) lwlx >k,
(b) lwlx > 3lut|x + sluk|x +k—2  fork>2,
(c) |wlx > |ui|x for alll <i<k.

Theorem 4.2.13. [CgRRO8, Satz 2.6]
Let U be Nielsen reduced, then (U) is free on U.
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Theorem 4.2.14. (Nielsen-Schreier) [CgRRO08| Satz 2.11]
Every finitely generated subgroup of a free group is free.

For the next lemma we need some notations. Let w # 1 be a freely reduced word in X. The
initial segment s of w which is “a little more than half” of w, that is, $|w| < |s| < F|w| + 1,
is called the major initial segment of w. The minor initial segment of w is that initial
segment s’ which is “a little less than half” of w, that is, 3|w| — 1 < |s/| < |w|. Similarly,
major and minor terminal segments are defined.

If the free length of the word w is even, we call the initial segment s of w, with |s| = J|w]| the

left half of w. Analogously, we call the terminal segment s’ of w, with || = J|w| the right
half of w.
Let {wy,wa,...,wy} be a set of freely reduced words in X, which are not the identity. An

initial segment of a w-symbol (that is, of either w; or w; 1 which are different w-symbols) is
called isolated if it does not occur as an initial segment of any other w-symbol. Similarly, a
terminal segment is isolated if it is a terminal segment of a unique w-symbol.

Lemma 4.2.15. [MKS66, Lemma 3.1]
Let M = {wy,wa,...,wn} be a set of freely reduced words in X with wj # 1, 1 < j <m. Then
M is Nielsen reduced if and only if the following conditions are satisfied:

1. Both the major initial and magjor terminal segments of each w; € M are isolated.
2. For each w; € M of even free length, either its left half or its right half is isolated.
Example 4.2.16. Let F' be a free group of rank 2 and let X = {z,y} be its free generating set.

1. The set U; = {y?, yzy~'} is Nielsen reduced. To prove this, we first prove the condition 1.
of Lemma [4.2.15} The major initial and major terminal segments are listed in Table

(page [99).

Table 4.1.: Major initial and major terminal segment for elements in Uy

Element in U; | Major initial segment | Major terminal segment

yay ! yx zy !

1 1

and yz~'y~'. The major
The major terminal segment 1/
~1is no

The major initial segment y? is no initial segment of yzy~
initial segment ya is no initial segment of y? and y 2.
is no terminal segment of yzy~! and yx~'y~'. The major terminal segment xy
terminal segment of y? and y 2.
Hence, the major initial and major terminal segment of each element in U is isolated.

Therefore, condition 1. of Lemma [4.2.15| holds.

Second, we prove the condition 2. of Lemma [4.2.15} The left and the right half of the
elements with even length are listed in Table (page [100)).
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Table 4.2.: Left and right half of elements in U; of even length

Element in U | Left half | Right half

The left half y is an initial segment of yxy~!' and yz~'y~! but the right half y is no

terminal segment of yaxy~! and yz~'y~!. Hence, condition 2. of Lemma [4.2.15| holds.
Therefore, we proved that U; = {32, yzy~'} is Nielsen reduced.

2. The set Uy = {y?,y 'ay} is Nielsen reduced. We first prove the condition 1. of Lemmal4.2.15
The major initial and major terminal segments are listed in Table (page [100)).

Table 4.3.: Major initial and major terminal segment for elements in Us

Element in Uy | Major initial segment | Major terminal segment

y? y? y?

y ry y T Ty

1 1

The major initial segment 2 is no initial segment of y~'zy and y~*2~'y. The major initial
segment y 'z is no initial segment of 4% and y~2. The major terminal segment y? is no
terminal segment of y~'zy and y~'2~'y. The major terminal segment xy is no terminal
segment of y% and y 2.

Hence, the major initial and major terminal segment of each element in Us is isolated.

Therefore, condition 1. of Lemma [4.2.15| holds.

Second, we prove the condition 2. of Lemma [4.2.15 The left and the right half of the
elements with even length are listed in Table (page [100)).

Table 4.4.: Left and right half of elements in Us of even length

Element in Uy | Left half | Right half

The right half y is a terminal segment of y~'2y and y 'z~ 1y but the left half y is no initial

segment of y~'zy and y~'x~'y. Hence, condition 2. of Lemma [4.2.15| holds.
Therefore, we proved that Us = {32,y 'zy} is Nielsen reduced.

We now have two sets U; and Us which are Nielsen reduced and it is Uy # Us, but the sets U
and Us are Nielsen equivalent and hence generate the same group.
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It is

~ L (N2),
U = {y*, yzy '} we get (v, yzy ) —=" (v2,yzy)

1

— (A y ey

1

" (v y e y)

— (y*,y 'ay) hence Us = {y?,y 'ay}.

The set Us := {y?, yry} generates also the same group as U and Us, see the above Nielsen trans-
formation from U; to Us; but Uj is not Nielsen reduced, because condition 2. of Lemma [4.2.15
does not hold for Us. To prove this, the left and the right half of the elements with even length

in Us are listed in Table (page [101)).

Table 4.5.: Left and right half of elements in Us of even length

Element in Us | Left half | Right half

The left half y is an initial segment of yzy and the right half y is a terminal segment of yzy.
Hence, condition 2. of Lemma [4.2.15| holds not and Uz is not Nielsen equivalent.

Remark 4.2.17. In [Ste89] an algorithm, using elementary Nielsen transformations, is presented
which, given a finite set S of m words of a free group, returns a set S’ of Nielsen reduced words,
such that (S) = (S’); the algorithm runs in O(¢2m?), where ¢ is the maximum free length of a
word in S.

For some cryptographic protocols in the next chapters we would like to use a faithful represen-
tation from a free group F' with free generating set X = {x1,x2,...,24}, ¢ > 2, into the special
linear group SL(2,Q). Therefore, we could use the following theorem.

Theorem 4.2.18. [Leh64]
Let F' be a free group with countable number of generators x1,xa,...; corresponding to x; define

—rj  —1+47?
Mj:( 1] —7"‘]>’
J

with r; € Q and the inequalities
rit1—71j >3 and 1> 2. (4.1)
Then G* generated by {My, Ma, ...} is isomorphic to F.

Definition 4.2.19. [CgRR0S]
Let F' be a free group of rank ¢ and let G be a free subgroup of F' with rank m. An element
g € G is called a primitive element of G, if a basis U of G with g € U exists.

Definition 4.2.20. [Rot95]
A subgroup H of F is called characteristic in F if o(H) = H for every automorphism ¢ of F.
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Proposition 4.2.21. [MS03]

The number of primitive elements of free length k of the free group F = (x1,z2 |

therefore, in any free group F = (x1,x2,...,24 | ), ¢ >2) is:
1. more than 38% (V3 if k is odd;
2. more than 3 - (V3)* if k is even.

Theorem 4.2.22. [BMS02]
If P(q, k) is the number of primitive elements of free length k of the free group

F=(z1,22,...,2¢ | ),
q > 3, then for some constants c1 and co, we have
c1-(29—3)F < P(q,k) <ca- (29— 2)".

Definition 4.2.23. [FGMRS14, Definition 3.2.1.]

) (and

Let G = (X | R) be a group presentation. We form a graph I'(G, X) in the following way.
Let X*! = X U X~!. For the vertex set of I'(G,X) we take the elements of G, that is,
V(') ={g| g € G}. The edges of I are given by the set E(I') = {(g,z) | g € G,z € XT'}. We
call g the initial point and gz the terminal point. Two points g; and go in the vertex set are
connected by an edge if go = g1 for some € X*!. We have (g,2)~! = (go,2~!). This gives

an oriented graph called the Cayley graph on G on the generating set X.

We call z the label on the edge (g,x). Given a g € G then g is represented by at least one word
w in X*!. This represents a path in the Cayley graph. The length of the word w is the length

of the path. Each closed path in the Cayley graph represents a relator.

Example 4.2.24. 1. The Cayley graph for the symmetric group
Sy = (z,y | 2? =y = (zy)* = 1)

is given in Figure [4.2

Figure 4.2.: Cayley graph for S3

102



4.3. Fundamental problems in group theory

2. The Cayley graph for the free group F' = (x,y | ) on two symbols is given in Figure

Figure 4.3.: Cayley graph for the free group F' of rank 2

Remark 4.2.25. Let F be a group and L a natural number. The ball B(F, L) in the Cayley
graph from the group F' contains all elements y € F' with free length |y| < L.

4.3. Fundamental problems in group theory

M. Dehn formalized 1911 in [Deh11] three fundamental problems for groups, see also for instance
IMKS66] or [MSUOS|. These problems are the word problem, the conjugacy problem and the
isomorphism problem.

Problem 4.3.1. Word problem:
Let G = (X | R) be a presentation of a group and g € G a given word in X. Determine
algorithmically (in finitely many steps) if g represents the identity or not.

Problem 4.3.2. Conjugacy problem:

Let G = (X | R) be a presentation of a group and two elements g,h € G are given. Determine
algorithmically (in finitely many steps) if g is conjugated to h in G or not, that means, determine
whether or not there is an element = € G, such that x=1gz = h.

Problem 4.3.3. Isomorphism problem:
Let G = (X | R) and H = (Y | S) be two presentations of two group. Determine algorithmically
(in finitely many steps) if G is isomorphic to H or not.

Remark 4.3.4. Problem is a special case of Problem [4.3.2] If we select h to be the identity
then the solution to the conjugacy problem yields a solution to the word problem.

These problems have not been solved in general. Indeed, they have been solved for some classes of
presentations of one specialized form or another, see for example [MKSG66, Section 1.3]. However,
they are solvable in abstract free groups.
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Corollary 4.3.5. [CgRRO08|, Korollar 1.6] Word problem in free groups:
Two words in a free group F = (X| ) are equivalent if and only if they have the same reduced
word.

Corollary 4.3.6. [CgRRO08| Korollar 1.7] Conjugacy problem in free groups:
Two reduced words wy and we are conjugated in a free group F = (X| ) if and only if they are
of the form

wy = hkgh_1 and wy = lgkl_l,

whereby kg and gk, respectively, do not end with the inverse of their first letter.

Theorem 4.3.7. [CgRRO8, Satz 1.9] Isomorphism problem in free groups:
Let X and Y be two sets. Let G=(X | ) and H=(Y | ) be two free groups on X and Y,
respectively. The free group G is isomorphic to the free group H if and only if | X| = |Y].

A further problem, which is a more general problem than the word problem and is needed
for some of the developed cryptographic protocols based on combinatorial group theory, is the
membership problem or also called extended word problem.

Problem 4.3.8. Membership problem:
Given a recursively presented group G, a subgroup H of G generated by hi, hs, ..., ht and an
element g € GG, determine whether or not g € H.

A related problem (to the membership problem) is the constructive membership problem.

Problem 4.3.9. Constructive membership problem:
Given a recursively presented group G, a subgroup H of G generated by hi, hs, ..., ht and an
element h € H, find an expression of h in terms of hy, ho, ..., hg.

The membership problem is solvable for abstract free groups. Let F' be a free group and let
w € F. Recall, we write w = wyws - - - wy, if there are no cancellations between the words w; and
wit1, 1 <i < k, that means |w| = |w1| + |wa| + -+ + |wg]|.

Theorem 4.3.10. [CgRRO8| Satz 2.21] Membership problem in free groups:
Let F be a free group with basis X, G = (g1,92,-..,9n) a finitely generated subgroup of F, g;
words in X, and w € F. The following instruction defines an algorithm to decide if w € G:

1. Calculate to the set {g1,92,...,9n} a Nielsen equivalent set U, which is Nielsen reduced.

2. Write each uw € U in the form u = ¢(u)m(u)r(u) as in Corollary with a stable
part m(u).

3. If w =1, then the out put is “w € G” and stop.

4. If there exists an element ug € U with w = €(ug)m(ug)w’ for a w' € F, go to step 5. If
there exists an element ug € U with w = r(ug) 'm(ug)~'w’ for a w' € F, go to step 6.
Otherwise the output is “w ¢ G” and stop.

5. Replace w by ualw and go to step 3.
6. Replace w by ugw and go to step 3.

Remark 4.3.11. If the used elements of the set U in step 5. and step 6. are noted down,
it is possible to write the word w as a product of elements in U*!' if w € G. Thus, with
Theorem the constructive membership problem is solvable in free groups F' for words
w € F and subgroups G = (U) of F with a Nielsen reduced set U.
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Remark 4.3.12. In [CgRRO0§] it is shown that
11 0 -1
U= <0 1) und T = (1 0 )

generate the special linear group SL(2,7Z) = {(CCL Z) | a,b,c,d € Z and ab — cd = 1}. The

proof gives an algorithm how to write each element A € SL(2,7Z) in terms of U and 7" and hence
solves the constructive membership problem in this situation. We now take a look at this proof.

Let A = (CCL Z) € SL(2,Z). We consider the case where ¢ # 0.
Case 1: |a| < [c].
Calculate

0 —1\ [a b —c —d a v
ra=(0 ) (0= )= )
Therefore, we get the case 2 with |a’| > |¢/].

Case 2: |a| > |c].
Then, there are ¢, € N with |a| = ¢ - |c| + 7 and 0 < r < |c|. It follows a = p - ¢ + s with
p==4q, s==%r and 0 < |s| < |¢|]. Calculate

_ 1 —p\[a b s b—opd a’ b
PA— — _.
v A_<O 1><c d>_(c d >_' <c” d )
Now, |a”] < || and we are in case 1. Therefore, together with case 1 and case 2 we end

up in finitely many steps with s = 0 (because this is Euclid’s algorithm) and thus with

case 1 we get a matrix SA = (C(); ?) € SL(2,Z) with S € (T, U).

Case 3: |a| = |¢|. We consider two cases

i) a=c
Calculate

ii) a=—c
Calculate

roa= () (=6 )

Hence, we get also a matrix SA = (g g) € SL(2,Z) with S € (T, U).

Thus, we can reduce the case ¢ # 0 to the case ¢ = 0 and consider the matrix

SA = <g ?) € SL(2,7),

with § € (T,U). Due to a -6 = 1 it follows o = § = £1. Without loss of generality let

_01>) Therefore, SA = UP and

thus A = S~1UP € (T, U). If the used matrixes for S and U are stored we are able to write

a = 6 = 1 (otherwise calculate T?SA, because T2 = <_01
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the matrix A in terms of U and T and hence solve the constructive membership problem in this
situation.

This can also be used to show, that the constructive membership problem is solvable for the

modular group I' = {z — gjig | z€e CU{o0} | a,b,c,d € Z and ad — be = 1}. It is

I' =2 SL(2,2) /{+E,}y = PSL(2,Z), with Ey = ((1] (1)> .

The group I' is generated by the transformations U:zr2z+1 and T:z }—):%, because U and
T generate SL(2,Z). From I' = (T, U) it follows that also I' = (R, T), with R = TU, and it is

—(T.R|T° =R =1).

This can be seen as follow:

Itis R:z+— — z+1’R2 Z = — andR : 2+ z thus R is of order 3.

Let R ={zx € R| 2 < 0} and R+ ={z eR |z >0}, thusitis T(R™) ¢ R* and R"(RT) C R~
for a = 1,2. The relations T =R =1 are defining relations for I', because: Let S € T, after
applying the relations T = R’ = 1 and suitable conjugations, we can assume that S =1 or

S=R"-T-R™...T-R™",

with 1 < a; < 2 and a1 = au1. Let # € RT for the second case, then it is S(z) € R~ and
therefore S # 1.

Theorem 4.3.13. [GS07, Theorem 1.3]
The membership problem for the modular group, that is, PSL(2,Z) = SU(2,2)/{+E.}, with Ey the
identity matriz in SL(2,7), is decidable in polynomial time.

Remark 4.3.14. There is no algorithm known to solve the (constructive) membership problem
for (discrete) free subgroups of SL(2, Q) of rank greater than or equal to 2. B. Eick, M. Kirschmer
and C. Leedham-Green present in their paper [EKLGI4] a practical algorithm to solve the
constructive membership problem for discrete free subgroups of rank 2 of SL(2,R). For example,
the subgroup SL(2,7Z) of SL(2,R) is discrete, but they also mention, that it is an open problem
to solve the membership problem for (discrete) free subgroups of SL(2,R) with arbitrary rank
m > 2.

Remark 4.3.15. The group SL(2,R) is a topological group with respect to the metric d on
SL(2,R) defined by d(M,N) = |M — N||, where ||M|| = \/tr(MM?). A subgroup G of SL(2,R)
is said to be discrete if G is discrete with respect to this topology. In other words, a subgroup
G of SL(2,R) is discrete if inf{||M — I|| | M € G, M # +1} # 0, see for instance [Bea83].

4.4. Whitehead-Automorphisms

The cryptographic protocols, Protocol 6 to Protocol 12, which we explain in the next chap-
ters, are based on automorphisms of F', with F' = (X | ) a free group on free generating set X
with | X| = ¢ > 2. A fixed set of randomly chosen automorphisms is part of the key space for the
private key cryptosystem. These automorphisms should be chosen randomly. It is known, see
Proposition that the Nielsen transformations generate the automorphism group Aut(F').
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For a realization of a random choice procedure the Whitehead-Automorphisms will be used. The
following approach for choosing automorphisms randomly of Aut(F’) is published in [MRI6].

Definition 4.4.1. Whitehead-Automorphisms

1. Invert the letter a and leave all other letters invariant:

o (0) al! fora=b
14(b) =
b for b € X \ {a}.

There are ¢ Whitehead-Automorphisms of this type.

2. Let a € X and L, R, M be three pairwise disjoint subsets of X, with a € M. Then the
tuple (a, L, R, M) defines a Whitehead-Automorphism W, 1, g 1) as follows

ab forbe L
ba~? forbe R
aba™! forbe M
b forbe X\ (LUMUR).

Wia,r,r,0)(b) =

There are ¢ - 497! automorphisms of this type.

Note, that W(;,IL,R,M) =1q © Wia,1,R,M) © la-
With this definition it is clear how the Whitehead-Automorphisms can be generated as a prod-
uct of regular Nielsen transformations. Conversely, the Whitehead- Automorphisms generate the
group of the Nielsen transformations and therefore also the automorphism group Aut(F') (see
also [DKR13]). With the Whitehead-Automorphisms it is simple to realize a random choice of
automorphisms. We now give an approach for this choice.

An approach for choosing automorphisms randomly of Aut(F):

Let X = {x1,22,...,24}, ¢ > 2, be the free generating set for the free group F.

1. First of all it should be decided in which order an automorphism f; is generated by au-
tomorphisms of type i, and W, 1, g ). For this purpose an automorphism of type i, is
identified with a zero and W(, 1, r ar) with a one. A sequence of zeros and ones is randomly
generated. This sequence is translated to randomly chosen Whitehead-Automorphisms and
hence presents an automorphism f; € Aut(F). This translation is as follows:

2.1. For a zero in the sequence we generate i, randomly: choose a random number z, with
1 < z < ¢; hence an element a € X must be chosen to declare the automorphism. Then it
is a := z, and hence z, is replaced by x; ! and all other letters are invariant.

2.2. For a one in the sequence we generate W, 1, r ar) randomly: choose a random number z,
with 1 < z < q. Hence, it is a := x,. Moreover, it is a € M. After this the disjoint sets
L,R,M C X are chosen randomly. One possible approach is the following:

a) Choose random numbers z1, zo and z3 with
0 S 21 S q— 17

0S22§q_1_217
OSQ}SQ*l*Zl*ZQ.
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If we are in the situation of z; = 20 = z3 = 0 we get the identity idx. If this case
arises a random number Z from the set {1,2,...,¢} \ {z} is chosen and hence the
element z; is assigned randomly to one of the sets L, R or M; therefore the identity
is avoided.

It is

|L| = 21, |R| = 22, |M| = z3+ 1.
b) Choose z; pairwise different random numbers r1, 72, ..., 7, of the set
{1,2,...,¢} \ {2}
Then L is the set
L={2, 2y, 2, }.
¢) Choose zy pairwise different random numbers p1,pa, ..., ps, of the set
{1,2,...,¢} \ {2z U{ri,ra, ..o }).
Then R is the set
R={zp,xp,,... 7$Pzz}'
d) Choose z3 pairwise different random numbers ¢, 2, ..., t,, of the set

{1,2,....¢}\ {2} U{ri,re, ..., } U{p1,p2,- -, D2 }) -

Then M is the set

M = {x4,, 21y, ..., 2, } U{a}.

Remark 4.4.2. If Alice and Bob use Whitehead-Automorphisms to generate automorphisms
on a free group with free generating set X they should take care, that there are no sequences of
the form

1. ia Oia = idx,

2. W(a,L,R,M) o} ia e} W(a,L7R,M) O ia = ZdX or

-1
—W(a,L,R,M)

ia © Wia,o,rM) © ta OW(a,L, R M) = tdX,

~
1
_W(a,L,R,M)

for the automorphisms f;. They also should not use Whitehead-Automorphisms sequences for
fj, which cancel each other and so be vacuous for the encryption.
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Chapter 5
Secret sharing protocols

This chapter introduces Protocol 5, which is a purely combinatorial (n,t)-secret sharing
scheme. It uses the combinatorial share distribution method, which D. Panagopoulos describes
in [Panl0] for his combinatorial group theoretical (n,t)-secret sharing scheme.

We realize that this share distribution method is also given as a special case by M. Ito, A. Saito
and T. Nishizeki in [ISN87]. We show that if the method in [ISN8T7] is used to generate a
(n,t)-secret sharing scheme then the same share distribution method as by D. Panagopoulos
is described. M. Ito, A. Saito and T. Nishizeki use a multiple assignment scheme, which is a
method to distribute to each participant more than only one share, together with a (m,m)-
secret sharing scheme. Thus, we see that the share distribution method by D. Panagopoulos is
a special case of paper [ISN8T7], see Table (page [123).

In addition we realize that the purely combinatorial secret sharing scheme (Protocol 5) is very
similar to a scheme, which J. Benaloh and J. Leichter obtain if they realize a (n, t)-secret sharing
scheme using minimal CNF form, described in their paper [BLI0]. We explain this in detail and
a summary is given in Table (page [129).

Protocol 5 is published in the survey article [CEMRZ16] as research in the field of secret shar-
ing schemes. It is also published in [MRI5].

We start the chapter with a definition of (n,t)-secret sharing schemes and briefly explain the
two first mathematical (n,t)-secret sharing schemes. One was given by A. Shamir in [Sha79]
and the other by G. Blakley in [Bla79]. A. Shamir’s secret sharing protocol has become the
standard method for solving the (n,t)-secret sharing problem. He lists some useful properties
for (n,t)-secret sharing schemes in his paper [Sha79], which we also use to analyze different
secret sharing schemes and compare them to A. Shamir’s scheme.

We explain D. Panagopoulos’ (n, t)-secret sharing scheme and the purely combinatorial (n,t)-
secret sharing scheme (Protocol 5). It follows a section about access structures of generalized
secret sharing schemes, because the papers [ISN87] and [BL90] examine such structures. Gener-
alized secret sharing schemes realize not only the situation where arbitrary ¢ of n persons should
be able to reconstruct a secret ((n,t)-secret sharing scheme) but also some more special struc-
tures. For example we assume that in a company with two directors and three vice-directors a
secret should be reconstructible if two directors or three vice-directors or one director and two
vice-directors of the company cooperate, see Example We also show the connection of
the method by M. Ito, A. Saito and T. Nishizeki to Protocol 5, and the connection of the
method by J. Benaloh and J. Leichter to Protocol 5.

We close this chapter comparing the CFRZ-scheme, D. Panagopoulos’ scheme and the purely
combinatorial (n,t)-secret sharing scheme to Shamir’s scheme.

Definition 5.0.1. Let P = {p1, pa,...,pn} be a set of n participants (or also called trustees). A
(n,t)-secret sharing scheme (or (n,t)-threshold scheme), with n,¢ € N and ¢t < n, is a method
to split a secret S into n shares sq, s9, ..., s, and distribute each share s; to one participant p;,
1 <% < n, in such a way that
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1. if arbitrary ¢ or more participants P; = {p;,,pj,,...,p;,} € P, with t <1 < n, come to-
gether they are able to reconstruct the secret .S with the help of their shares s;,, sj,, ..., 5j;

2. if arbitrary ¢t — 1 or less participants Py, = {pk,, Pkys--- Pk} C P, with 1 <1 <t -1,
come together they are not able to reconstruct the secret S with the help of their shares
SkysSkgy -+ Sk

The set of all participants for a secret sharing scheme is also called access control group, see
for example [BFKR15].

If in a (n, t)-secret sharing scheme ¢t —1 or less participants combine their shares and they cannot
get any information about the secret S, then we call it a perfect (n,t)-secret sharing scheme.
In other words, a perfect (n,t)-secret sharing scheme is a scheme in which the knowledge of only
t — 1 or less shares prove no advantage (no information about the secret S whatsoever, in the
information-theoretic sense) to an outsider (opponent) who knows no shares (see [MvOV97]).
The number ¢ is called threshold and the person who distributes the shares to the participants
is called dealer.

Mathematical secret sharing schemes were first formalized in 1979 by A. Shamir [Sha79] and
independently by G. Blakley [Bla79] and each of them presented a different (n, t)-secret sharing
scheme in his paper.

A. Shamir motivated his paper [Sha79], in which he introduced his (n, t)-secret sharing scheme,
with the following problem from Liu (see [Liu68]):

Problem 5.0.2. Eleven scientists are working on a secret project. They wish to lock up the
documents in a cabinet so that the cabinet can be opened if and only if six or more of the
scientists are present. What is the smallest number of locks needed? What is the smallest
number of keys to the locks each scientist must carry?

If we ask after the smallest number of locks, we must consider the situation in which five scientists
come together. There must be at least one lock for which these five scientists together do not
have the key, but for which every other scientist of the residuary six must have one. This is
computable with the help of the binomial coefficient (?) = t'(nnilt)" with n,t € Ng and ¢ < n.

There are (?) possibilities to choose t elements of a set of n elements. Thus, there are (151) = 462
groups of five scientists, hence the cabinet must have at least 462 locks.

If we ask after the smallest number of keys to the looks, we are in the situation that each scientist
must hold at least one key for every group of five scientists, of which he is not a member. There
are (150) = 252 such groups. Thus, each scientist must carry at least 252 keys.

The idea behind (n,t)-secret sharing schemes, and hence behind A. Shamir’s scheme, is that
there is just one lock and one key for this lock, but the key is split into subkeys (the shares
for the participants). Each participant gets one share, if the desired number of scientists come
together they should be able to reconstruct the key combining their subkeys. If fewer scientists
wish to open the cabinet, it should be impossible.

Remark 5.0.3. In general, if we consider Problem from Liu for a (n,t)-secret sharing
scheme, we get ( tfl) locks for the cabinet and (?:11) keys for each scientist, due to the illustration
in the situation above with n =11 and ¢ = 6.

Thus, we claim that a (n,t)-secret sharing scheme should have less than ( "

til) “locks” and less

than (?:11) “keys” for each participant.

A. Shamir uses polynomial interpolation for his (n, t)-secret sharing scheme. Let F be any field
and let (x1,v1), (x2,%2), ..., (zs,y:) be t points in F? with pairwise distinct z;, 1 < i < t. We
say a polynomial g(z) over F interpolates these points if g(z;) = y;, 1 < i < ¢. A. Shamir’s
secret sharing scheme is based on the following theorem.
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Theorem 5.0.4. [Atk{9]

Let F be any field and let x1,x2, ..., be t pairwise distinct elements of F and let y1,yo, ..., Yt
be any elements of F. Then there exists a unique polynomial of degree less than or equal to t —1
that interpolates the t points (z;,y;), 1 <i <t.

A. Shamir’s (n, t)-secret sharing scheme is roughly this: The dealer chooses a field F. The secret
S is an element in F. The dealer picks a polynomial g(x) of degree t — 1 with the secret S as
constant term, that is, g(z) = S+ a1z + asx® 4+ -+ a2, a; € F and a;—q = 0. He chooses
pairwise distinct elements x1, xs2,...,x, € F, with x; # 0 for all 1 < ¢ < n, and distributes to
each of the n participants a point (z;, g(x;)) as a share. By Theorem any t participants
can determine the polynomial g(z) (for example with Lagrange interpolation, see [Atk89]) and
hence recover the secret S. If less than ¢ people combine their shares any element in F can be
the constant term and hence the secret. A. Shamir suggested to use F = F, = Z/pz where p is a
large prime number.

G. Blakley’s (n,t)-secret sharing scheme is a geometrical one. He uses hyperplanes as shares.
The secret S is a point in a ¢ dimensional vector space and the n shares are hyperplanes in the
t dimensional vector space with the property that the only intersection point of any arbitrary
t hyperplanes is the secret S. If less than ¢ participants combine their shares they cannot
reconstruct the secret, but they get information about the secret point S, because they know
that it lies in the intersection of their hyperplanes, hence it is not perfect. If not the whole point
is the secret but only one coordinate of the point S, then they have no more information about
the secret than an outsider.

Remark 5.0.5. G. Blakley’s scheme is less space efficient, for computer storage, than A. Shamir’s
and also the distributed shares are larger than the secret, whereas A. Shamir gets shares which
are of the same size than the secret (see for instance [Sha79] or [BFKR15]). A. Shamir’s secret
sharing protocol has become the standard method for solving the (n,t)-secret sharing problem,
although there are modifications for different situations as for example a verifying secret sharing
variation, see [BFKR15]. A verifying secret sharing protocol makes certain, that the dealer and
the participants behave correctly.

5.1. D. Panagopoulos’ (n,t)-secret sharing scheme

We now introduce a (n, t)-secret sharing scheme, which uses an interesting method to distribute
shares to the participants. This (n,t)-secret sharing scheme, presented by D. Panagopoulos in
[Pan10], is based on combinatorial group theory, see Section More precisely, it is based
on group presentations of groups with solvable word problem (Problem . The secret is a
binary sequence which is reconstructible if the finite presentation of a group

G=(x1,20,...,0p | T1=T9="=1p=1)

is known. The shares are subsets of the set of defining relations R = {r1,r,...,r,} of the used
group G.
The cryptographic protocol is as follows:

Steps for the dealer:

1. A finitely presented group G with solvable word problem is chosen, it is

G=<x1,x2,...,xk|r1 :TQZ"':Tm:1>7

111



Chapter 5. Secret sharing protocols

with m = (tfl) and k > 2.

2. Let Ay, As, ..., Ay, be an enumeration of the subsets of {1,2,...,n} with ¢ — 1 elements.
Define n subsets Ri, Ra, ..., R, of the set {ry,re,...,7r,} with the property

rj € R; = i ¢ A; forj=1,2,...,mandit=1,2,...,n.

3. The dealer distributes to each of the n participants one of the sets Ri, Rs,..., R, as a
share. The generating set {x1,x2, ..., 2k} is known by each participant.

The secret is a binary sequence ajas ---ay. The dealer constructs words w;, 1 < i < £, in the
group G, such that

w;=1inG <= aq=1 forl<i</.

The word w; must involve most of the relations rqi,79,..., 7, if w; represents the identity in
G. Furthermore, all of the defining relations must be used at some point in the construction of
some element w; (see [Panl0] for a way to create a word which represents the identity). The
dealer sends the words w;, 1 < i </, to the participants.

Security 5.1.1. The security of this share distribution method depends on the following facts.
The dealer puts r; in the set R; if and only if ¢ € A;, for j =1,2,...,mandi=1,2,...,n. Each
subset Ay, Aa, ..., Ap, hast—1 elements from {1,2,...,n}, hence in each subset A; are n—(t—1)

elements from {1,2,...,n} not contained. Thus, each element r; is exactly in n — (t — 1) sets
R; contained. Therefore, each element r;, 1 < j < m, is not contained in exactly ¢t — 1 sets R;.
Consequently, if just ¢ — 1 or less arbitrary sets of the sets Ry, Rs,..., R, are combined, then

there exist a j, such that the element 7; is not included in the union of these sets. Further, each
rj is in each union of at least ¢ pairwise different sets R;.

Remark 5.1.2. Each participant p; gets a share r; for each subset A; of size ¢ — 1 in which ¢ is
not an element. There are (?:11) many sets with this property. Hence, each participant has as
a share a set of r := (?:11) elements.

Remark 5.1.3. This is equivalent to the solution of Liu (see Problem and Remark.
We can see the elements in each set R; for one participant p; as the number of keys for each
participant (which is (?:11)) The number of locks is the number of relations for the group G,
there are m = (tfl) relations for G, if the participants know all relations they can reconstruct
the secret, which means they can “open the cabinet”.

Steps for the participants:

If t participants combine their shares they are able to reconstruct the defining relations for the
group G (see Security [5.1.1]) and, since the generating set X = {z1,x2,..., 2} is given to each
of them, they get the presentation of the group G, that is,

G:<I1,I‘2,...,$k‘7‘127‘2:---:7“7”:]_).

To reconstruct the secret they solve the word problem for the words wy,ws, ..., w, in the recon-
structed group G. If w; = 1 in G, then a; = 1 but if w; # 1 in G, then a; = 0.

If less than ¢ participants combine their shares they get not all of the relations 1,72, ..., 7, (see
Security |5.1.1). Hence, they obtain a group presentation

G1:<I1,$2,...,$k|T’1:Té:~~-:r;):1>7
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with r, € {ri,re,...,rn} for 1 < i < p and p < m. Thus, the groups G and G; are not
isomorphic and in general w; = 1 in G is not equivalent to w; = 1 in Gy. Therefore, the
participants are not able to reconstruct the correct binary sequence, which is the secret.

Remark 5.1.4. The secret (a binary sequence) is not needed for the construction of the shares.
It is possible to calculate and to distribute the shares for the participants first and afterwards
the secret can be determined and the corresponding sequence of words can be send to the par-
ticipants. Because of this, the cryptographic protocol can also be used to verify the authenticity
of a secret (or a message, respectively). In particular, a secret (or a message, respectively) could
contain a predetermined subsequence (a signature) and ¢ participants may control whether this
predetermined sequence is contained in the secret (or the message, respectively) thus validat-
ing it. To prevent attacks the place of the signature in a secret (or a message, respectively)
should be unknown. We refer to the paper [Panl0] of D. Panagopoulos for description of some
more methods for attacks and suggestions for possible group presentations for this cryptographic
protocol.

5.1.1. Share distribution method given by D. Panagopoulos

We isolate now just the way how D. Panagopoulos distributes elements of a set R = {r1,72,...,7m},
with m = (tfl) and t < n, between n participants p; in such a way, that

e if ¢ or more (arbitrary) participants come together and combine their ¢ subsets R; C R
they can reconstruct the set R and

e if t — 1 or less (arbitrary) participants combine their subsets R; C R they do not get the
whole set R, there is at least one element in R which is not in the union of ¢ — 1 subsets.

Distribution method:

1. Let n,t € N, with ¢ < n, calculate m = (tfl). Itis R={ri,ro,...,m}.

2. Let Ay, Ag, ..., A, be an enumeration of subsets of {1,2,...,n} with t—1 elements. Define
n subsets Ry, Ra, ..., R, of the set {ry,r2,...,r,} with the property

rj € R; = i ¢ A forj=1,2,...,mandi=1,2,...,n.

3. The participant p; gets the share-set R;, 1 < i < n.

This distribution method fulfills the desired property, to be used for share distribution to get a
(n, t)-secret sharing scheme, see Security It is |R| = m = (,",) and after Remark m it

is known, that |R;| = (72:11), 1 <i < n. As mentioned in Remark this is equivalent to the
solution of Liu (see Problem and Remark [5.0.3]).
5.2. A purely combinatorial (n,t)-secret sharing scheme (Protocol 5)

With the share generation of Section we get Protocol 5, a purely combinatorial (n,t)-
secret sharing scheme, whereby the secret is the sum of the multiplicative inverse of elements in
the natural numbers.

We introduce Protocol 5: The numbers n and t are given, whereby n is the number of partic-
ipants and ¢ is the threshold. It is n,t € N with ¢t < n.
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Steps for the dealer:

1. First the dealer calculates the number m = ( n )

t—1
2. He chooses m elements a1, as, ..., a, € N. The secret S is the sum
1
S = — €Qt,

with Q1 := {x € Q|z > 0} the set of all positive rational numbers.

3. From the elements a1, as, ..., a, € N he constructs the sets Ri, R, ..., R, as follows.
Let Ay, Ag, ..., Ay, be an enumeration of subsets of {1,2,...,n} with t—1 elements. Define
n subsets Ry, R, ..., R, of the set {aj,as,...,a,} with the property

a; € R; — i ¢ A forj=1,2,....mandi=1,2,... n.

4. The participant p; gets the set R;, 1 < ¢ < n, which is his share.

Steps for the participants:

If t out of n participants come together they can reconstruct the secret. They first combine their
t private sets R; and get by construction the set {ai,as,...,an}. The secret is the sum of the
inverse elements in the reconstructed set, that is,

The cryptographic protocol is summarized in Table (page [115)).

Remark 5.2.1. It is important in terms of practicability, that the dealer calculates and dis-
tributes the shares for the participants long before the secret is needed by the participants.
Hence, the dealer has enough time to execute the share distribution method and his compu-
tational cost should be of no consequence for the cryptographic protocol. If ¢ participants
reconstruct the secret, they add up only m elements, which is feasible in linear time.

Variation 5.2.2. If the dealer needs a special secret S € Q he gives each participant one more
element z € Q in each R;, with

T =

UJ_\ U

The participants get S by multiplying the reconstructed secret S with x.

Remark 5.2.3. Which information gets an eavesdropper when he knows the number z given
by the Variation [5.2.2]7 The situation is the following.

e The element S, which the participants generate, is
S = _ = =
>ior

with the prime factorization p = [[;2, p;* and ¢ = [[2, qfi, with p;, q; € P and py # py,

as well as qx # q for k # £, P set of all prime numbers, «a;,3; € N. The number S is
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Table 5.1.: Summary of Protocol 5: Purely combinatorial (n, t)-secret sharing scheme

(n, t)-secret sharing scheme
Dealer ‘ Participants p1,p2,...,pn

Calculate m = (tfl).

Choose a1,a9,...,a, € N.

Construct sets R; C {ai,ag,...,an} with
share distribution method of Section

it is |R;| = (}7}) for j =1,2,...n.

Distribute shares to the participants.

Ry

b1
Ra

b2
R,

DPn

t participants combine their shares and thus
get the set {a1,aq9,...,am}.
The secret is

a reduced fraction, thus p and ¢ are co-prime, that is, p; # ¢; for all ¢ and j. Let P be
the set of all prime divisors of p, that is, P = {p1,p2,...,ps } C P, define analogously
Q={n,92,.-.,¢,} CP. Itis PNQ = 0.

e The secret S, which the participants want to know is

- u
S =—,
v
with the prime factorization u = [[?2, u)* (or u = — [[2, )" if S is a negative rational
number) and v = [[*, vfi, u;, v; € P and ug # up as well as vy # vy for k # £, v;,6; € N.

The number S is a reduced fraction, thus u and v are co-prime, that is, u; # v; for all %
and j. Let U be the set of all prime divisors of u, that is, U = {u1,ug,...,us} C P, define
analogously V = {v1,va,...,0,,} CP. ItisUNV = (.

e Let x be the additional information for all participants. We assume that x is public. Let

. uq T
xr=—— = —
vp ¢
be uncanceled and x the canceled fraction of Z. It is r = ug and t = vp, that means 7 is
an uncanceled fraction. The numerator of Z has the prime factorization r = [[72, " (or
r=—[[2,r" if S and hence Z is a negative rational number), ; € (U UQ), n; € N, and
the denominator has the prime factorization t = [, ¢, t; € (VUP), ¢; € N.

Itiszs =l0UUQ|=23+22—|UNQ|. If , € (UNQ) and r; = g, = ug, for a ky with
1 < ky < z9 and for a kg with 1 < kg < 23, then n; = Bi, +Yk,. If 7 ¢ (UNQ) then r; € U
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orr; € Q, if r; € U then r; = uy, for a k3 with 1 < k3 < 23, and hence 1; = 7y, otherwise
if r; € @ then r; = ¢, for a ky with 1 < k4 < 29, and hence n; = fk,. Analogously
considerations hold for ¢.

The goal for an attacker is to get the number

)
S =—.
v
There are different situations for the canceled fraction x = g = ;—,, of T = %% = 7. With the
prime factorizations r’ = [];?, r;ni, rhe (UUQ), 24 < z5,nl < mi,and t' = [[2, t;ei, ti € (VUP),

/ /
zg < 26, €; < €.

1. If u; € P for some 1 < ¢ < z3 we get two possibilities:

a) It is u; = pj, for a j with 1 < j < 2z, and ;3 < a;: now u; # 1, for any 1 < k < z{.
The prime factor u; is missing in the prime factorization of . An attacker knows
not which prime factor is missing.

b) It is u; = pj, for a j with 1 < j < 21, and v; > «;: The prime factor u; is in the
prime factorization of 7/, that is, u; = 7, for a k with 1 < k < zf, but the exponent
for w;, that is, ; is unknown.

2. If u; ¢ P for some 1 < i < z3: Then u can be found in the prime factorization of r’.

3. These considerations can be done analogously for the situations with v; € @ and v; ¢ Q
for 1 <i < zy.

If an attacker knows the prime factorization of ' and ¢’ he gets some hints for the searched
secret . How useful this is depends on the situations 1. to 3. for x above.

The variation with a special secret S can be improved as follows.

Variation 5.2.4. Everything as above, with the additional public element x = % (as in Variation

) with § = 2, but the secret is S" = u — v € Z instead of just S. The dealer should take
care, that for z the situation of 1. a) from above appears for u or v. To get the secret S there
are different possibilities for u and v, such that S’ = u — v and there should be at least one for
which arises the situation 1. a) of above for at least one u; € U or v; € V.

The security of this method is a consequence of the following.

Security 5.2.5. The security depends on the distribution of the shares and is hence analogous
to the Security of D. Panagopoulos share distribution method. If just ¢ — 1 arbitrary sets
(or less) of the sets Ry, Ro,..., R, are combined, there exist a j, such that the element a; is
not included in the union of these sets. If just one element a; is absent, the participants do
not reconstruct the correct sum S, and hence cannot compute the correct secret. Each a; is in
each union of at least ¢ subsets, thus ¢ participants get the set {ai,aq,...,am,} and are able to
reconstruct the secret.

Remark 5.2.6. If less than ¢ participants come together, for example 1 < b < t, they generate
the set {a},aj,...,ay}, with a; € {a1,a2,...,a,} and y < m. They know that the searched
secret S is greater than the inverse sum over their elements in the set of the union of their
shares, that is, S > >"Y_, % Thus, they have more information than an outsider. Indeed they
are not able to reconstruct the secret S if they have not all elements aq,ao, ..., an. Certainly,
if we are in the situation where we have a special secret with an additional public element x or
the situation of Variation then b participants have no more information than an outsider.
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Example 5.2.7. We perform the steps for a (4, 3)-secret sharing scheme. It is n =4 and t = 3.
The dealer follows the steps:

1. He first calculates m = (tfl) = (;1) =6.

2. The dealer chooses the numbers a1 := 2, ao := 16, a3 := 3, a4 := 5, a5 := 4 and ag := 7.
The secret is

m

1 2501
S = —=—.
,Z a; 1680
i=1
a) The six subsets with size 2 of the set {1,2,3,4} are

A =1{1,2},  A={1,3},  As={1,4},
Ag=1{2,3},  As={2.4},  Ag={3,4}.

With help of the A;, i =1,2,...,6, the dealer gets the sets R1, Ry, R3 and R4, which
contain elements from {a1,as,...,a6}. He puts the element a; for which 7 is not
contained in the set A; for i =1,2,3,4 and j = 1,2,...,6, into the set R;:

1¢ Ay, As, Ag = Ry = {a4,as5,a6},
2¢ Ay, A3, A¢ = Ry = {ag,as, a6},
3¢ Ay, A3, As = R3 = {a1,as,as5},
4¢ Ay, Ay, Ay = Ry = {a1,a2,a4}.

3. The dealer distributes the set R; to the participant p;, for i = 1,2, 3, 4.

If three of the four participants come together, they can calculate the secret S. For example the
participants p1, p2 and ps have the set

R:=RiURyURg3
={aq,as,a6} U{az,a3,as} U{ai,as, as}

={a1,a2,a3,a4,as, a6},

and hence get the secret
1 2501 -
=y LB ek

If we are now in the situation, that the dealer needs a special secret, for example S’ = 12 we
use the Variation The public element z is of the unreduced form

w1680 w-2'-3-5-7
v2501  wv-41-61

with the notations in Remark The dealer uses for u the number u = 41 - 7 = 287, then
v =287 — 12 = 275 = 52 - 11 because the secret is 12 = S’ = v — v. Now, it is

T =

_24.3.77 2352
~5-11-61 3355

X

After the reconstruction of § = % the participants calculate = - S = %%g and get the secret

S’ =287 — 275 = 12.
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For the developed (n,t)-secret sharing scheme, with the set {aj,as2,...,am}, m = (tfl) and
a; € N, the secret is

We could also use some other sums to define a secret. Some examples are:

o Let a; € Q, 1 <i < m. The secret is

This case appears in [BLI0], if J. Benaloh and J. Leichter a use minimal CNF form to
describe an access structure of a (n, t)-secret sharing scheme (see Section for a detailed
explanation).

e Let a; € K, 1 <i <m and K a field (for example K = Q) or a big finite field. The secret
is

S=al+a3+ - +a2 —aias...am.
This secret is based on the Hurwitz equation, which is
:L"%—I—x%—l—'--ﬂ—xfn:dxla:g---xm—k:,

with m > 3, d € N and k¥ € NU {0}. This variation of a (n,t)-secret sharing scheme is
published in [FKIMRIS.

5.3. Access structures for generalized secret sharing schemes

M. Ito, A. Saito and T. Nishizeki in [ISN87] were the first (see [MvOV97]), who studied general-
ized secret sharing schemes and the idea of access structures. They attend (n,t)-secret sharing
schemes to generalized secret sharing schemes. There is also a second paper [ISN93] from them,
which is an extended version of the Paper [ISN87].

They provide in their paper [ISN87] a methodology to design a secret sharing scheme realizing
any given monotone access structure. Their secret sharing scheme is a so called multiple assign-
ment scheme, which means, that the dealer distributes to each participant several shares of a
(n, t)-secret sharing scheme. They showed that it is possible to realize any given monotone access
structure with the help of a (n,t)-secret sharing scheme using multiple assignment schemes.

In [BLI0] J. Benaloh and J. Leichter describe also a method to construct secret sharing schemes
for any given monotone access structure. The construction of M. Ito, A. Saito and T. Nishizeki
is generalized by the method of J. Benaloh and J. Leichter, which uses the correspondence
between access structures and monotone boolean formulae (see Appendix for background
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information about boolean formulae (or also just called formulae)).

Firstly, in Section [5.3.1] we take a closer look at the construction of M. Ito, A. Saito and
T. Nishizeki and we show that in the proof of Theorem 1 in [ISN87] the distribution of shares,
which D. Panagopoulos uses and we use for the combinatorial (n,t)-secret sharing scheme
(Protocol 5) in Section is contained as a special case.

Secondly, in Section we shortly summarize how J. Benaloh and J. Leichter realize any given
access structure for a secret sharing scheme with the help of boolean formulae. We then show
that the access structure of a (n,t)-secret sharing scheme of M. Ito, A. Saito and T. Nishizeki
corresponds to the case of minimal CNF form (see Definition in the variation of J. Be-
naloh and J. Leichter. Therefore, we will see that Protocol 5 is a very similar scheme to the one
which J. Benaloh and J. Leichter obtain for (n,t)-secret sharing schemes using minimal CNF
form, this is summarized in Table (page [129).

We start with some notations. Let M be a set, we denote by P(M) the power set of M and by
|M| the cardinality of M.

Definition 5.3.1. Let S be a secret and P = {p1,p2,...,pm}, with m € N, the set of all
participants for a secret sharing scheme.

The family {P; C P | the participants in P; can reconstruct the secret S} is called the access
structure of the secret sharing scheme and its elements P; are called qualified subsets.

Similar to the definition of (n,t)-secret sharing schemes (see Definition [5.0.1)), we get the follow-
ing definition for (generalized) secret sharing schemes.

Definition 5.3.2. Let P = {p1,p2,...,pm} be a set of m participants (or trustees). A gen-
eralized secret sharing scheme (or just secret sharing scheme) is a method to split a secret
S into m shares s1, so, ..., s, and distribute each share s; to one participant p;, 1 <+4¢ < m, in
such a way that

1. if Pj = {pj;,pjs,---,pj,} € P is a qualified subset of participants, then the secret S can
be reconstructed with the help of their shares s;,,sj,,...,5;;

2. if Pj = {pj,,Pjo>---,pj,} C P is not a qualified subset of participants, then the secret S
cannot be reconstructed with the help of their shares s;,,5j,,...,5j;

We next give examples for generalized secret sharing schemes.

Example 5.3.3. 1. For a (n,t)-secret sharing scheme with P = {py,p2,...,pn} and thresh-
old ¢, we get the access structure A, ; := {P; C P | |P;| > t}. Thus, we understand a
(n,t)-secret sharing scheme as a special case of a generalized secret sharing scheme.

2. An example for an access structure, which belongs not to a (n,t)-secret sharing scheme
and is a generalized secret sharing scheme, is the following. Assume in a company are two
directors Dy and D9 and three vice-directors Vi, V5 and V3, hence P = { Dy, Dy, V1, Vo, V3}
is the set of participants. Further, a secret S can be reconstructed if two directors or three
vice-directors or one director and two vice-directors of the company cooperate. Thus, the
access structure is

A = {{D1, D2},{D1,V1,Va},{D1, V1, V3},{D1, V2, V3}, { D2, V1, Vo }, { D2, V1, V3},
{Da, Va, Va}, {V1, Vo, Va}, { D1, V1, V2, V3},{ D2, V1, V2, V3},
{D1, D2, V1,Va,V3},{D1, D2, V1 },{D1, D2, V2},
{D1, D2, V3},{D1, D2, V1,Va},{D1, D2, V1, V3},{D1, D3, V2, V3}}.
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Proposition 5.3.4. [ISN87, Proposition 1]
If A CP(P) is an access structure of a secret sharing scheme, then A satisfies

Aec AN ACACP = A € A (5.1)

If A C P(P) fulfills (5.1) we call it monotone (see also [BLI0]). Secret sharing schemes with
a monotone access structure are also called monotone. All (n,t)-secret sharing schemes are
monotone.

5.3.1. Generalized secret sharing schemes by M. Ito, A. Saito and T. Nishizeki

To realize any access structure A, which satisfies M. Ito, A. Saito and T. Nishizeki use
a multiple assignment scheme. In [[SN87] they explain a multiple assignment scheme using
A. Shamir’s secret sharing scheme, but it is possible to generate multiple assignment schemes
with any (n,t)-secret sharing scheme, which is able to generate m > n shares (this conforms
the property (2) which A. Shamir claims for (n, t)-secret sharing schemes, see Section [5.4). We
explain multiple assignment schemes in general.

Multiple assignment schemes

Let S be a secret and P = {p1,p2,...,pn} is the set of persons, who are involved in the secret
sharing scheme.

1. Choose a (n,t)-secret sharing scheme, which is able to generate m > n shares.

2. Generate the set M = {s1, s2, ..., Sm}, which is the set of m shares with the property that
arbitrary t shares of M can reconstruct the secret S.

3. Choose S; C M, 1 <i < n, and distribute S; to the participant p;, for 1 <i <n.
The distribution in step 3. can be considered as a function

g: P —P(M)
pp—)SZ

Now, the multiple assignment scheme consist of the following access structure

A=2QcP||l gm)| =t

pi€Q

If each g(p;) consists of just one element, we are in the situation of a (n, t)-secret sharing scheme
with n = |P|. Thus, a multiple assignment scheme is a generalization of a (n,t)-secret sharing
scheme.

Definition 5.3.5. For a finite set P, a finite set M, a function g : P — P(M) and a natural
number t we define A(g,t) as

Alg,t) =4 QCP[| | glp)| >t

Pi€Q

Remark 5.3.6. If M is a set of shares for a (n,t)-secret sharing scheme with |M| = n, then
the monotone access structure A(g,t) is exactly a monotone access structure of the multiple
assignment scheme defined by M and the assignment g : P — P(M).
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In the proof of the next theorem M. Ito, A. Saito and T. Nishizeki explain how each monotone
access structure can be realized as an access structure for a multiple assignment scheme.

Theorem 5.3.7. [ISN87, Theorem 1]
Let P be s set of participants. For any A C P(P) satisfying (5.1), there exists a set M, a
function g : P — P(M) and a natural number t, such that A(g,t) = A.

They use in the proof of Theorem a construction to realize an access structure A = A(g, t)
from information of the unqualified subsets, as follows.

Construction in the proof of Theorem [5.3.7k
Let A be a monotone access structure (that means it satisfies (5.1)). Let B = P(M) \ A. The
elements in the family B are called unqualified subsets and satisfies by (5.1)) the property

BeB AN BCB = B' e B. (5.2)

Remark 5.3.8. In general a perfect secret sharing scheme is a scheme in which any unqualified
subset of P cannot get any information about the secret S.

The family of maximal sets in B is denoted by 07 B, it is
0'B:={BeB|BZB forall B cB\{B}}.

A set M is constructed, such that each element of M corresponds one-to-one to a maximal set
of B. Thus, M is defined by

M :={sp | B € 0"B},
where sg # spr, if B, B’ € "B and B # B’. The function g is defined by g : P — P(M) with

9(p) ={sp | B€0"B,p ¢ B}
and it is shown in the next proof that now A(g,t) = Aif t = |07 B| = |[M|.

Proof. [ISN8T, Proof of Theorem 1]:
To show A(g,t) = A if t = |07 B| = | M| we show first A C A(g,t) if t = |0TB| = |M|: Assume
the contrary, that means, A € A(g,t) and ¢t = |07 B| = |M|, hence there exists a Q € A but
Q & A(g,t). Since t = |M] it is

U a(p) # M,

peEQ

therefore it exists an element B € 07 B, such that

spe M\ | g(p).

PeEQ

Hence, for each p € Q it is sp € g(p) and after definition of the function g it is p € B and thus
Q C B. After we get Q € B, because B € B and Q C B. Thus, @Q € B and Q € A which
contradicts the definition of B := P(M) \ A. Hence, it is A C A(g,t) if t = |0 B| = |M].

Next, we show A(g,t) C Aif t = |0TB| = |M|: Assume the contrary, that means, A(g,t) Z A
and t = |07 B| = |[M|. Thus, there exists a Q € A(g,t) but Q & A. After the definition of B, it
is Q € Bif Q ¢ A. Therefore, Q € B and so Q C B for some B € 9"B. For all pe Q C B it is

sp ¢ |9

peEQ
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by definition of g and hence @ ¢ A(g,t), which contradicts the assumption @ € A(g,t). Hence,
it is A(g,t) C Aift = |0TB| = |M]|.
Altogether it is shown that A(g,t) = Aif t = |07 B8] = |M]. O

Remark 5.3.9. By Theorem[5.3.7] a family A C P(P) is called an access structure (of some
multiple assignment scheme) if A satisfies (5.1]).

Remark 5.3.10. If an arbitrary monotone access structure A is given we are able to realize this
access structure with the help of the construction of Theorem . If we define t = |01 B| =
|M| =: m' we get A(g,m') = A. If M is the set of shares for a (m/, m’)-secret sharing scheme
then A(g,m') is exactly an access structure of the multiple assignment scheme defined by M
and g, whereby g is defined as in the construction for Theorem and we get A(g,m’) = A.
Thus, also hierarchical secret sharing schemes (which are monotone) can be realized. This was
claimed by A. Shamir in property (4), see Section Hierarchical secret sharing schemes are
also known as asymmetric secret sharing schemes.

Now, we show how the share distribution method given by D. Panagopoulos is given by M. Ito,
A. Saito and T. Nishizeki. Let P = {p1,p2,...,pn} be the set of participants. If we realize
the access structure A, ; = {P’ C P | |P’| > t} with the help of a multiple assignment scheme
with a (m/,m’)-secret sharing scheme, as described above for Theorem we get the share
distribution method given by D. Panagopoulos (see Section .

It is shown (proof of Theorem that A(g,m') = A, if m' = |07B| = [M| and if M is a set
of shares for a (|[M|,m’)-secret sharing scheme, then A(g,m’) is exactly an access structure of
the multiple assignment scheme defined by M and g.

We first need the family B of all unqualified subsets for the access structure A,, ;. After definition
it is B="P(P) \ An+ and hence

B={P CP||P|<t—-1}.
The family of maximal sets in B is, after definition,
O"B={P' CP||P|=t—1}.

It is |P| = n and there are (,",) subsets of P with ¢ — 1 elements. Hence, [07B| = (,",), we get

m/ — n

Becau(ste ;n’ =|M|=10%B|,itis 0t B={P[,P;,...,P,.}, M = {s1,82,..., 5y} and we get the
one-to-one assignment P/ JLELN si, L <i <m' with s; # s;, if P/, P} € 07B but P} # P,.

The assignment g is now g : P — P(M) with g(p) = {s; | P} € 9" B,p ¢ P}} in other words, we
give participant p; element s; if and only if p; is not an element in P}, for all 1 < j < m' and
1 <1< n.

This is exactly what D. Panagopoulos describes in [Panl0] for the way how he constructs the
shares R;, which are subsets of R = {r1,72,...,rm}, withm = (tfl), for his (n, t)-secret sharing
scheme, and distributes them to the participants p;, 1 < i < n. We shortly summarize both

methods in Table (page [123)).
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Table 5.2.: D. Panagopoulos’ share distribution method and M. Ito, A. Saito and T. Nishizeki
construction for a (n,t)-secret sharing scheme using multiple assignment scheme

M. Ito, A. Saito and T. Nishizeki: con-
struction to realize an access structure A,
(for a (n,t)-secret sharing scheme) with the
help of a multiple assignment scheme

D. Panagopoulos: construction of shares
for his (n, t)-secret sharing scheme

P ={p1,p2,...,pn} set of participants

P = {p1,p2,...,pn} set of participants

They calculate m’ with
OtB={P' C P||P'|=t—1}, hence it is
m' == |M|=0"B|=(,")).

He defines m := (tfl).

m' =m
P! € 9B, P! subsets of P of size t — 1, A; subsets of {1,2,...,n} with t—1 elements,
1<i<m/ 1<i<m
P& 4
pjeP je{1,2,...,n}
1:1 .
pj <]
M = {s1,82,..., 8w} R=A{ry,ro,...,rm}
1:1
S; < T

Assignment to distribute the elements of M
to the participants:

g: P — P(M) with

9(p) = {sj|P; € 0% B,p & P}},

this is equivalent to

sj € g(pi) <= pi € P},

1<j<m and1<i<n.
The participant p; gets the set g(p;).

g(pi) <5 R;

Construct set R; for the participant p;,
1=1,2,...,n, with
ri € Ry <==1i¢ Aj,

1<j<mand1<i<n.
The participant p; gets the set R;.
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Remark 5.3.11. In a (n,t)-secret sharing scheme, which is realized with a multiple assign-
ment scheme, which uses for the shares a (m,m)-secret sharing scheme (with m = (tfl) see

above), each participant gets (?:11) shares of the used (m,m)-secret sharing scheme, that is,

lg(pi)| = (?:11) for all i = 1,2,...,n. Because of the assignment g each participant gets a
share for each subset of size t — 1 in which he is not a member. If |P| = n, then there are exactly

(?:11) subsets of P in which the participant p; € P is not a member.

With the multiple assignment scheme (n, t)-secret sharing schemes can be used to realize asym-
metric (or hierarchical, see for instance [Sha79]) secret sharing schemes. If we use the construc-
tion of Theorem [5.3.7] we can realize any given monotone access structure, but this construction
is not the only way to realize a given monotone access structure, it is possible that there exists
also other constructions, see Example

Example 5.3.12. Assume in a company are two directors D1 and Ds and three vice-directors
Vi, Vo and V3, hence P = {Dy, Dy, V1, V5, V3} is the set of participants. Further, a secret S can
be reconstructed if two directors or three vice-directors or one director and two vice-directors of
the company cooperate. Thus, the monotone access structure is

A = {{Dl? D2}7 {D17 V17 ‘/2}7 {‘DlJ Vl? ‘/3}7 {D17 ‘/27 V3}7 {D27 ‘/17 V2}7 {D27 ‘/17 ‘/:3}7 {D27 ‘/27 ‘/:3}7
{Vi, Vo, s}, {D1, Vi, Vo, Va}, { Do, Vi, Vo, Va}, { D1, Do, Vi, V2, V3 },{D1, D2, V1 },
{D1,D3,V2},{D1, D2, V3},{D1, D2, V1,Va},{D1, D2, V1, V3},{D1, D2, Vo, V3}}.

Therefore, the set of unqualified subsets is B = P(P) \ A, with

B = {{D1}7 {D2}7 {D17 Vl}v {D17 V2}7 {D17‘/3}7 {D27 V1}7 {D27‘/2}7 {D27 ‘/3}7
{V1}7 {VQ}a {V?,}, {Vh V2}7 {Vh ‘/3}7 {V27 Vg}, Q)}

Now, we give two possibilities to realize the access structure A. Firstly, we use shares of a
(n,t)-secret sharing scheme. Secondly, we use the construction of Theorem and hence
we need the help of a multiple assignment scheme with a (m’, m’)-secret sharing scheme, with
m' = |0"B| = |[M| and M the set of the shares for the used (m’, m’)-secret sharing scheme.

1. possibility: Use a (12, 6)-secret sharing scheme. The set of shares is M = {s1, s2,..., S12}.
Each participant gets a subset of the set M as follows

D1 — {81,82,83}, D2 — {84,85,86},
‘/1 — {87788}7 ‘/2 — {897510} and Vé — {5117812}-

How many shares each participant gets depends on the importance of him. Each set
of participants in A can reconstruct the secret, because they get at least six shares for
the (12,6)-secret sharing scheme. No set of participants in B can reconstruct the secret,
because they get at most five different shares from M.

2. possibility: First we need the set of all maximal unqualified subsets

"B = {{Db V1}7 {Dlv V2}7 {Dl’ V3}? {D27 Vl}v {DQa V2}7
{D2, VZ’)}? {Vh V2}7 {Vla V3}’ {V2, VB}}

It is [0"B| = 9, thus |[M| = 9 = t. To get A(g,t) with A(g,t) = A we use a (9,9)-
secret sharing scheme with the share-set M = {s1, s2,...,s9} and the following one-to-one
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assignment between elements in M and elements in 0B

1:1 1:1 1:1
S1 < {Dl,‘/l} =: Bl, S9 < {Dl, VQ} =: BQ, S3 < {Dl,Vg} =: Bg,
Sq <£> {DQ,‘/&} =: B4, S5 @ {DQ, VQ} =: B57 S6 <£> {DQ,Vg} =: BG,
1:1 1:1 1:1
s7 — {V1,Va} = By, sg<— {V1,V3} =: Bg, s9<— {V2,V3} =: By.

With the assignment g : P — P(M) with g(p) = {s; | B; € 0"B,p ¢ B,} it is

Each set of participants in A can reconstruct the secret S but no set in B, because a
(9,9)-secret sharing scheme for the multiple assignment scheme and the assignment g is
used to realize the access structure A(g,9) = A, after Theorem [5.3.7]

Remark 5.3.13. A multiple assignment scheme for a given access structure A constructed with
the construction of the proof of Theorem uses |07 B| = m’ shares. The number |07 B| = m/
could become very large compared with the number of participants for the access structure A.
In Example we use an access structure which has 5 participants and it is [0TB| = m’ = 9.

If we use as access structure A, ¢, which is an access structure for a (n, t)-secret sharing scheme,

we have n participants and it is [07B| = (,",).

In general the theorem of Sperner (Theorem [5.3.15)) gives a bound for |07 B|, which was also
mentioned in [ISN93]. Before we are able to present Sperners Theorem and the subsequently
bound, we need the next definition.

Definition 5.3.14. Let P = {p1,p2,...,pn} be a set of n elements. A family D C P(P) is
called an antichain if
DgD for any D,D’ € D.

Theorem 5.3.15. Sperners Theorem ([Spe82| or [Sac96])
Let D be an antichain of a set with n elements. The number m = |D| satisfies the inequality

"= (ﬁ)

Note, forr € R it is |r] == max{x € Z | x < r}.

If A is a monotone access structure and B = P(P) \ A, then 075 is an antichain and after

Sperners Theorem (Theorem [5.3.15)) it is
(i)
P .
7]

5.3.2. Generalized secret sharing schemes by J. Benaloh and J. Leichter

IN

|07 8]

In [BLI0] J. Benaloh and J. Leichter translate the access structure for a monotone secret shar-
ing scheme into a monotone formula. Each variable in this formula is assigned to exactly one
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participant in P, the set of the participants for the desired secret sharing scheme. It is known,
that a monotone formula contains only AND and OR operators (Remark . Hence, they
show how to divide a secret “across” each of these two operators (they make this method more
efficient by using also THRESHOLD operators (see [BLI0]), but here this is of no interest at
the moment).

We now explain how they use the AND and OR operator.
Let P = {p1,p2,...,pn} be the set of participants for a generalized secret sharing scheme. Let
S be the secret with S € {0,1,2,...,a — 1} for a qualified o € N.

e If a secret should be divide across an AND operator they use the simple sum (see also
“unanimous consent control by modular addition” in [MvOV97]). For example the secret
should be reconstructible if “p; and ps and ... and p,” (2 < n) come together, the variables
for the corresponding formula are assigned to the participants, that means variable p; is
assigned to participant p;. The formula for this access structure is p1 Apas A---Ap,. Choose
the shares s; € {0,1,2,...,a— 1} for i =1,2,...,z — 1 randomly. Calculate

z—1
s, =5 — Zsj (mod «)
j=1

and give each participant p; his share s;.

e If a secret should be divide across an OR operator they give each set of participant (which is
assigned to one literal) the secret S. For example we assign one literal p; to one participant
p;. If “pror po or ... or p,” should be able to reconstruct the secret, then each participant
pi, 1 <14 < g, gets the secret. The formula for the access structure is p1 V pa V -+ -V py.

Moving a secret across an OR operator corresponds to a (n, 1)-secret sharing scheme and moving
the secret across an AND operator corresponds to a (m, m)-secret sharing scheme, which are for
J. Benaloh and J. Leichter the simple sums. Thus, this can also be seen as a multiple assignment
scheme.

We now focus on access structures for (n,t)-secret sharing schemes. The formula for an access
structure A, ; can be written in a Disjunctive Normal Form (DNF) (see Definition and
also in a logically equivalent Conjunctive Normal Form (CNF) (see Definition[A.1.6)). In addition
a variation is also to use minimal DNF form (see Definition or minimal CNF form (see
Definition for formula of an access structures.

Example 5.3.16. Let P = {p1,p2,p3} be the set of participants for a (3,2)-secret sharing
scheme. The access structure is

A3,2 - {Pl g P ‘ ‘Pl‘ Z 2} = {{p17p2}7 {p17p3}7 {p27p3}7 {p17p2)p3}}'

The formula corresponding to this access structure is

(D1 AP2) V (D1 AP3) V (D2 Ap3) V (D1 A D2 A Ps3) . (5.3)

This is in DNF. The secret is first divided “across” the OR operators. After this the secret is
shared independently for the AND parts (that is, for each set in the access structure A). Each
participant gets one share for each set in the assecc structure in which he is a member. If in

this example the secret is S = 35 and a = 812 the dealer does the following for each term in the
DNF formula
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1. term: (p; Ap2). Divide S = 35 between p; and pe. Participant p; gets the share
s1, = 10 and participant py gets the share 51, = 25.

2. term: (p1 Aps). Divide S = 35 between p; and ps. Participant p; gets the share
s2, = 30 and participant p3 gets the share sy, = 5.

3. term: (P2 A p3). Divide S = 35 between ps and p3. Participant ps gets the share s3, =7
and participant p3 gets the share s3, = 28.

4. term: (p1 A p2 A p3). Divide S = 35 between p1, p2 and ps. Participant p; gets the share
54, = 2, participant py gets the share s, = 13 and participant p3 gets the share s4, = 20.

Altogether participant p; holds the multiple share S = {s1,, s2,, S4, }, participant ps holds the
multiple share Sy = {s1,, $3,, S4, } and participant ps holds the multiple share S5 = {so,, 535, 45 }-
If all shares s;; with the same ¢ are combined, then the secret S is the sum of these elements.
The minimal DNF form is here

(P1 ADP2) V (P1r AP3) V (P2 AD3),

which reduces the shares in the set S; for the participants p; about one element, precisely sy,
for participant p;, compared with the corresponding shares for the DNF formula ([5.3)).

It is not clear, that a DNF or a CNF of a formula for an access structure is the most efficient
solution to generate the multiple shares for the participants (in the sense that a participant holds
as less shares as possible). Even more if J. Benaloh and J. Leichter also add the THRESHOLD
operator (for more details see [BLI0]).

J. Benaloh and J. Leichter pointed out, that the method of M. Ito, A. Saito and T. Nishizeki
corresponds to the case of minimal CNF form.

In the situation of the access structure for a (n,t)-secret sharing scheme, this could be seen as
follows:

The access structure for a (n,t)-secret sharing scheme with P = {p1,p2,...,pn}, the set of
participants, is A, ; = {P’ C P | |P'| > t}. Hence, the access structure A, ; is monotone it is
enough to consider the set A7 = {P" C P | |P'| =t} C Ay, because A" is the minimal set,
which we need to obtain, with the monotone property , the access structure A, ;. Thus,
the DNF formula corresponding to A%” is a minimal DNF form for A, ;.

The Algorithm gives all (7)) elements of A" (line [6]). With line [7] we get all terms for

n,t )
a minimal DNF form which corresponds to the access structure A%” and hence to A,, .

Algorithm 5.3.17. Generate terms for minimal DNF form corresponding to A, ¢
1] for ¢; from 1 to n—t+1 do

[
2] for iy from i1+ 1 to n—t+2 do
(3] for i3 from ia+1 to n—t+3 do
[4]
[5] for 4; from i4_1 +1 to n do
[6] print {{pilvpi27pi37 s 7pit}};
(7] print {(Pi, A Piy A Pis N+ ADiy)}s
8] end;
[9]
[10] end;
[11] end;
[12] end;
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The output sets {pi,, Dis, Piss - - - » Di; } (and hence also the terms) are ordered with i1 < iy < iz <
.-+ < iy and each set has t elements (each term has t variables), after construction. Here the
DNF formula is monotone, hence only the use of the distributive property

aV((bAc)=(aNb)V (aNc),

for a, b, ¢ a formula, is required to get a monotone CNF formula.

We are interested in a minimal CNF form (Definition [A.1.9), therefore we must know how many
variables are at least in a clause of CNF formula in this case. One clause with minimal numbers
of variables is the one, which gets from each term in the minimal DNF form a variable, which is
also included in the clause or if there are just variables the clause does not include yet, then the
variable p;; is added to the clause with the property, that i; is the smallest index of all variables
in the term for which p;; is not yet included in the clause. Because of the construction of the
terms for the minimal DNF form and the consequence that the sets {p;,,pi,,Pis,--.,Di,} are
ordered with i1 < iy < i3 < --- < i it follows, that the clause with the minimum numbers of
variables has n —t+ 1 variables (this can be seen by Algorithm line [1]). All combinations
of n —t+ 1 variables of {p1, p2,P3,...,Pn} are possible. Thus, the following Algorithm
gives all (nftl +1) clauses for a minimal CNF form corresponding to the access structure A, ;.

Algorithm 5.3.18. Clauses for minimal CNF form corresponding to A,
1] for i3 from 1 to t do
for 19 from 21 +1 to t+1 do

for i3 from i+ 1 to t+2 do

print {(Pi, V Di, VDis V-V Din_ri1)}s

]
]
] .
5] for i, 411 from i, ++1 to n do
]
] end;

The number of clauses in a minimal CNF form gives the number of shares in which the secret is

divided by the method of J. Benaloh and J. Leichter. Here it is m = (nftl +1), hence they divide
the secret into m shares s1,82,83...,8s. It is
m
S = si  (mod ),
i=1

for a qualified o € N. The shares are distributed to the participants. The terms in the minimal
CNF form @ are numerated, it is

Q=1 NP2 NP3 A+ N\ P,

with ¢;, 1 < i < m, a clause generated by the Algorithm [5.3.18| (line [6]). The share sj corre-
sponds to the clause ¢5. Hence, each participant p; gets the share s, if p; is a variable in the
clause ¢r. To get the number of shares each participant gets we must know in how many clauses

each variable p; (1 < i < m) is included. There are 7 := ((n—ytl-ﬁl)—ﬂ = (Z:i) many clauses in
which p; is a variable, hence the participant p;, 1 < j < m, gets a multiple share which is a
subset with (7;;1) elements of the set {s1,s2,..., S}
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This is very similar to Protocol 5, the combinatorial (n, t)-secret sharing scheme (Section 5.2)),
which was developed from D. Panagopoulos (n, t)-secret sharing scheme.

The secret sharing scheme from Section uses a set of m = (tfl) elements from which
the shares for the participants are constructed. J. Benaloh and J. Leichter need a set with
m o= (, +1) = (,",) elements. Each participant in the combinatorial (n,t)-secret sharing
scheme, which uses the share distribution method given D. Panagopoulos (see Section ,

gets a set of r = (;L__ll ) element as a share (see Remark . In the method of J. Benaloh and
J. Leichter each participant gets 7 = (2:1) = (’Z__ll) elements in his set of shares. Hence, in both
schemes the number of shares from which the subsets for the participants are generated is the
same and also the number of shares which each participant gets in his share-set is the same.
The only difference lies in the kind of shares and in the way how the secret is reconstructed. In
the combinatorial scheme the secret is the sum over inverse elements of natural numbers (shares
are natural numbers) and in the method of J. Benaloh and J. Leichter the secret is the sum of
elements modulo « (for a qualified o and the shares are elements of {0,1,2,...,a—1}). This is

summarized in the Table (page [129)).

Table 5.3.: Comparison of the values of the combinatorial (n,t)-secret sharing scheme
(Protocol 5) and a (n,t)-secret sharing scheme by J. Benaloh and J. Leichter using
minimal CNF form

Values of the schemes Protocol 5: purely com- | J. Benaloh and J. Leichter’s
binatorial (n,t)-secret shar- | method for a (n,t)-secret
ing scheme sharing scheme

Number of shares m = (tfl) m = (n—TtL—l—l) = (tfl)

m=1m
Share-set {a1,a9,...,am} with a; € N {s1,82,...,5m} with

si € {0,1,2,...,a — 1} for
a qualified o € N

Secret S
S:Z(Z S:Z.Sl (moda)
=1 i=1
SeqQt Se{0,1,2,...,a—1}
Number of shares from | r = (77]) i="0=07)
the share-set for each
participant

129



Chapter 5. Secret sharing protocols

5.4. Comparison with A. Shamir’s suggested properties

A. Shamir lists in his paper [Sha79] the following useful properties for his (n,t)-secret sharing
scheme.

(1) The size of each piece (which are the shares for the participants) does not exceed the size
of the original data (which is the secret).

(2) When ¢ is kept fixed, pieces can be dynamically added or deleted (for example, when
executives join or leave a company) without affecting the other pieces. (A piece is deleted
only when a leaving executive makes it completely inaccessible, even to himself.)

(3) It is easy to change the pieces (the shares for the participants) without changing the
original data (which is the secret). All we need is a new polynomial g(x) with the same
free term. A frequent change of this type can greatly enhance security since the pieces
exposed by security breaches cannot be accumulated unless all of them are values of the
same edition of the polynomial g(x).

(4) By using tuples of polynomial values as pieces, we can get a hierarchical scheme in which
the number of pieces needed to determine the secret depends on their importance. For
example, if we give the company’s president three values of g(x), each vice-president two
values of g(x), and each executive one value of g(x), then a (n, 3)-threshold scheme enables
checks to be signed either by any three executives, or by any two executives one of whom
is a vice-president, or by the president alone.

In addition we choose the following fifth property.
(5) It is easy to change the secret without changing the shares of the participants.

This property is not true for Shamir’s secret sharing scheme as it is explained above. Since the
supporting points (which are the shares for the participants) fix the polynomial and therefore
the constant term (which is the secret).

We analyze the CFRZ-scheme, D. Panagopoulos’ scheme and the Protocol 5, a purely combi-
natorial (n,t)-secret sharing schemes, concerning these 5 points; as we also did it in [FMRI13]

and [CFMRZ16].

CFRZ-scheme of Chapter 2| (see also [FMR13| or [CEMRZ16]):

(1) The secret is a vector in the subspace V' of the real inner product space W. A share is a
basis vector for the subspace V. Therefore, the size of each share does not exceed the size
of the secret.

(2) If we fix the number ¢ of shares (we need at least to reconstruct the secret) we can arbitrarily
add or delete many shares. The dealer has to pay attention to the construction that every
possible combination of ¢ shares form a basis for the subspace V.

(3) We can change the shares without changing the secret. We need only another subspace
V' # V, which contains the secret w. For this new subspace V'’ with dimension ¢ we can
calculate new shares, which are a set of vectors where every arbitrary ¢ of them form a
basis for V’. A new associated vector w* can be constructed as explained in Chapter
step 5. for the dealer.
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5.4. Comparison with A. Shamir’s suggested properties

(4)

Every (n,t)-secret sharing scheme can be converted into a hierarchical secret sharing pro-

tocol (see Section [5.3| Remark [5.3.10)).

Because of Remark we get the additional property.

(5)

We can change the secret easily. Every vector in the subspace can be used as a new
secret Wpeyw € V(excluded the shares from the participants) and hence we can calculate
the associated vector wy,,, as described in Chapter [2 step 5. for the dealer.

D. Panagopoulos’ scheme of Section (see also [FMR13] or [CFMRZ16]):

(1)

(2)

(3)

(4)

The secret is a binary sequence. The shares are sets R; of relations. The length from the
relations is not defined. In every set R; are (7;:11) relations from the group. The size of
each share can exceed the size of the secret.

The dealer creates the shares according to instructions (see for instance the summary in
Section [5.1.1]). Hence, he cannot add or delete shares, because the way he creates them
depends on the number m of relations and the number n of participants.

He can change the shares if he changes the group G. He has to pay attention to the fact
that the sent word in the new group is equivalent to 1 if and only if it is equivalent to 1
in the previous group. Then the secret is not changed.

Every (n,t)-secret sharing scheme can be converted into a hierarchical secret sharing pro-
tocol (see Section Remark [5.3.10]).

Because of Remark we get the additional property.

()

The secret, which is a binary sequence, can be changed at every time by sending new
words to the participants.

Protocol 5 of Section [5.2] (see also [CEMRZ16]):

Due to the fact, that this cryptographic protocol uses the share distribution method given by
D. Panagopoulos it fulfills the same properties of Shamir’s list ((1)-(4)) as D. Panagopoulos’
scheme does.

(1)

(2)

The secret is the sum over m elements: > ", al € Q. The shares are subsets R; of
{a1,a2,...,am}, a; € N, with |R;| = (7::11) Therefore, the size of each piece exceeds the

size of the secret.

We use the method of D. Panagopoulos, hence this property is not valid due to the same
reasons as for his secret sharing scheme.

The shares are subsets of the set {aj, ag,...,an}. If we choose a new set {a},dl,...,al,}
with the property Z;n:1 a% = Z;q’zl a% and give each participant subsets of this new set as

a share, then the shares can be changed without changing the secret.

Every (n,t)-secret sharing scheme can be converted into a hierarchical secret sharing pro-

tocol (see Section Remark [5.3.10)).

A secret cannot be changed easily without changing the shares, because it is a sum over
all elements in the set {a1,as,...,a,} and hence depends on this set.
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Chapter 5. Secret sharing protocols

The comparison is summarized in Table (page [132)).

Table 5.4.: Summary of the comparison

Shamir’s Shamir’s scheme | CFRZ-scheme | D. Panagopoulos’ scheme | Protocol 5
properties

1) v v - -

(4) v v v v

Additional property

5) - v v -

With the knowledge of Section we can interpret D. Panagopoulos’ (n,t)-secret sharing
scheme and Protocol 5 as (m, m)-secret sharing schemes which are converted into (n, t)-secret
sharing schemes by the help of multiple assignment schemes, which is possible if m = ( tfl). The

number of shares each participant gets is (7;:11) (see Remark [5.3.11)). This corresponds with the

combinatorial solution of Lius problem (see Problem |5.0.2| and Remark [5.0.3)).

Now, we take a look at the running time for the participants (see also [FMR13| or [CEMRZ16]).

Shamir’s scheme: The involved polynomial interpolation has a quadratic running time, that
means, if we have ¢ supporting points we get a complexity of O(t?) (see for instance [EMNWTT]
Section 9.2.1.]).

The CFRZ-scheme: In order to orthonormalize ¢ linear independent vectors in a real inner
product space with dimension m we have a total running time of O(t>m) (see [FMR13} Sec-
tion 2.4]).

In the CFRZ-scheme the variable m depends on the number ¢, because m > t is postulated.
The total running time for this scheme is longer than for Shamir’s.

Panagopoulos’ scheme: The word problem in a Coxeter group, for example, is solvable within

quadratic running time, due to the fact, that Coxeter groups are automatic (see [BH93]) and
automatic groups have a solvable word problem with a quadratic running time (see [LS77]).
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5.4. Comparison with A. Shamir’s suggested properties

Protocol 5: For the reconstruction of the shares the participants only add up m elements.
Therefore, for the participants it is just O(m), where m = (tfl) is already previously calculated
by the dealer, and hence m is fixed for the participants.

Remark 5.4.1. In the special case of a (t+1, t)-secret sharing scheme the running time depends
for Protocol 5 also only on t like in Sharmir’s scheme:

= ()= (5)= (%)
(t+1)-t 2+t
2 2

27752:9
5 .

Hence, the running time is also O(t?), but as shown above the participants only add up m
elements, which is a very easy operation to reconstruct the secret.

As mentioned above in Remark it is important in terms of practicability, that the dealer
calculates and distributes the shares for the participants in Protocol 5 long before the secret is
needed by the participants. Hence, the dealer has enough time to execute the share distribution
method and his computational cost should be of no consequence for the cryptographic protocol.
Note, that the dealer has to generate m = ( tfl) shares and uses the share distribution method
in Section .11l

The size of the share-set exceeds the size of the secret but the calculation to reconstruct the
secret is very easy and fast.
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Chapter 6

Secret sharing schemes using Nielsen
transformations

Now, we introduce first Protocol 6 and afterwards Protocol 7. Both are secret sharing pro-
tocols and are based on Nielsen transformations. Protocol 6 uses in addition a free subgroup
of the special linear group SL(2,Q) and the secret is a sum over traces of matrices in SL(2, Q).
Protocol 7 uses in addition Nielsen reduced sets and the secret is a sum which uses the free
length of elements in a Nielsen reduced set.

We present both cryptographic protocols as (m,m)-secret sharing schemes, because it is pos-
sible to modify them to any (n,t)-secret sharing scheme if the share distribution method of
Section is used and m is determined as m = (tfl). Both developed cryptographic pro-
tocols are published in the survey article [CFMRZI16] as research in the field of secret sharing
schemes. They are also published in [MR15].

6.1. Secret sharing scheme based on Nielsen transformations and
SL(2,Q) (Protocol 6)

For Protocol 6 we consider a finitely generated free group F' as an abstract group but also
explicit as a subgroup of the special linear group of all 2 x 2 matrices over Q, that is,

SL(2,Q) = {(‘CL Z) | a,b,¢,d € Q and ad—bc:l}.

We use the special linear group over the rational numbers because these numbers can be stored
and computed more efficiently on a computer than irrational numbers.

We explain Protocol 6, while we take a closer look at the steps for the dealer and the steps for
the participants.

Steps for the dealer:

For a (m, m)-secret sharing scheme, m € N, the dealer does the following steps.

1. He chooses an abstract free generating set X for the free group F' of rank m, it is
F=(X| ) with X = {z1,29,...,2n}.
He also needs an explicit free generating set M, so it is

F=(M| )  with M:={M,M,,... My}
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Chapter 6. Secret sharing schemes using Nielsen transformations

and M; € SL(2,Q). Therefore, F' is a subgroup of SL(2,Q), he chooses M; € SL(2,Q) and
takes care that F'is not a subgroup of SL(2,Z), see Security

2. With the known matrices in the set M the secret is
UL |
S:=) —€Qt, with a; := tr(M;) € Q,
= lajl

tr(M;) is the trace of the matrix M; = (Z 2

If the dealer needs a special secret he can act as described in Variation [5.2.2] or Varia-

tion £.2.41

> € SL(2,Q), that is, tr(M;) == a+d.

3. The dealer constructs the shares for the participants in the following way:
He first applies a regular Nielsen transformation simultaneously for both sets X and M to
get Nielsen equivalent sets U and N to X and M, respectively (see Figure [6.1]).

X:{{L‘l,ZEQ,...,l’m} M:{Ml,MQ,...,Mm}
(T1,22,- -, Tm) (M, M, ..., My,)
regular Nielsen regular Nielsen
transformation transformation
(u1,u2, ..., um) (N1, N2, ..., Nim)
U :={ui,ug,...,un} N :={N1,Na,...,Np}

Figure 6.1.: Simultaneously regular Nielsen transformations

The elements u; are words in X and the elements N; are words in M. Hence, we have
N, € SL(Q, Q)

4. Let P = {p1,p2,...,Pm} be the set of participants for the secret sharing protocol. The
dealer distributes to each participant p; one abstract share u; and one explicit share N;.
Hence, p; gets (u;, N;), 1 <i < m.

If all participants combine their parts they obtain the sets U and N.

Steps for the participants:

1. The participants apply regular Nielsen transformations in a Nielsen reducing manner for U
as described in [Ste89], Remark [4.2.17] (or also in [CgRR08] and [LS77]) and step by step
simultaneously for N. By Proposition and the fact, that the dealer does a regular
Nielsen transformation and starts with a basis of m elements, they get Nielsen reduced
sets X' = {a,x,...,2),} and M’ = {M{,M},..., M)}, see Figure [6.2]
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6.1. Secret sharing scheme based on Nielsen transformations and SL(2,Q) (Protocol 6)

U:{ul,uQ,...,um} N:{Nl,NQ,...,Nm}
(ulauzu"'7um) (N17N27”'7Nm)
regular Nielsen regular Nielsen
transformation transformation
(), ahy ... ah,) (M1, M, ..., M)
X' ={ad,2h, ... 2} M= {Mj], M, ..., M}

Figure 6.2.: Simultaneously regular Nielsen transformations

Because of Corollary it is X+t = X’*1 and M*' = M'*! respectively. Hence,
(), 2, ..., 2,) differs to (z1,22,...,2y) just in the position order and inverses. That
means the set X’ is the set X up to inverses. The same is true for M’ and M. Thus, it is
X' = {a$, 22, ...z} and M/ = {MP, MS2, ..., M} with €;,0; € {1, —1}.

2. With the knowledge of the set M’ it is easy to reconstruct the secret
1

S=>" ] € Q, with tr(M;) = aj € Q.
Py
j=1 "

Recall that here tr(Mi‘si) =tr(M;), 0; € {1,—-1}, fori=1,...,m.

If the participants get just matrices of the set M, from which the secret can be reconstructed,
and they know that the secret is a special sum over the traces of the matrices in M, then
they know that the searched secret is bigger than the special sum over their known matrices.
Hence, they know more than an outsider and the secret sharing scheme is not perfect in the
information-theoretic sense. Therefore, the Nielsen transformation is needed.

Remark 6.1.1. If a (n,t)-secret sharing scheme is desired the dealer chooses m = (,",) and
uses the method described in Section for distribution of U and N and gives the two share-
sets R; and S to participant p, with R; C U and S; € N, 1 <k < n. If t or more participants
combine their shares, they get the sets U and N. With these sets they are able to reconstruct
the secret as explained above in the steps for the participants. Less than ¢ participants can
neither get the whole set U, which is Nielsen equivalent to X', nor the whole set N, which is
Nielsen equivalent to M.

The cryptographic protocol as a (n, t)-secret sharing scheme is summarized in Table (page(138]).
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Chapter 6. Secret sharing schemes using Nielsen transformations

Table 6.1.: Summary of Protocol 6: Secret sharing scheme using Nielsen transformations and

SL(2,Q)

(n,t)-secret sharing scheme
Dealer Participants p1,po,...,Dn

Calculate m = (tfl).

Choose  abstract  free  generating  set
X = Axi,m9,...,xn} and explicit free
generating set M := {Mj, Ms,..., M,,} with
M; € SL(2,Q) (all or almost all M; ¢ SL(2,7Z)).

Apply simultaneously regular Nielsen transfor-
mation (NT) on X and M:

(xl,xg,...,:cm) (Ml,MQ,...,Mm)
I NT I NT
(ur,ug,...,um) (N1, Nay..., Np)

U .= {’U,l,’u,g, N ,um}; N = {Nl,NQ, N ,Nm}.
Construct sets R; C U and S; € N with share

distribution method of Section
it is |R;| = |S;] = (72:11) for j=1,2,...n.

Distribute shares to the participants.

(R1,51)

P
(R2,52)

b2
(Rn 7S’IL)

Pn

t participants combine their shares and thus
get the sets U and N.

Apply simultaneously regular Nielsen
transformation (NT) on U and N:

(ul,uQ,...,um) (Nl,Ng,...,Nm)
J NT J NT
(), 2, ... 2h) (M, M, ..., M)

The secret is

m
1 .
S = Z @] € QT, with al = tr(Mj) € Q.
j=1 177
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6.1. Secret sharing scheme based on Nielsen transformations and SL(2,Q) (Protocol 6)

Security 6.1.2. For the calculation of the secret, the participants need the whole set M’,
because the secret depends on the traces of the matrices M/ € M’. The participants need both
sets U and N. If they just have one set U or N they cannot get information about the set M’.
If the set U is known, it is only known which regular Nielsen transformation should be done to get
the Nielsen equivalent set X', but it is unknown on which matrices they should be simultaneously
done.

If only the set N is known, then the matrices in SL(2,Q) are known, but nobody knows which
Nielsen transformations should be applied on N to get the set M’. It is also unknown how many
Nielsen transformations were used. There could be hints, for Nielsen transformations if elements
in N could be written in terms of other elements in SL(2, Q). For example it is known, that an
algorithm exists which writes each element in SL(2,Z) in terms of

1 1 0 -1
b3) = (09)

(see Remark [£.3.12). We can use the fact that there is no algorithm known to solve the (con-
structive) membership problem for (discrete) free subgroups of SL(2,Q) of rank 2 or greater
than 2 which are not subgroups in SL(2,Z) (see Remark . B. Eick, M. Kirschmer and
C. Leedham-Green presented in their paper [EKLG14] a practical algorithm to solve the con-
structive membership problem for discrete free subgroups of rank 2 of SL(2,R). For example,
the subgroup SL(2,7Z) of SL(2,R) is discrete, but they also mention, that it is an open problem
to solve the membership problem for (discrete) free subgroups of SL(2,R) with arbitrary rank
m > 2. Therefore, if the dealer takes care, that all (or almost all) matrices in M are in SL(2,Q)
but not in SL(2, Z) then the constructive membership problem cannot be used to get information
about the Nielsen transformation to go from N to M.

Running time:

In [Ste89] an algorithm, using elementary Nielsen transformations, is presented which, given a
finite set S of m words of a free group, returns a set S’ of Nielsen reduced words, such that
(S) = (5); the algorithm runs in O(£2m?), where ¢ is the maximum free length of a word in S.
In this cryptographic protocol, the dealer fixes the number m, hence the running time depends
only on the maximum free length ¢ of the words in the Nielsen equivalent set U to the set X.
Thus, the participants have a running time of O(£2) to get the set X'.

If the participants perform the associated elementary Nielsen transformations on the set N of
matrices at the same time, then they perform either a matrix multiplication or they calculate an
inverse matrix. In order to multiply two 2 x 2 matrices in SL(2,Q) they need 8 multiplications
and 4 additions of rational numbers, hence 12 operations. The inverse matrix of

A= (‘c‘ Z) € SL(2,Q)

_ 1 d —b
A 1:ad—bc (—c a>'
The participants need 4 operations to get adibc (note, that in SL(2,Q) it is ad — bc = 1 and
hence A7! = (_dc
they just swap two entries and write a minus in front of the other two entries.

All together the participants have a running time of O(¢?), where / is the maximum free length
of the elements in U.

is

—b . . .
a >), for the entries of the matrix A~! they do not need any operations,
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We now present an example for this secret sharing scheme.

Example 6.1.3. We perform the steps for a (3,2)-secret sharing scheme with the help of the
computer program Maple 16, see Appendix|[C.3| It is n =3, ¢ = 2 and hence m = (i’) =3.
First the dealer generates the shares for the participants.

1.

140

The dealer chooses an abstract presentation for the free group F' of rank 3
F=(X]| ) with X := {z1, 22, z3}.
He takes an explicit presentation
F=(M]| ) with M := {M;, Ms, M3},

M; € SL(2,Q), with the help of Theorem [4.2.18] We first mention that the inequalities
(@.1) hold for

=3 ro =

L
2 2

and hence the set of the matrices
7 7\2 7 45
4L 71 i —L 29
M, = < 2 +7(2) = ( 2 4,
2 2

_15 15)2 _ 15 221

1 —3 2
_(—11 —1+11%\  /-11 120
M3_<1 ~11 >_<1 —11)
is a free generating set for a free group of rank 3.

It is

Construction of the shares for the participants: First the dealer applies regular Nielsen
transformations (NTs) simultaneously for both sets X and M to get Nielsen equivalent
sets U and N to X and M, respectively. These transformations are shown in Table

(page [141]).
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Q) (Protocol 6)

Table 6.2.: Nielsen transformations (NTs) done by the dealer

NTs Theoretical set X Explicit set M
I % -5z —-11 120
oy (B )
I ¢ -2 -z 11120
-1
o e (G5 )
1 15 109 — 22 —11 120
(T2)1.2 ($1$2 y Lo 73"3) (( _29) a<i 7% ) 1 ~11
1 . 15 109 ~1& 22 —8565 —63664
13 1 1, .3 D)
(72520 (g 2, w55 7) (( 29)’(—1 ~5 ) (799 5939
1 - _ _ 15 109 80371 597401 —8565 —63664
(T2)2.3 (xle 1,LC2 1$31'2 3,$3$2 3) (< _29> ) <51;l45 38%43 > ) < 799 5939 )>
-1 - _ _ 29 —109 80371 597401 —8565 —63664
(T1)1 T2 1,33 11‘396 3,33337 3 (( )7(5145 38%43 >
(w221 sy wgwy”, w5y ) siis - sshas o 799 5939
- 5 3452369 25661603
(T2)12 | (woay 'wy twaay?, (( o3zt 17estar >7
2 2
x71x3$73 m3$73) 80271 597401 —8565 —63664
2 2 2 4 38343 43 799 5939
L . 3452369 25661603
(T1)3 (wowy tag twaay (( 237917 1768347 )
0371 597401
_ _ _ 5939 63664
Lo 1x3m2 33 ‘T%xd 1) ( 512 5 38%43 ) (_799 _8565)>
— 5 3452369 25661603
(T2)3.2 ($2$1_ Ty T3Xy ", (( 237917 1768347 )a
) . . 5 80371 2 597401\ 1132425929 8417369243
wy twgwy® ey g twany ) ( 5145 38 43) (152§50279 11324425989>)
2 1 1

The dealer gets the sets

o -1.-1,. -3 -1 -3 3 -1 —-1__ -3
U = {ur,ug,us} = {xox] @y 325,05 X3%y ", X505 Ty X3T5 "}
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and
N = {Ny, No, N3}

_ 3452369 _ 25661603 80371 597401 1132425929 8417369243
o 4 4 4 4 4 4
i ( 237917 1768447 > ) < 5145 38243 > ) <_ 152350279 _1132425989> :
2 2 4 4

2 2

He gets the share (R;, S;) for the participant py with R; C U and S; C N following the
method in Section B.1.T}

a) Itism= (")) = (?) =3.

b) The dealer chooses the abstract elements ay, as, as and gets the three sets
Ay = {1}, As= {2}, Az = {3}.

With the help of the A; the dealer gets the sets R}, R}, and R4 which contain elements
from the set {ai,a,as}. He puts the element a; by which 7 is not contained in the
set A; for i =1,2,3 and j = 1,2, 3, into the set R;:

1 ¢A2,A3 — Rll = {dg,&;},},
2 ¢A1,A3 — RIZ = {61,63},
3 €A1,A2 — Rg = {&1,&2}.

Now, we apply this to U and N to create the share-sets for the participants, respec-
tively:

Ry = {ug,us}, S1= {Na, N3},
Ry = {u1,us}, So= {N1, N3},
Rs = {u1,us}, Sz= {N1, Na}.

4. The dealer gives each participant py a tuple (R;, S;). Participant pi gets (Rq,S2), p2 gets
(RQ, Sg) and p3 gets (Rg, Sl)

Assume the participants p; and ps come together to reconstruct the secret. They generate the
sets U = {uy,ug,uz} and N = { Ny, No, N3}. The secret can be recovered as follow.

The participants apply regular Nielsen transformations step by step simultaneously for both
sets U and N to get X' and M’. The steps are shown in Table (page and Table

(page |144).
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Q) (Protocol 6)

Table 6.3.: Nielsen transformations (NTs) done by the participants I

NTs |Theoretical set U Explicit set N
L 5 3452369 25661603
(woay tag gy, (( 237917 y7esthar )7
) 5 _ . 803712 507401\ ¥ 1138425929 8417369243
x5 wawy”, adny vy xgmg) (51445 38%43) (_152%50279 _11324425989>)
2 4 4
L . 3452369 25661603
(T1)y | (wozy 'y waas”, <<_, 237917 176821147 )
. s 11 s 8243° 597401 1132425929 8417369243
T3T3 T, T3 Ty X3, ) ( §145 803’471 >7(_152§50279 _11324425989>)
1 1
— 5 3452369 25661603
(T2)3.2| (vo2] "5 waas”, <€ 237917 1768347 ;
8243 597401
_ _ 5939 63664
373 Lo, T3] 1) ( 803‘%1 ) ) (_799 —8565))
_ 5 3452369 25661603
(T1)y |(woay tag gy, (( 237917 Cirestar )
2
x*lx m73 x3$71) ( 0371 597401) (5939 63664))
3%y ", 5145 38243
2 2 2 5 —799 —8565
o . 3452369 25661603
(T2)g 3| (o275 w3257, (( o3rdhr  1zeshar )a
2 2
oyt ;) —% A (5939 63664
2 07273 -1 - —799 —8565
653 9679 15 221
11— _ I -2 —== 5939 63664
(T2)1.3|(zowy 'yt 2y ady (( 2 367>7< 2 145)>( ))
(woxy tay byt aday ) 15 ot o\ o1 35 )\ 799 8565
653 9679 15 221
1 1 1 S -2 == 5939 63664
(D)2 |(zary v ol ) (( 15 —ég7>< i’ —4125’)’(—799 —8565
_ 5 29 —109 L2221 5939 63664
1 3,.—1 2 1
(T2 (2207 22, 732357 (( 15 >< 1 —18)\ 799 —8565
_ _ 109 i 221 5939 63664
1 3. .—1 2 1
(T | (@awg w2, 23057 (( 4 —29) (1 ~15 )2\ ~799 8565
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Chapter 6. Secret sharing schemes using Nielsen transformations

Table 6.4.: Nielsen transformations (NTs) done by the participants 11

NTs Theoretical set U|Explicit set N

7 45 15 221
_ -5 = -3 == 5939 63664
3..—1 2 4 2 4
e (et (G 5) (00 ) (B Bes))
7 4 15 21
-5 = -2 == —8565 —63664
-3 2 P 2
(T1)3 (Il’x%xg% ) (< 1 _;> 7( 1 _4125) ’< 799 5939 ))

et (G D)(E R 2)

SR —1 2l —11 120
With the knowledge of the set M’ = < 2 4 >7 < 2 415>, ( . _11> the partici-

pants can reconstruct the secret easily. It is
ay =tr(M]) = =7, ab:=tr(M)=—15, a}:=tr(Mj) = —-22,

and hence it is

i SV ]
= laf] 15 2310
In general we can use any free matrix group F of rank m := (t 1) for a (n,t)-secret shar-

ing scheme as it is described in this example. The shares can be generated by the method of
D. Panagopoulos and are tuples (R;,Sj) with R; C U and S; C N.

We could also use some other sums or products to define a secret. Some examples are:

o S:=]Jltr(Mi)| or §:=>" |tr(M;)] or
=1 =1

o S:=]]tr(M))* or §:= (tr(M;))® or
=1 i=1

tr([Mai—1, Ma;]) if m is even or

[ ]
n
i
o NE

s
I
—

[

9]

I

(]

~
=
5
N

.
Il
i

Remark 6.1.4. Maybe the dealer should not only use matrices, for the set M, generated by
Theorem [4.2.18] because they are of a special look, which is

—r -1 2
M] = < ]irj jf]) ,
J
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6.1. Secret sharing scheme based on Nielsen transformations and SL(2,Q) (Protocol 6)

with 7, € Q, 1 <7 <m, and it is
rjiy1—rj >3 and r;>2.

Maybe an enemy could start an attack with this information. To avoid this, the dealer could
calculate a set X' = {X1, Xo,..., Xy}, £ > 3, with matrices generated by Theorem and
the set M could be a free generating set (not necessary Nielsen reduced) with m = ( tfl) elements
of a subgroup of (X' | ).

Remark 6.1.5. We now compare this scheme as (n,t)-secret sharing protocol to Shamir’s
properties as given in Section To get a (n,t)-secret sharing variation we use the share
distribution method given in Section by D. Panagopoulos. Therefore, this scheme fulfills
the same properties of Shamir as D. Panagopoulos’ scheme does. That means (3) and (4) are
fulfilled and (1) and (2) are not fulfilled. Furthermore, the additional property (5) does not
hold. In more details:

(1) The size of each share exceed the size of the secret, because the secret is a rational number
and the shares are tuples of subsets (R;,S;), whereby each set R; and S; holds (’Z:ll)
elements (see Section |5.1.1).

(2) The dealer creates the shares according to instructions (see for instance the summary in
Section [5.1.1)). Hence, he cannot add or delete shares, because the way he creates them
depends on the number m = (tfl) and the number n of participants.

(3) He can change the shares if he changes the set M. He has to take care that the new set
M™e* (which is another explicit generating set for a free group of rank m) gives the same
secret as the set M, that means

m m
1 1
2ol T
with a; := tr(M;), M; € M, and a®" = tr(M]"), M € M™".

(4) Every (n,t)-secret sharing scheme can be converted into a hierarchical secret sharing pro-

tocol (see Section Remark [5.3.10)).

(5) A secret cannot be changed easily without changing the shares, because it is a sum over
the rank of matrices in the set M and hence depends on this set.

To fulfill property (5) we introduce the following variation.

Variation 6.1.6. The dealer constructs the Nielsen equivalent sets U to X and N to M as in
Figure [6.1 The set U is distributed to the participants and the set N is public. If the dealer
needs a new secret he uses a new set M and calculates, with the same Nielsen transformation
with which he comes from the set X to the set U, the Nielsen equivalent set N to M. He then
publishes the set N. If the participants come together to reconstruct the set U, they know the
Nielsen transformation to come from the set N to the set M or from the set N to the set M,
respectively. The dealer can change the secret without changing the shares of the participants.
If he takes care, that all (or almost all) matrices in the sets M or M, respectively, are in SL(2, Q)
but not in SL(2, Z) then the constructive membership problem cannot be used to get information
about the used Nielsen transformation, see Security
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Chapter 6. Secret sharing schemes using Nielsen transformations

6.2. Secret sharing scheme based on Nielsen reduced sets and the
free length (Protocol 7)

We now present Protocol 7, which uses as Protocol 6 Nielsen transformations. Let F' be
a finitely generated free group with the abstract free generating set X := {z1,22,...,24},
g € N\ {1}, that is,

F=(X]| ).

In this cryptographic protocol we just work with respect to the given basis elements of a finitely
generated free group.

Steps for the dealer:

For a (m, m)-secret sharing scheme, m € N, the dealer does the following steps.

1. He chooses a free group F' with an abstract free generating set X := {z1,22,...,24},
g € N\ {1}, and a Nielsen reduced set U C F with U := {uy,ug,...,un}. The u; are
given as words in X.

2. With the known set U the secret is the sum

S::Z 1
i=1

lu|x

with |u;|x the free length of the word u; in X. If the dealer needs a special secret he can
act as described in Variation [£.2.2] or Variation [5.2.4

3. To generate the shares for the participants, the dealer does a regular Nielsen transformation
on the set U to get the Nielsen equivalent set V' as shown in Figure [6.3

U= {ul,uQ,...,um}

(u17u27 e 7um)

regular Nielsen

transformation

(UlaUZa" . ,Um)
V ={vi,ve,...,0n}

Figure 6.3.: Regular Nielsen transformation from U to a Nielsen equivalent set V'

4. Let P = {p1,p2,...,pm} be the set of the participants for the secret sharing scheme. Each
participant p;, 1 <14 < n, gets one element v; € V.

If all participants come together to reconstruct the secret, they combine their shares and get
the set V' = {v1,v9,...,0n}.
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6.2. Secret sharing scheme based on Nielsen reduced sets and the free length (Protocol 7)

Steps for the participants:

1. They have to find a Nielsen reduced set U" = {u},ub,...,ul,} to V. They apply Nielsen
transformations in a Nielsen reducing manner as described in [Ste89], Remark [4.2.17] (or
also in [CgRRO§] and [LS77]) and get from V a Nielsen reduced set U’, see Figure

V ={vi,ve,...,0m}
(Ul,UQ,.. . ,’Um)

regular Nielsen

transformation
! ! /
(ulv Uy, ’ um)
! / ! /
U {u17 Uy, ’ um}

Figure 6.4.: Regular Nielsen transformation from V to a Nielsen reduced set U’

2. With the knowledge of U’ the secret is the sum

R |

S =
Z lul|x’
=1 ?

because for each i we have |u}|x = |u;|x for some j (see the proof of Corollary 3.1 in
[MKSG66]). From U’" we get U by permutations and length preserving Nielsen transforma-
tions.

Remark 6.2.1. If a (n,t)-secret sharing scheme is desired the dealer chooses m = (tfl) and
uses the method described in Section for distribution of V' and gives one of the obtained
share-sets, that is, R; C V, to participant p;, 1 <14 < n. If ¢ or more participants combine their
shares, they get the set V. With this set they are able to reconstruct the secret as explained
above in the steps for the participants. Less than t participants cannot get the whole set V' due
to the method how the share-sets R; C V' are generated.

This cryptographic protocol as a (n, t)-secret sharing scheme is summarized in Table (page(148]).
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Chapter 6. Secret sharing schemes using Nielsen transformations

Table 6.5.: Summary of Protocol 7: Secret sharing scheme using Nielsen transformations to-
gether with Nielsen reduced sets and free lengths of certain words

(n, t)-secret sharing scheme
Dealer ‘ Participants p1,p2,...,pn

Calculate m = (tfl).

Choose abstract free generating set

X ={z1,22,...,24}, ¢ € N\ {1}, and a Nielsen
reduced set U = {uy,uz,...,un} C F, u; words
in X.

Apply regular Nielsen transformation (NT) on

U:

(u17u27' . '7um)
I NT

(1)1,7)2,. . .,Um)

V= {v1,v9,...,0m}.

Construct sets R; C V with share distribution
method of Section

it is |R;| = (?:11) for j =1,2,...n.

Distribute shares to the participants.

Ry

b1
Ro

b2
R,

DPn

t participants combine their shares and
thus get the set V.

Apply regular Nielsen transformation
(NT) on V to get a Nielsen reduced set:

(v1,v2,...,0m)
| NT
(uf, uh, .. ul,)

The secret is

=1

gl x

Security 6.2.2. By combining less than m shares the participants get a subset V of V, it is
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6.2. Secret sharing scheme based on Nielsen reduced sets and the free length (Protocol 7)

‘f/ < m — 1. If they apply a regular Nielsen transformation on the set V in a Nielsen reducing
manner they do not get a subset U of U, in general. Hence, they get no useful information
to reconstruct the secret. They know that for each element u; € U there exists an element
u; € U, such that |u;|y < |;|y. Hence, they only know, that S > , because 1 < 11/

ifo<y<uz.

u€U|u|

If the secret is just the sum > ", |u;|x, then the participants know that the secret is less than
the sum over the free length of the elements in V, that is, S < Y ", |v;|x, because it is known
that a Nielsen reduced set V has the shortest total X-length of all Nielsen equivalent sets to
this set V', see Proposition 4 It is likely that the secret is less than

m
K=Y |vilx

i#j

for a j € {1,2,...,m}. Hence, less than m participants could get a correct bound K for the

secret, which is a natural number. Therefore, they know that the secret S is an element in

{mm+1,m+2,... K}

Instead, as mention in Security if the secret is S = >, —— and m — 1 participants
i=1 Ju;|x

calculate the sum

1#7

they can only assume S > S’, because there is a bijection between V and U such that v; — u;
and |v;|x > |uj| for each i and the corresponding j and in addition it is < - 1f 0<y<uz.

‘U1|X

Running time:

In [Ste89] an algorithm, using elementary Nielsen transformations, is presented which, given a
finite set S of m words of a free group, returns a set S’ of Nielsen reduced words, such that
(8) = (S"); the algorithm runs in O(¢?>m?), where £ is the maximum free length of a word in S.
In this cryptographic protocol, the dealer fixes the number m, hence the running time depends
only on the maximum free length ¢ of the words in the Nielsen equivalent set V' to the set U.
Thus, the participants have a running time of O(¢?) to get the set U’. The secret is then the
above sum, which is computable in linear time.

We now present an example for this secret sharing scheme.

Example 6.2.3. This example is executed with the help of the computer program GAPE and
the FGAE| package. We give a (3, 3)-secret sharing example. Let p1, p2 and p3 be the participants.
Let F' be a finitely generated free group with the free generating set X = {a,b,c}. The Nielsen
reduced set U can be constructed with the help of Lemma and because of Theorem
it is a basis for a free group. The dealer chooses U = {b%a, cab,ac™'b~1a?}, with u; = b?a,
up = cab and u3 = ac~'b~a3. Thus, the secret is

1 1 15}
g — —— -2
ZWX +3+6 6

!Groups, Algorithms and Programming [GAPT5]
2Free Group Algorithms. A GAP4 package by Christian Sievers, TU Braunschweig.
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Chapter 6. Secret sharing schemes using Nielsen transformations

The regular Nielsen transformation for the dealer is given by the elementary Nielsen transfor-
mations

(Nl)g (N2)1_3 (N2)3.2 (N2)2.3 (Nl)g (N2)1_2 (Nl)g <N2)3‘2 (Nl)l (Nl)g.l (Nl)l,

which are applied from the left to the right:

1

(u1, ug, us) (N1 (ur,uy ", uz) (N2)y.s (wruz, uy *, uz) (N2g.2 (urus, uy " uguy ")
(V223 (urus, uy " uguy " uguy ) (T (urus, uzuz ' up, uguy ')
UL (wyugugug uz, usug g, ugug ) T (uruguzug Mg, ug tugugt usuy )
(N2)g:2 (uruzugug “ug, uy Tuzuy T uzug Juzuy )
(VL) (ug M uguy Mug tuy ! uy tuguy ! uguy Pugug )
(N1)s3.1

-1, -1, -1 -1 -1 —1 -2 -2 1 —1 -1
(N1)1 1 -1 -1 —2 2 1 _1 —1
— (wrusugug U2, Uy U3UL -, USUS TUSUS “UIUS U U )
This regular Nielsen transformation generates the automorphism f(see Proposition [4.2.4)) with

f:{U) = (U)

Ul — v = u1U3u2u3_1u2

U9 H> Vo 1= u2_1U3u2_1

U3 — V3 1= U3UQZU3UQQU3u;1u§1ufl.
Therefore, a Nielsen equivalent set of U is V' = {v1, ve,v3} with

v = b2a’c b tadeaba3bea " cab,
vo =bta e tac v tadh e

v3 = (ac b a3 (b e e )2 2ac e e e ta T 3bea 202,

Each participant p; gets one share v;, 1 < i < 3.

If all three shares are combined, the participants regenerate the set V' and if they now calculate
a Nielsen reduced set of this set V they get a set U’ := {u}, uf, u5} which includes two elements
of free length 3 and one element of free length 6. Let |u}| = |ub| = 3 and |ufj| = 6, if this is not
the situation, renumber the elements in U’. They reconstructed the correct secret

3

1 1 1 1 5

S = =-+-+-=-.
;l%lx 3 6 6

w

The package FGA for the computer program GAP provides the operation
> FreeGenerators0fGroup(G)
which returns a list of free Nielsen reduced generators, which defines a Nielsen reduced set of

the finitely generated subgroup G of a free group. See Appendix for the computer code of
this example.

Remark 6.2.4. We now compare this scheme as (n,t)-secret sharing protocol to Shamir’s
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6.2. Secret sharing scheme based on Nielsen reduced sets and the free length (Protocol 7)

properties as given in Section To get a (n,t)-secret sharing variation we use the share
distribution method given in Section by D. Panagopoulos. Therefore, this scheme fulfills
the same properties of Shamir as D. Panagopoulos’ scheme does. That means (3) and (4) are
fulfilled and (1) and (2) are not fulfilled. Furthermore, the additional property (5) does not
hold. In more details:

(1) The size of each share exceed the size of the secret, because the secret is a rational num-
ber and the shares R; are subsets of V', whereby each set R; holds (7;:11) elements (see

Section [5.1.1)).

(2) The dealer creates the shares according to instructions (see for instance the summary in
Section [5.1.1)). Hence, he cannot add or delete shares, because the way he creates them
depends on the number m = (tfl) and the number n of participants.

(3) He can change the shares if he changes the set U. Firstly, he chooses a new abstract free
generating set X" = {x1,xa,..., 2y}, with ¢/ € N\ {1} not necessary ¢’ = ¢. Secondly,
he selects a Nielsen reduced set U"e“’ = {u, uy®, .. upe}, with «'®” word in X",
1 <7 < m. He has to take care that the new set U"" gives the same secret as the set U,
that means

Z

with u; € U and v} € U™,

Z ’unew ’Xnew

’uz’X

(4) Every (n,t)-secret sharing scheme can be converted into a hierarchical secret sharing pro-

tocol (see Section Remark |5.3.10)).

(5) A secret cannot be changed easily without changing the shares, because it is a sum over
the free length of the elements in the set U and hence depends on this set.
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Chapter 7

Private key cryptosystem with Aut(F)
(Protocol 8)

In this chapter we introduce Protocol 8 as well as three modifications of this cryptographic
protocol. Protocol 8 is a private key cryptosystem, which is based on combinatorial group
theory. It uses a finitely generated free group F', a subgroup Fy of F' with finite rank, a Nielsen
reduced set and automorphisms of F. It is published in [MR16].

In this cryptographic protocol the ciphertext is a sequence of reduced words in X where the
end of each ciphertext unit is marked and X is a free generating set for a free group F' of finite
rank. A modification is given, in which the ciphertext is now only one reduced word in X
instead of a sequence of words, in this case it is possible that additional information is needed
for decryption, thus these is sent with the ciphertext if required. In the second modification
a faithful representation from F' into the special linear group SL(2,Q) is used, such that the
ciphertext is a sequence of matrices in SL(2,Q). The third modification utilizes the negative
solution of Hilbert’s Tenth Problem. Instead of a presentation of the ciphertext as a sequence
of matrices in SL(2,Q) the ciphertext is represented as a sequence of matrices in GL(2, R), with
R := Z[y1,y2,.-.,yn], the integral polynomial ring in n > 2 variables.

For the encryption of the plaintext different automorphisms are used. Each plaintext unit is
encrypted with another automorphism, as in a One-Time-Pad (see for instance [MvOV97]). The
automorphisms are out of a common set Fa,; C Aut(F) (with F a free group of finite rank).
For decryption Bob needs to know which automorphisms of F4,: were used for the encryption
procedure by Alice. For this choice of elements from F4,; regulations are needed. Therefore,
Alice and Bob make use of a linear congruence generator with maximal periodic length. Such a
generator is also needed for Protocol 9 and Protocol 10.

Thus, we start this chapter with a short introduction of a linear congruence generator. The
description of Protocol 8 and the modifications are explained next. We give for each crypto-
graphic protocol in this chapter a security analysis and beside this we consider chosen plaintext
attacks and chosen ciphertext attacks.

For n € N let Z,, := Z/nz be the ring of integers modulo n. The corresponding residue class in
Zy, for an integer § is denoted by /5 (see also [BEKR15]).

Definition 7.0.1. [BFKR15] B
Let n € N and 5,7 € Z,. A bijective mapping h : Z,, — Z, given by x — Ox + 7 is called a
linear congruence generator.
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Chapter 7. Private key cryptosystem with Aut(F') (Protocol 8)

Theorem 7.0.2. [BEKR15] (Maximal period length for n = 2™, m € N) B
Letn € N, withn =2",m > 1 and let 8, € Z, such that h : Zp, — Zy, with x — BX+7, is a

linear congruence generator. Further let o € {0,1,...,n — 1} be given and x1 = @, x2 = h(x1),
X3 = h(Xg), e
Then the sequence x1,X3,Xs,... 1§ periodic with mazximal periodic length n = 2™ if and only if

the following holds:
1. 3 is odd, consequently 8 # 0.
2. If m > 2 then S =1 (mod 4).
3. v is odd, consequently ¥ # 0.

Now, we introduce Protocol 8. Before Alice and Bob are able to communicate with each other,
they have to make some arrangements.

We speak about public parameters also in private key cryptosystems, because these are pa-
rameters which each person, also an eavesdropper, Eve, gets, if she looks at the sent ciphertext.
Public parameters are also elements, which Alice and Bob communicate with each other publicly.
It is also not a secret which plaintext alphabet is used for the communication.

Public Parameters

They first agree on the following public parameters.
1. A free group F' with free generating set X = {x1,x2,...,24} with ¢ > 2.
2. A plaintext alphabet A = {a1,aq9,...,an} with N > 2.

3. A subset Faut := {fo, f1,---, forzs_1} C Aut(F) of automorphisms of F. Itis f; : FF — F
and the f;, i = 0,1,...,2'2® — 1, pairwise different, are generated with the help of 0-1-
sequences (of different length) and random numbers as described in Section The set
Faut is part of the key space.

4. They agree on a linear congruence generator h : Zgi2zs — Zgi2s with a maximal period

length (see Definition and Theorem [7.0.2]).

Remark 7.0.3. If the set Fa,: and the linear congruence generator h are public Alice and Bob
are able to change the automorphisms and the linear congruence generator publicly without a
private meeting. The set F 4.+ should be large enough to make a brute force search inefficient.

Variation 7.0.4. A variation could be, that Alice and Bob choose the number of elements in the
starting set F 4, less than 2128, say for example 219, This starting automorphism set F4,; should
be chosen privately by Alice and Bob as their set of seeds and should not be made public. Then
Alice and Bob can extend publicly the starting set Fa,; to the set Fay, of automorphisms,
such that Fa,;, contains, say for example, 232 automorphisms. The number of all elements
in Faqy, should make a brute force attack inefficient. The linear congruence generator stays
analogous, just the domain and codomain must be adapted to, say for example, Zgs2. Because
of Theorem Alice and Bob always get a linear congruence generator with maximal periodic
length.
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Private Parameters

Now, they agree on their private parameters.

1. Alice and Bob choose a free subgroup Fy = (U | ) of F' with rank N and the free
generating set U = {uy,ug,...,un}, with U a minimal Nielsen reduced set (with respect
to a lexicographical order, see for instance Example and the elements u; € U are
freely reduced words in X. Such systems U are easily to construct using Theorem [4.2.13
and Lemma (see also [CgRRO8] and [LS77]). It is Unyeq the set of all minimal
Nielsen reduced sets with NV elements in F', which is part of the key space.

2. They use a one-to-one correspondence between the Nielsen reduced set U and the plaintext
alphabet A, it is

A—=U
aj = Uj fOI‘jZl,...,N.

3. Alice and Bob agree on an automorphism fz € F ¢, hence « is the common secret starting
point a € {0,1,...,212 — 1}, with x; = @ € Zguss, for the linear congruence generator.
With this « they are able to generate the sequence fy,, fx,,- .., fx. (With z the number
of the plaintext units, which are letters from A) of automorphisms of the set Fa,:, which
they need for encryption and decryption, respectively.

The key space: The set Uy eq of all minimal (with respect to a lexicographical order) Nielsen
reduced subsets of F' with N elements. The set Faus of 212® randomly chosen automorphisms

of F.

Variation 7.0.5. Alice and Bob could use the set F4,; more than once, but not exactly in the
same way as before:

(i) They could change privately the seed x; for the linear congruence generator. The way how
they run through the set Fa,: stays the same, just the starting point is different.

(ii) They could change publicly the bijective mapping h (the seed x; stays the same). Just
the starting point stays the same, how they run through the set F 4, is different.

(iii) They could change the bijective mapping h publicly and the seed x; privately. Neither the
way how they run through the set F 4, stays the same nor the starting point.

Private Key Cryptosystem

Now, we explain the private key cryptosystem in detail and look carefully at the steps for Alice
and Bob.

Public knowledge: F = (X | ), X = {z1,22,...,24} with ¢ > 2; plaintext alphabet
A ={ay,ag,...,an} with N > 2; a set Fauy C Aut(F); a linear congruence generator h.

Encryption and Decryption Procedure:

1. Alice and Bob agree privately on the private parameters: a set U € Unyeq with |U| = N
and an automorphism fg € F,:. They also know the one-to-one correspondence between
U and A.
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Chapter 7. Private key cryptosystem with Aut(F') (Protocol 8)

2.

2.1.

2.2.

3.1.a.

3.1.b.

3.2.

156

Alice wants to transmit the message
S=s189-8,, z2>1,
with s; € A to Bob.

She generates with the linear congruence generator h and the knowledge of fz the z
automorphisms fx,, fx,,- - -, fx., which she needs for encryption. It is x; = @, x2 = h(x1),
coy Xy = h(x,-1).

The encryption is as follows
if s; =a; then s; ¢ = fx,(w), 1<i<z 1<t<N.

Recall that the one-to-one correspondence A — U with a; — u;, for j = 1,2,..., N, holds.
The ciphertext

C= fX1 (Sl)fxz (52) T fo (Sz) with s;=u; < s; = a4

=cicg-Cy

is sent to Bob. We call ¢; the ciphertext units, which are words in X. We do not perform
cancellations between ¢; and ¢;11 and the end of each ¢; is marked, 1 < i < z — 1, for
example with the symbol “?”.

. Bob gets the ciphertext

C=cleal--lcs.

He knows where each ciphertext unit ¢; begins and ends. Hence, he gets the information
that he has to use z automorphisms of the set F4,: for decryption. He has now two
possibilities for decryption.

With the knowledge of fz, the linear congruence generator h and the number z, he com-
putes for each automorphism fy,, 1 = 1,2,..., z, the inverse automorphism f. L

With the knowledge of fa, the set U = {uy,us,...,un}, the linear congruence generator
h and the number z, he computes for each automorphism fy,, i =1,2,..., 2, the set

foi = {sz (ul)a fxi(u2)7 sy sz(uN)}

Hence, with the one-to-one correspondence between U and A, he gets a one-to-one corre-
spondence between the letters in the alphabet A and the words of the ciphertext depending
on the automorphisms fy,. This is shown in Table (page . Bob does a search in
the table for decryption.

With the knowledge of the Table (page ) or the inverse automorphisms fx_il, re-
spectively, the decryption is as follows

if ¢; = fx,(us) then ¢; — s;:= f;l,l(ci) =q, 1<i<z 1<t<N.
He generates the plaintext message

S = ol (e f5 (ca) -+ £ (e2)

= 5182 - 8, with s; = a; & s;=u;,

from Alice.



Table 7.1.: Table for decryption: Plaintext alphabet A = {a1,a2,..

phertext alphabet U Fri depending on the automorphisms fy,

Ut,, Ut,, Uy,.
ai fx1 (ul) fX2 (ul) sz (ul)
a2 fx1 (UQ) fX2 (UQ) sz (uQ)
an fx1 (UN) fX2 (UN) sz (UN)

.,an} corresponding to ci-

Remark 7.0.6. The cryptosystem is a polyalphabetic system, that means, a word u; € U, and
hence a letter a; € A, is encrypted differently at different positions in the plaintext, because
different automorphisms are used during the encryption procedure for each ciphertext unit.
Thus, for the ciphertext, a statistical frequency attack (see for instance [BFKRI15]) over the
frequency of words, which corresponds to letters in the plaintext alphabet, or groups of words,

is useless.

We summarize Protocol 8 in Table (page [158)).
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Chapter 7. Private key cryptosystem with Aut(F') (Protocol 8)

Table 7.2.: Summary of Protocol 8: Private key cryptosystem with Aut(F)

Public Knowledge
F=(X]| ), X={x1,22,...,24}, ¢ > 2; plaintext alphabet A = {a1,as,...,an}, N >2;
set Faur C Aut(F'); linear congruence generator h of maximal periodic length.
Alice \ Bob
Private keys
Nielsen reduced set U C F, |U| = N; seed fz € Faut,

one-to-one correspondence A — U, a; — u;.

Encryption
Choose message
S =s5189--8,, 2z2>1,
with s; € A.
Calculate
X1 = @,x2 = h(x1),...,X; = h(x,-1), obtain
prszv e 7fxz'

Encryption procedure:

if s; = a; then s; — ¢; = fy,(ur), 1 < i < 2,
1<t<N.

Ciphertext:

C = fx (1) fxa(82) - fr.(82) = crc2- - ez

C=c1lcal--lc,

Decryption

Compute z automorphisms:

X1 = a,x3 = h(x1),...,X; = h(x,—1), ob-
tain fx,, fxgs -y fxo-

Two possibilities:

1. For each fy,, 1 =1,2,..., 2z, compute the
inverse automorphism f 1

2. For each fy,,7=1,2,...,2, compute
foi = {in(u1)7 in(u2)7 R sz(uN)}

and get a table like Table (page .
(Decryption: Search in this table.)

With knowledge of Table (page
or inverse automorphisms ijl, respectively,
the decryption is as follows:

if ¢; = fx,(u¢) then ¢; — s; := f;il(ci) = ag,
1<i<z 1<t<N.

Plaintext message

S = fol(e)fg (e2) - il (e2)

= 8189 ---S,, with s; € A.

Bob has two possibilities to decrypt the ciphertext. Firstly, he calculates the inverse automor-
phisms of the z automorphisms fy,, which Alice used for encryption. An example is attached
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in Appendix Secondly, he uses a table (see Table (page [157)) for decryption, which
stored the ciphertext alphabet U Frpo which is generated with the automorphisms Alice used for
encryption. The following example performs this last method for decryption.

Example 7.0.7. This example was executed with the help of the computer program GAP and
the FGA package, see Appendix

First Alice and Bob agree on the public parameters:

1. Let F be the finitely generated free group on the free generating set X = {a,b,c,d}.

2. Let A:={a1,az,...,a12} = {A,E,1,0,U, T,M,L,K,Y,B,S} be the plaintext alphabet.

3. A set Faqyt is determined. In this example we give the automorphisms, which Alice and
Bob use for encryption and decryption, respectively, just at the moment when they are
needed.

4. The linear congruence generator with maximal periodic length is

h : Zoi2s — Zo12s
X — bx + 3.
The private parameters for this example are:

1. The free subgroup Fy; of F' with the free generating set
U :{ul,uQ, ey ulg}
={ba?, cd,d*c 2, a7 b, ab™ 1, b3a72,bc3, be bab L, ¢?ba, Adabt, o d3 et a?db?d ).

The set U is a Nielsen reduced set and the group Fy; has rank 12. Alice and Bob agree
on the starting automorphism fgs, hence it is x; = @ = 93. It is known, that a; — wu;,
1=1,2,...,12, for u; € U and a; € A, therefore

A=uy = ba?, E=uy = cd, |=ug = d?*c¢ 2, O=uy =a b,
UZus = a*b™t,  T=ug =b3a 2, MZu; = be?, L=ug = be tbab ™!,
KZug = c?ba, YZuyg = 2dab™t, BZuy = a 'd?c!, S=upg = a2db®dt.

We look at the encryption and decryption procedure for Alice and Bob.

2. With the above agreements Alice is able to encrypt her message
S = ILIKEBOB.

Her message is of length 8. She generates the ciphertext as follows:

2.1. She first determines, with the help of the linear congruence generator h, the automorphisms
fx;» 1 =1,2,...,8, which she needs for encryption. It is

X1 =a= 93 X9 = h(Xl) = m, X3 = h(XQ) = 2343,
— h(x3) = TITI8, x5 = h(xa) = 58593, x6 = h(x5) = 202968,
— h(xg) = 1464843,  xs = h(x7) = T324218.

The automorphisms are describable with the help of regular Nielsen transformations, it is
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Chapter 7. Private key cryptosystem with Aut(F') (Protocol 8)

Jx= (N1)3(N2)1.4(N2)4.3(N2)2.3(N1)3(N2)1.4(N2)3.1,

fxqg : F—F

a— ad’c™, b be™, e cad?ct, ds de”

)

fro= (N2)1.4(N1)2(N2)2.4(N2)3.1(N1)2(N1)1(N2)1.3[(N2)43]*(N1)3,

fxg : F = F

a—dtalead, b~ d7th, c—d a7 let, d— d(cad)?;

fxs= (N1)2(N2)42(N1)2(N2)2.4(N1)2(N2)s2(N1)3(N2)2.1(N2)3.2
[(N2)1.4]*(N1)2(N2)42,

fxs 1 F = F

a—ab®, b ald Y, e e da, d batd T

Fa (V251 PN [(N2)1 P (N2)2.4(N2)12(N2)1s,

fxs : F = F

a— aca®, b b 1ald, ¢ — ca®, d — db td’d;

fxs= (N2)12(N1)3(N1)1[(N2)43]*(N2)1.2(N1)2(N1)3(N2)2.4(N2)3.1,

fxs 1 F = F
ar— b ta7, b= b lde 2, e b raTh, d— de7 2

fxe= (N1)1(N2)2.3(N2)3.1(N1)2(N2)1.2(N2)4.2,

fxg 1 F = F

a—a e b b e cat, des de o

fr= [(N2)21]3(N1)3[(N2)4.3]* (N1)1(N2)1.2(N1)2(N2)2.4(N2)3.1,

fxo t F = F

ar—atba®, b abde 3, e e a7 e, d i de”3;

)

fro= (N2)1a(N1)2(ND)3(N2)21[(N2)3a 2V 1)a (N 1)1 (N1)3(N2)s2

fxg 1 F = F

a—dta ™t b b lad, e d 72, d— d b lad.

Note, that the regular Nielsen transformations are applied from the left to the right.
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2.2 The ciphertext is now

C = (1) fra (L) fs (1) frea (K) S5 (E) f6 (B) f (O) fx5 (B)
=f (A2¢7) fra (be ™ bab™") iy (d%¢72) fy (€0a) fxs (cd) fg (@™ dPe™T)

Frr(a710) f (™ dPc )

=dc'd'a'd2a" ety dtbeabd ra " cadb T d
(ba rd 12 (a7 td7te)? 2 (ca®)?b L aldaca® 1 ebra Tt bde ™

bea(de 01 )2ac™ va (@%b 2de 3 (abY)3ade d?

—C(C1C2C3C4C5CaCTCSY.

The symbol 07 marks the end of each ciphertext unit ¢;, 1 <7<z —1.

3. Bob gets the ciphertext

C =de'd o 'd2a ey d bcabd ta "t eadb d
(ba"td M2 (a"td 1) 2 (ca®)?b LaPdaca® L b~ La T hde

bea(de b )3ac™ 1a7 a2 2de 3 (ab ) ade d?

from Alice. Now, he knows, that he needs eight automorphisms for decryption.

3.1. Bob knows the set U, the linear congruence generator h and the starting seed auto-
morphism fg3. For decryption he uses tables (analogous to Table (page [157))).

Now, he is able to compute for each automorphism fy, the set U for 0 =1,2,...,8,
and to generate the tables Table (page , Table (page , Table

(page |162) and Table [7.6| (page [163]).

Table 7.3.: Correspondence: plaintext alphabet to ciphertext alphabet I

Uy, Uty
A b(c~tad?)?c1! d=lbd=la"1c%ad
E cad(dc™1)? d~la=lcY(dca)?d

| de=ld=la=1d=2q 1!

0) ed=2a" bt

u (ad?c™1)3ad?b=1

T (bc™1)2bd=2a " ed=2a"1
M b(ad?)3c¢—1

L bd—2a"tclbe lad?b !
K c(ad?)?c b tad?c™1
Y c(ad?)?c™tdctad?b~1
B || cd2a=Y(dc™1)2d " ta=1c 1

S (ad?c=1)2d(c1b)2d~ 1

((dca)?d)?cadcad
d~ta"lctab
dla=lctadb=1d
(d=')3d~ta"tc2ad
d=1b(d"1a"tc1)3
d~lbcabd='a"lcadb—1d
(dta=tc1)2d~tbd~ta"tcad
(d~ta=tc1N)2dcadc?adb—1d

d~ta=lc 1 (ad?cadc)?adcad

d~la=1cad(dca)?bd= 1 b(d~ta"tc™1)2d 1
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Chapter 7. Private key cryptosystem with Aut(F') (Protocol 8)

Table 7.4.: Correspondence: plaintext alphabet to ciphertext alphabet 11

Uf,, Ufey
A a~td=1(ab®)? b~ ladd(aca?)?
E c"'daba='d~! ca’db='ad
| (ba=td=1)2(a"td1c)? (db~ta3d)2a"2¢cta"2c 7t
0) b=3a=241 a"2c a1 1a%d
u (ab®)*da (aca®)*d=1a=3b
T (a=1d=1)3(b—3a1)2 (b~'a3d)a2cla"3c a1
M a=td"1(c 1da)?3 b~ ta3d(ca?)3
L (a=td Y)2ca=ld tab®da | b~ 'aBda"2c b laddaca?d~1a"3b
K c tdac™lab® (ca?)?b~'a3daca®
Y (c7'da)?ba=1d"'ab3da (ca?)?db—'adaca?d='a=3b
B || b3a " (ba"td 1)3a"1d 1c a"2c la=Y(db~tatd)3a"2c71
S (ab®)2b(a=1d1)2p~1 aca®c(a?db—'a)?a?

Table 7.5.: Correspondence: plaintext alphabet to ciphertext alphabet II1

Ufy, Ufrg
A b~ ldc=2b"1a"%b (c71o~la=1)2c1p~ 1
E cbla"lbde—2 ca " tde1p~ 1
| dc=2dc™ 1 (c7 b~ tab)?c ! (de=1b~H2ac tac™?!
O b~ ladc™? becac™1p~1
u b~ ta=%bc2d1b (ate 1™ 1)3a7 !
T (b~1dc=2)3b"1a?b (c71b~1)2abca
M b~ lde 1 (b= ta"Tbc)2b~1a"1b c W (ca™1)3
L || b=tdc2b~tabc b~ dc=2b"ta=1bc?d—1b c b tac2p a7 !
K cb=la=tbcb~la"tdc=2b"1a"1b ca”te(a e h71)2
Y (cb=la=1b)2dc=2b"Ta"1bc2d1b (ca=1)2dc b~ 1!
B b~ lab(dc=2)3b~ Labc! bea(de=1b~1)3ac™!
S b la=2b(dc=2b71)2 (a=tcm 1) 2d(c=1p~1)2d 1
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Table 7.6.: Correspondence: plaintext alphabet to ciphertext alphabet IV

Utsr Utxg
A a=3b"tdc3a"1(ba?)3a b= ld=1q~1
E c la"tbaldc™? d=2cd= b~ 'ad
I dc=3dc=3(a=3bLac)? d=Y(b"1a)?(dc1d)2d
) a " Ya"2b"1)2dc3 adb—'ad
u a1 (ba?)*actd=1ba? (d=ta=1)%
T (a=3b~tdc=23)3a" 1 (a=2b"1)%a (b~ lad)?adad
M a3b"lde 3 (cta"1ba®)? b ta(d ted™1)2d e

L a"3b"tde3a"3b taca=3b" lde3a" batcBd—ba® | b~ ladc td?b—1d~ta"1b

K cla"tbadctatde 3a"Tba? (d=2¢)%p1

Y (c7ta"'ba?®)2dc=3a"Tba®cBd~ T ba? (d=2¢)2d~ "~ 1d~la"'b
B a3b"la(dc™3)3a"3b"tac (ab=1)3adc1d?

S a"t(ba?)2a(dc3a=3b71)2 (d=ta=1)2d" 1 (b~ Lad)?d

3.2. With these tables he is able to generate the plaintext from Alice, it is

S :fxi1 (dCild*lcfld*Qa*lc*l) fX;l (dilbcabdflaflcadbfld)
fx_31((ba_ld_l)2(G_1d_16)2)f,;1 ((ca2)2b_1a3daca2)
fx_sl (cb_la_lbdc_Q) fX_61 (bca(dc_lb_l)?’ac_l)
fx_71 (a—l(a—Qb—l)QdC—?)) fX—81 ((ab_1)3adc_1d2)
=ILIKEBOB.

Security 7.0.8. An eavesdropper, Eve, intercepts the ciphertext
C=cieg- -y,

with ¢; = fx, (u;) for some 1 < j < N. This is a ciphertext only attack also called known
ciphertext attack (see Section [L.1]or for instance [BEKR15], [MvOV97] or [BNSI0]). If Alice and
Bob choose non characteristic subgroups, then it is likely that ¢; ¢ Fiy forsome 1 < j < z. In
general, the sets U fx, are not Nielsen equivalent sets to U under the automorphisms fy,. Hence,
the ciphertext units give no hint for the subgroup Fy. Eve knows L = > ;_, |ck|, the length
of C, because Alice does not perform cancellations between ¢; and ¢;y1, for 1 < i < z — 1.
To break the system Eve needs to know the set U. For this it is likely that she assumes that
the ball B(F, L) in the Cayley graph for F' contains a basis for Fyy. With this assumption she
searches for primitive elements y for Fyy in the ball B(F, L), |y| < L, y € F. In fact she needs to
find N primitive elements for Fy; in B(F, L) (these would be primitive elements for Fy; in a ball
B(Fy, L) for some Nielsen reduced basis for Fy7). From Proposition and Theorem
it is known that the number of primitive elements grows exponentially with the free length
of the elements. Eve chooses sets V; := {vj,vi,,..., v} with K > N and elements v;; in
B(F, L) and with Nielsen transformations she constructs the corresponding Nielsen reduced sets
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V! (which are minimal concerning a lexicographical order). If |V/| = N then V/ is a candidate
for U.

The running time is within O(A?K?), with X := max{|v;,|x |v;, € V; for £ =1,2,..., K} < L,
to get a Nielsen reduced set V; from V; with the algorithm in [Ste89] (see Remark |4.2.17)).

How can Eve verify that her generated set V/ =: U’ (with U’ = {u),u),...,u/y}), which is a
candidate for U, is the used set U by Alice and Bob?
Therefor she calculates

1 <i < |Faut|, and proves for each i if there is a j € {1,2,..., N}, such that ¢, = fz(u;)7 if she
finds such an 7 and j Eve assumes that she found an automorphism in F4,;, which Alice used
in her encryption, Eve is now able to prove if ¢, 1 = fy()(uy,) for a k' € {1,2,..., N}, (h is the
public linear congruence generator) therefore she calculates

U}h(i) = {fh(i) (u/1)7 fh(i) (Ul2)7 ceey fh(,;) (u;v)}

If £ > 1 Eve is also able to prove if ¢p_1 = fj—1(;)(u),) for a k' € {1,2,..., N}. The mapping h is
a public linear congruence generator of maximal periodic length, hence bijective and therefore
the inverse mapping of h exists. She calculates

U}h,lm = {fn-10) (1), Fr10y(ua), - - o, fa-10y (un) }-

In general if for all ¢, 1 < k < 2, follows that ¢, = fhi()(u),) for some &' € {1,2,..., N},
with hi(i) = h(h(---h(h(i))---)) if 7 > 0 and h/(i) = K" Y (R~ (- RN (R (4))---)) if j < O,
N———
j times h |7] times h—1

respectively, then it is very likely that U = U’ and Eve is able to read the message because
she knows (can calculate with the linear congruence generator) the automorphisms which were
used for encryption and she knows (or is able to calculate with the help of a frequency attack)
a; — u;, 1 <i¢ < N, and the plaintext alphabet A is public. This is a brute force search through
the public set Fayz.

Another idea for Eve is to calculate the inverse automorphisms of the known set F 4.+ and apply
these inverse automorphisms fj_l, §=0,1,...,2128 1 to the ciphertext units ¢;, i = 1, ..., 2. If

., 2128 _1 then at least one of these elements

she fixes ¢; and calculates f;l(ck) forall j =0,1,..
is a correct element in U, namely f_'(cy), but she does not know which j € {0,1,...,2'* —1}

is xx. To a given ciphertext
C=cica-- ¢,
with ¢; = fx, (u;) for some 1 < j < N, she could calculate the possible plaintext

S = £ en) Fpy (€2 fraqey(e3) - fritagp (c2),
with ¢ € {0,1,...,2'28} and the public linear congruence generator h. Thus, Eve gets 21?8
possible plaintexts written as elements in F. If the eavesdropper gets more than N different
words in the plaintext S}"”ers she knows, that this is not a correct candidate for the plaintext.
The plaintext consist of maximum N different letters, because the plaintext alphabet consist of
N letters. In each situation where the ciphertext is rewritten in maximum N different words in
F Eve could do a statistical frequency attack (see for instance [BFKRI5|) over the frequency
of letters (or groups of letters). Then she is able to generate possible plaintexts, whereby the
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correct plaintext is contained. To prevent this kinds of attack it is possible to keep parts of the
set or the whole set F 4, private, such that Eve does not know from which automorphism she
should calculate the inverse elements.

Remark 7.0.9. Alice assumes that the ball B(F, L) in the Cayley graph for F' contains a basis
for Fy or at least all elements in U which were used for the encryption. She cannot be sure
that this is true because the automorphisms for encryption are automorphisms on £’ and hence
therefore it is likely that ¢; € Fy. It is possible that there exists an element u; € U, which
was used for the encryption, and it is |u;|x > L, with L = Y ;_, |/, thus Eve is not able to
find the element wu; in the ball B(F, L) of the Cayley graph from F. For a small example see

Appendix

Remark 7.0.10. Eve uses L = ) ;_, |cg| for her search in the Cayley graph (see Security [7.0.8)
because it is likely, that the elements of U lay in the ball B(F, L). Another number which she
could use is L; = max{|cx| | 1 < k < z}. This number L; would make the search for primitive
elements in the Cayley graph faster, because

z
max{|eg| | 1<k <z} < L= e
=1

and the number of primitive elements in the ball B(F,L) grows exponentially with the free
length of the elements (see Proposition |4.2.21| and Theorem [4.2.22)). Hence, it is faster to search
in the ball B(F, L) if

max{|u;| |1 <j < N} <max{|eg| |1 <k <z} (7.1)

Eve cannot be sure that inequality (7.1 is true for the ciphertext units and the elements in the
Nielsen reduced set U, because there exists automorphisms, such that the inequality does not
hold (see Appendix [B.1)) and Eve cannot decide if she is in such a situation.

The main security certification depends on the fact, that for a single subset of K > N elements
Eve finds a Nielsen reduced set in the running time O(A\2K?) but she has to test all possible
subsets of K elements for which she needs exponential running time, because the number of
primitive elements grows exponentially with the free length, see Proposition and Theo-
rem She searches in a ball B(F, L), with L = Y7 | |¢;| for these primitive elements.

To verify the set U’ as U or to find the automorphisms for s;, which were used by Alice and
Bob, (and hence decrypt the message) Eve could do a brute force search through the set Fq:.

Remark 7.0.11. If the set Fa,: is private Eve has no hints for the used automorphisms of
Aut(F), which were used by Alice. Even if Eve gets a candidate U’ for U she does not know
which automorphism is used and she also has no set Fa,+ which she could use for a brute force
search. In general, the elements c¢; are no elements of Fy; hence she cannot use the algorithm
(in Theorem , which solves the constructive membership problem to get a hint for the
automorphism.

Alice and Bob made the set F 4,; public, because they are then able to change the automorphisms
without a private meeting, see Remark If they use Variation they have a public part
of the set Fa.+ and a private part, hence they make an attack for Eve more difficult than in the
situation when the set Fa,: is completely public.

Remark 7.0.12. The one-to-one correspondence between A and U is not public. If Eve is able
to decrypt the ciphertext to a version where she can write it as a kind of plaintext with elements
in U, then she can use a statistical frequency attack (see for instance [BEFKR15]) to reconstruct
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the correspondence between A and U and hence read the plaintext. Thus, it is possible that
Alice and Bob let the theoretical one-to-one correspondence between A and U remain public.
Note that they do not publish the explicit set U.

Remark 7.0.13. If Alice and Bob used an arbitrary Nielsen reduced set U and not a minimal
Nielsen reduced set corresponding to a lexicographical order, then Eve gets for V/ much more
sets, see Example She gets also sets V; which are the set U but with permuted order.
In this case she has to test all permuted sets and not only the minimal set (corresponding to a
lexicographical order), thus she gets N!—1 more sets for each V/ to test with the automorphisms.
There are also Nielsen reduced sets, which generate the same group but differ not only in the
permutation order but also in some elements, for example {32,y 12y} and {y?, yry~'} generate

the same free group (see Example [4.2.16)).

The security certification can be improved with the next three modifications, which are explained

in Section Section [7.2] and Section

7.1. Madification with the ciphertext a reduced word for the
cryptosystem with Aut(F)

We present a modification where the ciphertext is only one reduced word in X instead of a
sequence of words, in this case it is possible that additional information is needed for decryption,
thus these is sent with the ciphertext if required.
Let C, with

C=cica--cs,

be the unreduced ciphertext to the plaintext
S = 5189+ 5,,

with s; € A and A the used plaintext alphabet, as described above in Protocol 8, a private key
cryptosystem with Aut(F'). Let F' = (X | ) be the finitely generated free group for Alice and
Bob, with X = {z1,22,...,24}, ¢ > 2, and let U = {uy,ug,...,un} be the used Nielsen reduced
set with u; words in X and N = |A|. Remember, that there is a one-to-one correspondence
between A and U, it is a; — uy, for 1 <4 < N. It is possible that ¢; ends with z; and c¢;4+1
begins with x,;l, with 25, € X*!, thus in C there is a part with mk:vlzl, foral <k <gq. The end
of each ciphertext unit is marked, such that Bob and also the eavesdropper, Eve, know where
each c¢; ends and begins and they also know the whole reduced word c;.

In this modification the reduced word C,.4 of the ciphertext C is sent instead of C, hence there
are no parts with mkzv,;l, for a 1 < k < ¢, which only occur in C if }, is the last letter of ¢; and
a:,;l is the first letter of ¢;41. The beginning and end of each ciphertext unit ¢; is not marked.
Let

) /
Crea = 21Ty - T,

with o} € X*!, 1 <i < I/, be the reduced ciphertext from Alice for Bob.

Now, if Bob wants to decrypt the ciphertext C..q he first calculates

fo1 = {faa (u1), fxi (u2), ., fxy (un)}-
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7.1. Modification with the ciphertext a reduced word for the cryptosystem with Aut(F')

His aim is to find the first ciphertext unit ¢; in C,¢q. There could occur different cases for him.
Depending on the occurred cases Alice may has to give additional information to Bob. This
additional information is of the form

(i,d,w)
with the following impact

1 : 1 states the ciphertext unit ¢; = 2129 ---2p,, T, € X *1 to which the additional information
corresponds;
d : d states the letter Z4 in ¢; after which Bob then knows that the word w appears in ¢;;

w : w is the word which appears in ¢; after x4, such that the identification of ¢; is uniquely for Bob.

Itisie{l,2,...,z},d€{0,1,2,...,p;} and @ a reduced word in X or the empty word.

This information is specified and explained in the following different cases, which could occur
for a ciphertext Cjeq.

(i) It is Creg = cpw with w a word in X. That means, ¢; is an initial segment of C)..q and no
letters of ¢y are canceled. There are two subcases:

a) Assume there are 1 < j,t < N, with j # ¢, such that

frr (15) = fx (ue) ' ws,

with 2/ € X*! and wy a word in X or the empty word, which is 1. The ciphertext
Chreq 1s of the form

Cred =C1W
= fx (ug)wr

=f, (up) 2 wowy,

with wy a word in X. If w = wy then ¢ = fx, (u;); if w = 2’wowy then ¢ = fy, (uy).
Bob does not know if Alice encrypted with c; the plaintext letter a; or a; (remember
the one-to-one correspondence with a; — u;) because it could be, that in Uy, exists
an element fy,(ur) = 2'wows, with w3 an initial segment of wy (or wsy = wy if the
plaintext consists of two plaintext units, that means z = 2.).

If ¢1 = fx,(u,) Alice gives Bob the information

(L ‘fxl(ut)‘ ’ 1)

If e1 = fx,(u;) Alice gives Bob the information

,2') or (1,

(17 |fx1(ut)

le(’LLj) ) 1)

With this information Bob is able to identify ¢; uniquely.

If there occurs a case in which Bob gets this problem with more than two elements
in Uy, the situation is similar. Just the element 2’ is then not a letter but a word in
X, which makes a uniquely identification of the correct element in Uy, ~possible for
Bob, see Appendix [B.2
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b) Assume ¢; = fx, (u;) and it is

fxl (ut) ?é fxl (uj)x,wQ and fxl (uj) ;é fX1 (ut)x,WZa

for all j # ¢t with 1 < j < N. Bob needs no additional information from Alice. He
can uniquely identify c;.

(ii) There are cancellations between ¢; and c¢y. Thus we get two subcases:

a) The ciphertext unit ¢; is completely canceled by ca:
It is ¢ = cflw with w a word in X or the empty word. Therefore, Bob is not able
to find the ciphertext unit ¢; in the initial segment of Cj.q. In this case Alice gives
Bob the additional information
(17 07 a1 )7

with ¢; an initial segment of ¢1, such that ¢; is uniquely identifiable in the set Uy, .
In the worst case it is ¢, = ¢ which only ocures if Uy, has at least two elements
fxi(uj) and fy¢ (us) as in (i) a) as well as ¢; = fx,(w) or if ¢1 = fx,(u;) and

[faa (ug)| = | fa (we)| + 1.
b) The ciphertext unit ¢; is not completely canceled by cs:

Let ¢; = wiz'we and co = w;lx’*lwg, with wi,wa, w3 words in X, 2/ € X*! and no
cancellations between w; and ws; (w1 # 1). Alice has to give additional information
if the ciphertext unit ¢; is not uniquely identifiable for Bob in the set Uy, with the
knowledge of the initial segment w; of ¢;. This is the case if the set Uy, has at least
two elements fy, (ur) and fy, (ug) with fx, (ug) = wiw and fy, (up) = wiw’, with w
and w’ words in X. Then Alice gives as additional information

(1, w1, 2'@9),

with wy an initial segment of wy which is long enough to identify ¢; uniquely in Uy, .
Or Alice gives the information

(L, |ea], 1)
if ¢y is the only element in Uy, of free length |c;|. For an example see Example
in Appendix
After this Bob works with CS:ZZ = cflC'Ted and Uy, to identify co; the above decrypted cases (i)

and (ii) occur analogously. After this he works with C(®) = cy 10752 and Uy, and so on until
he found all ciphertext units ¢; and hence decrypted the ciphertext Cyeq. The cases (i) and (ii)

appear analogously for ngl, CS();{’ cee Cﬁigl). It is Cﬁzzl = 0;1107{;;1) = ¢, which can be found
in Uy, uniquely.

Remark 7.1.1. The number d in the additional information (i,d,w), with @ # 1, tells Bob
that the first d letters of ¢; are the first d letters of C’ﬁ;)d.

Remark 7.1.2. If Alice gives the information (i,|c;|,1) Bob knows that the element ¢; is an

initial segment of Cﬁz)d, if there are more elements in Us,, of free length |¢;|. Or if ¢; is the only

element in Uy, of free length |¢;| then Bob can uniquely identify ¢; also if a terminal segment

of ¢; is canceled by an initial segment of ¢;;1 in C’ﬁ?d and hence in Cj.q4.

Remark 7.1.3. Additional information from Alice for Bob is only required

e if a ciphertext unit ¢; is completely canceled by the ciphertext unit ¢;41;
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o if ¢; = fx,(ug) and there is at least another element fy,(u¢) in the set Uy with either
¢i = fx;(ug)wr or ciwa = fx,(ug) with wy and wy words in X. An example of such an
automorphism is given in Appendix [B.2}

e if there are cancellations between ¢; = wiz'ws and ¢;11 = Wy Lyt ~lws, with wi, wa, ws words
in X, 2’ € Xt and no cancellations between w; and ws, and the set U o has at least
two elements fy, (ur) and fy, (ug) with fy, (ur) = wiw and fy, (up) = wiw', with w and w’

words in X, see Example in Appendix

Example 7.1.4. In Example the ciphertext is

C =cieaczeqcscec7cs
de ' dYa t'd2a ey d Yheabd ta eadbd
(ba"td )% (a"tdre)2 1 (ca®) b LaPdaca® 1 b ta T bde R

bea(de 07 )3ac™ 1a (@707 2de 30 (abY)3ade d?

and the reduced ciphertext is

Creq =dc td o™ d 2a e d heabd ta teadb™td(ba™td 1) (a7 td 7 e)? (ca?) bt

a*daca’cbra  bde?bea(de o3 ac o (a2 2 de 3 (ab T P ade T dP.

In this example are no reductions between the ciphertext units ¢; and all ciphertext units are
uniquely identifiable in the corresponding set Us,, - Thus, no additional information is needed
from Alice for decryption. In the first moment Bob does not know how many sets Uy, he will
need and hence how big the table (a table like Table (page [157)) will be, which he needs for
decryption, but he knows the set U, the starting automorphism fz, the used set F,: as well
as the linear congruence generator h, hence he is able to calculate the required sets Uy, for the

table. These tables are given in Example [7.0.7] see Table (page [161)), Table (pz;ge 162)),
Table [7.5| (page [162)) and Table [7.6] (page [163).

Note, that the decryption is done with tables like Table (page . If Bob wants to use
the inverse automorphisms f,- L of the used automorphisms fx; € Faue of Alice, he has to know
where each ciphertext unit ¢; ends and begins and he also needs to know the canceled letters
in the word Cjeq. Thus, the additional information which Bob needs should give him exactly
the unreduced ciphertext C' with the markers “0” between the ciphertext units. Therefore, also
Eve gets this information and is able to reconstruct the unreduced ciphertext C, hence this
modification has then no advantage over the unreduced version. Thus, Bob has to use the tables
for encryption. Even if there are no cancellations between the ciphertext units and only the
markers “” are missing, Bob does not know on how many letters in C,..q4 even the first inverse
automorphism is to apply. It could be that fx_ll(cl) = ug and fX_ll(CQ) = ug Lus and Bob applies
fx_11 on ¢ and ¢ and thus, gets for example

fallerer) = fi (1) £, (e2) = (us)(ugz 'us) = us,

so s1=uy instead of s;=wus (which would be correct). It could also be, that ¢; = w,w;, and
c2 = wa, Wa,, With wy,, wi,, wa, and wy, words in X and f;ll (w1,) = u2 and Bob stops and gets
for fi,l(wi,wa,wa,) = fi, (wiy) fi (wa, wa,) = (uguz " )us = ug, but correct would be

X2

S wwiy) = fo (wiy) fig (wiy) = (u2) (ug M ug) = ug
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and
fol (wa,wa,) = us.

In the wrong decryption Bob would get S = aqaga with @ a word in A but correct would be
S = agazad’, with @’ a word in A.

Remark 7.1.5. We take a look at the situation for the eavesdropper, Eve, and her information
which she obtains from the additional information which Alice sends to Bob. Eve knows from

1. (i, |ci|, 1), that there is at least one element in Uy, of free length |c;|, but she does not
know if this element is completely visibly in C..q or Cﬁle)d;

2. (i,|c}], w), with ¢} an initial segment of ¢; and w an segment of ¢; (¢; = c;ww with @ word
in X or the empty word), that |¢;| > |c¢f| + |w]| (it is |¢;| = |¢j| + |w| if @ = 1), and the

first || elements of C’ﬁ?d are the first |c}| elements of ¢; and after these elements comes

the word w in ¢;, but she does not know, if this word w is visible in C,..q4 or C’f,?d;

3. (i,0,c;), with ¢} the initial segment of ¢;, that the word ¢; is completely canceled in Cieq.
She also knows that ¢ is an initial segment of ¢;, thus |¢;| > |c}|, it is not necessary that
a = c.
In general Eve cannot be sure where Cﬁle)d begins (this is equivalent to the beginning of ¢;) or
where ¢; ends. She is also not able to identify all missing letters of X*! in C,.q, which she needs
to get the unreduced word C.

Security 7.1.6. An eavesdropper, Eve, intercepts the reduced ciphertext
Chreq = 2yahy -2y,

with o} € X 11 <i < L. In general, she is not able to identify the end of ¢; and hence she
cannot identify the beginning or end of the other ciphertext units ¢j, 2 < j < 2, and she also
does not know which elements are canceled in the reduced ciphertext Cjq.

As in Security to break the system an eavesdropper, Eve, needs to know the set U. She
knows L' = |Cleql x the freely reduced length of the reduced ciphertext. For this it is likely that
she assumes, as above, that the ball B(F, L’) in the Cayley graph for F' contains a basis for Fy;.
She searches in the same way for candidates of U as explained in Security

Now it is difficult for Eve to verify that she gets the correct candidate U’ = {uf,u), ... u)y}
for U, because she does not know where each ciphertext unit ¢; ends or begins. Furthermore,
she does not know if there are cancellations between the ciphertext units and hence if there
are letters in the ciphertext C).q missing from which she has no idea. Maybe the additional
information from Alice, which is sent publicly to Bob, gives her hints, but she cannot be sure
that there are no other letters missing, which she cannot deduce from the additional information,
see Remark Hence, if she goes the way described in Security then it is not likely
that, even if she gets an automorphism f; € Fa,: and found in

Uf, = {Fieh). filusy). ... Fi(uly))

a j, such that fl(u;) is a segment of Cjqq, this automorphism f; is a used automorphism for
encryption and it is not clear that she is on the right way even if in

U}hu) = {fny (@) Fugi) (W2), - -+ Friy ()}

the next segment of C,..q4 can be found.
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Eve is not able do identify the ciphertext units ¢; uniquely and completely. Bob is able to do
it uniquely and completely because he is able to calculate the sets Uy, and hence tables, like
Table (page [157)), with which he is able to decrypt the ciphertext.

7.2. Modification with SL(2,Q) for the cryptosystem with Aut(F)

In this modification Alice and Bob use the fact, that there is no algorithm known to solve the
membership problem (see Problem for (discrete) free subgroups of SL(2, Q) which are of
rank greater than or equal to 2 and not subgroups of SL(2,Z), Remark (see [EKLG14]).
Let the initial set up be exactly as described in the beginning of Chapter Thus, F' is a
finitely generated free group on the free generating set X = {z1,22,...,24}, ¢ > 2, the set
A ={a1,a2,...,an}, N > 2, is the used alphabet for the plaintext and U = {uj,uo,...,un} is
a Nielsen reduced set with u;, 1 < j < N, words in X.

Alice and Bob agree in addition to Protocol 8 privately on a faithful representation of a
finitely generated free group F' into SL(2,Q), that is, ¢ : F — SL(2,Q), thus they can write
the ciphertext units ¢; of the ciphertext C' as matrices in SL(2, Q) instead as words in X. Let

¢ : F— SL(2,Q)
XTi Mi,

be this faithful representation of F' into SL(2,Q) (see Remark for a proposal to generate
M;). The group F, = (M, Ms,..., M, | ) is isomorphic to F' under the mapping x; — M;,
fori = 1,...,q. Alice and Bob take care that the free matrix group F, is not a subgroup of
SL(2,7Z). The ciphertext is now

C" = p(er)plca) - - p(cz)
=WiWy---W,,

a sequence of matrices W; € SL(2,Q). The matrices W; are words in

Xy = {o(@1), p(z2), . .. 7¢(xQ)} = {M1, My, ... 7Mq}'

The encryption is realizable with a table (like Table (page ) if the representation ¢ is
applied to the elements fy,(u;) in the table. In general, it is not possible to use the inverse
automorphism of f, for decryption because Bob does not know how the matrix W; = ¢(¢;)
is written as a product of the matrices My, Ma, ..., M, (constructive membership problem is
not solvable) but this knowledge is important to apply the inverse automorphism fx_i1 on the
matrix W; = ¢(¢;) = ¢(fx;(u;)) and then to reconstruct ¢(u;) and hence u; (and then s; = a;).
Therefore, Bob gets the Table [7.7 (page with matrices and hence an assignment from
the matrices to the plaintext alphabet depending on the automorphisms fy, and the faithful
representation ¢, with

Ugo(fxi) = {So(fxi (ul))a ‘p(fxi (UQ))7 SR SD(sz' (UN))} - SL(27 Q)
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Table 7.7.: Plaintext alphabet A = {a1, a2, ...,an} corresponding to ciphertext alphabet Up(f:)
depending on the automorphisms fy, and the faithful representation ¢

Us@(fxl) Us@(fxz) e Us(fx.)
a1 || o(fxa(ur)) | o(fxo(ur)) | -+ | o(fx.(u1))
az || o(fxi(uz)) | o(fxoluz)) | -+ | o(fx.(u2))
an || o(fxi(un)) | o(fro(un)) | - | o(fx.(un))

Security 7.2.1. Eve intercepts a ciphertext, which is a sequence of matrices
C'=WiWy--- W,

with W; € SL(2,Q), 1 < i < z. To get a situation as in Security and hence to be able to
start an attack, Eve has to write each matrix W;, 1 <14 < z, as a word in M, which is the set
M = {My,Ms, ..., My}, with M; = ¢(z;), because M; corresponds to z;.

Eve makes a guess M = {Ml, M, ... ,Mq} for the set M, that means a guess for the faithful
representation . To be sure, that M is a qualified candidate for M she has to solve the
membership problem for all ciphertext matrices W;, 1 < i < z, and the set M (see Problem
. If she is also able to solve the constructive membership problem for all ciphertext matrices
Wi, 1 <1 < z, and the set M , she is then in a situation as explained in Security [7.0.8] that is,
she can write C’ as an unreduced word in X. If M = M she gets C' otherwise she gets another
unreduced word in X but not necessary C. If Alice and Bob take care, that no algorithm is
known to solve the membership problem for W;, 1 < i < z, and {Mi, My, ..., M,} then it is
very unlikely that Eve is able to decrypt the message correctly.

If there is no algorithm known to solve the membership problem for the group Fyy = (M | ),
Eve could only do a brute force search, that means, she makes a guess M = {Ml, Mo, . .. ,Mq}
for the set M (which is a guess for the faithful representation ¢ which is then ¢’ : F — SL(2,Q))
and a guess U’ for the set U, which is Nielsen reduced of cardinality N and has elements, which
are words in X. She has no hints for these sets. She then could use the automorphisms f; € Fayus
to calculate with her sets U’ and M (and hence with ¢') sets U ; /(f;)- She then searches for ma-

trices Wj, 1 < j < z, which are ciphertext matrices of C’ in her generated sets U(; ()

Even if she gets for her set U’ and M the matrix W; = ¢/(fi(u},)) she cannot be sure that this
is correct for the plaintext from Alice, that means W; is decrypted to ag. There are a lot of sets
M # M, which Eve could choose for M, and also a lot of sets of U’ # U which she could use for
U, such that W; = ¢/(f;(u},)), for some 7, i and k, with 1 < j <z, 1<i<2Z®and 1 <k < N.
It is difficult for Eve to recognize if she gets the correct sets U and M, if there is no algorithm
known to solve the membership problem for Fyy = (M | ).

Hence, here the additional security certification is, that there is no algorithm known to solve

the membership problem (see Problem [4.3.8) for (discrete) free subgroups of SL(2,Q), which
are of rank greater than or equal to 2 and not subgroups of SL(2,Z) (see Remark [4.3.14| and the
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paper [EKLG14]).

Remark 7.2.2. If Alice and Bob use Theorem to generate the matrices they first should
take care that ¢ > 3, because Theorem [£.2.18 generates a representation of a discontinuous group
(see [Leh64, pp. 246]) and discontinuous groups are discrete [Leh64, Theorem on p. 96]). B. Eick,
M. Kirschmer and C. Leedham-Green present in the paper [EKLGI4] a practical algorithm to
solve the constructive membership problem (see Problem for discrete free subgroups of
rank 2 of SL(2,R) (see Remark [£.3.14). Second, they should take care, that they do not use
q matrices for the set M which are generated by Theorem They should calculate a set
X' = {X1,Xo,..., X}, £ > 3, with matrices generated by Theorem and the set M
should be a free generating set (not necessary Nielsen reduced) with ¢ elements for a subgroup
of (X' | ). Ttis M = {My,My,..., M}, with M; a word in X" and |M;|x, > 2, for all
j=1,2,...,q. Alice and Bob should also take care, that (M | ) is not a subgroup of SL(2,7Z),
because the membership problem is effectively solvable in SL(2,Z), see Theorem The
matrices in X’ have all a special look, which is

—r; =142
Xj:( 1J —7"]>’
J

with r; € Q, 1 < j <gq, and it is
rjiz1—rj >3 and r;>2.

Maybe Eve could start an attack with this information if X’ = M.

The encryption and decryption is realized with Table [7.7] (page , which is dynamically
expandable, such that it is possible for Alice and Bob to generate a table for each message they
want to communicate. After calculating this table, the encryption and decryption procedure is
just a search in this table. We now mention a way to modify the ciphertext.

Variation 7.2.3. Instead of the whole matrix ¢(fy,(u;)) = W; = <1w0“ Z?), 1 <i<z
i3 n

and 1 < 7 < N, they use one entry w;, of the matrix as ciphertext unit ¢;. They use for the
ciphertext unit ¢;, 1 <14 < z, the element

wi, if =1
Wiqy if 1=
Wig if 1 =3

w;, if i=0

Assume that i = e (mod 4) and there are two matrices W; and W; in Up(f,,) With entries
w;, = W;, then it is not clear which matrix and hence which letter in the alphabet A is encrypted
with this element. In this situation the encrypter gives in addition the next entry of the correct
matrix W; until the matrix W; is uniquely identifiable. At least if all four entries of a matrix
are given, it is uniquely identifiable and there is no other matrix in U o) with exactly these
four entries because U fe;) is a basis.

If the Variation [7.2.3]is used, they send instead of matrices just rational numbers and hence they
need less space for the ciphertext than in the case if they send the whole matrices. With Table
7.7 (page [172)) it is possible to decrypt the ciphertext. If Alice and Bob proof that the matrices

mn; n;
el ug) = Ny = (1
3 4

i = y (mod 4), all different entries nj, then they only need to store these entries instead of

i

> in the column of Uy, ) have at the place y € {1,2,3,0}, with
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the whole matrix and hence need less space to store the table. In addition, if an eavesdropper
intercepts the ciphertext she gets for ¢; no element of the set Uy, . She just gets an entry of one
matrix of this set and this makes an attack nearly impossible.

Example 7.2.4. In this example (see Appendixfor calculations in Maple 16 and GAP) Alice
and Bob agree additionally to Example on a faithful representation. With Theorem
they generate the matrices

-7 45 —15 221 —23 525
Xpo= (2 &), Xpo= (2 35 ) and Xgi=( 2 4 ).
2 2 2

These matrices form a basis for a free group F,,, of rank 3. Alice and Bob generate a sub-
group F,, of F,, of rank 4 because X = {a,b,c,d}. The free generating set for Fy, is the set
{X1 X5, X3X2, X2X3X2,X1_1X2}. Thus, the faithful representation is

¢ : F— SL(2,Q)

75 —1111
o 5 a1 2 __ (—1189 3990
a— X1Xp = (_211 163 ) ; b XsX7 = (Tlos Zaa9)
2
—2681 19966 -1 15 —109

The ciphertext is now
C" =p(detd a7 d2a" ¢ w(d ' beabd a " cadb™ d)
o((ba”td 12 (e 1d1e)?) p((ca®)*b  aPdaca®) p(cb a tbdc?)
o(bea(de™ 0 3ac™) p(a (a2 2de™3) o((ab 1)3ade 1 d?)

—429743093559909 —6400784021410159 >
2

4
—932216979117085
—62588240305379 —232216970117085

—3240070331754423030683243991 47007695458416827592369656315 >
2

4
3240070327830150751386194361
—223326322203710575272321977 5

301722468685102729969483 —4493988151847945704997109

—6899014060703475554169965 102756972145191520348785607 >

4
—395000924306510751052288425218790757
26659253089426526822952736194350493 )

46475888407425825 692232489736400389 >
2

4
—46475896943687759
—3120351373297111 —=—==—"22

4
24201404758781402065719318991873
1624906569753714749910956723073 5

—37154085868492177463035768197599 —553374013794643763898030444104547 )
2

< —397074726172421275253684843812134445 5883318761059670223751985896578473377 >
2

—3418963163764785449276501363 —50923553357916815212095363641 )
2

4
—3436913216344813651054341083
—230751369629481141540301125 5

< 2739747352948144349387 —39628644296581967709615 >
2

4
5815679440792026855107
—402070084312200114547 N

Instead of a sequence of words in F' Alice sends to Bob a sequence of eight matrices in SL(2, Q).

The matrices, which are needed for encryption and are therefore stored in a table like Table [7.7]
(page |172), are computed in Appendix in the “Decryption” part.
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With Variation the ciphertext is

~ —429743093559909 2 470076954’5)84168275923696563152

2 4
301722468685102729969483 1 —i’)950009243065107510522884252187907572

2
46475888407425825 : —5533740137946437638980304441045472

2 4

5815679440792026855107
—2307513696294811415403011252 5

C//

The symbol “?” marks the end of a ciphertext unit ¢;.

7.3. Modification with Hilbert’'s Tenth Problem for the cryptosystem
with Aut(F)

In this modification the negative solution of Hilbert’s Tenth Problem is used.
Hilbert’s Tenth Problem: Given a diophantine equation with any number of unknown quantities

and with rational integral numerical coefficients: to devise a process according to which it can be
determined by a finite number of operations whether the equation is solvable in rational integers.

This is the tenth problem of a list of problems (see [Hil02]) which Hilbert presented 1900 at the
International Congress of Mathematicians in Paris. In 1970 Hilbert’s Tenth Problem was finally
proved to be negative by Y. Matiyasevich in [Mat70]. For this he used a series of results by
J. Robinson, M. Davis and H. Putnam (see for example [Dav73] or [Mat70] or [Mat96]).

Alice and Bob use instead of a presentation of the ciphertext in SL(2,Q) a presentation of the
ciphertext in a finitely generated free group in GL(2, R), with R := Z[y1,y2,. .., Yn], the inte-
gral polynomial ring in the variables 1,2, ..., Y, With n > 2.

This modification is inspired by the public key cryptosystem AMCI, which is explained in
[BEFKR15, Chapter 12] and [BF08]. We now recall some needed theory of PSL(2,Z) and aug-
mented rings.

Properties of PSL(2,7Z):
Firstly, it is known that PSL(2,Z), the group of 2 x 2 projective integral matrices of determi-
nant 1, is finitely presented, that is,

PSL(2,Z) = (s,t | s*> = (st)3 = 1),

01 11
5-(_1 O) and t—(o 1>,

see Remark [4.3.12] Secondly, it is known, that the matrices

._2_12 o ,12_10
a:=t _<O 1 and b:= (st s)* = 5 1

with
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freely generate a free subgroup J of PSL(2,Z), thus J = (a,b| ). Each subgroup of J is free,
see Theorem moreover J contains subgroups of every finite rank.

Thirdly, it is known that there exists an algorithms, see Remark to write each matrix
T € PSL(2,Z) in terms of s and .

Augmented rings:

Definition 7.3.1. [BFKRI5| Definition 12.4.1]
An augmented ring is a unitary ring R together with a unitary homomorphism

e:R— 7.

Remark 7.3.2. [BFKR15]
A ring R with a multiplicative identity 1 becomes an augmented ring if it contains an ideal I,

the augmented ideal, and /I is isomorphic to Z. It follows that we can view Z as a subring of
R and thus

R=7Z&I.
Example 7.3.3. We give three examples for augmented rings
1. Z, which is a trivial example;
2. Zy1,Y2 - - -, Yn), which is the ring of integral polynomials in any number n € N of variables.
3. Z|G], which is an integral group ring of a group G.

With the next lemma and its corollaries we can connect such augmented rings (Example [7.3.3
2. and 3.) to free groups and then we can use Hilbert’s Tenth Problem for our cryptosystems.

Lemma 7.3.4. [BFKRI15, Lemma 12.4.2]
Let R and S be unitary rings and let ¢ be a homomorphism from R to S. If GL(m, R) is the

group of all m x m matrices over R, then ¢ induces a homomorphism ¢* of GL(m, R) into
GL(m, 5).

Corollary 7.3.5. [BFKR15, Lemma 12.4.3]
If R is an augmented ring with augmentation €, then the augmentation € from R into Z induces
a homomorphism €* from GL(n, R) to GL(n,Z).

Corollary 7.3.6. [BFKR15, Lemma 12.4.3]
Suppose that ¢ is a unitary homomorphism of the unitary ring R into the unitary ring S and
that X is a subset of GL(m, R). If ¢*(X) freely generates a free subgroup of GL(m,S), then X
freely generates a free subgroup of GL(m, R).

The important consequence of the corollary is

Lemma 7.3.7. [BFKR15, Lemma 12.4.5]
Let R be an augmented ring and

T1,72,73,74,7 T6,77,78 ER

A= <7‘1 7“2) and B = <7"5 r6>.
r3 T4 r7 T8

Furthermore, let
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If
€(r1)

1
€(r3)

1, e(rq) =2, e(rs) =1,
0, €(ry) =1, e(ry) = 2,

and if A and B are invertible, then they freely generate a free group.

How to use Hilbert’s Tenth Problem for Protocol 8, a private key cryptosystem

with Aut(F):
In general, if Alice and Bob use the augmented ring

R:= Z[y17y27 s 7yn]a

with n > 2, consider 8 polynomials,

D1, D2, P3, P4, P55 D6, P7, P8 € Lly1,y2, - -

and take privately an augmentation

55Z[Z/17y27---7yn] _>Z7

such that

e(r1) =1, €(ry)

ro) =2, e(rs) =
€(r3) =0, €(re) =1,

then this augmentation induces a homomorphism
€ : GL(2,R) —» GL(2,Z),
with

A

B:

) yn]

D1 P2 1 2

— =aq
G- )
P5  Pe 10

— =b.
(m ps) (2 1)

The matrices A and B generate a free subgroup of rank 2 because a and b generate a free sub-

group of rank 2, see above.

To make use of Hilbert’s Tenth Problem, the augmentation here is given by evaluating a point

D = (dy,da,...,d,) € Z", such that

- (i) o) =6 D) -

and
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To improve Protocol 8, a private key cryptosystem with Aut(F"), see the beginning of Chapter
Alice and Bob agree in addition on a subgroup Jy = (W | ), with rank ¢, of J = (a,b| ),
with free generating set W = {wy, wo, ..., wq}. The set W is Nielsen reduced and the elements
wj, 1 <1 < g, are words in {a,b}. Recall, that in the cryptosystem with Aut(F') the free group
F is freely generated by the set X = {z1,22,...,24}, ¢ > 2. Therefore, it is |W| = | X|.

The public knowledge for this modification extends to the augmented ring R = Z[y1,y2, - - - , Yn)
with n > 2.

The private information for Alice and Bob extends to a point D € Z", the set {a,b} and the
Nielsen reduced set W = {w1,ws, ..., wq} with w; abstract words in {a, b}.

Note, that Alice and Bob do not fix 8 polynomials for the encryption and decryption procedure,
respectively. For each encryption they can choose privately as an ephemeral key 8 polynomials,
P1,,DP2;---,Ds; € I, to generate the matrices A; and B; in GL(2, R) with

=G ) wa m=(2 1)
and the property
pi;(D) =pi(D) foralli=1,2,...,8 (7.2)
and for D € Z", the common secret between Alice and Bob, and thus
€(4;) =a and €(B;j)=0. (7.3)

It is not necessary, that the decrypter knows which polynomials were needed if equality (7.2))
and hence equality ((7.3) holds.

The ciphertext C' in the cryptosystem with Aut(F') is a sequence of ciphertext units ¢;, written
as words in X, it is,
C=cileal e,

Alice and Bob identify x; € X with w; € W, for all i € {1,2,...,¢}.

For encryption Alice writes the ciphertext C, which she generates as explained above, as a
sequence of matrices in GL(2, R) with R = Z[y1,y2, ..., Yn).

Firstly, she writes C as a sequence of words in W, that is,
Cw =¢1180-01Cs,

with ¢, 1 <i < z words in W. These words w; are also abstract words in {a, b}, hence she gets
the ciphertext

/
29

C'=diidhr- e

with ¢, 1 < i < z, abstract words in {a,b}. Secondly, Alice writes C’ as a sequence of words
in {A;, Bj}, which is C';,;.,, and means, instead of a she writes A; and instead of b she writes
B;. Itis

J

Aj = <P1j p2j> and B = (p5]- P6j> :
P3; P4, pbr;  Pg;
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with p1,,p2,,...,ps; € Z[y1,¥2, - - -, yn) her ephemeral polynomials. Thus,
C}-Iilbert =C1lC20 e,

is the ciphertext C' written as a sequence of matrices in GL(2, R) with R = Z[y1,y2, - -, Yn].
Hence, Alice sends each ¢;, 1 < i < z, as one matrix in GL(2, R).

For decryption Bob uses the augmentation, which is given by evaluating p;;, 1 <7 <8, at the
private point D, such that €*(A;) = a and €*(B;) = b. With this point D he is able to generate

from C'y;pers the ciphertext version

O/ZG*(él)ZE*(éQ)Z25*(éz):é/126/2226/z7

with ¢, 1 <14 < z, matrices in SL(2,Z) which are words in {a,b}. With an algorithm (use for
example the method described in Remark [4.3.12)) to write the matrix ¢, as an abstract word ¢
in {a,b} he gets

C'=dichr-d,.

Since Alice and Bob choose a Nielsen reduced set W = {w1,ws, ..., wy}, w; abstract words in
{a, b}, Bob is now able to write each ¢}, 1 < i < z, as an abstract word in W, see Theorem [4.3.10
and Remark and gets

Cw =¢11Ca 0+ Gy,

with ¢;, 1 <i < z words in W.
Because of the identification of x; € X with w; € W, for all i € {1,2,...,q}, he is able to
reconstruct the ciphertext

02612622"'2CZ7

with ¢; words in X, 1 < i < 2, as in the cryptosystem with Aut(F'). He finally decrypts the
ciphertext as explained in the beginning of Chapter [7}

Remark 7.3.8. In an analogous way, also the modification in Section with the ciphertext
a reduced word C,.q in X, can be improved with this approach. With the above procedure
Alice generates of the reduced word Ci..q in X, one matrix Mpper+ in GL(2, R). Bob is able to
reconstruct with the described procedure for decryption above from Mpzipers the reduced word
Creq and hence decrypts Cpeq as explained in Section [7.1] Remember that Alice has to sent
additional information to Bob if the decryption is not only possible with Cl..q. Alice could also
get the matrix My pere by multiplying the ciphertext matrices of the ciphertext C}{ilberﬂ that
is,

z
Myiwers = [ | &,
i=1

with ¢ ciphertext units of the ciphertext Cly o

Security 7.3.9. The security certification depends, in addition to Security (for Re-
mark in addition to Security on the unsolvability of Hilbert’s Tenth Problem.
Y. Matiyasevich proved in [Mat70] finally that there is no general algorithm which determines
whether or not an integral polynomial in any number of variables has a zero. Therefore, for Eve,
who sees just matrices in GL(2, R), with R = Z[y1,y2, .. .,ys] and n > 2, it is hard to find the
private key D of Alice and Bob. In addition the security is improved by the fact, that for each
encryption Alice and Bob can take privately ephemeral matrices in GL(2, R) with the property
that the common private point D € Z™ generates the correct matrices in PSL(2,7). This gives
randomness to ciphertexts, which complicates attacks for Eve.
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7.4. Chosen plaintext attacks on the cryptosystem with Aut(F)

In a chosen plaintext attack (see Section or for instance also [BFKRI5, Section 3.1]) Eve
gives a blackbox, which does the encryption procedure, plaintexts of her choice and gets the
corresponding ciphertexts. It is likely that Eve gives the blackbox a plaintext which obtains
only one letter a; of the alphabet A, to get information about the corresponding element wu;, it
is,

S =s8189 -8,
=0 " G,
N——

r times

with a; € A. She gets the ciphertext

C =falai) fua) (@i) fr2(a) - - - (@i) frr—1(a) (@i)

=C1€2 - Cy,

with « the starting seed to generate with the linear congruence generator h the used auto-
morphisms f; € Fy for encryption. If the ciphertext units have a similar structure, then an
eavesdropper can maybe get information about the element u; in the Nielsen reduced set U
which corresponds to the plaintext letter a;. This information could make the search in the
Cayley graph more efficient.

Example 7.4.1. Eve gives the blackbox the plaintext

S=YYYYYYYY.

We assume that the blackbox uses the same public and private parameters as in Example [7.0.7
The starting seed for the linear congruence generator h is x; = @ = 93 and the used auto-
morphisms fx,, fx,,-- -, fxg, for encryption are computed as above in Example hence the
ciphertext is

C :fx1 (Y)fxz (Y)fXS (Y) e fXS (Y)

=C1C2C3 " - C8
=c(ad®)?c rde tad®b™ L (d o e ) deadcPadb ™ d ) (¢ da)*ba " d  abP day
(ca®)?db~adaca’d a0 (b a1 0)?de 20 La ocPd T 0 Y (ca™ ) 2de o a TR

(¢ ta™ba?) de3a alBd a1 (d2e)?d b d e D
The ciphertext units have a similar structure, which is

ci = (wi)*ui,

for i = 2,3,...,8, with w;,u; words in X. The structure of ¢; differs to the structures of the
other ciphertext units.

Thus, an eavesdropper can assume that the element u;g € U which corresponds to the letter
a1p =Y is of the above form (w)?u, with w and u words in X.

In this example he is correct with this assumption because it is Y = aijg=ui9 = ¢*dab™', thus
w=cand u=dab~!.

To prevent this, Alice and Bob can agree privately on a way to change the used Nielsen reduced
set U.
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If we are in the situation (Section in which the ciphertext C.q4 is a reduced word and the
beginning and end of a ciphertext unit ¢; is not marked it is more difficult to get information
about a blackbox if words are used as inputs. If only one letter at the time is an input for the
blackbox, then we get the same information as in the situation when the ciphertext units are
identifiable in the unreduced ciphertext.

If we are in the situation (Section in which the ciphertext C’ is a matrix in SL(2,Q) this
attack gives no information about the way the elements in the set U look like, because an
eavesdropper, Eve, sees just matrices and she does not know which matrices are multiplied to
get the ciphertext matrices c;.

Example 7.4.2. If in Example the used cryptosystem is chosen with the modification in
which the ciphertext units are elements in SL(2,Q) and the blackbox used the parameters as in
Example (the same faithful representation ¢ : F' — SL(2,Q)), then the ciphertext to the
plaintext

S =YYYYYYYY
is

@(fxl( ))Sp(fm (Y))So(fxa (Y)> U ‘*P(fxs (Y))

1362002520154399003411251 15571388221164541516505605)
—182887338329092260567748 —2090899028244770708376289

—21110929144428898215300010362223029327 153141139922135745238345648793303290342)
—2918730152410756047224184025644787864 21172808624733035641035893652532742081

—264642814125471122620337910440849 1960560486141522671648480208507617)
—35535778402189873460069830975764 263260664038220168770908609864163

( —1854802475109324474047850088679642277698067443 l2448535408701006001695125586831847496712873647 )

—835783881021361278554480278343662618980118139
124529831 176821449990103535085350844783642259 >

( —32871793295402748701492250323594559338626411841 110309948059576753437092104294389254500749326264)
4413968139903703503835378944511234293490078624 —14812231017451052734153541914032788681367313857
( 302888317565353 1032440955663986 )

—40672482384904 —138638350003831
(m3 ms )

ms3 ma4

< —2530644964961716069 16984462710235839663)
2
’

4
1174229842519006355
—174957482575393773 e R
with

my = — 714125099204244682044465671027046210480583358681019787918242382304493
=5290472191821927427878112760844761694412645622508690469944455927367053

mg = — 95891478419140064071486038232134465359693838135391328268043601255684

my =710395420318448295524538695244804791684685771008576162902211439464607,

see Appendix This gives no hint for the element u10=Y = ajp.

If we are in the situation (Section in which the ciphertext Cy, ..+ 1S & sequence of matrices
in GL(2, R), with R = [y1, %2, -..,Yyn| and n € N, this attack gives no hint for the elements in U.
As in the situation in which the ciphertext is a sequence of matrices in SL(2, Q) an eavesdropper
sees just matrices and she does not know which matrices are multiplied to get the ciphertext
matrices ¢;, with ¢ =1,2,... 7.
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Conclusion concerning chosen plaintext attacks

If the ciphertext is given as a matrix, the system is secure against chosen plaintext attacks. If
the ciphertext is a word in X it could be possible that an eavesdropper can get hints for the
elements in U and hence the search for the primitive elements in the Cayley graph as well as
the search for the automorphisms in Fa,; could be performed in a more selective measure.

7.5. Chosen ciphertext attacks on the cryptosystem with Aut(F)

In a chosen ciphertext attack (see Section or for instance also [BEKRI5, Section 3.1]) Eve
chooses ciphertexts and send these to a blackbox, she then gets the corresponding plaintexts
back.

For example Eve gets to some parts of a given ciphertext the corresponding plaintext. These
parts can be chosen by her.

Let
C=cileal---lc,
be the ciphertext generated as explained in Chapter [7}
In this attack Eve gets for example the plaintext units s; and s;y1 to the ciphertext units c;
and cjiq, fora j with 1 <j<z-1.
Thus, she knows that

is decrypted to

cj ——————— §j = a, (7.4)
is decrypted to
Cj+l — 7 Sj+1 = Qy, (7'5)

with k,¢ € {1,2,...,N}. In general, Eve gets no hint from (7.4) and (7.5 for the Nielsen
reduced set U, which she needs for decryption (see Security [7.0.8). Maybe if she gets a lot of
plaintext parts for a ciphertext and there are a few which decrypt the same alphabet letter, that
means

is decrypted to

Cjp — 7 Sj1 = Gk, (7.6)
¢, is decrypted to Siy = g, (7.7)

(7.8)
. is decrypted to sj. = a (79)

and the ciphertext units have a similar structure, for example
¢j, = ui(w;)’vi,

for i = 1,2,...,s with wu;, v;, w; words in X, it is likely that she also assumes that uy is of the
structure

uk — u/(w/)Z,U/7
with o/, v',w’ words in X. This is similar to the knowledge, which Eve could get by a chosen
plaintext attack, see Section [7.4

If Eve gets a candidate U’ for U the information from ([7.4) and ([7.5)) is useful for her. She
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knows theoretically that

fXj (uk) =G

fXj+1 (uf) = Cj+1.

With this she can prove for all f; € Faqy if

fi(uy) =¢; or

fl(UZ) = Cj+1,
with her u}, and u} elements of her candidate set U’. Therefore, she can do the procedure to verify
if U’ is the used set U (both ordered by a lexicographical order) by Alice and Bob or to decrypt
the ciphertext, respectively, in a more selective measure as in Security [7.0.8|described. Therefore,
she proves if f;(u}) = ¢; only for two elements s = k and s = £ (with k,¢ € {1,2,..., N}) instead
for all s € {1,2,...,N}. We assume that she knows the theoretical one-to-one correspondence
ajHUj,lngN.

Example 7.5.1. Assume Eve is able to do a chosen ciphertext attack on the ciphertext C of
Example [7.0.7] which is

C =dctdta 'd2?a ey d tbcabdta " eadb™td
(ba~rd 1) (a"tdre)* 1 (ca®)?b LaPdaca® 1 b~ ta " bde R
bea(de o7 )3ac™ va (a2 2de 30 (ab Y)3ade d?,
and Eve knows

14— _1 is decrypted to
ce = bea(de b 1)3ac! P

B =an (Zun),
¢y = ail(a72b71)2d073 is decrypted to 0=uay (£U4),

cs = (ab™1)3ade™d? s decrypted to, 5 ayn (Zuq),

remember, that she does not know how w11 or uy are written as words in X = {a, b, ¢, d}. With
this she could assume the following structures

Ugq

U
Uy = w'(v')?’u’ or wup = (0)’a,

with u, w,v,w’,v’, v, w, % words in X. Note, that Alice and Bob used the following words for
ug and uqq

w=a'b=B=ay and wuj;=a 'd°c ! =0 =ay.

The assumed structure for uy is wrong, only one of the assumed structures (which follows from
¢cg) for uy; is correct, but Eve is not able to decide if the structure is correct or which structure
is the correct one (for wi1). Thus, the hint for elements of U is not as good as it could be in a
chosen plaintext attack, see Section [7.5)

If she gets a candidate set U’ = {uf,u),...,u],} for the set U, used by Alice and Bob, it
is likely that Eve calculates the element f;(u}) for automorphisms f; € Fau, this is a more
selective measure for a search than without the knowledge of a chosen ciphertext attack (see
Security [7.0.8). If fi(u}) = cg or fi(u}) = cs she gets a candidate for the automorphism fx, or
fxs, respectively. If for all f; € Fau it is cg # fi(uly) # cs, Eve knows that her set U’ is not
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correct.

Assume we are in the situation in which the ciphertext C,.4 is a reduced word in X and the
beginning and end of each ciphertext unit ¢; is not marked (see Section .

With a chosen ciphertext attack Eve gets information how the word C,..4 is assigned partly to
the plaintext units. There could appear different cases:

1. If there are no cancellations for c¢; and Alice knows which part of C,.q corresponds to s;
then she knows c; and knows where it ends and begins and hence where c¢j;1 begins and
cj—1 ends. In general she does not know which number of {1,2,...,2} is j. She now could
act similar as in the unreduced ciphertext case above.

2. If there are cancellations for ¢; it is not sure that Eve knows that. Maybe it is not necessary
for Alice to give Bob such an additional information and hence Eve does not know if there
are cancellations or not. Let

Cred = w1Cjwo

be the ciphertext with wq,ws words in X and ¢; = ¢j,¢;¢j, with ¢j, ¢j, words in X or the
empty word. In a chosen ciphertext attack Eve gets the information

. is decrypted to ~
¢ sj = ay (Zug)

for a k € {1,2,...,N}. It is ¢; = ¢;,¢jcj,, with ¢j,,¢j, words in X or the empty word,
but she does not know what c¢;j, and c;, look like. Maybe she gets information about the
structure of uy, for uy = ug, Upur, with uy,, uy, words in X, because of the structure of ¢;,
with ¢; is decrypted to . In general she does not know which number of 1,2,..., 2 is j.
It is known that c¢; = fx,; (ur) = ¢;,¢jc), for a fx; € Fau. Hence, if she gets a candidate
set U' = {u},u), ..., vy} for U, the Nielsen reduced set used by Alice and Bob, it is likely
that she calculates the element f;(u},) for automorphisms f; € Fau. If fi(u),) = ué;v with
u, v words in X, it is possible that f; is the used automorphism fy; from Alice and Bob but
this is not sure. It could also happen that f;(u}) = ué;jv for more than one automorphism
fi € Faut or fi(u)) = uéjv but u) is not the element uy, from Alice and Bob. It is difficult
for Eve to find the used set U and the automorphisms which were used by Alice and Bob,

see also Security

3. If the ciphertext is a sequence of different ciphertexts Creq,, 1 < i < 2/, given as words
in X, and she gets a plaintext for example for one Ci¢q; she then knows of how many
letters in U, and hence in A (the plaintext alphabet), the message Cyeq;, = cjyCj, -+ ¢y, 18
written, that means, she knows |C’redj]U = z;. In general she does not know where each
ciphertext unit ¢;,, 1 < k < z;, begins or ends, or if there are cancellations between the
ciphertext units c¢;, and cj,_, or ¢j, and ¢;, . If the letter ay is encrypted several times
in Cpeq;, then it could be that Eve gets a hint for the element ug, see above (7.6) to ,

remember that there could occur cancellations, see 2.

Assume we are in the situation in which the ciphertext C’ is a sequence of matrices in SL(2,Q),
see Section [L.2l Let
C'=WiWy---W,

be the ciphertext with W; € SL(2,Q), 1 < i < z. With the chosen ciphertext attack, Eve gets
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for example the information

is decrypted to

W
Wi

Sj = ak(iuk)a
is decrypted to ~
Sj+1 = ag(=ug),

with 1 <j<z-—1andk, ¢ €{1,2,...,N}. There is no hint for Eve for the used set M, to get
the faithful representation ¢, or the set U, used by Alice and Bob.

Only the brute force search described in Security could be performed in a more selective
measure, that means, Eve looks if

@' (fi(up)) = W;
instead if

!
Wi € Up gy

with f; € Fau, U = {u],ul, ..., ul\y} her guessed set for U and ¢’ her guessed faithful repre-
sentation, which she gets by her guessed set M’ for M.
Even if she found a set U’ and a set M’, such that

¢ (fi(ur)) =W

she cannot be sure that U’ and M’ are the set used by Alice and Bob. There are a lot of sets,
such that

¢ (fi(uy) = W
for some f; € Faut-
Assume we are in the situation in which the ciphertext Cyjpert 1S @ sequence of matrices in
GL(2, R), with R = Z[y1, Y2, - - -, Yn], see Section This situation is analogous to the modifi-

cation in which the ciphertext is a sequence of matrices in SL(2,Q). Eve gets neither a hint for
U nor A; and B; nor D nor W.

Conclusion concerning chosen ciphertext attacks

If the ciphertext is given as a matrix, the system is secure against chosen ciphertext attacks. If
the ciphertext is a word in X it could be possible that an eavesdropper can get hints for the
elements in U and hence the search for the primitive elements in the Cayley graph as well as
the search for the automorphisms in F4, could be performed in a more selective measure.
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Chapter 8

Private key cryptosystem with Aut(Fy)
(Protocol 9)

In this chapter we introduce Protocol 9, which is a private key cryptosystem similar to Proto-
col 8. As Protocol 8 it is based on combinatorial group theory. It uses a finitely generated free
group F, a subgroup Fy; of F' with finite rank, a Nielsen reduced set and automorphisms of F;.
It differs to Protocol 8 only in the way, that it uses automorphisms of the finitely generated
subgroup Fy of F' instead of automorphisms of the finitely generated free group F'. The modifi-
cations of this cryptographic protocol use the ideas for the modifications of the Protocol 8. In
the cryptographic protocol the ciphertext is a sequence of reduced words in X where the end of
each ciphertext unit is marked and X is a free generating set for a free group F of finite rank. A
modification is given where the ciphertext is only one reduced word in X instead of a sequence
of words, in this case it is possible that additional information is needed for decryption, thus
these is sent with the ciphertext if required. In the second modification a faithful representation
from F' into the special linear group SL(2,Q) is used, such that the ciphertext is a sequence of
matrices in SL(2,Q). The third modification utilizes the negative solution of Hilbert’s Tenth
Problem. Instead of a presentation of the ciphertext as a sequence of matrices in SL(2,Q) the
ciphertext is represented as a sequence of matrices in GL(2, R), with R := Z[y1,y2, ..., Yn], the
integral polynomial ring in n > 2 variables.

For the encryption of the plaintext different automorphisms are used for each plaintext unit, as
in a One-Time-Pad (see for instance [MvOV97]). The automorphisms are out of a common set
Hau C Aut(H) (with H an abstract free group of finite rank). For decryption Bob needs to
know which automorphisms of H 4,; were used for the encryption procedure by Alice. For this
choice of elements from H 4,; regulations are needed. Therefore, Alice and Bob make use of a
linear congruence generator with maximal periodic length as for Protocol 8. Hence, for linear
congruence generators see Chapter

Thus, we start this chapter with the description of Protocol 9. The modifications are explained
next. We give for each cryptographic protocol in this chapter a security analysis and beside this
we consider chosen plaintext attacks and chosen ciphertext attacks.

Now, we introduce Protocol 9. Before Alice and Bob are able to communicate with each other
they have to make some arrangements.

Public Parameters

They first agree on the following public parameters.

1. A finitely generated free group F' with free generating set X = {z1,z2,..., 24} with ¢ > 2.

2. A plaintext alphabet A = {aj,aq,...,any} with N > 2.

187



Chapter 8. Private key cryptosystem with Aut(Fy ) (Protocol 9)

3. An abstract free group H = (U | ) with rank(H) = |A] = N and an abstract free
generating set U = {uy,ug,...,un}, with u;, 1 <i < N, abstract letters.

4. A subset Haut == {fo, f1,.-., forzs_1} C Aut(H) of automorphisms of H. Itis f; : H — H
and the f;, i = 0,1,...,2'2% — 1, pairwise different, are generated with the help of the
0-1-sequence (of different length) and random numbers as described in Section The
set H Ay is part of the key space.

5. They agree on a linear congruence generator h : Zgi2s — Zo12s with a maximal period
length.

Private Parameters

Now, they agree on the private parameters.

1. Alice and Bob choose an explicit Nielsen reduced set U with N elements, which are words
in X. Such systems U are easily to construct using Theorem and Lemma [4.2.15
(see also [CgRRO§| and [LS77]). Then Fyy = (U | ) is a free subgroup of F' with rank N,
because of Theorem It is Unreq the set of all minimal Nielsen reduced sets with N
elements in F', which is part of the key space.

2. They use a one-to-one correspondence

A—-U
aj — u;j forj=1,...,N.

3. Alice and Bob agree on an automorphism fg € H 44, hence « is the common secret starting
point a € {0,1,...,2'2® — 1}, with u; = @ € Zgu2s, for the linear congruence generator.
With this « they are able to generate the sequence fy,, fu,,. .., fu. (with z the number
of the plaintext units, which are letters from A) of automorphisms of the set H 44, which
they need for encryption and decryption, respectively.

Remark 8.0.1. If the explicit set U := {uy,ug,...,un}, u; words in X, is used, then Fy is
a free subgroup of F' and with the automorphism f,, € Haut, with fy, : Fy — Fy, the set
U, = {fu;(u1), fu; (u2), ..., fu;(un)} is generated, which is Nielsen equivalent to the set U.

The key space: The set Uy, eq of all minimal (with respect to a lexicographical order) Nielsen
reduced sets of F' with N elements. The set H 4. of 2128 randomly chosen automorphisms of
Fy.

Private Key Cryptosystem

Now, we explain the private key cryptosystem and look carefully at the steps for Alice and Bob.

Public knowledge: F = (X | ), X = {x1,29,...,2,} with ¢ > 2; plaintext alphabet
A ={ay,as,...,ay} with N > 2; the set H 4,¢; & linear congruence generator h.

Encryption and Decryption Procedure:

1. Alice and Bob agree privately on the private parameters: a set U € Unreq and an au-
tomorphism fg € Hau:- They also know the one-to-one correspondence between U and

A.
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2.

2.1.

2.2.

3.1.a.

Alice wants to transmit the message
S=s189-8,, z2>1,
with s; € A to Bob.

She generates with the linear congruence generator h and the knowledge of fg the z
automorphisms fu,, fu, - - -, fu., which she needs for encryption. It is u; = @, ug = h(uy),
ceoy Uy = h(uz_q).

The encryption is as follows
if s; =a¢ then s; — ¢ = fu,(ur), 1<i<z 1<t<N.

Recall that the one-to-one correspondence A — U with a; — u;, for j = 1,2,..., N, holds.
The ciphertext

C = fu(51) fuy(82) -+~ fu.(82) with s;=u; & 8 =
= C1C " Cy

is sent to Bob. As above ¢; are called the ciphertext units and we do not perform cancel-
lations between ¢; and c¢;41 and the end of each ¢; is marked, 1 < i < z — 1, for example
with the symbol 0. On the one hand the ciphertext unit ¢; can be seen as a word in
U, because the set Uy, = {fu, (u1), fu; (u2), ..., fu;(un)} is Nielsen equivalent to U and
Ju; (87)=fu;(ur) =: ¢j, for s; = ay, is an element in Uy,,- On the other hand it can be
written as a word in X, because the explicit elements in U are words in X and so are the
elements in the Nielsen equivalent set U fa; O U.

. Bob gets the ciphertext

C=cico -y,

with ¢j, 1 < j < z, words in X. He knows where each ciphertext unit ¢; begins and ends.
Hence, he gets the information that he has to use z automorphisms of F' from the set H 4yt
for decryption. He has two possibilities for decryption.

With the knowledge of fa, the set U = {uy,us,...,un}, the linear congruence generator
h and the number z, he computes for each automorphism f,,, ¢ =1,2,..., 2, the set

Ufui = {fu,(u1), fu,(u2), .-, fu; (un)},

with fy, (u;) written as a reduced word in X. Hence, with the one-to-one correspondence
between U and A, he gets a one-to-one correspondence between the letters in the alphabet
A and the words of the ciphertext depending on the automorphisms f,;. This is shown in

Table (page .
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Table 8.1.: Plaintext alphabet A = {a1,as,...,an} corresponding to ciphertext alphabet Uy,
depending on the automorphisms f,

Ut,, Utu, o U,
ai ful(ul) fuz(ul) fuz(ul)
a2 ful(u2) fuz(u2) fuz(u2)
an || fa(un) | fuo(un) | oo ] fu(un)

With the knowledge of the Table (page the decryption is as follows
if ¢; = fu,(uy) thenci—si=a;, 1<i<z, 1<t<N.
He generates the plaintext message
S =s182 8z,

with s; € A, from Alice.

3.1.b. Bob knows the Nielsen reduced set U, hence with the algorithm in Theorem [£.3.10] he
is able to write the elements ¢; as words in U. With the knowledge of fg, the set
U = {ui,ug,...,un}, the linear congruence generator h and the number z, he gets the
automorphism fy,, which Alice used for encryption of ¢;. Because of the fact that a one-
to-one correspondence between A and U is used and the ciphertext unit ¢; is an image of
an element in U under the automorphism f,,, Bob knows with the automorphism f,,, and
the ciphertext unit ¢; written as word in U, the plaintext letter a; € A which corresponds
to the ciphertext unit ;.

Remark 8.0.2. As soon as Alice and Bob agree on the starting seed automorphism and the
Nielsen reduced set U, Bob is able to calculate the first columns of Table (page for
decryption (he does not know how many columns he will need because he does not know yet
how long the plaintext from Alice will be). If he gets the ciphertext C' from Alice, he only
has to do a search in the table to get the corresponding plaintext units to the ciphertext units.
If columns are missing to decrypt the ciphertext, he calculates the missing columns. Thus,
in Version 3.1.a. instead of Version 3.1.b. for decryption Bob is able to do calculations for
decryption even before he knows the ciphertext.

Remark 8.0.3. The cryptosystem is a polyalphabetic system, that means, a word u; € U, and
hence a letter a; € A, is encrypted differently at different positions in the plaintext, because
different automorphisms are used during the encryption procedure for each ciphertext unit.
Thus, for the ciphertext, a statistical frequency attack (see for instance [BFKR15]) over the
frequency of words, which corresponds to letters in the plaintext alphabet, or groups of words,
is useless.

We summarize Protocol 9 in Table (page [191]).
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Table 8.2.: Summary of Protocol 9: Private key cryptosystem with Aut(Fy)

Public Knowledge
F=(X]| ), X={x1,22,...,24}, ¢ > 2; plaintext alphabet A = {a1,as,...,an}, N >2;
abstract free group H = (U | ), U = {w1,us,...,un} with u; abstract letters;
set Haur C Aut(H); linear congruence generator h of maximal periodic length.
Alice ‘ Bob
Private keys
Explicit set U = {uy,ug,...,uy} with u; words in X, U C F Nielsen reduced set,
|U| = N; seed fg € Fauyt, one-to-one correspondence A — U, a; — u;.

Encryption
Choose message
S=s518-+8,, z2>1,
with s; € A.
Calculate
u; = a,ug = h(uy),...,u, = h(u,_1), obtain
fu17fu27 e >fuz'

Encryption procedure:

if s; = a; then s; — ¢; = fu,(w), 1 < i < z,
1<t<N.

Ciphertext:

C = fu,(51) fus(52) -+ fu.(82) = c1e2- ez,

with ¢; written as words in X.

C=cileal--lc

Decryption

Compute z automorphisms:

u; = a,us = h(uy),...,u, = h(uy,—1), ob-
tain fuy, fugs - -« fu.-

Two possibilities:

1. For each fy,;,71=1,2,..., 2, compute
Ufui = {fui(ul), flli (u2)7 R fuz(uN)}

and get a table like Table (page .
(Decryption: Search in this table.)

If ¢; = fu,(us) then ¢; — 55 =ay, 1 <@ < z,
1<t<N.

2. Use Nielsen reduced set U and an algo-
rithm to write the ciphertext units ¢; (given
as words in X) as words in U. Together
with the used automorphisms the cipher-
text is decrypted correctly.

Reconstruct plaintext message
S =s5189---8,, with s; € A.

An example with decryption described as in 3.1.a. is given in Example Another example
with decryption as described in 3.1.b. is given in Appendix
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Example 8.0.4. This example was executed in GAP. All details are given in Appendix
Firstly, Alice and Bob agree on public parameters.

1. Let F be the free group on the free generating set X = {z, vy, z}.

2. Let A= {ay,a0,...,as} = {L,E,1,0,U, A, V,B} be the plaintext alphabet.

3. Let H be the abstract free group of rank |A| = 8 with free generating set U = {u1, ua, ..., ug}.

4. A set Hay C Aut(H) is determined. In this example we give the automorphisms, which
Alice and Bob use for encryption and decryption, respectively, just at the moment when

they are needed.

5. The linear congruence generator with maximal periodic length is

h : Zor2s — Zo12s
u — 133u + 51.

The private parameters for this example are the following;:

1. Let Fy be the explicit finitely generated free group, which is generated with the free

generating set U = {uy, ua,...,us} with words in X, for this example it is
-1 -1,,.—1 =12
U] =TYZ, Ug =Yy -, ug =xr Rr T, Ug =y 7,
Uus ::z_lxyx, Ug ::z_lyx_l, uy ::x?’y, ug ::y3z_2.

The starting automorphism fu, is fy3z59, hence it is u; = @ = 23442. Tt is known, that

a; —ug, 1 =1,2,...,12, for u; € U and a; € A, therefore
L=u; =xyz, E=uy =yzy °, |=us =z 12z !, O=uy =y a2,
UZus =2 1oy, Azug =2 tyz ™, VEur =23y, BZug =y°2 2.

We now look at the encryption and decryption procedure for Alice and Bob.

2. With the above agreements Alice is able to encrypt her message
S = LOVE.

Her message is of length 4. She generates the ciphertext as follows:

2.1 First, she determines, with the help of the linear congruence generator h : Zgiss — Zoi2s
with u — 133u+ 51 and the starting seed @ = 23442, the four automorphisms f,, € Haut,
1 <4 < 4, which she needs for encryption. It is

W =@ = 23442, s = h(uy) = 3117837,
ug = h(ug) = 414672372 and uy = h(us) = 55151425527.

The automorphisms are describable with the help of regular Nielsen transformations, it is

fu= (N2)17 (N2)24 (N1)s5 (N2)75 [(N2)3.4]* (N2)a6 (N2)51 (N1)7 (N2)63 (N2)s.1
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(N2)74 (N1)7 (N2)1.2 (N2)2.3 (IN2)45,

fu:H—>H
UL — ULUTU2UL, us — uglulw,
ug +—r U2U4U3Ui, Uug UGU3U,421,
usg +—> u;;ui, uy +—> uglulliwu&

Ug > U4u6ug1u1U7, ug — UULUT.

fuy= (N2)13 (N2)35 (N1)2 (N1)s (N2)65 (N1)1 [(N2)3.4] (N2)52 (N2)7.6 (N2)42

(N2)2g (N2)g4 (N1)g (N2)1.4 (N2)26 (N2)5.6 (IN2)64 (N2)4.7,

fu,  H—H
-1, -1 -1
Ul > Uz Uy U2U4, U5 7 UsUy  UEUS,
Uy —> u§1u8u6U5, UG — UgUSULUL,
us — U3U5ul2, U7 — UTUGUS,

Ug — U2ULUTUGUS, U ugullugl.

fus= (N1)2 (N1)5 (N1)s (N2)63 (N2)37 (N2)12 [(N2)as]* (N2)56 (N2)s3 (N2)6.3

(N1)s (N2)2.3 (N2)7.4 (N2)1.8 (N2)34,

fus  H—H
-1, -1 -1 -1
UL > ULUg Uy “Ug UG, U5 > Ug UsUS,
Uy — u51U3U7, Ug u6u§U7,
us — U3U7U4ug2, U7 —> U7U4u§2,
Ug > U4u§2, ug u;luglu&

fus= (N1)1 (N1)3 (N1)4 (N2)6.2 [(N2)s.2]* (N2)23 (N2)34 (N2)52 (N2)7.4 (N2)1.3

(N2)a5 (N2)s3 (N1)1 (N1)2 (N2)72 (N1)3 (N2)2.3 (N2)35 (N2)6.1,

fu, H—H
Ul —r UQU3UTL, us — U5uQu§1,
U9 U3u2_1'U4U3, Ug — UgULULUZUT ,

us — U4U3u5u2u3_1, uy — U7uZIU3u2_1,

Uy > uZlug,ungl, ug — ugu%uglull.

2.2 Secondly, she encrypts her message. The ciphertext is

C= fu1<L)fU2(O)fU3(V)fu4(E)
= fuy (u1) fuy (ua) fus (u7) fuy (u2)

-2 -1
= UITUTULUL L U2ULUTUGUS L UTULUG ~ L U3U5 ~ ULU3.

The ciphertext C' is a sequence of words in X, it is

-2 -1
C = uiuruguyg L ugUsurUgls LUrugg = LU3Uy  ULUS

—2,.2 -2.5 1

zelyzy “x yz_lyx_ !

= zyzady?zy 2 reyz 2 (ZPy )2 e

zx_lyz_ly_

2

TZx .

1
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3. Bob gets the ciphertext

2 2 1 1 2 1

C= :Uyzx?’yZzy_ 2 LYzYy 1:5yz_1y$_ z_lxyac l x5(22y_3)2 lx zx_lyz_ly_ TZL

from Alice. Thus, he knows that he needs 4 automorphisms for decryption.

3.1. Bob knows the set U, the linear congruence generator h and the starting seed automor-
phism fs545. For decryption he uses tables like Table (page [190)).

Now, he is able to compute for each automorphism f,, the set U fup L S0 <4, and to

generate Table (page [194)) and Table (page [194)).

Table 8.3.: Correspondence: plaintext alphabet to ciphertext alphabet I

Uful Uf“2
L xyzady?zy2a? (zz7 )2y Lo~ lyzy 222
E yzy2xze—(y~12?)? yz ly2z 8y 1z laya
| xlzp— 1 (y~122)2 7 lze 27 e (yz—1) 22" 1y
O y_leZ_lyx_Qy_lx_lzxyzz3y yzy_Qa:Syz_lyx_lz_lzym
U 2ty lelzayzady 2 Naxy)22z "y~ e tyz— 2 tayx
A 2 lyx 2207y~ 12?)2 27 lyx =127 Y (zy) 22y 222
\% $y71z$*2yz3y4z’2 .tSyz’ly:v’lz’lzy:c
B Y32 2zyzady yPr2p2y2,~1y~1

Table 8.4.: Correspondence: plaintext alphabet to ciphertext alphabet 11

Uf“3 Ufu4
L :L"yzyz_ly_Q:E_QZ_I:/L"y?’z_2 y_lmzyz
E yz_ly_lx_lz:pr m_lzx_lyz_ly_Q:pzm_l
| z 2zt (22y3)2 y lezelz7 (zy) 22y ez e
o y—la2(22y—3)2 2y (zy) 22y laz
u ey~ le—lyz=222~1 2 Naxy)2zy taz" 1z
A 27 y(x722)% 2%y 2 yx lyzy2xzyz
Vv 2B (22y—3)2 wdyz—2yz— Lz~ lyz— 1yl

B yilx*2z*1$y3,z*2 y3z72y23y71$271$71y

With these tables he is able to reconstruct the plaintext from Alice. He searches for the
plaintext element s; the ciphertext unit ¢; in the column U fur L <054, and hence gets
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the alphabet letter a; = s; for a j € {1,2,...,8}. Therefore, he decrypts the ciphertext

C= :Uy2$3y22y—2x2 Zyzy_21:5yz_1yx_lz_1xyx l :1:5(223/_3)2 ! x_lzx_lyz_ly_szx_l

to the message

S = LOVE.

Security 8.0.5. An eavesdropper, Eve, intercepts the ciphertext
C=ciep- -,

with ¢; € U fup 1 <1< 2. This is a ciphertext only attack also called known ciphertext
attack (see Sectlonor for instance [BEKRI5], [MvOV97] or [BNSI10]). She knows where each
ciphertext unit ends and begins, because there are no cancellations between ¢; and ¢;41, and
the end and the beginning of each ¢; is marked. Alice and Bob generate the set Uy, from the
set U = {u1,ug,...,un} with the regular Nielsen transformation f,, € Hay: on U, thus Uy,, 1s
Nielsen equivalent to U, for all 1 < ¢ < z. This situation is visualized in Figure

U :={ui,ug,...,un}
(uy,ug,y...,uN)
fu fu.
(fu1(ul)7fu1(u2)a"'7fu1(uN)) (fuz(u1)7fuz(u2)>"'7fuz(uN))
Ufu1 = {ful(ul)?ful(u2)7 . '7fu1(uN>} UfuZ = {fuz(ul)’fuz(UZ)" ’ "fuZ(uN)}

Figure 8.1.: Nielsen equivalent sets U fu; %O the set U

The elements u; are written as words in X. Therefore, the elements in U Fu; and hence the
ciphertext units ¢; are words in X. All sets U fu; ar€ Nielsen equivalent to U and therefore the
ciphertext units are elements in the free subgroup Fy=({U]| )of F=(X| ). Thus, the set
of ciphertext units, that is,

02{01,62,...,02}

generates a subgroup <é’) of Fiy. Let Chireq be a Nielsen reduced set of C, hence the group
F SN generated by Cpnyred, is a free subgroup of Fy, that is,

F~

CNTed

= <6Nred | >
is a subgroup of Fy = (U | ) and rank(Fg ) < z because of Proposition @ Let
L := max{]cﬂx ’ c; € C’}

be the maximum free length of the ciphertext units written as reduced words in X. After Re-
mark there exists an algorithm, such that Eve is able to generate Chrreqg of C'in a running
time of O(L32?), with |C| = 2.

To break the system, Eve needs to know the set U. If <C’> = Fy then Cnyeq = U (and
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Foo = = Fy), because of Proposition and the property, that Alice and Bob used a mini-
mal Nielsen reduced set (with respect to a Iexicographical order, see for instance Example )
thus Eve is then able to identify the set U with the help of Cneq.

In general it is Chired # U and hence F, O is not the free group Fy. Eve knows that F@N o
is a subgroup of Fy;. Hence, she can use the set Cppeq to get candidates for U. For this
she needs qualified elements {wi,ws,...,we}, with w;, 1 < j < ¢, primitive elements in F.
With these elements w;, 1 < j < £, Eve can generate sets V; := Chreq U {wy,wa, ..., wy} with
K := |V;] > N and with Nielsen transformations she constructs Nielsen reduced sets V/ to
Vi. If [V/| = N then V/ is a candidate for U. The running time is within O(A\2K?), with
A := max ({|wj|X lj=12,... .0y U{ld|x | c € CN’N,,ed}> < L, to get the set V;/ from V; with

the algorithm [Ste89] (see Remark |4.2.17)).

Remark 8.0.6. The ciphertext units are elements of Fy;. Is it possible for Eve to get hints for
the used elements in U analyzing the ciphertext units ¢;, 1 <17 < 27

Eve intercepts ciphertext units ¢;, 1 < i < z, written as words in X. Let ¢} be the ciphertext
unit ¢; written as a word in U, that is,

with 1 < k; < |d|x, u € U and ) ul o 7 Lfor 1 <j <k Itis ks < lch|lx < 252:1 lug | x
because U is Nielsen reduced and hence each element in U has a stable letter (see Corollary
and Remark m It is likely that there are cancellations between the letters u ~and o} i
such that only a segment u _of u ~written as a word in X (which contains its stable letter, see
Remark is visible i 1n ;. Eve is not able to identify which segment of ¢; is a segment of
Zj for all 1 § j < k;. She also does not know the free length of ulj in X and which elements
of U*! are used to write ¢,. Thus, it is difficult for her to get good hints for U by analyzing the
ciphertext units c;.
To make it more difficult for Eve Alice and Bob could change the set U frequently.

How can Eve find qualified elements w; for the set V;?
Eve knows that Alice and Bob used a Nielsen reduced set U = {uy,ug,...,un} with words w;
in X, 1 <4< N. Each ciphertext unit ¢;, 1 <1¢ < 2, can be written as a word in U, it is

with 1 < k; < |eilx, u € U*! and ul 4 #1for 1 <j <k Itisk; <|c|x because U
is Nielsen reduced and hence each element in U has a stable letter (see Corollary |4.2.10| and

Remark [4.2.11)).

Let U, = {uj ,uj,,. . ,ugkz} be the set of all letters in U*! of the ciphertext unit ¢;. Define
U, == UNUZX! and

z
Ue = U,
i=1
it is Uo C U and the ciphertext units of C' = ¢1cy - - - ¢, are words in Ug.

The set U is Nielsen reduced and hence, because of Corollary 4.2.12} it is |¢;|x > |ugj| x for all
1 < j < k; and therefore

Ly = max{lei|x | ¢ € C} > max{|u;|x | uj € Uc}.

Thus, it is likely that each element of U can be found as a letter in at least one ciphertext unit ¢;
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in C, hence it is likely that U = U. Therefore, Eve knows that the ball B (F, L) in the Cayley
graph of F' contains the set Uo and maybe although if Uc # U a whole basis for Fyy. With this
knowledge she searches for primitive elements in the ball B(F, L;). These primitive elements
are her qualified elements w;, which she needs to get the sets V; and hence the candidates V/
for U. Eve can be sure that she is able to write each ciphertext unit ¢; with elements in her
set V7, because each ¢; can be written with Chnreq and all elements in Cyyeq can be written
with elements in VZ/ , because éde C V;. Therefore, she can be sure, that there exists a set
V!, such that Uc C V; with which she can decrypt the ciphertext C' correctly if she gets the
automorphism f,, for the ciphertext unit c;.

To get all primitive elements in B(F, L;) it took exponential time (see Proposition and
Theorem . Assume Eve gets a candidate V' for U. After construction, the words ¢; can
be written with letters of V/*1.

With the constructive membership problem, she writes the ciphertext units ¢; with letters of
V'EL (see Theoremand Remark |4.3.11]) and this gives her hints for the used automorphism
fu;, which Alice used to get ¢;. If she found an automorphism f,, corresponding to ¢; she gets
with the public linear congruence generator h the other automorphisms fy; for the ciphertext
units ¢;, and if she gets with these automorphisms and her set V' the correct elements c;,
Eve can be very sure that she found the correct set V/ and hence she can also reconstruct the
plaintext. For this she can use a statistical frequency attack (see for instance [BFKR15]) on her
reconstructed plaintext given as words in V' over the frequency of words (or groups of words),
which corresponds to letters in the plaintext alphabet.

Remark 8.0.7. Let
S = 518278z,

s; € A with A the set of plaintext letters, be the plaintext from Alice for Bob. Let
C=cica--c,

be the corresponding ciphertext to S and define C' = {c1,¢2,...,¢.}, the set of the ciphertext
units.

Assume Ug # U, that means, there exists an element up € U, such that uj is not a letter in the
ciphertext units ¢;, 1 <1 < z, of the ciphertext C.

If Jug| < Ly then uy is an element in the ball B(F, L) and Eve could find the correct set U
which is used by Alice and Bob.

If |ug| > L; then wy is not an element in the ball B(F, L) and Eve could not find the set U,
but a set V', with Uo C V.

If we are in the situation in which Ugs # U for the ciphertext C', Eve searches for sets V; with
Vi = CnpegdUW, K = |Vi| > N and w; € W primitive elements in the ball B(F, L1) of the Cayley
graph from F, L1 = max{|¢;|x | ¢; € C’}, and V' a Nielsen reduced set to V; with [V/| = N as
in Security These sets V; are candidates for U.

With such a set V;/ she is able to generate the ciphertext units ¢;, because of the way she generates
these sets. Let V' = {v1,v2,...,un} be a Nielsen reduced set, which is one of Eve’s candidates
for U. Hence, with the algorithm, given in Theorem which solves the constructive
membership problem in free groups for subgroups with a Nielsen reduced set as generating set,
Eve is able to write each element in C as a word of letters from the set V'L,

Assume Eve writes the element ¢; as ¢; = v, v4, - - - v;,, with vi; € VEL for 1 < 7 < 1. This
is a hint for the used automorphism by Alice. Therefore, Eve searches in the set H ¢ of
automorphism on U for such an automorphism, which applies an element ug, 1 < k < N, to an
element uitu?---u!, with i, € {1,2,..., N} for 1 <a<land ¢ € {1,-1} for 1 <b <[ If

i1 i K
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Vi, = Vi, p # q, then uZ’ = u:j, and v;, corresponds to uj;

If Eve does not find such an automorphism in # 4,¢, she can be sure, that her set V' is false. If
Eve finds such an automorphism f, € H ¢, with ¢; € Vjﬁy, then it could be that Alice encrypted
her plaintext letter s; = ay, fora k € {1,2,..., N}, of the plaintext S with this automorphism f,
to the ciphertext unit ¢;. If this is true and if the one-to-one correspondence between A and U is
public Eve knows that ¢; corresponds to the element u; and hence decrypts the plaintext letter
aj. If the one-to-one correspondence between A and U is not public, Eve can use a statistical
frequency attack (see for instance [BFKR15]) on her reconstructed plaintext given as a sequence
of words in U over the frequency of words (or groups of words), which corresponds to letters in
the plaintext alphabet, to get the one-to-one correspondence.

Eve assumes that f, is the automorphism f,,, which was used by Alice to encrypt s; by ¢;. She
then proves if the other elements ¢; 14, 1 < i+ £ < z, can be generated with her set V'’ and the
corresponding automorphisms, which she is able to calculate, if she gets a correct automorphism
fv, which Alice used as fy,.

If 1 < ¢ < z — i she gets the automorphisms fj¢(, corresponding to ¢;1¢ by calculating

¢ times h

remember that the linear congruence generator h is public.
If —i+1 < ¢ < —1 she gets the automorphisms [he(wy corresponding to ¢;i¢ by calculating

W) =h (h™ (R (AT () ).

|| times h—1

The mapping A is a public linear congruence generator of maximal periodic length, hence bijec-
tive and therefore the inverse mapping of h exists.
There are two possibilities.

1. ciqe ¢ nghé(u):
It is possible that the automorphism f, is not the used automorphism f,, by Alice to
generate the ciphertext unit ¢;. Then, Eve searches for another automorphism f,, in
H Aut, which applies an element uy, to an element ;! ug? - - - ufl’, with i, € {1,2,..., N} for
l1<a<lande € {1,—1} for 1 <b <[ (see above). If she finds such an automorphism she

calculates the set Vjﬁg , which is Nielsen equivalent to the set ¥V’ under the automorphism
h(v1)

fhe(yl), and searches for the element ¢;;, in this set.

If cire € V;h(,,l)’ Eve is then in case 2. below. If ¢;1¢ ¢ Vjﬁhm) she is again in this case 1.
and tries to find another automorphism f,, in H 4., which applies an element u; to an
element ufug? - ui!, with iq € {1,2,..., N} for 1 <a <land e € {1,-1} for 1 <b <1
(see above).

If she tried all possible automorphisms and got every time the case 1. then she has
definitely a wrong set V', that means it is Us ¢ V'. She then has to change her candidate

V! for U.

2. ¢iy1 € Vjﬁh(y):
If she is able to generate each element c; € C with this set ¥V’ and the automorphisms
which she gets with her seed automorphism f,, € H 4.+ and the linear congruence generator
h then it is very likely that she found the correct automorphism f, which is f,, and a set
V! with Ugs € V/. With these automorphisms she is able to identify which elements of
V' correspond to the set Uo and which to the set W, it is V/ = Us U W. It is possible,
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that the elements in W are not elements in U. If she is not able to generate each element
¢j € C with the automorphisms which follows from her automorphism fj,(,) she then is in
case 1. above.

Assume Eve knows a set V' with U # V' = Ugs U W, thus she knows the sets Us C U and
W, hence she knows which elements of U are for sure in her set V’'. She also knows the
automorphisms f,,,, which Alice used to get the ciphertext units ¢; for the plaintext units s, for
all 1 <t < 2.

If Eve intercepts now the next ciphertext C1 = c,41¢,42---¢s,, she is able to calculate the
automorphism f,, ,, because she knows f,, and it is h(u;) = u.y1, with h the used linear
congruence generator. Eve calculates the set Vf/uerl and searches for the element c,11 in this

set. There occur two cases.

1. If ;41 € Vjﬁ then c,y1 is a word in Ug or it is a word in V'’ which has at least one
Uz+1

letter in the set WL, Eve is able to decide if a letter of W*! was used to write Cyp1. If
the second case arises, Eve knows that these letters of W=*! are candidates for the set U.
Hence, she gets closer to the set U. The actual set V' could be U. It is likely that she
decrypts the ciphertext unit c,41 correctly.

2. If c41 & V]ﬁuz+1 then c,41 has at least one letter used which is not in Ugc and also not in

W, hence there are elements in W which do not belong to the set U and the actual set V'
is not U. Eve gets one of the following situations:

a)

The ciphertext c,;1 is written with elements of U \ V’. She then knows, that no
element of W is a letter for c,41. She knows the automorphisms and hence only the
elements u; who map to words which are written with elements not in U are possible
for the ciphertext c,41. She knows that ¢,y is written with up to min{|W/|, |c,41|}
elements of U \ Ux . Maybe this information is enough to identify the corresponded
letter to c,+1. Eve could also try to get correct letters for c,41 which are in U \ U,
therefore she uses other elements for W as before. These elements are primitive
elements in a ball B(F, |c,+1|) of the Cayley graph from the free group F'. She could
use the information of the words which are written with elements not in Ug and the
ciphertext unit c,4; to get new candidates for W and hence Eve comes closer to the
correct set U. It is not necessary to know the whole set U to decrypt the ciphertext
unit, if the set Ug gives enough information to identify wg for the ciphertext unit
u41 if the automorphism f,_,, is known.

The ciphertext unit ¢, is written with letters in V'*! and letters not in V'*'. Eve
searches for the element c,;1 in the set VJﬁ E because c,y1 has letters which are
uy

elements of V'*! there are elements in V; ) which match partly with sequences in
uyy

Cy+1. Sequences in c,41 which are different must occur to elements uy, € U which
are not in Eve’s set V/. Eve is able to identify at least sequences with stable let-
ters for these elements uy. Maybe it is enough to search for an element in Vf{uz+1
which matches partly to c,+1 to get the correct plaintext letter for ¢,y 1, this element
Cr1 = fuoir (ue) (if 5241 = a;) must be written in U with some letters which are not
yet in V', For these letters she can identify sequences in ¢, 1 and hence gets hints for
the elements in U, which are not yet in V'. It is not necessary to know the whole set
U, because maybe the set Cy and the automorphism fy, , give enough information
to identify the correct plaintext letter to the element c,41. If this is possible she also

gets hints for elements in the set U C Ug.

This is analogous for the other ciphertext elements in the ciphertext Cy = c,41¢,42 - - ¢4
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The main security certification depends on the fact, that for a single subset V of Fyy with K
elements Eve finds a Nielsen reduced set in the running time O(A2K?), with A the maximum
over the free length of the elements in the subset V' with K primitive elements, but she has to
test all possible subsets of K elements for which she needs exponential running time, because the
number of primitive elements grows exponentially with the free length, see Proposition |4.2.21
and Theorem She searches in a ball B(F,L;), with L1 = max{|¢;| | ¢; € C} for these
primitive elements.

A subset of V is also known, it is Cnrea C V but she has to put all other primitive elements to
this set and proves if V', which is Nielsen reduced to V, is of order N and hence a candidate for U.

To verify the set V' as U or to find the automorphisms for encryption and decryption, re-
spectively, and hence decrypt the message, Eve gets hints for the used automorphisms in H 4.
by solving the constructive membership problem of the elements ¢; of the ciphertext with her
candidate V' for U, which is Nielsen reduced. Thus, this is not only a brute force search.

Remark 8.0.8. If the set H 4, is private Eve could write with the correct set V/ = U and the
constructive membership problem each element ¢; as a word in U, but she does not know to which
element uy € U the ciphertext unit ¢; corresponds. If the set of automorphisms Aut(H) is not
restricted by the set H ayt, then every correspondence between ¢; and wuy (and hence plaintext
unit ay) is equivalently likely. A statistical frequency attack (see for instance [BEKR15]) is
useless, because even if s; = s;, @ # j, it is ¢; # ¢; as words both in X and U. Alice and Bob
made the set H 4.+ public because they are then able to change the automorphisms without a
private meeting, see Remark If they use Variation they have a public part of the set
H a4+ and a private part, hence they make an attack for Eve more difficult than in the situation
when the set F4, is completely public.

Remark 8.0.9. If Alice and Bob used an arbitrary Nielsen reduced set U and not a minimal
Nielsen reduced set concerning to a lexicographical order, than Eve gets for V' much more
sets, see Example She gets also sets V' which are the set U but with permuted order.
In this case she has to test all permuted sets and not only the minimal set (concerning to a
lexicographical order), thus she gets N!—1 more sets for each V' to test with the automorphisms.
There are also Nielsen reduced sets, which generate the same group but differ not only in the
permutation order but also in some elements, for example {32,y '2zy} and {y?, yry~'} generate

the same free group (see Example [4.2.16)).

The security certification can be improved by the next three modifications, which are explained

in Section Section [8.2] and Section

8.1. Modification with the ciphertext a reduced word for the
cryptosystem with Aut(Fy)

As in Section the reduced word C,..4 of the ciphertext C is sent instead of C', hence there
are no parts with xkazgl, for a 1 < k < g, which only occur in C'if x;, is the last letter of ¢; and
:1:,;1 is the first letter of ¢;41. The beginning and end of each ciphertext unit ¢; is not marked.
Let

! /
Cred — $1$2‘ . '.TL/,

with ) € X +1 1 < i < I, be the reduced ciphertext from Alice for Bob. This word can also
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8.1. Modification with the ciphertext a reduced word for the cryptosystem with Aut(Fy)

be seen as a reduced word in U, that means

~

Cred = ﬁ41222 t @g,

with 4; € UT!, 1 < i < /. It is £ < L’ because of Corollary [4.2.12
Alice sends the word C,.q with letters in X*! as ciphertext to Bob.

The method how Bob decrypts the ciphertext C,.q with the help of tables like Table
(page [190]) and the kind of additional information which Alice has to give to Bob, if the decryp-
tion is not unique, is analogous to the description in Section in which the cryptosystem uses

Aut(F).

Example 8.1.1. In Example [8:0.4] the ciphertext is

C= xyzx3y2zy_2x2 l yzy_2x5yz_1y:c_lz_1xyx l x5(z2y_3)2 ! x_lzx_lyz_ly_zzzx_l.
The reduced ciphertext is
Creq =zyzay(yzy 2x?)2adyz"tyz e Layab 22y =) e taa y2z y 2aza L

In this example are no reductions between the ciphertext units and all ciphertext units are
uniquely identifiable in the corresponding set U Fus - Thus, no additional information is needed
from Alice for decryption. In the first moment Bob does not know how many sets U fu, and hence
how big the table (a table like Table (page [190])) will be, which he needs for decryption, but
he knows the set U, the starting automorphism fz, the used set H 4+ and the linear congruence
generator h, hence he is able to calculate the required sets Uy, for the tables. The tables for

this example are given in Example see Table (page [194) and Table (page [194)).

Bob could also use instead of tables (like Table (page [190)), which store words in X, the
algorithm which solves the constructive membership problem (see Theorem 4.3.10|) to reconstruct
the message from Alice. He knows the Nielsen reduced set U and hence he is able to write the
ciphertext C.q as a word in U. Thus, he gets from C,.4 the word C‘Ted written in U. With the
starting automorphism fg, the used set H 4.+ and the linear congruence generator h, Bob is able
to calculate the used automorphisms f,,,. He then gets tables, like Table (page , which
store words in U and give a correspondence between the alphabet letters in the set A and the

images of the automorphisms f,, € Haut, because of the one-to-one correspondence between A
and U.

Table 8.5.: Plaintext alphabet A = {a1,aq9,...,an} corresponding to the images of the auto-
morphisms f(u;)

ful fllQ e fuz
ar=uy || fu (u1) | fu,(wa) | o0 | fu(wr)
ag=ugp || fu(u2) | fu,(u2) | -+ fu. (u2)
an=uN | fu (un) | fuo(un) | 0| fu.(uw)
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With these tables and additional information from Alice, if required, he is able to decrypt the
ciphertext correctly. The additional information and the method for decryption is analogous to
the description in Section in which the cryptosystem uses Aut(F).

Alice and Bob agree if the additional information is for Ci..q or C’Ted. Or Alice gives this
information also in her additional information. She can use instead of (i,d,w), see above in
Section the additional information (i,d,w,X) if the information is about C,.q and the
others entries have the same meaning as before. Or (i,d,w, U) if the information is about Cred
and the other entries are analogous for words in U.

Example 8.1.2. If Bob does the decryption with using C,eq and tables like Table (page ,
he gets for

1 2,.—1

Z*lxyxﬁ(z2y73) T 2 1

Crea =zyzay(yzy 2a?)adyz"tyz~ o tyz "y 2eza

from Example the ciphertext

A~

2 -2 -1
Cred = uru7(Ustg) “Urueusuruatg “ U3ty - UAUS.

The required steps can be taken from the tables in Appendix

With the starting automorphism f,,, which is fss;55 for this example (Example , and the
other common information between Alice and Bob, he is able to get step by step the Table
(page and to decrypt also step by step the ciphertext C’red, with the help of the columns of
the Table (page , correctly. He needs no additional information from Alice, because no
analogous situation as described in Remark appears and hence the decryption is uniquely
possible for Bob without additional information.

Table 8.6.: Plaintext alphabet A = {L,E,1,0,U, A;V,B} corresponding to the images of the
automorphisms fy,, 1 =1,2,3,4

fu Juz Jus fua

L= -1, -1 -1, -1, -1

=Ul UTUTUQUL u3 U " UU4 | UTUgy u7 u3 us usuzul
E= 2 -1 —1 —1
=Uu9 U2U4U3UY Uy " USUEUS Uy ~U3UT U3y U4U3
1= 2 —2 —2 -1
=us U3Uy U3usUy Uzu7U4Ug U4U3U5U2US3
0= -1 -2 -1 -1
=U4 U4u6u5 UiTU7 | U2U4UTUCUS U4u8 Uy ’LL5U2U3
U= -1 -1 -1 -1
=Uus U5 uiur UsUy  UsUSs u5 ugus U5’LL2U3
A=ug Ug;u;;u?l UgU5ULU4 u6u§U7 UgULULUIUT
V=ur ugluZ1U7u8 UTUGUS U7U4u8_2 twullu?,u;l
B=ug ugUIUT u8uZ1u51 u;luglwg u8u§’u§1ugl

Remark 8.1.3. Which is Eve’s information of the additional information from Alice for Bob?
These are similar to the information in the cryptosystem which uses Aut(F), see Remark
Eve knows from
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1. (4,]ci], 1, X), that there is at least one element in Uy, of free length [c;[. After Corol-
lary 4.2.12| Eve knows that |c;|x > |fu, (ue)|y for all 1 < ¢ < N, hence all automorphisms
of H gy with | fu, (u)| > |ci|x for all 1 <¢ < N are not used by Alice to encrypt s; to ¢;,

but she does not know if this element is completely visibly in Cjeq or C’f?d;

2. (i,]c}|x,w, X), with ¢, an initial segment of ¢; and w an segment of ¢; (¢; = cww with W
word in X or the empty word), that |¢;| > |c}|+|w]| and the first |¢}| elements of Cr(;)d are the
first |c}| elements of ¢; and after these elements comes the word w in ¢;. If (i, |c}| x, w1, X),
then |¢;| = |¢}] + |w| and Eve gets the analogous information for the automorphism f,, as
above in 1., but she does not know, if this word w is visible in C,..4 or C’ﬁle)d;

3. (i,0,¢;, X), with ¢, the initial segment of ¢;, that the word ¢; is completely canceled in
Chreq- She also knows that ¢ is an initial segment of ¢;, thus |¢;| > |¢}|, it is not necessary
that ¢ = ¢;;

4. (i,|ci|lu, 1,U), that there is at least one element in the set { fu, (u1), fu,(u2), ..., fu,(un)},
with fy, (ur) written as a word in U, of length |¢;|7. Hence, all automorphism f; of H Au
for which the set {fi(u1), fi(uz2),..., fi(un)} has no element of free length |¢;|y in U, was
not used by Alice to encrypt s; to ¢;. Eve does not know if the element ¢; is completely
visibly in C’red or C‘ﬁle)d,

5. (4, |c}|v,v,U), with ¢, an initial segment of ¢; and v a segment of ¢; (¢; = ¢;vd with ¥ word
in U or the empty word), that |¢;|i7 > |c¢;|i +|v|y. Hence, all automorphisms f; of H 4, for
which the set {fi(u1), fi(u2),..., fe(un)} has only elements of free length in U less than
|ci|lu + |v|, was not used by Alice to encrypt s; to ¢;.

If (i, ||, v1,U), then |¢|y = |¢)|u + |v|y and Eve gets the analogous information for the

automorphism f,, as above in 4. The first |¢}|; elements of C’ﬁ?d are the first |¢}|y elements
of ¢; written in U and after this elements comes the word v in ¢;, but she does not know,

if this word v is visible in Cpeq or C’ﬁz)d,

6. (i,0,c;,U), with ¢ the initial segment of ¢;, that the word ¢; is completely canceled in Chred.
She also knows that ¢} is an initial segment of ¢;, thus |¢;|y > |c}|v, it is not necessary that
¢, = ¢;. Hence, all automorphisms f; of H 4, for which the set { fy(u1), fi(u2),. .., fi(un)}
has only elements of free length in U less than |c}|y7, were not used by Alice to encrypt s;

to ¢;.

(

In general Eve cannot be sure where Cr?d begins (this is equivalent to the beginning of ¢;) or
where ¢; ends. She is also not able to identify all missing letters of X*! in C,.q, which she needs
to get the unreduced word C.

Security 8.1.4. An eavesdropper, Eve, intercepts the reduced ciphertext
Creq = 2yahy -2y,

with 2} € X*1, 1 <i < L'. Tt is Cpeq a word in Fy.

In general, she is not able to identify the end of ¢; and hence she cannot identify the beginning
or end of the other ciphertext units ¢; and she also does not know which elements are canceled
in the reduced ciphertext Cjq.

As in Security to break the system an eavesdropper, Eve, needs to know the set U. The
notations in the following passage are analogous to the notations given in Security
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In an attack of the modification without reduction (beginning of Chapter , Eve uses as can-
didates for the set U the sets V; = Cyyeq U {wy,wa,...,w}, with w; primitive elements in the
ball B(F, L) of the Cayley graph from F and Chyeq a set of elements which she gets with the
help of all ciphertext units ¢;.

Now, in contrast, Eve is neither able to determine the number

Ly == max{|ci|x | ¢; € C},

because she does not know what the ciphertext units ¢; look like and hence she cannot determine
the maximum free length of them, nor is she able to generate the set C'Nred, because for this she
needs the ciphertext units ¢; unreduced written as a word in X.

Eve knows L' = |Creq|y the freely reduced length of the ciphertext. Now, it is likely that she
assumes, that the ball B(F, L’) in the Cayley graph for F' contains a basis for Fy;. She searches
in the same way for candidates of U as explained in Security which is similar as before
but gives no guarantee that in all her sets V/ is at least one set V’ with Uc C V' .

If Eve gets a candidate V' for U she writes the word C,..q as a word in V', for this she uses the
algorithm to solve the constructive membership problem as explained in Theorem If this
is not possible, she knows, that V' is not the correct set U, or a set V', with Us C V'. Assume
Eve is able to write the ciphertext Cj..q as a word in her set V' = {v1,v9,...,un}, with v; words
in X. Let

A~

o !
red — U1U2 " Upr,

with v/ € V'*1] be the rewritten ciphertext for Eve. It is ¢ < L', because of Corollary m
It is not necessary, that the elements v, are elements in the set U +1 which was used by Alice
and Bob.

The element C’;ed could give her hints for the used automorphisms by Alice, but these hints
are not as good as they were for the cryptosystem without reductions, because Eve does not
know which v;. is the last letter of ¢;, written as word in V', and which v} 41 is the first letter
of ¢j11, written as word in V’/. Maybe there are also letters of U missing at the end of ¢;,
because they are canceled by the initial segment of ¢;11. Thus, it is possible, that Eve assumes
Ci = VUi g Vi, but it ds |ep > s + 1.

It is also likely that there are automorphisms in H 4., for which u; has an image which is an
initial segment of é'ﬁ?j = Creqifi=1,0r C”En?d = ciilé’ize:ll) it2<i<z or 0'521 =c,ifi =z
To use the hints for the automorphisms Eve must be able to get the words C’ 7(~2d7 but there are
a lot of possibilities for these elements, because Eve does not know where ¢; ends. Furthermore,
she does not know if there are cancellations between the ciphertext units and hence if there
are letters in the ciphertext C,..q missing from which she has no idea. Therefore, she gets more
possibilities for the automorphisms than in the version in which the ciphertext is unreduced.
Maybe the additional information from Alice, which is sent publicly to Bob, gives her hints (see
Remark but she cannot be sure that there are no other letters missing, which she cannot
deduce from the additional information. Hence, if she goes the way described in Security
and in more details in Remark then it is not likely that, even if she gets an automorphism
fi € H au and found in

Vi = {fi(v1), fi(va), ..., filon)}
()

a j, such that f;(v;) is an segment of CA';ed and thus she assumes that c¢;, = f;(v;) and Clyoy = CEW
with w an terminal segment of C’_,, this automorphism f; is a used automorphism for encryption
and it is not clear that she is on the right way even if in

Vi = Uni (v1)s fugiy (v2)s - -5 fugay (vn) }
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L. . A (k1
the next segment of C,..q, which is the initial segment of C’ (k1)

red > can be found.

8.2. Modification with SL.(2, Q) for the cryptosystem with Aut(Fy)

This modification is analog to the modification with SL(2, Q) for the cryptosystem with Aut(F),
see Section [7.2l
Alice and Bob agree also in addition privatly on a faithful representation ¢ : F' — SL(2,Q) thus
they can write the ciphertext units ¢; of the ciphertext C' as matrices in SL(2,Q) instead as a
word in X. Let

¢ : F — SL(2,Q)
.%'l"—>Mi

be this faithful representation of F' into SL(2, Q).

One way for Alice and Bob to generate the matrices M;, 1 < i < ¢, is given in Remark
In addition to the situation in Section the ciphertext C' can now also be seen as a word in
U and therefore the ciphertext C’ is also a word in U,. Thus, Alice and Bob must take care,
that the set U, = {p(u1), p(u2),...,o(un)}, with ¢(u;) € SL(2,Q) is not a generating set of
a subgroup in SL(2,Q) for which the membership problem is decidable, therefore, |[N| > 3 and
(U,) is not a subgroup of SL(2,Z).

The encryption is realizable with a table (like Table (page [190))) if the representation ¢ is
applied to the elements f,,(u;) in this table, see Table (page [205)).

Table 8.7.: Plaintext alphabet A = {aj,az,...,an} corresponding to ciphertext alphabet Uy, )
depending on the automorphisms f,, and the faithful representation ¢

Us(fuy) Ui (fuy) T Up(fuz)
a1 || o(fuy (1)) | @(fun(ua)) | - | @(fu.(u1))
az || (fuy(u2)) | @(fus(u2)) | - | @(fu.(uz2))
an || e(fu (un)) | o(fu(un)) | -+ | o(fu.(un))

The encryption for Bob is not possible with the use of the solution of the constructive Mem-
bership problem for the ciphertext C’, a sequence of matrices, the set U, and the used auto-
morphisms f,,, because Alice and Bob take care that there is no algorithm known to solve this
problem efficiently.

Security 8.2.1. As in Security the additional security certification is, that there is no
algorithm known to solve the membership problem (see Problem for free (discrete) sub-
groups of SL(2,Q) which are of rank greater than or equal to 2 and not subgroups of SL(2,7Z),
even if Eve makes the correct guess for the set M = {My, Mo, ..., M,}, with M; = ¢(z;), used
by Alice and Bob, or the set U, = {p(u1),¢(u2),...,o(un)}, with ¢(u;) € SL(2,Q), which
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could also be used for encryption, see above. Thus, Eve is not able to generate a situation as
in Security hence it is very unlikely that Eve is able to decrypt the message correctly.
Even if Eve does a brute force search through the set H 4.+ with her candidate Ug’o for the set
U, instead of the abstract set U and founds with her candidate US'O and an automorphism of
H 4y one matrix W; of the ciphertext C’ it could be that she used a different Ué, and different
automorphism of H 4,; than Alice and hence encrypts this ciphertext unit W; not correctly.

Remark 8.2.2. If Alice and Bob use this variation, then they can also let the set X private. In
the previous version the ciphertext C is a sequence of words in X hence if Alice looks at C' it is
very likely that she gets all elements in X, hence the set X is considered as public. In addition
the automorphisms of Fa,; give all elements in X. Now, the ciphertext C’ is a sequence of
matrices in SL(2,Q) and Alice and Bob can choose X privately. This makes a correct guess
from Eve for the set M more difficult, because Eve does not know the cardinality of M, which
is ¢ = | X/, because know X is private. The automorphisms in H 4,4 give no hint, because they
are abstract given on a set with N elements and in general it is N # | X]|.

8.3. Moadification with Hilbert’s Tenth Problem for the cryptosystem
with Aut(FU)

The same way how Alice and Bob use Hilbert’s Tenth Problem for the cryptosystem with Aut(F')
in Section they can use it for the cryptosystem with Aut(Fy). Alice writes the ciphertext
C, which she gets by the cryptosystem with Aut(Fy) to a sequence Cpper+ of matrices in
GL(2,R), with R = Z[y1,v2,...,Yyn] and n > 2, as explained in Section because in both
cryptosystems (with Aut(F') and Aut(Fy)) the ciphertext is a sequence of words in X, with
X ={x1,22,...,24} and F'= (X | ). Therefore, the decryption from Crypert to C is for Bob
the same as in Section [7.3] explained.

Remark 8.3.1. The version of the cryptosystem of Aut(Fy) in which the ciphertext is only
one reduced word in X (Section can also be improved with the explained procedure which
uses the negative solution of Hilbert’s Tenth Problem, analogous to Remark Then the
ciphertext is only a matrix My per+ in GL(2, R), with R = Z[y1,y2, ..., yn] and n > 2.

Security 8.3.2. The security certification depends, in addition to Security (for Re-
mark in addition to Security on the unsolvability of Hilbert’s Tenth Problem.
Y. Matiyasevich proved in [Mat70] finally that there is no general algorithm which determines
whether or not an integral polynomial in any number of variables has a zero. Therefore, for Eve,
who sees just matrices in GL(2, R), with R = Z[y1,y2,...,yn] and n > 2, it is hard to find the
private key D of Alice and Bob.

We get one more variation of this cryptosystem, which is only possible if we use in addition the
negative solution of Hilbert’s Tenth Problem. Let

C=cicy---c,

be the ciphertext generated as explained in the beginning of Chapter The ciphertext units
¢; are words in U, with U = {uy,ug,...,un} a Nielsen reduced set with elements u;, which are
words in X, hence the ¢; are also words in X. In the above systems with Aut(F') and Aut(Fy),
the ciphertext C' was send as a sequence of words in X. Now, we consider the ciphertext units
¢; as words in the abstract set U.
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8.3. Modification with Hilbert’s Tenth Problem for the cryptosystem with Aut(Fy)

To make use of Hilbert’s Tenth Problem, the augmentation here (as in Section is given by
evaluating a point D = {d;,da,...,d,} € Z", such that

- GI3 518)-6 9 -

. p5(D) pa(D)> <1 0)
€(B) = = =0b.
® = (o) o) =2 |
The public knowledge for this modification extends to the augmented ring R = Z[y1,y2, - - -, Yn],
with n € N\ {1}.

The private information for Alice and Bob extends to a point D € Z", the set {a,b} and the
Nielsen reduced set V' = {v1,v2,...,vn}, with v; abstract words in {a, b}.

and

In this modification the elements in the abstract set U are identified with words in the set
{a, b} instead as words in X. Thus, instead of a free subgroup Jyw = (W | ) with rank
q of J = {(a,b | ) (see Section Alice and Bob use a free subgroup Jy = (V | )
with rank N, N = |U| the number of letters in the used plaintext alphabet A. Therefore, let
V = {v1,v9,...,un} be a Nielsen reduced set with v;, 1 <1i < N, abstract words in {a, b}.
Alice and Bob identify u; € U with v; € V, for all i = 1,2,..., N, and thus Alice writes the
ciphertext (generated as explained in Chapter

C=coey-c,

with ¢; abstract words in U, as
/

! )
C'=cicy- -,

with ¢, abstract words in V.
Next, Alice writes C’ as a sequence of words in {A;, B;}, that is, C;
a she writes A; and instead of b she writes B;. It is

A] — <p1j p2j> and B] — <p5j p6j> ’
p3j p4j p7]‘ p8j
with p1;,p2;,...,ps; € Z[y1,¥2,---,Yn], n > 2, her 8 ephemeral polynomials, which generate the
matrices A; and B; in GL(2, R) with the property

ivere and means, instead of

€(4;) =a and € (B;j)=0.
Thus,
C}Iilbert RIS RERER

is the ciphertext C’ written as a sequence of matrices in GL(2, R), with R = Z[y1,y2, .-, Yn]
and n > 2. Hence, Alice sends each ¢;, 1 < i < z, as one matrix in GL(2, R) to Bob.

For decryption Bob uses the augmentation, which is given by evaluating p;;, 1 <7 <8, at the
private point D, such that €*(A;) = a and €*(B;) = b. With this point D he is able to generate
from Cly,p.r¢ the ciphertext version

C'=e" (@) e (@)l 1) = ey,
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with ¢, 1 < ¢ < z, matrices in SL(2,Z), which are words in {a,b}. With an algorithm (use for
example the method described in Remark [4.3.12)) to write the matrix ¢ as an abstract word ¢
in {a,b} he gets

/

C'=djichr--c,.

Since Alice and Bob choose a Nielsen reduced set V' = {vi,v2,...,v4}, vj abstract words in
{a,b}, Bob is now able to write each ¢}, 1 <1i < z, as an abstract word in V, see Theorem 4.3.10

and Remark [4.3.11] and gets

/
29

C'=didy-e
with ¢;, 1 <17 < z, words in V.
Bob writes the ciphertext C’ with the one-to-one correspondence between U and V to the
ciphertext C, in which the ciphertext units are written as words in U. Thus, the decryption is
then the same as explained in Encryption and Decryption Procedure 3.1.b in the beginning

of Chapter

Remark 8.3.3. This modification is only possible with the use of the negative solution of
Hilbert’s Tenth Problem. Without writing the elements ¢, as matrices in GL(2, R) with the
integral polynomial ring R = Z[y1,y2,...,Yn], n > 2, an eavesdropper intercepts ciphertext
units as abstract words in U or V, respectively. Alice and Bob use the one-to-one correspondence
with u; — v; for u; € U and v; € V. This gives hints for the used automorphism of Alice in H 4.+
for encryption, because now the ciphertext units are images of elements in U or V, respectively,
and Eve knows that Alice used an automorphism for which the ciphertext unit ¢; is such an
image. The abstract automorphisms H 4, C Aut(H) on U, see Chapter 8| can be also seen
as abstract automorphisms on V and H' = (V| ) instead on H = (U | ) (this is possible
because |V| = |U| and hence H is isomorphic to H’, see Theorem [4.3.7), thus H aur = H/y,,, and
Aut(H) = Aut(H').

Security 8.3.4. The security certification depends on the unsolvability of Hilbert’s Tenth Prob-
lem. Y. Matiyasevich proved in [Mat70] finally that there is no general algorithm which deter-
mines whether or not an integral polynomial in any number of variables has a zero. Therefore,
for Eve, who sees just matrices in GL(2, R), with R = Z[y1,v2,...,Yyn], it is hard to find the
private key D of Alice and Bob. In addition the security is improved by the fact, that for each
encryption Alice and Bob can take privately ephemeral matrices in GL(2, R) with the property
that the common private point D € Z™ generates the correct matrices in PSL(2,7Z). This gives
randomness to ciphertexts, which complicates attacks for Eve.

8.4. Chosen plaintext attacks on the cryptosystem with Aut(Fy)

In a chosen plaintext attack (see Section or for instance also [BFKRI15, Section 3.1]) Eve
gives a blackbox, which does the encryption procedure, plaintexts of her choice and gets the
corresponding ciphertexts. Assume Eve gives the blackbox a plaintext which obtains only one
letter of the alphabet A, it is

S =s189-+- 8
=305 " Ay,
N——

r times
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with a; € A. She gets the ciphertext

C =falai) fu)(@i) fr2(a) -+ - (@i) frr—1(a) (@)

=C1€2 - Cy,

with a the starting seed to generate with the linear congruence generator h the used automor-
phisms f; € H gy for encryption.

The ciphertext units ¢; are words in U, which are given as words in X, because U = {uy, ua,...,un}
and u; words in X.

In general, the ciphertext units do not have a similar structure as it could be in the case for a
chosen plaintext attack of the cryptosystem with Aut(F'), see Section

Eve gets words fyi-1()(ai) = ¢j, 1 < j <7, in X which are differently written in U and it is
also possible that u$, e € {1,—1}, is not a letter in the word c¢;.

Thus, a chosen plaintext attack gives no additional hints for the set U, than the look at the
ciphertext, which is a ciphertext only attack, see Security and especially Remark

Example 8.4.1. Eve gives the blackbox the plaintext

S = LLLL.

We assume that the blackbox used the same public and private parameters as in Example
The starting seed for the linear congruence generator h is u; = @ = 23442 and the used auto-
morphisms fu,, fuy, fus and fy,, for encryption are computed as above in Example hence
the ciphertext is

C :fu1 (L)fug(l-)fus(l-)flm(l‘)

=C1C2€3C4

1 —2,.2

ac_lyzy T Z:/Uyzyz_ly_2 2 !

=zyzadylay2a? L (22~ e 2z ey 2 vy Ly
There is no structure for uy=a; = L identifiable . The following is a consideration, which Eve
could also take at a ciphertext only attack, see Remark Eve could assume that one wu; is

of the form or has a segment or is a segment of

yzy~2a?
because this segment is a terminal segment of ¢; and co.
It is also likely, that she assumes, that one u; is of the form or has a segment or is a segment of

xyz

because this segment is an initial segment of ¢; and c3.
Remember, that in Example Alice and Bob agreed on

— SR | =1 -1 =12
Uy =TYZ, Ug :=Yzy ", ug =T Zx T, ug =y x7,

Uus 222_11‘3/1,‘, Ug ::z_lyz_l, uy :::Ugy, Uug ::y3z_2.
Therefore, she takes correct thought for u; = zyz and uy = y~'22, this enables a more selective

brute force search through the Cayley graph for the set U, see Security

If we are in the situation (Section [8.1)) in which the ciphertext C,¢q is a reduced word and the
beginning and end of a ciphertext unit ¢; is not marked it is more difficult to get information
about a blackbox if words are used as inputs. If only one letter at the time is an input for the
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blackbox, then they get the same information as in the situation when the ciphertext units are
identifiable in the unreduced ciphertext.

If we are in the situation (Section in which the ciphertext C’ is a matrix in SL(2,Q) this
attack gives no information about the way the elements in the set U look like, because an eaves-
dropper, Eve, sees just matrices and she does not know which matrices are multiplied to get the
ciphertext matrices c;.

If we are in the situation (Section in which the ciphertext Cy, ..+ 1S & sequence of matrices
in GL(2, R), with R = [y1,¥2, - .., Yn], this attack gives no hint for the elements in U. As in the
situation in which the ciphertext is a sequence of matrices in SL(2,Q) an eavesdropper sees just
matrices and she does not know which matrices are multiplied to get the ciphertext matrices ¢;.

Conclusion concerning chosen plaintext attacks

If the ciphertext is given as a matrix, the system is secure against chosen plaintext attacks. If
the ciphertext is a word in X it could be possible that an eavesdropper can get hints for the
elements in U and hence the search for the primitive elements in the Cayley graph could be
performed in a more selective measure, but these hints can also be seen in a ciphertext only
attack. Hence, this is not an information which only appears at a chosen plaintext attack.

8.5. Chosen ciphertext attacks on the cryptosystem with Aut(Fy)

In a chosen ciphertext attack (see Section or for instance also [BEKR15], Section 3.1]) Eve
chooses ciphertexts and sends these to a blackbox, she then gets the corresponding plaintexts
back.
For example Eve gets to some parts of a given ciphertext the corresponding plaintext. These
parts can be chosen by her.
Let

C =cico---cy

be the ciphertext generated as explained in Chapter [§]
Let

Cj = fuj (uk)

be the ciphertext unit for which Eve knows the plaintext s; = a;. She gets no more information
about the set U, than she also knows from a ciphertext only attack.

She knows the free length |cj|x and thus |¢;|r < |cj|x because of Corollary

Eve is able, as before (see Security more precisely Remark , to reduce the set H aqyt,
which gives abstract automorphisms of Fiy = (U | ) for an abstract set U = {u1,ug,...,un},
for the automorphism which Alice used to encrypt s; = aj with her explicit set U, in which the
elements are words in X. Only automorphisms fy € H 4, for which |fo(ug)|v < |¢j|x is true are
candidates for the used automorphism f,; by Alice.

Assume Eve gets a candidate V' = {v1,v9..., o5}, with v; words in X, for Alice set U. She
writes the element c; as

Cj = U5y Ujp =" Vg, (8.1)

with vj, € VEL for 1 <i<land!l< lcj|x (with the algorithm given in Theorem {4.3.10)). If
[ > |cj|x the set V' is wrong.
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8.5. Chosen ciphertext attacks on the cryptosystem with Aut(Fy)

This is a hint for the used automorphism by Alice. Therefore, Eve searches in the set H 4. of
automorphisms on U for such an automorphism, which applies the element u; to an element
uGus? - ugl with jo € {1,2,...,N} for 1 <a <land ¢ € {1,-1} for 1 <b <1 If v, = vy,
p#q,in Eve s equation (|8.1] . then u] = u] and vj, corresponds to u]p Now, she only searches
for this explicit ug and not for all u, with 1 < r < N. Thus, this search could be performed in

a more selective measure as in Security [8.0.5] more precisely Remark [8.0.7]

Assume we are in the situation in which the ciphertext C,.4 is a reduced word in X and the
beginning and end of each ciphertext unit ¢; is not marked (see Section .

With a chosen ciphertext attack Eve gets information how the word C,..4 is assigned partly to
the plaintext units. In general, Eve is not able to write C...q as C, that means, she is not able
to identify for each ciphertext unit ¢; the end and the beginning and she also does not know all
cancellations between ¢; and ¢;11. Hence, to find the set U, she gets no additional hints for U
than in a ciphertext only attack (see Security on Cpreq. To get candidates V' for U she
acts as described in Security

There could appear different cases for her information which she gets from a chosen ciphertext
attack (these are similar to the cases for the cryptosystem with Aut(F), see Section :

1. If there are no cancellations for ¢; and Alice knows which part of C,..q corresponds to s;
then she knows c; and knows where it ends and begins and hence where c;41 begins and
cj—1 ends. In general she does not know which number of {1,2,...,2} is j. She now could
act similar as in the unreduced ciphertext case above if she gets a candidate for U.

2. If there are cancellations for ¢; it is not sure that Eve knows that. Maybe it is not necessary
for Alice to give Bob such an additional information and hence Eve does not know if there
are cancellations or not. Let

Cred = wléng

be the ciphertext with wi, w2 words in X and ¢; = ¢;, ¢j¢j, with ¢, ¢j, words in X or the
empty word. In a chosen ciphertext attack Eve gets the information

. is decrypted to ~
. A p— =
Cj > 85 = ag (Zug),

for a k € {1,2,...,N}. Thus, her information is ¢; = ¢;,¢j¢j, with ¢;,, ¢j, words in X or
the empty word, and she does not know what c;, and cj, look like. In general she does
not know which number of 1,2,...,z is j.

If Eve gets a candidate V'’ for U she writes the word C,.q as a word in V', for this
she uses the algorithm to solve the constructive membership problem as explained in
Theorem If this is not possible, she knows, that V"’ is not the correct set U, or a
set V/, with Uo C V’. Assume Eve is able to write the ciphertext C,.q as a word in her
set V! = {v1,v9,...,un}, with v; words in X. Let

i /
red — 7f1”2 *Uyprs

with v/ € V'*!, be the rewritten ciphertext for Eve. It is £ < |Cyeq|x, because of Corol-
lary [4.2.12] She then also knows which elements of V' correspond to the element ¢;, that
means she knows

~ !/ /
Cj = VpUpq - Vg, (8.2)
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with v € V/*1 ¢t € {1,2,...,¢' —d} and d+1 = |&;|y+ < |¢j|x, because of Corollary [4.2.12

This is a hint for the used automorphism by Alice. Therefore, Eve searches in the set
Haur of automorphisms on U for such an automorphism, which applies the element
ug to an element wlu61 ;g '-uj;iiwg, with w1y, ws words in U or the empty word and
Jjo € {1,2,. N}f0r1<a<d+1andeb€{1 —1}for1<b<d—i—1 If v, = v,
p # q, in Eve s equation (| -, then ugz =u jq, and vp corresponds to u ]p. Now, she only
searches for this explicit u; and not for all u, with 1 <r < N. Hence, the search for the
possible automorphisms of Alice in H 4, could be performed in a more selective measure
as in Security more precisely Remark [8.0.7] described.

Even if Eve founds such an automorphism she cannot be sure that it is the automorphism
of Alice or her set V' is correct, see also Security

It is difficult for Eve to find the used set U and the automorphisms which were used by
Alice and Bob.

3. If the ciphertext is a sequence of different ciphertexts Creq,, 1 < i < 2/, given as words
in X, and she gets a plaintext, for example for one Ceq;, she then knows of how many
letters in U, and hence in A (the plaintext alphabet), the message Cyeq;, = ¢jyCj, -+ ¢y, 18
written, that means, she knows \Cmd].]U = zj. In general, she does not know where each
ciphertext unit c¢j,, 1 < k < z;, begins or ends. Or if there are cancellations between the

ciphertext units ¢;, and ¢;, .

This gives no more information for the set U as in the cases above.

Assume we are in the situation in which the ciphertext C” is a sequence of matrices in SL(2, Q),
see Section Let
C'=WWy---W,

be the ciphertext with W; € SL(2,Q), 1 < i < z. With the chosen ciphertext attack, Eve gets
for example the information

is decrypted to R
Wj S5 = ak(:uk),

with 1 <j<z-—1andk € {1,2,...,N}. There is no hint for Eve for the used set M, to get
the faithful representation ¢, or the set U, used by Alice and Bob, and hence for the set U,,.
Only the brute force search described in Security [3.2.1] could be performed in a more selectlve
measure, that means, Eve makes a guess U, = {Ml, Mg, ..., My}, with M; € SL(2,Q), for the
set U, of Alice and Bob. Eve tests if

fo(My) = W,

for f; € Haw (the automorphisms in H . can be applied on (Uy,) because |U)| = [U| and
therefore the free group Fy = (U | ) is isomorphic to Fy; = (U, | )), instead if

Wj S fé(U:D)
Even if she found a set UL; and an automorphism f; € H a4¢, such that
fo(My) = W;

she cannot be sure that these were used by Alice and Bob. There are a lot of candidates for
U, that means sets in SL(2,Q) with N elements, such that

fo(My) =W,
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for some fy € H aut-

Assume we are in the situation in which the ciphertext Cgjpers 1S @ sequence of matrices in
GL(2,R), with R = Z[y1,y2, ..., yn) and n > 2, see Section This situation is analogous to
the modification in which the ciphertext is a sequence of matrices is SL(2,Q). Eve gets neither
a hint for U nor A; and Bj nor D nor W.

Conclusion concerning chosen ciphertext attacks

This cryptosystem is secure against chosen ciphertext attacks. An attacker gets no additional
hints for the set U than he gets with a ciphertext only attack.
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Chapter 9

Private key cryptosystem which uses
automorphisms on plaintext sequences
(Protocol 10)

This chapter introduces Protocol 10, a symmetric key cryptosystem. It is based on combinato-
rial group theory, uses automorphisms of finitely generated free groups, Nielsen reduced sets and
a faithful representation of a finitely generated free group into SL(2,Q). The automorphisms are
out of a common set G4, C Aut(G) (with G an abstract free group of finite rank). For decryp-
tion Bob needs to know which automorphisms of G4,; were used for the encryption procedure
by Alice. For this choice of elements in G4.; regulations are needed. Therefore, Alice and Bob
make use of a linear congruence generator with maximal periodic length as for Protocol 8 and
Protocol 9. Hence, for linear congruence generators see Chapter

The main difference of the cryptographic protocol in this chapter to Protocol 8 and Proto-
col 9 is, that it uses automorphisms on plaintext sequences instead of automorphisms on F
or Fy, respectively. Moreover, Protocol 10 contains special random matrices, which generate
randomness for the ciphertext and work as ephemeral keys in the encryption procedure.

We first describe Protocol 10 in a restricted version to explain the idea. This is then gener-
alized. A variation and an example are given. The chapter closes with a closer look at chosen

ciphertext and chosen plaintext attacks.

Now, we introduce Protocol 10.

Public Parameters

First of all Alice and Bob agree on public parameters.

1. A plaintext alphabet A = {aj,as,...,any} with N > 2.

2. An abstract free group G = (Y | ) with rank(G) = 5 and a free generating set
Vo= {y1,y2,-- .95}

3. A subset Gaw = {90,91,---,92128_1} C Aut(G) of automorphisms of G. It is g; : G — G
and the ¢;, i = 0,1,...,2'2% — 1, pairwise different, are generated with the help of the
0-1-sequence (of different length) and random numbers as described in Section The
set Gaqt is part of the key space.

4. They agree on a linear congruence generator h : Zgi2zs — Zgi2s with a maximal period
length.
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Private Parameters

Afterwards they agree on their common private parameters.

1. A finitely generated free group F' = (X | ) with free generating set X = {z1,22,..., 24},
with g > 2.

2. A free subgroup Fyy = (U | ) with rank 2N of the free group F' and the free generating
set U = {uj,ug,...,unN,UN+1,--.,Uu2N}, with u; freely reduced words in X, is chosen.
The set U is a minimal Nielsen reduced set (with respect to a lexicographical order, see for
instance Example . Such systems U are easily to construct using Theorem and
Lemma (see also [CgRRO8] and [LS77]). It is Unyeq the set of all minimal Nielsen
reduced sets with 2NV elements in F', which is part of the key space.

3. They agree on a faithful representation

v: F— SL(2,Q)

The set M = {My,M>,...,M,}, with M; = ¢(x;), is a free generating set for a free
subgroup H = (M | ) of SL(2,Q). The groups F' and H are isomorphic.

4. With the representation ¢ they calculate the free group Fyy = (U’ | ). The free generating
set is U' = {V1,Va,..., Vo, }, with V; = p(u;) and 1 <7 < 2N. Hence, the group elements
are matrices in SL(2,Q). The group Fy is isomorphic to the group Fy .

5. They agree on the assignment

a;=Vj <= j=1i (mod N).

6. Alice and Bob agree on an automorphism gz € G4y, hence « is the common secret starting
point a € {0,1,...,2!%® — 1}, with y; = @ € Zjog for the linear congruence generator h.
With this o they are able to generate the sequence of automorphisms of the set G Ay,
which is y1 = @ € Zgi2s, yo = h(y1) € Zoi2s, ..., y3 = h(ys—1) € Zgi2s. The sequence
Gy1sGyas -+ » gy, Of automorphisms of the set Gyt is used for encryption and to generate
the automorphisms for decryption of a plaintext with z plaintext letters, it is 3 = [§] (for
r€Ritis [r] ;== min{x € Z|z > r}).

Key space: F'= (X | ), X = {z1,22,...,24} with ¢ > 2; the set Upnyeq of all minimal (with
respect to a lexicographical order) Nielsen reduced subsets of F' with 2N elements. The set

Gauw C Aut(G) of 2128 randomly chosen automorphisms of G.

Private Key Cryptosystem

Now, we explain the private key cryptosystem and look carefully at the steps for Alice and Bob.
Public knowledge: Plaintext alphabet A = {a1,a9,...,any} with N > 2, G = (Y | ),

Y ={y1,y2,...,ys5}, the set Gayr C Aut(G); a linear congruence generator h of maximal peri-
odic length.
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Encryption and Decryption Procedure:

1.

2.1.

2.3.

2.2.

2.3.

2.4.

Alice and Bob agree privately on the private parameters: A finitely generated free group
F=(X| ), X ={z1,22,...,24}, ¢ > 2, a free subgroup Fyy = (U | ) with Nielsen
reduced set U = {uy,ug,...,ueny} C F, a faithful representation ¢ : F' — SL(2,Q),
now it is Fyr = (U’ | ), U= {V1,Va,..., Vo, } with V; = ¢(u;), an assignment
a; =V; < j =i (mod N) and a starting seed gz € Gaut.

. Alice wants to transmit the message

S=s189-8,, z2>1,
with s; € A to Bob.

Alice cuts the message into parts of rank(G) — 1 = 4 letters

S = 51525354 | 55565758 | -+ | 52-35.-25:-152,
S1 Sa Sga
with s; € {a1,a9,...,any}. To describe the procedure we assume that the letters in the

parts S; are pairwise different and z =4 -t, ¢t € N. Thus, it is g =t.
She writes S as a sequence S’ of matrices with
a;=Vj <= j=i (mod N),

it is
S' = VIVaVEV [ VEVEVEVS |- | V3 VE o VIV,

S S Sy

with V! € {V1,Va, ..., Va, ).

z

Alice needs for the encryption procedure § = 7 automorphisms g; € Gau. With the
help of the congruence generator i and the knowledge of gz she gets the automorphisms

9y159yay - - - 7gy5‘ It is yi=a,y2 = h(y1)77Yﬁ = h(Yﬁ*l)

For each part S, 1 < i < f3, of the message Alice needs an additional matrix P; with the
property, that P; € Fyr C SL(2,Q), remember U’ = {p(u1), p(u2),...,p(usn)}. We call
the additional matrices P; arbitrary ephemeral keys for Alice.

Alice encrypts the message as follows: for the part S} she applies the Nielsen transforma-
tion gy, to the set {V{,VJ, V3, V[, P}, that is:

(VI V3, Vi, Vi, Pr) 225 (W, W, Wi, Wa, W),
with W;, 1 < j <5, words in {V{, V3, V4, V], P1}.
In general, she uses for the part S/, 1 < ¢ < 3, the automorphism gy, and the ephemeral
key P;, it is:
gXi
(Vii—3s Vi, Vi1, Vg, Pi) —> (Wii—a, Wai—g, Wai—2, Wsi—1, W) ,
with Wj, 5i — 4 < j < 54, words in {V};,_5, V], 5, V],_1,V];, Pi}. Alice generates the

ciphertext
C = WiWoWsW WsWeWWegWoWig--- W,y 5
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and sends it to Bob.
3. Bob gets the ciphertext
C = WiWoWsWiWsWeW:WsWoWig - -- W15
for decryption.

3.1. He cuts C into parts of 5 matrices

C = WiWoWsWyWs | WeWWeWoWig | -+ | Wegpoa- - Woip.

G Cy c

3.2. With the knowledge of gg, the linear congruence generator h and (= #) he computes
for each automorphism gy, € Gawt, @ = 1,2,..., 3, the inverse automorphism g;il.

3.3 He applies on each ciphertext part C/ the corresponding automorphism 9y, 1
For example

-1
(Wi, Wa, W, Wa, Ws) 25 (V{, V4, V4, V4, P1) .

In general, for C/, it is
g—l
Yi
(Wi, Wsi—3, Wai—2, Wai—1, Wsi) — (Vii_3, Vii_9. Vi1, Vi, Pi) -

Bob knows the set U’ and hence he can decide which matrix in the reconstructed part is
an element of the set U’ and thus also that P; ¢ U’, 1 <14 < 3. Therefore, he knows that
the last matrix in the reconstructed set is an ephemeral key of Alice and hence belongs
not to the plaintext.

He gets the following sequence of matrices
S = VIVaVBVIVEVEVa Vg - - VI gV VIV,
with V/ € {V1,V,...,Va, }, and with the knowledge
a;=Vj <= j=1i (mod N)
he is able to read the plaintext
S = 5152535455565758 "+~ 5;-35,-25,152,

with s; € A, 1 <14 < z, from Alice.

The cryptographic protocol is summarized in Table (page [219) and Table (page [220)).
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Table 9.1.: Summary of Protocol 10: Private key cryptosystem using automorphisms on plain-
text sequences I

Public Knowledge

Abstract free group G = (Y | ), Y ={y1,92,...,¥ys5}; plaintext alphabet A = {ay,a2,...,an}
with NV > 2; subset Gay: C Aut(G); linear congruence generator h of maximal periodic length.

Alice ‘ Bob

Private keys

Free group F = (X | ), X ={z1,22,...,24}, ¢ > 2,
free subgroup Fyy = (U | ) of F' with Nielsen reduced set U = {uy,ug,...,usn} C F}
faithful representation ¢ : F' — SL(2,Q);
FU/:<U/‘ >, U/:{Vl,VQ,...,VQN} With‘/;:go(ui);
assignment a;,=V; <= j = ¢ (mod N) and starting seed gg € GAut-

Encryption

Choose message
S =s5189-++8,, z>1ands; €A.

Cut message into parts of rank(G) — 1 = 4 letters

S = 51525354 | 55565758 | -+ | 52-35:-25:-15 .
—_— —_——
51 Sa Sg

Write S as a sequence S’ of matrices with

a;=V; <= j =i (mod N), it is

S =VIVaVaVi | VEVEVIVS | -+ | VI gV VIV,
s/ s s,

with V! € {V1,Va,..., Vo, }.

Calculate 8 = § automorphisms g; € G-
Compute y1 = @,y2 = h(y1),...,y8 = h(yg—1) and obtain
gyngyz,---»gyg-

For each part S/, 1 < i < f3, choose an additional matrix
P; € SL(2,Q), with P; ¢ Fys, which is an ephemeral key.

Encryption:
For S/, 1 < ¢ < (3, choose ephemeral key P; and apply
automorphism gy,:
(V4/z'737 V;llz‘f2> VAL/FI’ V;l/i’ PZ)
{ 9y,
(Whi—a, Wsi—3, Wsi—2, Wsi—1, Ws;).

Generate ciphertext
C = WiWoWsW WsWeWiWsWoWig -+ W45

and send it to Bob.

C=W1WoWsWiWsWeW;WgWoW1g---W, 43
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(Protocol 10)

Table 9.2.: Summary of Protocol 10: Private key cryptosystem using automorphisms on plain-
text sequences II

Alice ‘ Bob
Decryption
Cut C into parts of 5 matrices:
C = WiWoWsWyWs | WeWWsWoWig |-+ | Woyp_a---W.ig.
& c o

Compute § automorphisms:
y1 = a, Y2 = h(}’l)7 - Y = h’(Yﬁ—l)u
obtain gy, gy,, - - gys-

Compute for each automorphism gy, € Gaw, ¢ = 1,2,..., 3, the
inverse automorphism g;il.

Apply on each ciphertext part C? the corresponding automorphism
g;il. In general, for C/, it is:
(Wsi—a, Wsi—3, Wi, Wsi—1, W)
Loy!
(Vii—s: Vii—o Vi1, Vi P)

Decide which matrices in the reconstructed part belong to the set
U’ and which not.

Therefore, get sequence of matrices
S' = VIVaVEVIVEVEVaVg - - V3V o ViV,
with V/ € {V1,V,...,Va,}, and with the knowledge
a;=Vj <= j=1i (mod N)
read the plaintext
S = 5152535455565758 * ** 5;-35,-25,_15

from Alice.

Remark 9.0.1. The ephemeral key P; for the sequence (VZZ'_3, Viieos Vii_ 1 Vi Pi) must not
be necessarily at the end, Alice can write it at each position, which she wants. For example

(V4/i—37 F;, V4/i—27 V;l/i—h V4/z)

Bob reconstructs exactly the sequence, because he knows the set

U’. He is able to decide which element in (V},_5, P;, V), 5, V4, 1, V];) is not an element of U’ and
therefore he knows, that P; is an ephemeral key from Alice and belongs not to the plaintext,
thus he can delete this matrix.

To describe this scheme we assumed that z = 4 - ¢, with ¢ € N, and that the letters in each part
S; are pairwise different. We now look at the situations, when z € N is not necessarily z =4 - t,
t € N, and the letters in each part S; are not necessarily pairwise different.
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Remark 9.0.2. Let
S=WVVy---V], withz>1, V/ €U,

be a plaintext written as a sequence of matrices.
There are two cases, which differ to the assumptions for the cryptographic protocol above:

1. The first one is, that z € N is not necessarily z = 4 - ¢, ¢ € N. Thus, Alice needs 3 = []
(for r € R it is [r] := min{z € Z|z > r}) automorphisms of G4, for encryption.
Moreover, Alice adds r’ = 4—r, with 7 = z (mod 4) and 0 < 7’ < 3, matrices P; € SL(2,Q),
with P; ¢ Fyr to S. Bob knows U’ and hence he is able to identify the added matrices
from Alice and knows these matrices belong not to the plaintext.

Alice can add the matrices P; on an arbitrary place in the plaintext.

2. The second one is, that the letters in a part .5; of a message

S = 51525354 | 55565758 | -+ | 5.-35:-25.-15.
—— N—— —_
Sl SZ Sg

are not necessarily pairwise different. Therefore, we get two cases.
2.1. 1. case: One letter appears twice in the plaintext sequence S;:
Si = {54i-3, S4i—2, S4i—1, 54} -
For example it is S4;—2 = S4j—1 = ¢, Sai—3 = aj and s4; = a,, with a;, ag, a, € {a1,a2,...,an}
and pairwise different.

As above Alice writes the plaintext as a sequence of matrices in U’, it is Fyr = (U' | ),
with U’ = {V,Va,...,Va, } and

a;=Vj <= j=1i (mod N).

Alice chooses a; = s4;—9=V; and a; = s4;—1=Vn1s. Therefore, it is V; # Vyi; and the
cryptosystem is feasible. Thus, she gets

S ={Vi, Vi, VN, Vi), VieU'.

2.2. 2. case: One letter appears three or four times in the plaintext sequence S;:
Si = {54i-3, S4i—2, S4i—1, 54i } -
Split S; into two parts
Siy = {54i—3,54i—2, Pj, Pjy1} and S;, = {54i—1, 544, Pjy2, Pj13}.

Let Pj, ..., Pj13 € SL(2,Q) be pairwise different matrices, a basis for a subgroup of rank
4,and Pj,...,Pjy3 ¢ Fyr. Alice writes the plaintext as a sequence of matrices. If she gets
for S;, or S;, the situation as in point 2.1, she acts as it is described there. Now, it is

Sz{ = {Vé/v Vz’+1a Ve’+2 = Fj, Ve’+3 = Pj+1} and Sz{—I—l = {V£/+4v V£,+5a VZI-I—G = Fj, Ve’+7 = Pj+1}

and the matrices in each set are pairwise different.
Bob is able to identify the matrices P; which do not belong to the plaintext and decrypt
the message correctly because he knows the set U’.
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Alice has to calculate ephemeral matrices in SL(2,Q), we now give proposals how Alice could
generate these matrices, which are not matrices in Fy.

Remark 9.0.3. We give three opportunities to generate ephemeral matrices for Alice, the third
one is a mix of the first and the second one.

1. Alice knows the Nielsen reduced set U = {uy,us,...,usn}. She generates a Nielsen re-
duced set Uy = UU{U2N+1,U,2N+2, RN UQN_H}, with uj, 2N +1 <75 < 2N +t, words in X
and t the minimum of ephemeral matrices which she needs for encryption of one sequence

S; of the plaintext. Her ephemeral matrices are p(uan+1), ¢(uan+2), ..., @(Uuant)-
2. Alice chooses an abstract set X4 = {z¢11,Tg42,-..,Tgip}, With p > 2 and X N Xy = 0,
and generates a Nielsen reduced set Us = {uan41, Uan+2, - - ., UaN4¢}, With uj, 2N +1 <

J < 2N +t, words in X4 and ¢ the minimum of ephemeral matrices which she needs for
encryption of one sequence S; of the plaintext. She chooses a faithful representation ¢4 into
SL(2,Q), with the property @ a(x;) = p(x;) = M; foralli =1,2,...,¢q, and pa(x¢4s) = Ns
with 1 < s < p. The set {My,Ms,..., My} U{N1,No,..., Ny} is a free generating set
for a free subgroup in SL(2,Q) of rank ¢ + p. To generate these matrices she can use
Theorem Her ephemeral matrices are @ o(uan+1), pa(Uan+2),-- -, A (UaN+)-

3. As in 2. Alice chooses an abstract set Xs = {Zg41,%¢+2,...,Tq4p}, With p > 2 and
XNXy = 0, she then generates a Nielsen reduced set Uy = UU{uan 1, UaN+2, - -+, U2N+£ )
with u;, 2N +1 < j < 2N + ¢, words in X U X4 and ¢ the minimum of ephemeral
matrices which she needs for encryption of one sequence S; of the plaintext. She chooses
a faithful representation ¢4 into SL(2,Q), with the property ¢a(x;) = ¢(x;) = M; for
all i = 1,2,...,¢, and @a(xg+s) = Ns with 1 < s < p. The set {M;, Ms,...,M,} U
{Ni,N3,...,N,} is a free generating set for a free subgroup in SL(2,Q) of rank ¢ + p.
To generate these matrices she can use Theorem Her ephemeral matrices are

wa(uan+1), va(uant2), - pa(Uuantt)-

We explained Protocol 10 by fixing the rank of the abstract group G, rank(G) = 5, and the
cardinality of U, |[U| = 2N. This helped us to explain this private key cryptosystem, but it is
not mandatory. We can variate these values.

Variation 9.0.4. 1. We can choose a finitely generated abstract free group G with a rank
greater than or equal to 2; another option is to choose different finitely generated free
groups G; with pairwise different ranks rank(G;) > 2. The set G4y from which Alice and

Bob get the automorphisms for encryption and decryption, respectively, is then a subset
of |J; Aut(G;).

2. The set U can be chosen with cardinality |U| = k- N, k > 2. Each sequence S; which
we get by cutting the plaintext into pieces must, in general, have a length between 1 and
rank(G;)—1, depending on the group G; on which the automorphism acts for the sequence
S;, because we now add to each sequence at least one ephemeral matrix. We have to take
care that the elements in each sequence S; with the additional ephemeral keys form a basis
for a free group of rank(G;). For this it is possible to align the set U, that means choose
k with k > max{rank(G;)} — 1 for |[U| = k- N and act like in Remark [0.0.2] case 2.1.
Another option is to split the sequence with more than k identical letters in a similar
way as explained in Remark [0.0.2] case 2.2. The ephemeral keys in each sequence must be
pairwise different and after construction, see Remark they are elements of a basis.

We now take a look at the security.
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Security 9.0.5. Let

C =C1CyCs- - Copp,

with C; € SL(2,Q), be a ciphertext to a plaintext with z letters, and § is the number of added
ephemeral matrices by Alice. The ciphertext is longer than the plaintext. If Alice takes care,
that each plaintext sequence C; has as one product at least one ephemeral matrix P; (that
means it is not only written as a word in U’), then C; ¢ Fy and hence each plaintext sequence
is encrypted differently, even if the same plaintext with the same automorphisms is used and only
the ephemeral matrices from Alice are changed. There exist infinitely many ephemeral matrices
for Alice. Therefore, the cryptosystem is a polyalphabetic system, that means, a matrix V; € U’,
and hence a letter a; € A, is encrypted differently at different positions in the plaintext. Hence,
a statistical frequency attack (see for instance [BFKRI5]), for the ciphertext, over the frequency
of matrices, which corresponds to letters in the plaintext alphabet, or groups of words, is useless.
It is very unlikely that Eve makes a correct guess for the set U’, of the used matrices to write
the ciphertext matrices Cj, 1 < j < b+ z, because Eve does not know the number g which gives
the number of matrices of the form

—r;  —1+7?
o (7 e o)

which are the basic to generate the matrices in U’.

Alice and Bob are working with ¢(u;), u; words in X, instead with ¢(z;) = M, because if they
generate the matrices p(x;) = M; with Theorem the matrices are of a special form .
Then, maybe, there are attacks possible for this cryptosystem, because an eavesdropper knows
when she gets likely the correct automorphism of the set Ga,+ by the form of the matrices.
Even if Eve makes a correct guess for the set U’ she cannot use this set to solve the constructive
membership problem for the matrices C;, because for this problem there is no algorithm known
for the used matrix group, and if Alice takes care that in each Cj is at least one ephemeral
matrix contained, then Eve needs also this ephemeral matrix to write C; as a word in U’ in
conjunction with this ephemeral matrix.

Eve could do Nielsen transformations, which are the inverse automorphisms of Ga.¢, on the
sequences of ciphertext matrices and tries to get matrices of U = {¢(u1), p(u2), ..., ¢(usn)}-
Especially, if we assume that Eve knows how to cut the ciphertext into the correct sequences,
in the case where the abstract groups G; are of different rank (see Variation . This is a
brute force search through the inverse elements of the elements of G4,;. In general, she does
not know how U’ looks like. Thus, even if she generates matrices she cannot be sure if these are
matrices of U’ she is also not able to identify the ephemeral added matrices of Alice. She knows
that in each sequence is at least one ephemeral matrix. Assume Eve is able to generate the
correct sequence of plaintext matrices with inverse automorphisms of the set G4, she then has
to do a statistical frequency attack (see for instance [BFKR15]) to decrypt the plaintext, because
she does not now which matrix belongs to which letter in the plaintext alphabet. The added
ephemeral matrices could confuse this statistical frequency attack, if Alice uses her ephemeral
matrices more than once but in different plaintext sequences.

Due to the fact, that there is no algorithm known to solve the constructive membership problem
for free (discrete) subgroups of SL(2,Q) of rank greater than or equal to 2, Eve cannot use the
set U’ if she gets it, to rewrite for the next ciphertext the element C; as a word in U’ and hence
she cannot get hints for the used automorphisms, in particular she does not know the ephemeral
matrices from Alice.

We present a second variation, in which the used automorphisms are private.
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Variation 9.0.6. Instead of the public set G4+ and the linear congruence generator, Alice and
Bob agree privately on two or more abstract free groups G; with rank(G;) > 2, i > 2.

They choose privately two or more automorphisms gy, € ngl Aut(G;), with g, € Aut(Gy).
For example it is j = 2 and they choose t automorphisms for the encryption and decryption

g1, € Aut(Gl),
g2, € Aut(Gl),
g3, € Aut(Gg),

g, € Aut(Gl)

Alice writes as before the plaintext S as a sequence of matrices

S = VIVRVEVIVEVs Ve Vg -+ Vo g Voo Vi Vi

Then, she cuts " into pieces with |S;| < rank(G}), because g;; € Aut(G;) and the encryption of
the part S} is g;; (S;UN;) with N a set of ephemeral matrices for Alice with [N]| = rank(G;)—|S;|
and for each Py € N/ it is Py ¢ Fyy.

If the number of automorphisms ends before all of the plaintext S is encrypted, Alice starts again
from the beginning of the automorphisms (which is g1, € Aut(G1)) and uses the automorphisms
in the same order again.

Bob is able to encrypt the ciphertext because he knows the set U’ and also the automorphisms
gi; € Aut(G;) and hence the corresponding inverse automorphisms 9, L e Aut(Gy).

Because of the fact, that the automorphisms are private an eavesdropper, Eve, does not know
how long the sequences are in which the plaintext is cut. Thus, Eve does not know which
matrices form a set on which she should do Nielsen transformations. She does also not know
which inverse automorphisms she could use for a brute force search. Hence, she has to do Nielsen
transformations on a sequence and tries to get matrices, but she does not know when she gets
the correct matrices and hence when to stop with her Nielsen transformations.

We calculate an example for this last variation.

Example 9.0.7. We perform the steps for an example of a symmetric key cryptosystem with
Variation and the help of the computer program Maple 16 and GAP, see Appendix
for details.

We first give the public information. Let F be a free group of rank 4 with free generating
set X = {a,b,c,d} and let A := {B,l,E,L,K,O,M} be the plaintext alphabet, hence it is
N:=|A|=T.

For the private parameters Alice and Bob agree on the following common secret keys:

1. Because of Variation they choose two abstract free groups. The first one is G with
rank(G1) = 5. Therefore, it is

Gl = <$1,.’1}2,:1}3,:I}4,1?5 | >
and the second one is Gy with rank(G2) = 4, hence

Ga = (y1,y2,y3,y4 | ).
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They choose for each group one automorphism, it is g1, € Aut(G1) and g, € Aut(G2).
The first one can be described with Nielsen transformations as follows

(N1)1 (N1)4 (N2)23 (N2)53 (N2)1.3 (N2)42 (N1)5 (N2)12 (N2)o4 (N2)31,

hence we get the automorphism

g1, : G1 — G1
T l—ml_lxgxgwg,
x9 ngxgxgla;gxg,
T3 »—>x3:1:1_1:z:33:2a:3,
T4 P—XL’ZlJ}Q(E;g,

Ts5 r—mglxglxg.

The second automorphism is describable with Nielsen transformations as follows
[(N2)31)% (N1)2 [(N2)2.4]° (N2)2.4 (N2)a2 (N2)13.
Therefore, the automorphism is

g2, : Ga = Go
Y1 Hy1y3y%7
Y2 Yy YT,
Y3 |—>y3yf,

Y4 =YYy Yiya.

2. The alphabet A consists of N = 7 elements, hence Alice and Bob choose a Nielsen reduced
set with 2N = 14 elements. Thus, let U = {uy,us,...,u14} be a subset of F, which is
Nielsen reduced and

uy = ba?, ug 1= be thab 1,
ug = cd, ug = c?ba,

us = d%c¢72, w0 = Adab™ 1,

Uy = ailb, Ul = dabdila,

us = a*b L, g = a td3et,

ug = b2a"2, s = a e thac™2,
Uy = bcg, uyy = a>db>d1.
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3. They agree on the faithful representation
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The set M:{( 2 47) , < i %5> , i 423> %5>} is a free generating
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heorem 4 2.18

set for a free subgroup H of SL(2,Q), because of

They generate the set U' = {V1, V4, ..., Visa}, with V; = p(u;), and because of the assignment
a;=Vj <= j=1i (mod N)
they know
563 1889 10733 155745
— — 2 4 ~R.
= < 76 —255)’ Vo= <—691 12027> =B
665 —23229 109363 —745561
Vo = <_229 @ ) ; Vo := (_42773 32%39 ) =l
84596 —1938405 — 647496 —9392507
o 2 — 2 2~ E.
Va: < 4842 55474 > Vo ( 56518 409922 ) 5
15 —109 563077 —2011276 .
Va= <4 —29) ’ Vi = (—32264 115245 ) =t
4575 —33209 729437 17021361
. — 2 4 K-
Ve == < 1364 9901 ) ’ Viz 1= (102117 2383893) =K
95009 638869 —843429 —19325129
Ve = < 62391 —4%‘975)» Vig = (—1222869 —2835245) =Y
149079 —3415829 3682603 128159475
V7 = <1§009 229;1335 > Y ‘/14 = (5428633 190;53157) :M

We look at the encryption and decryption procedure for Alice and Bob.

1. With the above agreements Alice is able to encrypt her message
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a) Firstly, she writes the message S as sequence of matrices

S" =VaViVoViaVaViVisVi
665 —23229 109363  —=745561
= <2 10413 > <15 _109> < 2 32%39 )
—29 1013 4 —29 ) \-4773 32339
729437 17021361 —1938405
5 ; —84596 1238405\ /563 1889
102117 2385893 4842 55474 76 —255

—843429 —19325129
e E —563 1889
—122869 —281524 76 —255

b) Secondly, she cuts the matrix-plaintext S’ into pieces to apply for encryption the auto-

morphisms g1, € Aut(G1), with rank(G1) =5 and g9, € Aut(G2), with rank(G1) = 4.
Alice gets:

{ 665 23229) (15 _109> < 109363 745561) ( 729437 17021361) }
2 2 4 2 4
1013 ) ) 32539 ) 2382893
29 4 29 )\ 4773 3239 102117 2382893
665

(- 2
—23229 109363 —745561 729437 17021361
(( 229 1013 )’(145 _—12099>’(—42773 32539 )’(1022117 238%893>>L'L'K
2 2

84596 M —563 1889
{< 4842 55474 >< 76 —255)}

84596 1938105 563 1889
(( 4842 55474 >< —255>>
{< 7843429 19325129) ( 563 1889>

4

I

4
122869 =2875245 —255 }

_843429 —19325129 563 1889
122869 %5245 ’ —255

Y

c) Thirdly, Alice needs additional matrices P; ¢ Fyy, as arbitrary ephemeral keys.

e For the first sequence S7, she needs one ephemeral matrix, because |S]| = 4 and she
applies g1, on this set and it is rank(G1) = 5.

e For the second sequence S}, she needs two ephemeral matrices, because |S5| = 2 and
she applies g2, on this set and it is rank(Gz) = 4.

e For the third sequence S, she needs three ephemeral matrices, because |S4| = 2 and
she applies g1, on this set and it is rank(G;) = 5.

To generate ephemeral matrices, Alice uses the method explained in 2. of Remark
She needs at most three ephemeral keys in each sequence S/.
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Thus, Alice chooses the set X 4 = {z5, 26, 27} and extends ¢ to p4 with

w4 F— SL(2,Q)
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After Theorem U.2.18 pa(a), va(b), wa(c), pa(d), pa(zs), pa(z6) and pa(z7) together
generate a free subgroup of SL(2,Q) with rank 7.

To get a subgroup of rank 4 she generates a Nielsen reduced set with 4 elements, it is
N’ = {N1NZ, NaN3, N3N, Ny ' Na Ny Ny}

She gets

_ 3180525
N{:N1N22:< 57866 9 )

2694  —74036

3243 —204199
/
Ny = NaN3 = ( ) ;

2 4
3715

y 9 —71714 3080365 , . 621803  —3417872]
Na = NaVi = ( 2278 48924) ’ Ny =N NoNiNy = (14351 188710 >

Hence, her ephemeral keys are
‘Fﬁ = pV{, ‘Fb = fVé, ‘Fﬁ = ]Vé and }?4 = ]Vi.

Now, Alice is able to encrypt her message

e She adds to the first sequence S]=ILIK the ephemeral key P; and applies the automorphism
g1, on

665 —23229 3180525 109363 —745561 729437 17021361
605 =23229\ /57866 BN (15 —109 L . 5 !
—29 103 )0\ 2694 —74036)°\ 4 —29 ) \—4773 3232 ) \102117 238389

=P
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She gets

<< 453037463005 —6566656978411> ( —515958453260453803 7478679920196901999)
? J

2 2
187990033801 —17408809¥591505391
12969541169 ———5—"== 12010438543010031 3

( 3968201970233 —57518027287927> < 83406030953 —1208948133265> < —65207575 991192539))
) ) *

5299582232109 —76816@2973983 12234?156659 —17733;%)180327 —4454561 6831;19905

e She adds to the second sequence S5=EB the ephemeral keys P» and Ps, then she applies
the automorphism gz, on

—1938405 3243  —204199 3080365
—84596 —1988405\ /_5G3  1889) (3283 204199\ /71714 3080365
4842 55474 )0\ 76 —255)7\—59 32 )\ 2278 48924

=P, =P

She gets

< —1104332496534507861 —25304312660337129571)

2 4
724168293536436571 | >

31604200843034185 5

—480689945680474129277 10323650084255317045974
—143263719821090419728  3076836797799093562123 )’
( 22386390293811 512954405587601)

2
—933213’7468925
407276382779 ~ —9332197468925

7997079898367833227219056023
—186180075388817073675749582 5 ‘
5914022532266907628279666 —127013888603589241202576880

e She adds to the third sequence S5=OB the ephemeral keys Psy, P, and P3, then she
applies the automorphism gs3,, which is g, because Alice and Bob only agree on two
automorphisms, on

—843429 —19325129 621893  —34178721
& . g ] —563 1889
—122869 —21245 ]\ 14351 =839 P 76  —255)°

=P,

3243  —204199 3080365
S Tl T i
—59 35 )\ 2278 —48924

=P, =P
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Chapter 9. Private key cryptosystem which uses automorphisms on plaintext sequences
(Protocol 10)

She gets

( —1616087435846771117 10844781227098250059)

2
_473311354630843285

70532776776146599 >

51 17735040480436319307 —34342644872543531950151 >
)

1
—792501759245893528165
118098476048874935309 5

( 1176330057042013989893 —7893782128685642713947>
2
9

532706082002803539917
79397180640094685191 5

—110342647234 370228071430

—205999121749
30697842540 ==
9149177258 —30697963178

—3473922528580 23311814068153 )

Alice sends the ciphertext

C =C102C3C,C5CsC7C3CyC19C11C12C13C 14
< 453037463005 —6566656978411) < _515958453260453803  7A78679920196901999 )
)

4 2
12969541169 :Jﬁﬁ&g@ﬁ@@l 12010438543010031 —1%«B8m§5gwoaw1

3968201970233 57518027287927) < 83406030953 1208948133265) < —65207575 991192539)
2 2

520058232109 ——76816(32973983 12234456659 7—17733;%180327 —4494561 76831;19905
—1104332496534507861 —25304312660337129571 >

31604200843034185 724168293;1536436571

—480689945680474129277 10323650084255317045974
—143263719821090419728  3076836797799093562123

22386390293811 512954405587601)

2 4
—9332197468925

—407276382779 5

7997079898367833227219056023
—186180075388817073675749582 5
5914022532266907628279666 —127013888603589241202576880

( —1616087435846771117 10844781227098250059>
)

—473311351630843285
70532776776146599 5
5117735040480436319307 34342644872543531950151)
Y

4
118008476048874935309 =792501759245893528165
1176330057042013989893 —7893782128685642713947 )
)

2 1
532796082062893539917
—79397180640094685191 5

23311814068153
3473922528580  23311811068153
—110342647234 370228071430

—205999121749
30697842540 ~ —205999121749 )

9149177258 —30697963178

to Bob.

Bob knows the automorphisms g1, € Aut(G1) and g2, € Aut(G2) and also the rank of Gy, which
is rank(G1) = 5, and the rank of G, which is rank(Gz) = 4.
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1. Firstly, he cuts the ciphertext C' into the following parts

C = C1C303C4C5 | C6CrCsCy | C19C11C12C13C4,
o et Cy

with |C]| = rank(G1) = 5, |Ch| = rank(G2) = 4 and |Cj| = rank(G;) = 5.

2. Secondly, he calculates the inverse automorphisms for g1, and gz,. The inverse automor-
phism g7, 1 can be explained with Nielsen transformations (applied from the left to the
right) as

(N1); (N2)31 (N1)1 (N1)4 (N2)24 (N1)4 (N1)a (N2)1.2 (N2)42 (N1)5 (N1)3
(N2)5.3 (N1)5 (N2)53 (N2)1.3 (N1)2 (N2)23 (N1)1 (N1)3 (N1)4 (N1)s,

hence it is

911 : G1 — G1
1 > (x1x4x;1x1x51)_1,
To > x2$21$1$§1,
T3 — :Ugacfl,
T4 > meZQ,

Ty —> (33‘3.7)1_1.7}5.%11‘51)_1.

The inverse automorphism g, ! can be explained with Nielsen transformations (applied
from the left to the right) as

(N1)2 (N2)42 (N1)3 (N2)13 (N1)3 (N1)1 [(N2)3.1]* (N1)2 (N1)g (N2)24
[(N2)2.1]*(N1)1 (N1)2 (N1)4,

hence it is

9521 1 Go — G
Y1 Y1ys
y2 = (v5ys (s )P,
Y3 — Y3YT Y3yl

Y4 > y4y51.

3. He applies gil on C7, that is,

<< 453037463005 —6566656978411) ( —515958453260453803 7478679920196901999)
) Y

: b : I
—187990033891 —174088097591505391
12969541169 5 12010438543010031 5
( 3968201970233 —57518027287927> ( 83406030953 —1208948133265> <—65207575 991192539))

520058232100 —*76816§2973983 12234456659 7*17733;%”80327 4494561 76831;19905

and gets

% —2:?1229 —57866 3183525 15 —109 1092363 —7445561 7292437 170241361
—29 188 )0\ 2694 —74036)\ 4 —29 )’ \—4773 323 Jr\102117 2889 ) )~
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Now, he proves which matrix is an element in U’ := {V}, V5, ..., Vis}.
) —57866 3180525 ,
It is < 9694 7 403 6) ¢ U'. Hence, Bob knows that this matrix is an ephemeral key

from Alice and does not belong to the plaintext.

The other matrices are elements in U’ and with the assignment
a;=Vj <= j=1i (modT)

he knows

1013

15 —109 .
<4 _29>—‘/4—CL4— ;

< 109363 —745561

< 665 —23229

4773 32539
< 729437 17021361

2 _ -~ _
2383803 ) = Vis=as =K,
102117 2382803

analogous for the ciphertext sequences C% and CY.
He applies g5, ! on CY, that is,

<ﬁ< —1104332496534507861 25304312660337129571)

2 1
724168293536436571 | >

31604200843034185 5

—143263719821090419728  3076836797799093562123

( 2238639029381 1 512954405587601 )
)

—480689945680474129277 10323650084255317045974>

4
—9332197468925
407276382779 =9852197468625

7997079898367833227219056023
—186180075388817073675749582 5
5914022532266907628279666 —127013888603589241202576880

and gets

—1938405 3243  —204199 3080365
—84506 190N\ (563 1880\ (8 SEOMIN\ (71714 BOSEES NN
4842 55474 )0\ 76 —255)°\—59 2> o\ 2278 48924

Now, he proves which matrix is an element in U’ := {V}, V5, ..., Vi4}.
3243 —204199 _ 71714 3080365 ,
- 2 1
It is (_59 @ > ) < 9978 —48924> ¢ U’. Hence, Bob knows that these matrices

are ephemeral keys from Alice and do not belong to the plaintext.

The other matrices are elements in U’ and with the assignment

a;=Vj <= j=1i (mod7)
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he knows

—84506 1938405 .
< 4842 s5a7a ) T VBTBEE
—563 1889 .
( 76 —255) =Vi=a =B.

He applies 93_11 = 91_11 on C%, that is,

( < —1616087435846771117  10844781227098250059 >
)

2 1
—473311354639843285
70532776776146599 5
( 5117735040480436319307 —34342644872543531950151>
)

2 4
—1792501759245893528165
118098476048874935309 5

( 1176330057042013989893 —7893782128685642713947)
2 4
532796082062893539917 )
—79397180640094685191 :
23311814068153
(—3473922528580 2>’

—110342647234 370228071430

—205999121749
30697842540 ~ —205999121749
9149177258 30697963178

and gets

—843429 —19325129 621893 —34178721
: ? X 7 ~563 1889
—122869 =213245 Jo\14351 =80 Jo\ 76  —255)°
3243 —204199 3080365
2T ) (T TR
—59 > )0\ 2278 —48924
Now, he proves which matrix is an element in U’ := {V}, V5, ..., Vi4}.

621893  —34178721 3243 —204199 _71714 3080365
; 2 2 1 2 /
It is (14351 _7823719 ) , <_59 5715 ) , ( 9978 —48924) ¢ U’'. Hence, Bob knows

that these matrices are ephemeral keys from Alice and do not belong to the plaintext.

The other matrices are elements in U’ and with the assignment

a;=Vj <= j=i (mod7)

he knows
—843429 —19325129
2 4 = Vizs=ag =0
_ 4 13 6 )
(—122869 —2875245 )
—563 1889 .
< 76 —255> =Vi=a =B.

4. Bob reconstructs the message:

ILIKEBOB
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9.1. Chosen plaintext attacks on the cryptosystem which uses
automorphisms on plaintext sequences

In a chosen plaintext attack (see Section or for instance also [BFKRI15, Section 3.1]) Eve
gives a blackbox, which does the encryption procedure, plaintexts of her choice and gets the
corresponding ciphertexts.

Each plaintext is encrypted different also if the automorphisms are the same, because of the
ephemeral keys. If, for example, the same letter is given to the blackbox, there are different
possibilities to write this letter as a matrix in U’, because of the agreement

a;=Vj <= j=i (mod N),

and |U'| = k- N for a fixed k > 2 unknown by Eve. If she gives only one letter to the blackbox,
she will get a sequence of matrices of the length |G;|, encrypted with an automorphism of the set
Aut(G;). The blackbox uses |G;| — 1 ephemeral matrices for the encryption. The constructive
membership problem for the chosen matrices U’ € SL(2,Q) and the ephemeral keys is unknown
and in addition Eve does not know the used ephemeral keys (matrices) for encryption, hence
she cannot decide which automorphisms were used for encryption nor how the set U’ look likes.

Conclusion concerning chosen plaintext attacks

This cryptosystem is secure against chosen plaintext attacks.

9.2. Chosen ciphertext attacks on the cryptosystem which uses
automorphisms on plaintext sequences

In a chosen ciphertext attack (see Section or for instance also [BEKRI5, Section 3.1]) Eve
chooses ciphertexts and sends these to a blackbox, she then gets the corresponding plaintexts
back.

For example Eve gets to some parts of a given ciphertext the corresponding plaintext. These
parts can be chosen by her.

Let
C=CCyChyp

be the ciphertext generated as explained above. In this kind of attacks Eve gets for example the
plaintext units s; and s;11, which are letters of the plaintext alphabet, to the ciphertext matrix
Cjand Cjqq, fora jwith 1 <j<z+5—1.

This is no help to generate the set V'’ or to get hints for the used automorphisms.

Conclusion concerning chosen ciphertext attacks

This cryptosystem is secure against chosen ciphertext attacks.
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Chapter 10

Additional cryptographic protocols using
automorphisms of finitely generated free groups

This chapter introduces Protocol 11, an ElGamal like public key cryptosystem, and Proto-
col 12, a challenge and response system. Protocol 11 is published in [MRI5] and [MRI16].
Both systems are based on combinatorial group theory and uses the ideas behind the private
key cryptosystems in the previous sections. Thus, they also need a finitely generated free group
F, automorphisms on F' and a faithful representation from F' into SL(2,Q).

Firstly, we introduce Protocol 11, discuss the security, give proposal for variations and an
example. Secondly, Protocol 12 is described and an example can be found in the appendix.

10.1. ElGamal like public key cryptosystem using automorphisms on
a finitely generated free group /' (Protocol 11)

Now, we describe Protocol 11, a public key cryptosystem, for Alice and Bob which is inspired
by the ElGamal cryptosystem, see Section (or for instance [EIG85] or [MSUO08|, Section 1.3]).

Let X = {z1,2z9,...,2zn}, N > 3, be the free generating set of the finitely generated free group
F=(X]| ). Itis X*!' = XUX~!. The message is an element m € S*, S* denotes the set of all
freely reduced words with letters in X*!. Public are the free group F, its free generating set X
and an element a € S*. The automorphism f, given as a Nielsen transformation or Whitehead-
Automorphisms, should be chosen randomly, for example as it is described in Section 4.4

Protocol 11, an ElGamal like public key cryptosystem, with public parameters determined by
Alice is now as follows:

Public parameters: The finitely generated free group F' = (X | ), a freely reduced word
a # 1 in the free group F' and an automorphism f : F' — F of infinite order.

Encryption and Decryption Procedure:
1. Alice chooses privately a natural number n and publishes the element f(a) =: ¢ € S*.

2. Bob picks privately a random ¢ € N and his message m € S*. The number ¢ is an ephemeral
key for this message, he changes t for each message m, because of Remark [10.1.1] He
calculates the freely reduced elements

m- fi(c) =:c; € S* and f'(a) =:cy € S*.

He sends the ciphertext (c1,c2) € S* x S* to Alice.
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3. Alice calculates
c1- (fM(e2)) = m- fHe) - (f™(e2) !
=m- f'(f"(a)) - (f"(f(a)™!
= @) (7 (0)

= ’]’)’L7
and gets the message m.

Protocol 11, an ElGamal like public key cryptosystem, is summarized in Table (page [236)).

Table 10.1.: Summary of Protocol 11: ElGamal like public key cryptosystem using automor-
phisms on a finitely generated free group F

Public Parameters
Free group F = (X | ), a freely reduced word @ # 1 in F'
and an automorphism f : F' — F of infinite order.
Alice \ Bob
Key Creation

Choose private key n € N.
Compute

f(a)=:ce S*.

(S* denotes the set of all freely reduced words
with letters in X*1.)

Publish c.
Encryption
Choose plaintext m € S*.
Choose random ephemeral key ¢ € N.
Compute
m- fi(c) = c1 € S* and f'(a) =:cy € S*.
Send ciphertext (c1,c2) € S* x S* to Alice.
(Clch)
Decryption
Compute

- ()™ = me 1) (7 (ea) !
= m - fH("(@) - (" (7))
= m - fa) - (@)

:7TL7

which is the message from Bob.
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group F' (Protocol 11)

Remark 10.1.1. It is important that different random ephemeral keys t are used to encrypt
different messages. As it is for the standard ElGamal cryptosystem (see [MvOV97]). Suppose
that Bob uses the same ephemeral key ¢ to encrypt two messages mi and ms and assume that
my is known. The ciphertext pairs are (c1,cz) and (¢, ch), with co = b, ¢ = my - ft(c) and
¢} = may - fi(c). Eve only has to calculate ¢ - (c1)~! - m1 to get the message ms.

Security 10.1.2. A possible attacker, Eve, can see the elements ¢, c1,co € S*. She does not
know the free length of m and the cancellations between m and f!(c) in c;. It could be possible
that m is completely canceled by the first letters of f!(c). Hence, she cannot determine m
from the given c¢;. Eve just sees words, f!(a) and f"(a), in the free generating set X from
which it is unlikely to realize the exponents n and ¢, that is, the private keys from Alice and
Bob, respectively. The security is based on the Diffie-Hellman problem and discrete logarithm
problem in cyclic subgroups of automorphisms on finitely generated free groups.

Variation 10.1.3. We give some ideas to enhance the security, they can also be combined:

1. The element a € S* could be taken as a common private secret between Alice and
Bob. They could use for example the Anshel-Anshel-Goldfeld key exchange protocol (see
[MSUO08]) to agree on the element a.

2. Alice and Bob agree on a faithful representation from F' into the special linear group of
all 2 x 2 matrices with entries in Q, that is, g : F' — SL(2,Q). Now, m € S* and Bob
sends g(m) - g(ft(c)) =: ¢1 € SL(2,Q) instead of m - fi(c) =: ¢; € S*; ¢ and ¢y remain
the same. Therefore, Alice calculates c; - (g(f™(c2)))~! = g(m) and hence the message
m = g 1(g(m)) € S*. This variation in addition extends the security certification to the
constructive membership problem in the matrix group SL(2,Q) (see [EKLG14]).

We now explain this variation in more details.

In addition to X = {x,z9,...,xnx} Alice chooses a second abstract set Y = {y1,vy2,...,yn},
X NY = 0, which generates a free group F' = (Y | ) of rank N. The automorphism f
from Alice is an automorphism on a free group of rank |X| if we identify x; with y; for
i=1,2,...,N, then f is also an automorphism of F’, because |X| = |Y| and hence F’ is
isomorphic to F', see Theorem |4.3.7

Alice needs a faithful representation of (X UY | ) into SL(2,Q), such that

g:(XUY | )—=SL(2Q)
x; — M, with¢=1,2,..., N and M; eSL(2,Z),
yi — Wi, with ¢ =1,2,...,N and W; € SL(2,Q) and W; ¢ SL(2,Z).

Thus, each W; has at least one entry which is an element in Q \ Z. The set g(X) U g(Y)
is a free generating set of a free subgroup in SL(2,Q) of rank 2N.

a) The public element from Alice is as before ¢ = f"(a) € S*, with private key n € N.

b) Bob chooses privately a message m € S*, a random ¢ € N and calculates the element
ca = ft(a) € S* as before. After this he computes fi(c) = ft(f"(a)) = f™(a) € S*
and writes it as a word in Y whereby he used the assignment z; — y; for 1 <i < N.
We denote f'(c) as f{-(c) when f*(c) is written as a word in Y. The element f{(c) is
a reduced word in Y. Bob’s element ¢; = m - f{.(c) is now a reduced word in X UY.
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He applies the faithful representation g on this element. It is
glm- fy(c)) = g(m) -g(fy(c)) =: ¢| € SL(2,Q).
e N——
€SL(2,Z) €SL(2,Q)

Instead of (c2,c1) € S* x S* he sends (cg,¢}) € S* x SL(2,Q) to Alice.

Firstly, Alice calculates f™(co) and hence gets the same element f(c) as Bob, because

fe2) = f1(f (@) = [ (a) = [ (a) = f1(f"(a)) = f'(0).

Secondly, she writes f"(c2) as a word in Y, thus she gets f{ (c). Thirdly, she uses the
faithful representation g to calculate g(f{ (c)) and together with ¢} she gets

- (g () = g(m) - g(fi- () (g(fy () ™" = g(m) € SL(2, Z).

She gets a matrix in SL(2,Z) and she knows that this matrix is a word in the letters of
M;, 1 <i < N, hence there is an algorithm (see Remark and Theorem
to write g(m) as a word in g(X) and therefore as a word in X. Thus, she is able to
reconstruct m.

An eavesdropper, Eve, gets a matrix ¢; € SL(2,Q) and she is not able to write it as a
word in X U Y (because there is no algorithm known to solve the constructive member-
ship problem in a (discrete) free subgroup of SL(2,Q) of rank greater than or equal to
2 ([EKLG14]), which is not in SL(2,Z)). Thus, she cannot get the situation as in the
cryptosystem without the faithful representation g into SL(2,Q). There is no hint for the
message m, instead of the system above in which it is possible that an initial segment
of m is visible whereby Eve does not know how long this initial segment is and if it is
relay visible. Thus, this variation extends the security certification to the constructive
membership problem in the matrix group SL(2,Q).

Example 10.1.4.

This example, see also Appendix is a very small one and it is just given for illustration
purposes. Bob wants to send a message to Alice.

The public parameters are the free group F' of rank 3 with free generating set X = {x,y, 2z},
the freely reduced word a € F, with a := 2?yz~2y and the automorphism f : F — F, which is
given, for this example, by the regular Nielsen transformation: [(N2)1.2]? (N2)32 (N1)3 (N2)a.3,

thus, it is:

f:F—=F

$'—>ﬂjy2,
y— 2zl

Z yilzfl.

1. Alice’s private key is n = 7. Thus, she gets the automorphism
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fT:F>F

T — :cszfl

y(yz)*(zy2"y)*2y,
y — y_l((z_ly_12_1)2y_1z_1)2z_1y_lz_Q,

PN (((y_lz_l)2z_1)2y_12_2)2y_1(z_ly_lz_1)2z_1.



10.2. Challenge and response protocol using automorphisms on a finitely generated free group
F (Protocol 12)

Her public key is

c = fT(a) =(zy*z " y(yz)(2y22y)2y)? (*y)>
(2y2)ye)Poyy=".

2. Bob privately picks the ephemeral key t = 5 and gets the automorphism

f°:F—=F
z = zy’z P2 (2y)?,
y y—l(z—ly—lz—l)QZ—l,

P ((yflzfl)QZfl)nylsz.

His message for Alice is m = 2z~ 2y?z2?y~'z~1. He calculates

¢ =m: f5(0)

:Zf2y22m2(yzfl)2((271y71272y71)2272y71)2(271y71271)2271y71
(((( —1)Zy—lz—l)2z—1y—1z—1y—1z—1)Q(Z—ly—lz—Qy—l)Zz—l
y 12_1)2((z_ly_lz_Qy_l)22_21/_1)2(2_13/_12_1)22_1my22_1y(z_1
((( 72y71)2272y71)2(Zflyflzfl)QZflyfl)S(Zflyflzfl)2
y 1271((zflyflszyfl)sznyl)Z(Z71y71271)2y71)3271
(( -1 —1 Qy_l)Qz_Qy_1)2(z_1y_12_1)2y_1z_1y

and

ca = f(a) = (wy’2 "y 2(2y)%) 2y (2y2) P2y

The ciphertext for Alice is the tuple (c1, c2).

3. Alice first computes

(f7(e2)) ™ =y~ ((((z9)*2)°2y2) 2y (2y2)*) 2y
((zy2)%y2)?2y2)* (zy(((2y2)*y2) 2y 2y2)?
(zy2%y)*2) "y (((((°y)*2y)* 2y 2y)
(zy2"y)*2y)z(2y="y) 2%y

(((zy2)%y2) 2y zy2) (zy22y) 22

(

2y )2 -1 —1)2

and gets m by
m=cp-(f(c2))™t = 2722yt L.

10.2. Challenge and response protocol using automorphisms on a
finitely generated free group F' (Protocol 12)

We use the idea behind the public key cryptosystem based on Nielsen transformations in the
previous section to develop a challenge and response protocol. More precisely this is a symmetric
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key authentication protocol (see for example [BBFT10] or [BNS10, Section 18.3]).

First we start with a general outline of this challenge and response system. The structure is
adapted on a model which is now used for most password and password back-up schemes, see
[BBFTI0, p. 6]. Afterwards we make suggestions for possible challenges and give a security
analysis.

General outline of this symmetric key authentication protocol:

In this variation each prover is assigned to an automorphism f of infinite order (Nielsen transfor-
mation or Whitehead-Automorphisms) of a free group F' with rank N > 3, that is, F = (X| )
with X = {x1,z9,...,2x}. Due to this, the common shared secret between the prover and
the verifier is the tuple (P, f) with P a standard password for the prover and f the associated
challenge automorphism.

This is a symmetric key cryptographic authentication protocol, thus, both the prover and verifier
use a single common private key within the authentication process, which is here f.

1. The prover and verifier communicate directly, either face-to-face or by a public key method,
to setup a common shared secret (P, f) with P a standard password and f the challenge
automorphism of a free group of rank N. Each prover’s challenge automorphism is unique
to that prover. The password is chosen by the prover while the challenge automorphism
is randomly chosen.

2. The prover presents the password to the verifier. The verifier presents a “question” (see
possible challenges for the prover below). The assumption is that this “question” is difficult
in the sense that it is infeasible to answer it if the automorphism f is unknown. This is
repeated a finite number of times. If all answers are correct the prover (and the password)
is verified.

3. The cryptographic protocol is then repeated from the viewpoint of the prover, authenti-
cating the verifier to the prover.

We give examples for questions which are very unlikely to answer correctly if the challenge au-
tomorphism is unknown.

Possible challenges for the prover:

We propose four types of questions for the challenges.

1. What is the matrix M = ¢(f"(w)), given w € F (a freely reduced word in F'), n € N and
a faithful representation ¢ : F' — SL(2,Q)? The verifier takes care that each matrix ¢(z;),
1 <1i < N, has at least one entry in Q \ Z.

2. What is the trace of the matrix M = ¢(f™(w)), given w € F' (a freely reduced word in F),
n € N and a faithful representation ¢ : ' — SL(2,Q)? The verifier takes care that each
matrix ¢(x;), 1 <i < N, has at least one entry in Q \ Z.

3. What is the entry M, , of the matrix M = p(f"(w)), given w € F' (a freely reduced word
in F'), n € N and a faithful representation ¢ : F' — SL(2,Q), with z,y € {1,2} and z gives
the row and y the column in the matrix M? A variation could be given if the entry M, ,
is an integer, then it could be ask for certain digits of an entry M, ,, for example for the
last 7 digits.
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10.2. Challenge and response protocol using automorphisms on a finitely generated free group
F (Protocol 12)

4. Questions as in 1. and 2. but the faithful representation ¢ could be public or also a part
of the common shared secret between the verifier and the prover.

Protocol 12 is summarized in Table (page [241)) with a challenge of kind 1.

Table 10.2.: Summary of Protocol 12: Challenge and response protocol using automorphisms
on finitely generated free groups

Private Parameters

Free group F with free generating set X = {x1,x9,...,2n}, N > 3;
an automorphism f € Aut(F) of infinite order and a common password P.
The shared secret is the tuple (P, f).
Verifier Prover

Present the password P to the verifier
P

Take challenge automorphism f corresponding
to password P. Choose

e a faithful representation ¢ : F — SL(2,Q);
take care that each matrix ¢(z;), 1 < i < N,
has at least one entry in Q \ Z;

e a freely reduced word w € F;

en e N,
Challenge: (¢,w,n)
Compute Compute the response M and send it to
M = o(f™"(w)). the verifier
M = o(f"(w)).
Response: M

Proof if M’ = M.

Security 10.2.1. For security analysis we assume that an adversary or eavesdropper has access
to the encrypted form of the transmission but is passive in that the adversary will not change
any transmissions.

An eavesdropper, Eve, is interested in the challenge automorphism f. In the first variation Eve
gets a faithful representation ¢, an element w € F, a natural number n and the matrix M or
the trace of M.

If the trace is given it is very unlikely that she reconstructs the correct matrix M. If she gets the
matrix M Eve is not able to write M as a word in ¢(x;), because it is no algorithm known to solve
the constructive membership problem in SL(2,Q) for (discrete) free subgroups of rank greater
than or equal to 2, see Remark In the second variation an eavesdropper gets w € F,
the natural number n, the Matrix M or the trace of M and for each challenge another faithful
representation . Now, an eavesdropper has the problem, that the faithful representation ¢ is
changed at every challenge.

Furthermore, if Eve stores the challenges and responses she cannot use them to pose as the
prover, because ¢ ( £ (w))p( f2(w)) = p(f"(w) f2(w)) # @(F+(w)) because f¢(w) = fo(f(w))
and in general f°(f™(w)) # f™(w)f*(w) beside this, also the word w can be changed at every
challenge.
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Chapter 10. Additional cryptographic protocols using automorphisms of finitely generated free
groups

There are infinitely many possibilities for the word w € F', the number n € N and also the
faithful representation ¢ into SL(2,Q). Thus, each challenge is used only once. Therefore,
replay attacks, in which an eavesdropper records a communication session and replays parts of
the session or the whole session (see [MvOV97]) is avoided. If a challenge is used twice the
verifier or the prover, respectively, knows that it is an attack.

Example 10.2.2. An example for one challenge and the corresponding response together with
the GAP-Code and Maple-Code can be found in Appendix
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Appendix A

Additional definitions

A.1. Boolean formulae

This appendix-section is based on the books [Lig06], [CK02] and [Weg87], it reminds the reader
of the theory of boolean formulae and gives the required definitions for Section [5.3.2]

Definition A.1.1. A boolean function in the (boolean) variables 11,9,...,1, is a map

f:{0,1}" — {0,1}.

Some examples of boolean functions include
e the O-ary constant functions 0 and 1,
e the unary function — (negation),

e the binary functions V (OR), A (AND), @ (EXCLUSIVE OR), = (implication, where
11 = 1) is defined by =11 V 1p3) and = (also <) (equivalence, also called biimplication).

Definition A.1.2. A literal is a boolean variable ; or its negation —);.
The negation of a literal —; is ;.

Definition A.1.3. A boolean formula or just formula (over the De Morgan basis {A, V, ®,0, 1})
is defined recursively as follows:

e The constants (that is O-place connectives) 0 (FALSE) and 1 (TRUE) are boolean formulae.
e A boolean variable is a boolean formula.

e If U; and Wy are boolean formulae, then —-¥; (negation), (¥; A ¥3) (conjunction) and
(¥; V ¥9) (disjunction) are boolean formulae.

The connectives A and V associate to the right, so that ¥y V Wy V W3 means ¥; V (Vs V ¥3) and
Uy AUy A U3 means Uy A (\112 AN \113)

Definition A.1.4. Let ¢! = v, ¢° = =4 and let 1,19, ..., 1, be some distinct literals. A
conjunction of the form
‘111/\1/152/\.../\ Gn

n

with a; € {0,1}, 1 <i < n, is called a term (or minterm or simple formula).

Definition A.1.5. Let ¢! = ¢, ¥° = =) and let 1,49, ...,1, be some distinct literals. A
disjunction of the form
VR Ve v,

with a; € {0,1}, 1 <i < n, is called a clause (or maxterm).
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Definition A.1.6. A formula is in Conjunctive Normal Form (CNF) if it can be presented
as

U =11 Aha Ao A,
where 11,19, ...,1, denote any clauses. (In words: Any formula in CNF is a conjunction of

disjunctions of literals.)

Definition A.1.7. A formula is in Disjunctive Normal Form (DNF) if it can be presented
as

V=91 Vipa V- Vi,
where 1,19, ...,1%, denote any terms. (In words: Any formula in DNF is a disjunction of

conjunctions of literals.)

As may be observed, for a particular formula there may exist many different CNF which are
equivalent.

Definition A.1.8. A formula
U =1 Vipa V-V,

is in minimal DNF form if and only if there does not exist a logically equivalent formula in
DNF composed of m terms where m < n.

Definition A.1.9. A formula
U =)y Apag A+ ANy

is in minimal CNF form if and only if there does not exist a logically equivalent formula in
CNF composed of m clauses where m < n.

Any formula can be transformed into a logically equivalent CNF or DNF form. It can be noted
that in general case the minimal DNF of a formula is not defined in a unique way.

Remark A.1.10. It is known, that monotone formulae contain only AND (A) and OR (V)
operators (but no NEGATIONS (-)).
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A.2. Elementary free groups

A.2. Elementary free groups

To explain elementary free groups we need the first-order theory, because non-free groups that
have exactly the same first-order theory as the class of nonabelian free groups are called elemen-
tary free groups (or elementarily free groups).

Therefore, we give a brief introduction into first order theory, which is from the book [FGMRS14].

The starting point is a first-order language with equality (always interpreted as the identity
relation) containing a binary operation symbol “” (often suppressed in favor of juxtaposition),
unary operation symbol ¢ ~” and a constant symbol “1”. In particular, this is what it means
for Ly to be appropriate for group theory. A formula in this language is a logical expression
containing a string of variables T = (x1,z2,...,2,), the logical connectives V, A, ~, and the
quantifiers V, 3. Here V stands for the disjunction of two propositions, A for the conjunction of
two propositions and ~ for the negation.

A variable in a formula is called bound (or occurs bound) if it is restricted by a quantifier (V,3).
Otherwise, the variable is called free (or occurs free). A sentence is a formula of Ly in which
all variables are bound, or in other words there are no free occurrences of any variable.

A universal sentence of Ly is one of the form VZ{¢(Z)} where T is a tuple of distinct variables,
¢(z) is a formula of Ly containing no quantifiers and containing at most the variables of Z.
Similarly an existential sentence is one of the form 37{¢(T)} where T and ¢(Z) are as above.

Example A.2.1. 1. The sentence

V(z, y{zy = yx}
is a universal sentence describing an abelian group.

2. The sentence
Iz, y){zy # yx}

is an existential sentence describing a nonabelian group.

A universal-existential sentence is one of the form VzIy{¢(Z,y)}. Similarly defined is
an existential-universal sentence, which is of the form JzVy{¢(Z,7)}. It is known that
every sentence of Ly is logically equivalent to one of the form Q121Qax2 - - - Qnx,{d(T)}, where
T = (x1,22,...,Ty,) is a tuple of distinct variables, each @; for i = 1,2,...,n is a quantifier,
either V or 3, and ¢() is a formula of Ly containing no quantifiers and containing freely at most
the variables x1,xo,...,2,. Further vacuous quantifications are permitted. Finally a positive
sentence is one logically equivalent to a sentence constructed using (at most) the connectives
V, A,V,d, that is, no negations are allowed.

If G is a group then the universal theory of G consists of the set of all universal sentences
of Lg true in G. Since any universal sentence is equivalent to the negation of an existential
sentence it follows that two groups have the same universal theory if and only if they have the
same existential theory. The set of all sentences of Ly true in G is called the first-order
theory or the elementary theory of G.

The primary examples of elementary free groups are the orientable surface groups S, of genus

g > 2 and the non-orientable surface groups N, of genus g > 4.
For more information about elementary free groups see for instance the book [FGMRS14].
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Appendix B
Additional examples

If there are Nielsen transformations of type (V1) one after another we can apply them in one
step. For example if the Nielsen transformations (N1); (N1)y (N1); (IN2)32 are applied to a
set (a,b,c,d,e) we write instead of

(a,b,c,d,e) (N—l)>5 (a,b,c,d, e 1)
(N2 (a, b7t ¢, d,e)
(N—l)>1 (a0 e d e h)
(%‘Q(afl,bfl,cb Ld e

the following

We use the FGA[T| package in GAPP]

B.1. Example for automorphisms for Remark [7.0.10|

Let F' be a free group of rank 6 with free generating set X = {x1,z2,...,26}. Let U be a subset
of F', which is Nielsen reduced. It is U = {uj, ug2,us, us}, with u; = x%xz_l, Uy = xl_lxgxg)xgl,
uz = 242373, ug = (v ey egws)t.

In GAP it is

LoadPackage ("FGA") ; ;
F:=FreeGroup("x1", "X2", IIXSII’ "X4", "X5", IIXGII);;
AssignGeneratorVariables(F);;

and with the operation
> FreeGenerators0fGroup(G)

which returns a list of free Nielsen reduced generators, which defines a Nielsen reduced set of
the finitely generated subgroup G of a free group, we can prove that

2 -1 —1 -1 2.2 ¢ —1 -1 4
U = {a325 ", 2] w3w525 , 42523, (T, ] x325)" }

'Free Group Algorithms. A GAP4 Package by Christian Sievers, TU Braunschweig.
2Groups, Algorithms and Programming [GAPTH)
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is Nielsen reduced:

G:=Group(x3"2*x2"-1,x1"-1*x3*x5*x6"-1,x4%x2"2*x372, (x4~ -1*x1"-1%x3*x5) "4) ; ;

gap> FreeGenerators0fGroup(G) ;
[ x372%x2"-1, x1"-1*%x3*x5*x6"-1, x4*x2"2*x3"2, (x5°-1%x3"-1*x1*x4)"4 ]

GAP gives the Nielsen reduced set Ugap = {x%xz_l, xl_lngg)xgl, T47373, (xglarglwlm)‘l}. This
differs to U only in the last element, which is the inverse of uy. To prove that U is Nielsen
reduced the Lemma [4.2.15| must be proved only for u4 in the set U, because of Ugap and the
results of GAP. Now, after Lemma [£.2.15] the set U is Nielsen reduced.
The plaintext from Alice is

S = agasaias.

For encryption she uses the following automorphisms, which are describable with the given
Nielsen transformations:

e Automorphism fy,:

(N2)s5.6
($1,l‘2,l‘3,l‘4,3§‘5,3§'6) 7 ($1,$2,l‘3,l‘4,3§‘5x6,$6)
(N1)a(N1)s5 1 —1,.-1
? ($1,.’L’2,l‘3,l’4 yLg Ty axﬁ)
(N2)5.4 -1 ,-1,-1_-1
— (1,22, 23,2 , T Ty T, ,T6)
(N1)3 —1
— (21,29, 3, 21 1, w42576, T6)
(N2)as 1 -1
— (IE $2>$3 y Ly Tg 75543553367536)
(N1)4
— (21,72, 23 ", 2374, 47576, T6)
(N2)1.2
— (33116271'2,953 , L3T4, T4T5T6, T6)
(N1)1 -1
— (:):2 Ty xQ,x3 , T34, T4T5T6, T6)
(N2)3.1 1 -1 -1
— (:):2 x] x2,x3 Ty Ty, XT3T4, T4T5T6, T6)
(N1)3(N1);
— (m1$2,9€2,9€1x2$3,$39€4,964965366,906)
(N2)2.6
— (122, 26, T1T2X3, T3T4, T4T5T6, L)
(N2)g.1
— (w122, T2T6, 17273, T3T4, T4T5T6, T6L1L2)
Hence, it is
fx, : F—=F
X1 — X129,
T2 = T2Z6,

I3 = T12273,
T4 — T3T4,
T5 > T4X5T6,

Tg > TgI1T2.
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B.1. Example for automorphisms for Remark 7.0.121

e Automorphism fy,:

(N2)4.2
(@1, @2, T3, T4, T5,T6) — (x1, 2, T3, T4T2, T5, Tp)
(N2)6.2
— (371,.'172,-'1:3,1:4(1}'2,.'1:5,.'1:6372)
(N2)s5.6
— (21,22, 3, TaT2, T5TeT2, TeL2)
(N2)1.3
— ($1$3,96275037«’1341172,375966332,336172)
(N1)1(N1)3 1
- (373 xy :cz,x3 , T4T2, T5TEL2, TEL2)
(N2)3.1 9 1
4 (xg xl , L, Ly "Xy, T4T2, T5LEL2, L6L2)
(N1)3(N1)1
= Nx173, T2, 1173, T4T2, T5T6T2, T6T2)
(N2)2.1
— (z123, ToT1T3, T1 23, T4T2, T5TET2, TeT2)
Hence, it is
fxo = F
Tl T173,
T2 — T2X123,
T3 — .’L‘ll'g,
Ty > T4T2,
T5 > T5X622,
Tg — Tex2.
e Automorphism fy,
(N2)1.2
(1,22, 3, T4, T5,%6) — (T1%2, T2, T3, T4, T5,T6)
(N2)2.3
— (I1$2,x2$3,ﬂf3,$4,I5,$6)
(N2)3.2
— (w1202, Tox3, T3T2X3, T4, T35, Tp)
(N2)4.5
— (2122, ToT3, T3T2T3, T4L5, T5, T6)
(N2)5.2
(w1202, T2x3, T3T2X3, T4T5, T5L2T3, T6)
N1
— (v x|, X2x3, X3T2T3, T4T5, T5T2T3, T6)
(N2)g1, _1
— (x5 "Xy, T3, T3T2T3, TaLs, T5T2T3, TeLy L1 )
(N1);
— ($1$2a562953,93390256375649357935902163,936332 Tq )
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Hence, it is

fxzs : F—= F
T = X122,
T2 — T2X3,
T3 > T3X2X3,
T4 > T4X5,
Ty = T5T2X3,

Te —> 1‘6.262_15111_1.

e Automorphism fy,:

zg ")

g )

1 -1
L L5Ty Ty )

1 1.2 1
T5Ly »Xg Lo Ty )

[(N2)12]?

(21,72, 23, 04, T5,76)  —>  (T123, T2, T3, 4, T5, T6)
(N2)25
— ($1$2,$2$5,IE3,IE4,.’E5,IE6)
(N1)3
— (.’E1$2,£L'2$5,IL’3 1'4,.1,'5,136)
(N2)3.2
— (:1:1:1727'1"23757:1:3 $2$5,$4,IL‘5,$6)
(N1)a -1
— (1‘12132@2935,933 T2Ts5, Ty 935@6)
(N2)5.4 —1 —1
3% (2123, vow5, 75 " wows, 1) ' w5y ', T6)
(N1)e -1 -1 -1
— (:L‘lx2,:1721:5,ac3 Tols, Ty, T5Ty ,Tg )
(N2)s6 -1
— (x1x2,$2x5,ac3 Toxs, Ty 1‘6 ,T5T,
(N1)a -1
— (2123, 2ow5, 13 ' 205, T4TGTA, 5T
(N2)as -1 -1
— (x1x2,:v21:5,333 x2x5,x4m61‘4x5x4 L, L5T, Ty )
(N1)1 -1
— (332 x] x2x5,az3 m2x5,x4x6m4x5m4
(N2)6.1 -1 -1
- (x x2m5,az3 LTy, TATETATET,
(N1)s -1 -1
— (%27t moxs, 13 waxs, TawezamsTy

Hence, it is

fxs : F—= F
T 1‘2_2331_1,
T2 — T2Xs,
T3 — l‘gll‘zaj‘{a,
T4 > 1‘4306334:15530;1,
T5 — 1‘5.%'21,

T $1$g$6.
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B.1. Example for automorphisms for Remark 7.0.1@

In GAP they define for the automorphisms:

#f_{x_1}
fx11:=x1%x2;;
fx12:=x2%x6; ;
£x13:=x1*%x2%x3; ;
fx14:=x3%xx4;;

£x15:=x4*x5%x6; ;
fx16:=x6*xx1%*x2;;

#f_{x_2}
£x21:=x1%x3;;
£x22:=x2*xx1%*x3; ;
£x23:=x1%x3"2;;

fx24:=x4%x2; ;
fx25:=x5*%x6*x2; ;
£x26:=x6*x2; ;
#f_{x_3}
fx31:=x1%x2;;
£x32:=x2%x3;;
fx33:=x3*%x2%x3; ;
£x34:=x4%x5; ;

fx35:=x5%x2%x3; ;
£x36:=x6%x2"-1*xx1"-1;;

#f_{x_4}
fx41:=x2"-1xx1"-1;;
fx42:=x2%xx5;;

£x43:=x3"-1%x2*x5; ;

fx44 :=x4xx6*xx4*xx5*xx4"-1; ;
£x45:=xb5*xx4"-1;;
fx46:=x1*%x2"2%x6; ;

Because of the one-to-one correspondence a; — wu;, the ciphertext to the plaintext,
S = aqagaias
is here

C —C1C2C3C4
:fxl (u4)fX2 (u2)fx3 (ul)fx4 (UQ)

=fio (2 "2 w3 ws)?) fro (27 ' w3m5 25 ) fos (2325 1) frc (27 '35z ).

To get the ciphertext Alice calculates in GAP:

cl:=(fx14"-1*fx11"-1*xfx13*fx15)"4;;
c2:=fx21"-1*xfx23*xfx25*%fx26"-1; ;
c3:=fx3372*%fx327-1;;
cd:=fx41"-1xfx43*xfx45*%fx46"-1;;

gap> cl;
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(x5*x6) "4
gap> c2;
x3*x5
gap> c3;
x3*x2%*x372
gap> c4;
x1*x2%x37—-1%x2*%x572*%x4"-1*%x67-1%x2"-2%x1"-1

Therefore, it is

C —=C1C2C3C4

::(x5x6Y12$3m52w3m2x§2xlxgxglxgxgxglxglefol.
Eve gets from the ciphertext C' the information
le1] = 8, lea| = 2, les| =4 and |eyq| = 11.

It is

4
L= la|=25 and Ly = max{|uj| |1 <j <4} =11
=1

but the element in U with maximum length is the element u4 = (lexl_lxgm)‘l, therefore it is
max{|ug| | up € U} = |usa| = 16. Hence, it is L1 < max{|ug| | ux € U} < L. In general, it
is more likely that the ball B(F, L) in the Cayley graph for F' contains a basis for Fy instead
of the ball B(F, L1). Hence, it is likely, that Eve studies the ball B(F, L) as in Security

assumed.
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B.2. A part of an example with additional information from Alice

B.2. A part of an example with additional information from Alice

Let F = (X | ) be a free group of rank 9 with free generating set X = {z1,x2,...,29}.
In GAP it is:

LoadPackage ("FGA") ; ;
F::FreeGroup("Xl", “X2", "X3", "X4“, "X5"’ "X6", “X7", "X8", "X9||) ; ;

AssignGeneratorVariables(F);;

Let f: F — F be an automorphism of F' which is describable via the following Nielsen trans-
formations

(21, 2, 23, T4, T5, T6, T7, T8, T9)

(N2)s5.6
— (21, T2, T3, T4, T5T6, Te, L7, T8, T9)
(N1)5(N1)4 1
— (.’1:‘1,$2,.’173,l’4 y Lg T ,.IG,.CC’?,IES,.%Q)
(N2)s5.4 -1 —1,-1,_-1
— ($1,$2,$3,$4 y Lg Ty Ty ,CC67.T7,$8,.T9)
(N1)5(N1)s -1 -1
— (.’L‘l,l’g,l’g y Ly ,$4x5$6,$6,$7,$8,$9)
(N2)4.3 -1 ,.-1,-1
— (371,%2,%3 y Ly T3 ,5643651’6,966,967,968,509)
(N1)4 -1
— (21,2, x5, X34, T4T5T6, Te, T7, T8, T9)
(N2)1.2 1
— (r122, T2, T3, T3T4, T4T5T6, L6, T7, T8, T9)
(N1 1 1 —1
— (zy 2] ", 22, T3, T3T4, T4T5T6, L6, T7, T8, T9)
(N2)31 , 1 1 -1,.-1,_-1
— (1 xy X2, Ty Ty T, T3T4, T4T5T6, L6, L7, T8, T9)
(N1)s(N1)1
= (w122, T2, T1T2T3, T3T4, T4T5T6, L6, T7, T8, T9)
(N1)s(NV1)7 1.1, -1 1
— ($1962,1E2,961962933,953964,566 Ty Ty ,X6,T7 , T8, Tg)
(N2)75 -1,-1,-1 —1,-1,_-1_-1
— (T122, T2, T122X3, 3T, T Ty Ty ,T6, L7 Tg Ly Ty L8, T9)
(N1)5(N1)s 11,11 -1
— (331$2,=T2,$1502»T3,953$475U4$59367$6,$7 x()‘ 335 $4 7:’88 7‘T9)
(N2)s.7 -1,-1,-1,-1 —1_-1_-1_-1_-1
— (r122, T2, T122%3, T3T4, T4T5T6, Te, Ly T Ty Ly ,Lg Ln Tg Ly Ty ,T9)
(N1)s(IN1)o 11,11 1
— (961902,962,1?1562933,953$4,$4935936,906,$7 Tg Ty Ty , TAT5LELTLY, Lg )

[(N2)3.1]? 2 “1,.-1,.-1,.—1 -1
— (122, X2(21272)7, L1723, T3X4, T4T5T6, L6, Ly T Ty Ly, L4T5TETTIS, Ty )
(N2)g.3 2 1, -1..-1,.—1 —1
= (r1202, 2(@122)7, X1 T2T3, T3T4, T4T5L6, TeX1L2T3, Ty Tg Ly Ty, T4T5TELTL, Ly )
(N2)g.7 2 -1 -1_-1_ -1 -1,.-1_-1_-1_-1
— (r122, 2(2122)7, T1T2T3, T3T4, T4T5L6, TeX1L2T3, Ty T Ly Ty, T4T5TELTLR, Ly T Tg Ly Ty )

(N1)g 11

2 1111 ,
— (2122, w2 (2122)", T12203, T3Ty, T4T5T6, TeL1T2T3, Ty T Ty Ty, T4T5TELTLT, T4T5TELTLY);
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hence the automorphism is

f:F—>F
T+ 2122,
T = To(T172)?,
T3 — X1X273,
Ty > X324,
T5 > T4X5T6,

Te — TL1T2T3,

T7 3:7—1336—1%—1%21,

I8 > T4T5T6L7L8,

Tg > T4T5TeL7L9.
Thus, in GAP Alice and Bob define for the automorphism f:

x11:=x1%x2;;

x12:=x2* (x1%x2) "2; ;
x13:=x1*%x2*x3; ;

x14:=x3%x4; ;

x15:=x4*x5%x6; ;
x16:=x6*x1*x2*x3; ;
x17:=x7"-1*x6"-1*xx5"-1%x4"-1; ;
x18:=x4*x5*x6*X7*x8; ;
x19:=x4*x5*x6*xX7*x9; ;

Assume we are in the situation of a cryptosystem as explained in Section The alphabet
A ={a1,a9,as,a4,as,a6,a7} consists of 7 elements, hence let U be a basis for a subgroup of F
with rank 7 and U is Nielsen reduced.

It is U = {u1,ua,us, uq, us, ug, ur} with uy = x4x1_1, Uy = T1T4, U3 = x%matz_l, Uy = T3T5,
Uy = r3xe, Ug = r3T8, U7 = T3T9.

With the operation
> FreeGenerators0fGroup (FU)

which returns a list of free Nielsen reduced generators, which defines a Nielsen reduced set of
the finitely generated subgroup F'U of a free group, we can prove that

—1 9 1
U = {xyx] ", 2124, 252425, T3X5, T3T6, T3L, T3L9 }

is Nielsen reduced:

FU:=Group (x4*x1°-1, x1xx4, x3"2*x4%x27-1, x3*x5, x3*x6, x3*x8, x3*x9);;

gap> FreeGenerators0fGroup (FU) ;
[ x4*x17-1, x1*x4, x3"2*x4*x2" -1, x3*x5, x3*x6, x3*x8, x3*x9 ]

We assume that Bob encrypted c¢q, s, ..., ¢;_1 correctly and no letters of ¢; are canceled in C’T(,?d,
1

it is C’f?d =c_ " Cy 1cflCTed with Ci.q the send ciphertext from Alice. Hence, we assume,
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that he gets

Cﬁ21£<zw

= x1x2m3x4x5x6x7x8w’,

with w the reduced word of ¢;11 - ¢, and w’ = w or ' is a terminal segment of w.
To encrypt ¢; he calculates U fo = Us. In GAP this is

ful:=x14xx11"-1;;
fu2:=x11%x14;;
fu3:=x13"2*x14%xx12"-1;;
fud:=x13*%x15;;
fub:=x13%x16; ;
fub6:=x13*x18; ;
fu7:=x13*x19; ;

gap> ful;
x3*x4*x27-1*%x1"-1
gap> fu2;
x1*x2*x3*%x4
gap> fu3;
(x1*x2*x3) ~2+x3*x4* (x2"-1%x1"-1) "2*x2" -1
gap> fu4;
x1*x2*x3*x4*x5%x6
gap> fub;
x1*x2*%x3*xX6%x1*xX2%*x3
gap> fub6;
x1*x2%x3*x4*x5*X6%*X7*x8
gap> fu7;
x1*x2%x3*xX4*x5*X6%*X7*x9

and therefore it is

U, = Up ={f(zaz"), f(x124), f (232425, f(x325), f(2376), f(2378), f(2320)}
—{wsmazy oy mimomny, (wr1mows) wawa (v w2y,

T1X2X3X4TE5L6, L1L2XILELIX2L3, T1X2L3L4L5LELTLS, $1$2$3$4$5$6$7$9}
and he knows

ulk%$3x4x;1xfl,

U9 HT1T2x3T4,

ug > (x129w3) w34 (25 g )2yt
Uy FHT1T2T3T4T5T6,

Us FT1T2T3TEL1T2L3,

Up FT1L2T3T4L5T6L7TS,

U7 F—T1T2X3T4T5T6L7L9.

If he now looks at C’ﬁ?d he is not able to decide if the ciphertext unit ¢; encrypt as or a4 or ag.

255



Appendix B. Additional examples

Hence, Alice has to send additional information to Bob.
If Bob gets the information

e (i,4,1) he knows, that the element ¢; is of free length 4. There are two elements in Uy of

free length 4, which are f(u1) and f(uz), but Bob knows that all 4 elements are visible as

initial segment of Crled and hence ¢; = x1xow3x4 = f(ug2), thus s; = ag;

(i,6,1) he knows, that the element ¢; is of free length 6 and hence he knows that now
¢i = xywoxsrarsxre = f(uyg), thus s; = ay;

(i,7,x8) he knows, that the element ¢; is of free length at least 8 and the 8th letter differs

from all other elements in Uy, which have the same first seven letters as ¢; and these seven

letters are an initial segment of Cfi), and the 8th letter is xg. Hence, he knows, that
¢i = T1T2x3T4T5x6T7xs = f(ug), thus s; = ag;

(1,8,1) he knows, that |¢;| = 8 and that all 8 letters of ¢; are the first letters of CT(?d hence
he knows, that ¢; = x1zoxsrsrsrerrrs = f(ug), thus s; = ag.

(@)

Example B.2.1. Assume the ciphertext unit ¢; is a reduced initial segment of the word C,_,,
that means, there are cancellations between ¢; and ¢;11. Hence, let

(1) _ /
Choqg = T102037 W,

with 2/ € X1\ {z3', 24,71} and w, be a word in X. If Bob gets the information
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e (i,3,x41), 41 means that after x4 is the empty word, and hence it is known that the free

length of ¢; is |¢;| = 3 + |x41| = 4 and thus ¢; has the same first 3 letters as Cr(i)d and the
terminal segment of ¢; is z4. Therefore, Bob knows that ¢; = f(uz), thus s; = ao;

(,13,1) (u3 is the only element in Uy of free length 13) or (4,3,21) he knows |¢;| > 3 + 1,
the first 3 letters are the same first 3 letters of C’fz ; and the 4th letter differs from every
other 4th letter of each element in Uy, which first 3 letters are the same as the first 3

letters of Cﬁ?d. Therefore, Bob knows ¢; = f(ug3), thus s; = as.

(4,6,1) (u4 is the only element in Uy of free length 6) or (4,3, x425261), 2425261 means
that after x4x526 is the empty word, and hence it is known that |¢;| = 3 + |z4z5261| = 6
and thus ¢; has the same first 3 letters as Cﬁ?d and the terminal segment of ¢; is x4z5T6.

Therefore, he knows that ¢; = f(uy), thus s; = ay;

(7,8,1) he does not know if ¢; = f(ug) or ¢; = f(uy) hence Alice has to give one of the
following information to Bob

1. (4,3, x4w5x627281) if ¢; = f(ug) and thus s; = ag. The word x4z5x627281 means that
after x4x5x6T7T8 is the empty word, and hence it is known that for the free length
of ¢; it is |¢;| = 3+ |xgxsz627281] = 8 and thus ¢; has the same first 3 letters as C’ﬁ?d
and the terminal segment of ¢; is x4x5x62723.

2. (4,3, x4x52627291) if ¢; = f(u7) and thus s; = a7. The word z4x52627291 means that
after z4xrsxgx7191 is the empty word, and hence it is known that for the free length
of ¢; it is |¢;| = 3+ |x4x52627291| = 8 and thus ¢; has the same first 3 letters as C’f?d
and the terminal segment of ¢; is x4x5x62729.



B.3. Example for Remark 7.().q

B.3. Example for Remark [7.0.9

Let F' be a finitely generated free group on the free generating set X = {a,b,c,d}. We give
a small example for a Nielsen reduced set U = {uj,us}, with uj,ug words in X, and two
automorphisms fi1, fo € Aut(F), such that for ¢; = f1(u1) and co = fa(us) the following holds:

2
L=>"lei| < max{|ul, |uz|}
1=1

In this case not all elements of U can be found in a ball B(F, L) in the Cayley graph of F'.

Let u; = (ab)® and u; = cd then U = {(ab)3,ed} is a Nielsen reduced set (Lemma [4.2.15| is
fulfilled).

Let fi : FF — F be an automorphism of F', which is describable via the following Nielsen
transformations

(a,b,c,d)

(lel)g(afl, b, cil, d)

(1\3)1)3 (ailcfl,b,cfl,d)
(VL) (ca,b,c™t, d)

(1\3)3?1 (ca,b,a,d)

(N—l)>3 (ca,b,a™t,d)

(Ni)lfl (c,b,a™t,d)

(N—l)>2 (c,b71 a7t d)

(Ni)%‘l (c,b7le,a™t,d)
(Ni)2>‘4 (c,bled, a1, d)

(N—l)>2 (c,d rc™1b,a™t, d)
W2t (ed,d= e b, a7t d)
(N2 g, a1e 1, a1, d)
WDt (ed, d~1e"b, a1d3, ded);

hence the automorphism is

fi:F—>F
a +— cd,
b d e,
e a td?,
d > dcd.

Let fo : ' — F be an automorphism of F', which is describable via the following Nielsen
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transformations
(a,b,c,d)
(N3 (=1 =1 g
W2gs (471 b, e 1d, d)
M (@b, e d, d7Y)
(Ni)‘lfl (a=,b,c7td, d ta™Y)
(N2g.4 (a—1 bd~ta~t,c"1d, d o)
M (@, bdtaL e ld, d LY
(Ni)lfg (ac_ld bd ta 1, _ld,d_la_l);

hence the automorphism is

fo: F—>F
a— ac”d,
b bd tat,
c ek,
d—dtat.
It is
a1 = fi(ur) = f1((ab)®) = (cdd e 'b)* = b7

and
co = fa(ug) = fo(ed) = clddla™ = cta™L.

Now, L = |c1]| + |c2| = 34+ 2 =5 and max{|u1], |us|} = max{6,2} = 6, thus

5 =L < max{|ui|,|uz|} = 6.
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Calculations with Maple 16 or GAP for
examples
If there are Nielsen transformations of type (IN1) one after another we can apply them in one

step. For example if the Nielsen transformations (N1)5 (N1)a (N1); (N2)32 are applied to a
set (a,b,c,d,e) we write instead of

(a,b,c,d,e) —= (a,b,c,d,e™ )
(Ll)z (a, b7t ¢, d,e™)
(N—l)>1 (ail,bfl,c,d,efl)
(J\i):;a(aq? b1 cbL, d, e )
the following
(a,b, ¢, d, e) (N1)5(N1)2(N1)1 (@ Y07t e,d, e )
(N2)3.2

We use the FGAE] package in GAPH
In Maple 1@ the package “LinearAlgebra” is used.

C.1. Example [2.1.5] calculations in Maple 16

First, Alice and Bob have to agree on a private key.
The real inner product space is W = R® and the subspace V is of dimension 3. In Maple 16
they define:

> restart:
> with(LinearAlgebra):
> m:=6: t:=3:

> B:=RandomMatrix(t,m);
66 20 —-34 —21 —-50 -79
B:=| =36 -7 —62 -—-56 30 —T1
—-41 16 -90 -8 62 28
> Rank(B);
3

'Free Group Algorithms. A GAP4 Package by Christian Sievers, TU Braunschweig.
2Groups, Algorithms and Programming [CAPTH)
3More precisely Classic Worksheet Maple 16 is used.
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The rows of the matrix B define a basis for a 3-dimensional subspace V in RS,

Bob calculates for encryption his private key, which is a basis for the orthogonal complement

V-t to V. This is the nullspace of the matrix B:

> kern:=NullSpace(B);

67528

61217
—72236

61217
—1433

61217

129349
61217

—362352

61217

—208597

122434

46287
61217
~191417
61217
~121115
122434

Alice needs as decryption key an orthonormal basis of the subspace, which she gets with the
help of the Gram-Schmidt procedure and a normalization:

> L:=[seq(B[j,1..m],j=1..t)]:
> G:=GramSchmidt (L,normalized) ;

7547 7 THAT 7547 15094 7547 7 15094

144211 /12849748610 101599 /12849748610 25667 /12849748610
T 32124371525 96373114575 ' 6424874305
742847 /12849748610 69667 /12849748610 228797 /12849748610
© 192746229150 19274622915 64248743050 } ’[

1141824503 1/1211483474194866265 5968746002 1/1211483474194866265
6057417370974331325 ’ 18172252112922993975 ’
830820734 1/1211483474194866265 3745334828 1/1211483474194866265
B 1211483474194866265 ’ 18172252112922993975 ’
594555334 1/1211483474194866265 2286429878 1/1211483474194866265
3634450422584598795 ’ 6057417370974331325 ] ]

G 33/15094 10 /15094 1715094 21415094 2515094 _79\/15094] [

Bob wants to send Alice a message p € RS. He also chooses an element w € V and calculates
v=w — p:

p:=Transpose(<3,18,25,16,20,15>);

a:=3: b:=-6: c:=T:

w:=axB[1,1..m]+b*B[2,1..m]+c*B[3,1..m];

V:i=w-p;

vV V.V V

p:=[3, 18, 25, 16, 20, 15]
w = [127, 214, —360, 217, 104, 385]
v = [124, 196, —385, 201, 84, 370]

In addition he needs the element w* with the property, that w is the closest vector in V' to w*.
Therefore, he needs his encryption key stored as kern, which is a basis for the orthogonal
complement V. He stores w* as ww, and sends (ww,v) to Alice:
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> w:=Transpose(w):
> r:=m-t:
> R:=RandomVector(r):
> while Equal(R,Vector(r)) do
> R:=RandomVector (r):
> end:
> R;
13
—65
5
> u:=Vector(m):
> for k from 1 to r do
> u:= u + kern[k]*R[k]:
> end:
> ww:i=utw;
[ 476173 7
61217
34757165
61217
ww — | —15580134
61217
222
117
320 |

Alice gets (ww,v). With her decryption key (an orthonormal basis for V'), which is stored in
G, she is able to calculate U = w with the Closest Vector Theorem. Afterwards she calculates
P =U — v, which is the message from Bob:

V:=Transpose(Vector(m)) :

for k from 1 to t do
U:=U+DotProduct (ww,G[k] ) *G[k] :

end:

P:=U-v;

V V.V VYV

P :=[3, 18, 25, 16, 20, 15]
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C.2. Example [2.2.2] calculations in Maple 16

In a challenge and response system, the prover and the verifier agree privately on a password
and a challenge subspace V. In this example they agree on the password P = Alice and the
challenge space V is a 3-dimensional subspace of R”. In Maple 16 they define:

> restart:
> with(LinearAlgebra):

> m:=7: t:=3:
> B:=RandomMatrix(t,m);

13 66 20 —34 —-21 —-50 -79
B:=| —65 —-36 -7 —62 -—-56 30 71
5 —41 16 —-90 -8 62 28
> Rank(B);

The rows of the matrix B define a basis for the 3-dimensional subspace of R, which is the
common subspace V.

The prover should verify himself to the verifier. For this, he sends the password P = Alice to
the verifier. Now, the verifier knows the corresponding challenge space V to the password P
and generates a challenge for the prover. He chooses three elements w,u,p € V' and asks for
the length of the “line” between these elements. For w,u,p € V he chooses:

> al:=2: a2:=4: a3:=-2:

> bl:=5: b2:=-3: b3:=2:

> ¢1:=3: c2:=-2: c3:=-1:

> w:=alxB[1,1..m]+a2+B[2,1..m]+a3*B[3,1..m];

> u:=b1*B[1,1..m]+b2*B[2,1..m]+b3*B[3,1..m];

> p:=cl*B[1,1..m]+c2*B[2,1..m]+c3*B[3,1..m];

w = [—244, 70, —20, —136, —250, —104, —498]
u = [270, 356, 153, —164, 47, —216, —126]

p = [164, 311, 58, 112, 57, —272, —123]

Now, he needs the challenge elements for the prover. He first calculates a basis for the
orthogonal complement V+ of V and stored it as kern:

> kern:=NullSpace(B);

T 208597 1 [ —121115 7 [ —2866 7 [ —122434 7
112011 112011 112011 112011
40305 5827 40656 — 22648
37337 37337 37337 37337
179012 138649 —120604 494216
kern := 112011 |’ | 112011 |’ | 112011 |’ | 112011
0 0 0 1
0 1 0 0
0 0 1 0
1 L o | o || o ]

He calculates the elements w* =: XX, v* =: Y'Y and p* =: ZZ for which w, u, and p,
respectively, are the closest elements in V', as follows:

262



C.2. Example 2.2.3 calculations in Maple 16

VVVVVVVVVVVVYVYVYVYV

VVVVVVVVVVVYVVYVYV

=m-t:

:=RandomVector (r):
:=RandomVector (r):
:=RandomVector (r):

while Equal(R,Vector(r)) do
R:=RandomVector (r):

MnxoR

end:

while Equal(S,Vector(r)) do
S:=RandomVector(r):

end:

while Equal(E,Vector(r)) do
E:=RandomVector(r):

end:
R;
S;
E;
66 ]
55
68
L 26 .
- e T
38
97
- _82 -
- 69 ]
23
25
L 5 .
x:=Vector(m) :
for k from 1 to r do
x:= x + kern[k]*R[k]:
end:
XX:=Transpose (w)+x;
y:=Vector (m) :
for k from 1 to r do
y:=y + kern[k]*S[k]:
end:
YY:=y+Transpose(u) ;
z:=Vector (m) :
for k from 1 to r do
z:= z + kern[k]*E[k]:
end:
ZZ:=Transpose(p)+z;
[ —7867593 T
37337
2449705
37337
—593591
XX = 3737
—110
—195
—36
| —564 |
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[ 51046961 T
112011
16291291
37337
—43243855
112011
—246
85
—119
—201

[ 29293532 7
112011
9867943
37337
—3210283
112011
117
80
—247
—192

YY .

77 :

It is XX = w* = w + (—66ui + 55us + 68uz + 26u;),
YY =u* = u+ (—75ui + 38uy + 97uz — 82uj) and
Z7Z =p* =p+ (—69ui + 23uy + 25u3 + Sug ), with kern = {ui", uy,uz, uy }.

The Verifier sends the challenge (X X,YY, ZZ) with a computational accuracy of 12 digits to
the prover.

To calculate the response the prover first uses the Gram-Schmidt procedure and a
normalization to generate a orthonormal basis G for the subspace V:

> L:=[seq(B[j,1..m],j=1..%)]:
>  G:=GramSchmidt (L, normalized);
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13115263 66+/15263 20+/15263 _ 3415263 21415263 50 v15263

-

15263 ' 15263 ' 15263 ' 15263 15263 ' 15263
79 /15263 1044511 /4059517036667 815580 /4059517036667
15263 ] ’[_' 4059517036667 4059517036667
187481 /4059517036667 809218 /4059517036667
4059517036667 ' 4059517036667
770056 /4059517036667 659490 /4059517036667
4059517036667 4059517036667
765145 v/4059517036667] [10791066889 v/10738342994104662523
4059517036667 }’ [ 85906743952837300184 ’
769777141 v/10738342994104662523 7309852223 1/10738342994104662523
85906743952837300184 ’ 85906743952837300184 ’
9995226829 1/10738342994104662523
B 42953371976418650092 ’
2499753517 /10738342994104662523 3654268049 /10738342994104662523
85906743952837300184 ’ 42953371976418650092 ’
3791392411 /10738342994104662523
42953371976418650092 ]

With the Closest Vector Theorem he is now able to reconstruct the elements w, u and p from
XX,YY, ZZ, respectively, which he stores as W, U and P:

>

vV V.V VYV VvV V V V

vV V.V VYV

W:=Transpose(Vector(m)) :
for k from 1 to t do
W:=W+DotProduct (XX,G[k] ) *G[k] :
end:
W;
[—244, 70, —20, —136, —250, —104, —498]

U:=Transpose (Vector(m)):
for k from 1 to t do

U:=U+DotProduct (YY,G[k])*G[k]:
end:
U;

[270, 356, 153, —164, 47, —216, —126]

P:=Transpose(Vector(m)):
for k from 1 to t do

P:=P+DotProduct (ZZ,G[k] ) *G[k] :
end:
P;

[164, 311, 58, 112, 57, —272, —123]

The prover calculates the “line” between his computed elements in V' with a computational
accuracy of 12 digits:

>
>

Digits:=12:
nnn:=evalf (Norm(W-U,2)+Norm(U-P,2)+Norm(P-W,2));
nnn = 1848.80960451

He sends nnn := 1848.80960451 as response to the verifier. The verifier compares this with his
length of the “line”, which is:
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> Digits:=12:
> nn:=evalf (Norm(w-u,2)+Norm(u-p,2)+Norm(p-w,2));

nn = 1848.80960451

It is nn = nnn, therefore the response is correct. It is not possible to generate the correct
response by knowing just XX, YY and ZZ. The “line” between these elements is
nnnn = 2319.52030261 which is not nn = 1848.80960451:

> Digits:=12;
> nnnn:=evalf (Norm(XX-YY,2)+Norm(YY-ZZ,2)+Norm(ZZ-XX,2));
Digits := 12
nnnn = 2319.52030261
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C.3. Example [6.1.3] calculations in Maple 16

We now present the calculations which were needed to execute Example which is a (3, 2)-
secret sharing scheme using free subgroups in SL(2,Q).

We take a closer look at the steps for the dealer for this (3, 2)-secret sharing scheme. It isn =3
and ¢t = 2. Thus, in Maple we define:

> restart; with(LinearAlgebra):

> n :=3; t :=2; m := binomial(n, t-1);

n:=3
t:=2
m:=3

The dealer needs m = 3 matrices. For this he chooses rational numbers r; =: r[i], 1 <7 < 3, with

the properties (4.1). Hence, these rational numbers were chosen as follows and the inequalities
(4.1)) were proved:

> r[1] :=7/2; r[2] := 15/2; r[3] := 11;

T i=

o 1=

vo| ol

—_
—_

r3 =
> r[1]-2; r[2]-r[1]-3; r[3]-r[2]-3;

N~ — N W

All results are greater than 0, hence he can generate with the numbers r1, ro and r3 matrices,
which generate a free subgroup of SL(2,Q) of rank 3. The matrices are:

> M[1] := Matrix([[-r[1], r[1]-2-1], [1, -r[1]111);

> M[2] :=Matrix([[-r[2], r[2]1°2-11, [1, -r[2]111);

> M[3] := Matrix([[-r[3], r[3]-2-1], [1, -r[31]11);

-7 45
M= | 2 47
1
2
~-15 221
2 4
My =
-1
——
2
~11 120
M3'_{ 1 —11]

The secret is reconstructible with the help of the traces of these matrices, which are:
> Trace(M[1]); Trace(M[2]); Trace(M[3]);
-7
—15
—22
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To get the Nielsen equivalent set N and U, from which the dealer constructs the share-sets for
the participants, he does the following elementary Nielsen transformations on the matrices and
on an abstract set. These matrix multiplications are the following:

> M[11] := M[1]; M[12] := M[2]; M[13] := M[3];

-1 5
2 4
M11 = _7
1 —
2
~15 221
2 4
WIPRES
1 —15
2
—11 120
Mis [ 1 11 ]
> M[21] := M[11]; M[22] := MatrixInverse(M[12]); M[23] := M[13];
EaR:
2 4
My = 7
1 —
2
—-15 =221
2 4
Mg =
-1
2
—11 120
Mas '_{ 1 —11]
> M[31] := M[21].M[22]; M[32] := M[22]; M[33] := M[23];
15 109
Ma = [ —4 -29 }
—-15 =221
2 4
M3y =
-1
2
—-11 120
Mss '_[ 1 11]
> M[41] := M[31]; M[42] := M[32]; M[43] := M[33].M[32]"3;
15 109
May = [ —4 —29 }
-15 =221
2 4
Mys =
. -
2
—8565 —63664
Mz = [ 799 5939 }
> M[51] := M[41]; M[52] := M[42].M[43]; M[53] := M[43];
15 109
Me = [ —4 -29 }
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> M[61]

> M[71]

> M[81]

> M[91]

- 80371 597401 -
- 4 4
Msz2:= | c4s 38943
L 2 9 J
[ 8565 —63664
Mss = | 799 5939 |
:= MatrixInverse(M[51]); M[62] := M[52]; M[63] := M[53];
29 —109
Mer := [ 4 15 ]
- 80371 597401 -
4 4
M =
62 5145 38243
L 9 2 i
[ —8565 —63664 ]
Mes := | 799 5939 |
.= M[61].M[62]; M[72] := M[62]; M[73] := M[63];
3452369 —25661603
o 4 4
Moo= og0917 1768447
2 2
- 80371 597401 -
- 4 4
Mr2i= 1 145 38243
L 9 2 i
[ —8565 —63664 ]
Mrs := | 799 5939 |
:= M[71]; M[82] := M[72]; M[83] := MatrixInverse(M[73]);
~3452369 —25661603
- 4 4
Msii= | 9g0917 1768447
2 2
80371 597401
- 4 4
Ms2:= 1 o145 38243
2 2
5939 63664
Ms := { ~799 8565 ]
.= M[81]; M[92] := M[82]; M[93] := M[83].M[82];
3452369 —25661603
- 4 4
Mor:=1 " 937917 1768447
2 2
80371 597401
o 4 4
Moz:=1 <145 38243
2 2
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> RI[1]

1132425929 8417369243
4 4
Moz := | 150350070 1132425980
4 4
;= M[91]; R[2] := M[92]; R[3] := M[93];
—3452369 —25661603
Ry = 4 4
237917 1768447
2 2
80371 597401
4 4
Ro= 5145 38243
2 2
1132425929 8417369243
R3 := 4 4
—152350279  —1132425989
4 4

The share distribution is done by the method given by D. Panagopoulos.
If now two or more participants combine their shares they get the following matrices:
> R[1]; R[2]; R[3];

—3452369 —25661603
4 4
237917 1768447
2 2
80371 597401
4 4
5145 38243
22
1132425929 8417369243
4 4
—152350279 —1132425989
4 4

Next, the calculations for the participants to generate a set M’ are given. They do Nielsen

transformations on the explicit set of matrices, which they reconstruct from the theoretical set.
These are the following matrix operations:

> R[11]

270

:= R[1]; R[12] := R[2]; R[13] := R[3];
3452369 —25661603
- 4 4
937917 1768447
2 2
80371 597401
4 4
Fizi= o145 38043
2 2
1132425929 8417369243
By e 4 4
152350279 —1132425989
4 4
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> R[21] := R[11]; R[22] := MatrixInverse(R[12]); R[23] := R[13];

—3452369 —25661603

By e 1 4
937917 1768447
9 2
38243 —597401
2 4
Fi=1 5145 so3m
2 4
1132425929 8417369243
By im 4 1
152350279 —1132425989
4 1

> R[31] := R[21]; R[32] := R[22]; R[33] := R[23].R[22];
—3452369 —25661603

Ry e 1 4
937917 1768447
2 2
38243 —597401
2 4
Fei=1 5145 so3ml
2 1
Py o [ 5939 63664 ]
~799 8565

> R[41] := R[31]; R[42] := MatrixInverse(R[32]); R[43] := R[33];

—3452369 —25661603

Rup i— 4 4
237917 1768447

2 2

80371 597401
4 4

Re=1 55 33003
2 2

Ris = [ 5939 63664 ]
—~799 —8565

> RI[61] := R[41]; R[52] := R[42].R[43]; R[53] := R[43];

—3452369 —25661603

R 4 4
oL 237917 1768447
2 2
~15 —221
2 4
R52 =
. -
2
R | 5939 63664
7 799 —8565

> R[61] := R[61].R[53]; R[62] := R[52]; R[63] := R[53];
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> RI[71]

> R[81]

> R[91]

> R[101]

272

<R63:::{

R71 =

R73 = |:

Rgl =

Rgo :=

653
2

—45

5939
—-799

653
2

—45

5939
—799

[ —29
4
r —15
2
1

R83 = |:

R91 =
R92 =

Ros3 .= [

:= R[91].R[92]; R[102]

Rio1 :=

5939
—799

:= MatrixInverse(R[81]); R[92]

15
—4
—-15

2
1

5939
—-799

:= R[92]; R[103]

9679
4
—667
2
—221
4
~15
2
63664

—8565

9679
4
—667
2
221
4
~15
2
63664
—8565

:= R[71] .R[72]; R[82] := R[72]; RI[83]

—109 ]
15 |

221 -
4

—15

2
63664
—8565

|

:= R[61]; R[72] := MatrixInverse(R[62]); R[73] := R[63];

|

:= R[73];

|

:= R[82]; R[93] := R[83];

109
=
221
4
~15
2
63664
—8565

T 5

2
1

1
-7
2

|

:= R[93];
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> R[111]
> R[113]

> R[121]

> T[1]

—15
2
Rip2 :=
1
5939
fh°3"'{ —799
:= R[101]; R[112] := R[102];
:=MatrixInverse(R[103]);
-7
2
Ri11 =
1
—15
2
Ri1o =
1
—8565

:= R[111]; R[122]

-7
Ri91 := 2
1
—15
Rigo = 2
1
—11
Ri93 := [ 1
:= R[121]; T[2] := R[122]; TI[3]
-7
7= | 2
1
—15
T = 2
1
—11
T, [ !

:= R[112]; R[123]

221

4
—15

2

63664
—8565

~15
2
—63664
5939
:= R[113] .R[112]"3;

45
4
—7
2
221
4

—15
2

120
—11

The participants calculate the matrices T4, T5, T3, with the traces of these matrices they are able
to reconstruct the correct secret.
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C.4. Example [6.2.3] executed with GAP

We give an example for a (3, 3)-secret sharing scheme. The finitely generated free group F' with
its free generating set X = {a, b, ¢} is defined in GAP:

LoadPackage ("FGA") ; ;
F:=FreeGroup(“a", ||b||, "C"); ;

AssignGeneratorVariables(F);;

A Nielsen reduced set U = {u1,us,us} with three elements is needed. The dealer chooses
_ 52 _ _ o a—1p—1_3 . e

u1 = b%a, ug = cab and uz = ac” b~ a°. Because of Theorem [4.2.13|the set U is a free generat-

ing set of a subgroup G of F. With the operation

> FreeGenerators0fGroup(G)

which returns a list of free Nielsen reduced generators, which defines a Nielsen reduced set of a
finitely generated subgroup G of a free group, we can prove that U = {b%a, cab,ac b= 1a3} is
Nielsen reduced:

G:=Group (b"2*a, c*a*b, a*c -1xb~-1*a~3);;

gap>FreeGenerators0fGroup(G) ;
[b~2%a, c*axb, a*c™-1%b~-1%a"~3]

The dealer calculates the Nielsen equivalent set V' to U by applying the following Nielsen trans-

formations:
(1, up, ug) (u1,uy ', ug)

(Ni)lys(ulu;;, ugl, u3)
(]Vi)‘;‘g(ulu;),, ugl, U3U51)
(Ni)ri‘g(uluz, uy gy uzuy )
(N2 (urug, upug  uz, uguy ")
(Ni)1>~2(ulu3uwglw, uzuglw, usugl)
(ﬁg& (ulu3u2u§1u2’uglugugl,ugugl)
(Ni)?;z(muauzuglum U51u3“517 u3u52U3U51)
(VL) (ug gy tug g ug tuguy  usuy Pugug )
P g gy g M ey s Py gy g )
(N1 (wruzuguy tug, uy Tuguy b uguy Puzuy 2uguy tug tupt)

In GAP define:

u_1:=b"2xa;;
u_2:=c*axb;;
u_3:=a*c”-1*b"-1*a"3;;
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v 1 : =u_1*u_3*u_2*u_3A_1*U_2§ 3
v_2:=u_2"-1%u_3%u_2"-1;;
v_3:=u_3%u_2"-2%u_3*u_2"-2%u_3%u_2"-1*u_3"-1*u_1"-1;;

Write v, v9 and vy as words in X:

gap> v_1;

b~ 2%a"2*%c " —1*%b"-1%a~3*kc*a*xbxa~—-3*%b*c*a -1xc*ax*b
gap> v_2;

b -1%a"—-1*c -1%axc™—1*%b"-1*%a"3*xb"-1*xa"—-1*%c -1
gap> v_3;

(axc™-1*b"-1*a"3* (b~ -1*a”~—1*c”~-1) "2) "2*xa*xc -1*%b~-1\\
*a"3xb"-1%a"—-1*%c~—-1%a~-3*b*xc*a~"-2*xb" -2

Participant p; gets the share v;, i = 1,2, 3. If the participants combine their shares they obtain
the set V.

If the set V' = {wy,va,v3} of all shares is used as free generating set for a subgroup H of F', then
the operation

> FreeGenerators0fGroup (H)

gives a Nielsen reduced generating set U’ for H:

H:=Group(v_1,v_2,v_3);;

gap> H;
Group([ b~2xa”2*c~-1*b~-1*a”3*c*a*b*a”-3xb*c*a~-1*ckaxb,\
b -1*a”-1xc " —1xa*c™-1*b " -1*%a"3*b " -1*a"-1xc~-1,\
(axc™-1*b"-1*a"3* (b"-1*a"-1%c"-1) "2) "2*xa*xc " -1*b " -1*a"3*b" -1\
*a"-1xc"-1*xa~-3*xb*c*a~-2*b"-2 ])
gap> FreeGenerators0fGroup (H) ;
[ b"2*%a, c*xaxb, a*c™-1%b~-1*a"3 ]

The participants get the Nielsen reduced generating set U’ = {b%a, cab, ac"'b~ta3}, which is U,
and hence they are able to reconstruct the correct secret

3

1 1 1 1 5

S = =-+o+-=-.

;§;|uﬂx 3 3 6 6
If just two participants combine they shares and generate Nielsen reduced sets, it is likely that
no element in their Nielsen reduced set is of the length of one element in U. For example we can
take a look at the free generating sets of subgroups which are just generated by two elements of

the set V, see the following GAP-Code:

F1:=Group(v_1,v_2);;
F2:=Group(v_1,v_3);;
F3:=Group(v_2,v_3);;

gap> F1;
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Group([ b~2xa”2*c~-1*b~-1*a~3*c*a*b*a”-3xb*c*a~-1*ckaxb,\
b -1*a”-1*c " -1%a*c " -1xb"-1*a"3*b"-1*a"-1*%c"-1 ])
gap> FreeGenerators0fGroup(F1);
[ a~-3*b*c*xa”~-2*xb" -2, c*axb*a -3*b*ck*a -1*xc*xaxb ]

gap> F2;

Group([ b~2*a”2*c ™ -1xb"-1*a~3*c*xa*xb*a”-3*bxc*a”—1xc*axb,\
(a*xc™-1*b~-1*a"3* (b -1*a"-1*c~-1) "2) "2*a*xc " -1*b~-1*%a~3*b~ -1\
*a"-1xc”—-1*a”-3*xbxc*a"-2*%b"-2 ])

gap> FreeGenerators0fGroup(F2);

[ b"2%a"2%c”-1xb~—1*a”~3*ckraxb*a”-3*b*c*a”—-1*cxaxb,\

ckaxb¥a”-3*bkcka”-1*(ckaxb) “2*a”~-3*b*c*a~-1 ]

gap> F3;

Group([ b~-1xa”-1xc”-1l*axc ™ -1*b -1%a"3*b"-1*xa”-1*c"-1,\
(a*xc™-1%b~-1*a"3* (b~ -1*a~-1*c~-1) "2) "2*a*c -1*b~-1*a~3*b~-1\
*a"-1xc"-1*a~-3*xb*c*a~-2*xb"-2 ])

gap> FreeGenerators0fGroup(F3);
[ cxaxb*a~-3*xbkxcxa -1*ckaxb, b ~2%a”~2xc -1xb~-1%a”~ 3%\
(cxaxbxa~-3*b*c*a”—-1*c*axb) "2xcxaxbkxa~-3*b*c*a”-1 ]

276



C.5. Example 7.0.7 executed with GAP

C.5. Example [7.0.7| executed with GAP

To execute the Example the program GAP is used.
Firstly, Alice and Bob choose a free group F' with free generating set X = {a,b, ¢, d}:

LoadPackage ("FGA") ;;
F:=FreeGroup(llall’ ||bl|, "C", lldll); ;

AssignGeneratorVariables(F);;

They use the set

U = {ba?, cd,d*c2,a71b,a*b™ 1, 03072, bc3, be tbab ™, ?ba, Pdab~ !, a 1d®c Y, a®dbd~

as free generating set.
If this set is used as free generating set for a subgroup FU of F', then the operation

> FreeGenerators0fGroup (FU)

gives a Nielsen reduced generating set for F'U, which is Fj; in Example

FU:=Group(b*a”2, c*d, d"2*c”-2, a"-1xb, a"4*xb"-1, b~3*a"-2, b*c~3,\
b*c -1%b*a*b~-1, c"2%b*a, c 2*xd*a*xb~-1, a~-1*d"3*c”-1,\

a~2xd*b~2xd"-1);;

gap> FU;

Group([ b*a"2, cxd, d"2xc”"-2, a"-1xb, a"4xb"-1, b~3*a"-2,\
b*xc~3, bkxc -1xb*axb~-1, c"2xb*a, c 2xd*a*b”~-1,\
a"-1%d"3*%c”"-1, a"2*d*b~2xd"-1 ])

gap> FreeGenerators0fGroup (FU) ;
[ b*a"2, c*xd, d"2*xc"-2, a"-1*b, a"4%b"-1, b~3*a"-2, b*c~3,\
bxc~-1xb*xaxb~-1, c 2%b*a, c 2*xd*a*b~-1, a"-1*d"3*xc"-1,\
a"2xd*b~2*xd"-1 ]

'}

Secondly, they agree on the seed 93 and to encrypt the message S = ILIKEBOB Alice needs 8

automorphisms, which are describable with Nielsen transformations as follows:

e Automorphism fy,:

B

1

(a,b,c,d) —)3 (a,b,c7 b, d)
N2 (4, b, L, d)
Ni)ég(adjb,c_l,dc_l)
Ni)ris(adjbc_l,c_l,dc_l)
N—1)>3 (ad,bct, ¢, dc™t)
Ni)1>4(ad20_1,bc_1,cjdc_1)
Ni)gil(ad%_l,bc_l,cadQC_l,dc_l)
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Hence, the automorphism is

fxq : F—F
a— ad’ct,
b be !,

¢ cad®c1,

d s de™ .

e Automorphism fy,:

(abcal)(Nih>4 (ad, b, c,d)
(N—l)>2 (ad, b1, ¢, d)
W22t (4d,b-1d, ¢, d)
W21 (4d, b=1d, cad, d)
WA (=141 41, cad, d)
W2 (a'a cad, d b, cad, d)
[(NQ_)“;S} (d Yo~ tcad, d b, cad, d(cad)?)
W (@ e cad, d1b,d" o e, d(cad)?)

Hence, the automorphism is

fxo = F
a—dta”
b d~ b,
e d ta e
d — d(cad)?.

cad,

e Automorphism fy,:
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—~
2
[

=

©

(a,b,c,d) —  (a,b L, ¢, d)
W22 (4 b1 e dbY)
WU (0, b7Y e bd )
W2t (g,d", e, bd ™)
MU (4, d e bd ™))
(N2)¢.2 (a,d,c,b)
(Vs (a,d,c™1,b)
(1\@)'1 (a,da,c1,b)
(AL)“ (a,da,c tda ,b)
[Nﬂfds(a ,da,c 'da,b)
A (@b atd, "V da, b)
W42 (443 a=Ld~!, da, ba~'d ")
Hence, the automorphism is
fxg : = F
a— ab®,
b a tdt,
¢ ¢ da,
d—ba 'd".
e Automorphism fy,:
(a,b,c,d) (N2—)3>1}2(a, b, ca?, d)
(N—l)>2 (a, b~L, ca?, d)
[(Nﬁ}lp(a,b Ya3, ca?, d)
(NL)Q)A (a,b7ra?d, ca®, d)
(Ni)4>‘2 (a,b 1a3d, ca2,db La3d)
(
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Hence, the automorphism is

fx4 P = F
a— aca?,
b b lad,
C ca2,
d— db~ta’d.
e Automorphism fy,:
(a,b,c,d) (V22 (ab, b, c,d)
(N1)3—U>V1)1(b_1a_1, bc,d)
2
(D4 (141 g =1 g2
CER2 (1 th, b, e de2)
(NI)Q—(])VI)B(b_la_lb, b_l,C, dC—Q)
(1\@)»4 (b~ta"1b, b e 2, ¢, dc_2)
WD (h=1071, b2 de 2, cb~"a b, dc )

Hence, the automorphism is

fxs 1 F = F
a— b ta 'y,
b b tde2,

e cb ta 1D,

d s de™2.
e Automorphism fy,:

(a,b,c,d) (N—l)>1 (ail,b, ¢, d)
(1\1)2) 3(a_1, be, ¢, d)
(Ni)gfl(a_l,bc,ca l,d)
(N—l)>2 (a_l, _lb_l,ca_l,d)
(Ni)l>2(a_1 1=t _lb_l,ca_l,d)
(1\3)4}‘2@—1 “1p=1 o 1pl gl d —1b—1)
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e Automorphism f,:

e Automorphism fy,:

(abcd)(—>

Hence, the automorphism is

Hence, the automorphism is

fx¢ 1 F = F
aatem ot
b e o
c—r ca_l,
d s de 1ot
3
[(2)z01] (a,ba, ¢, d)
(LI)S (a,ba c1,d)
3
[(N%?’] (a,ba®, ¢t de™3)
(N—l)>1 (a7t ba3, ¢t de™?)
(NQH)L? (a “ba3, ba®, ¢t de )
(Llh (a™tba3, 0307, ¢t de™3)
(V21 (a™tba3,a3b " tde3, ¢, de™3)
(N2 (a7tba?, 030" tde 3, ¢ ta " ba?, de 3
fxr 1 F = F
a— a 'ba’,
b a3b " de 3,
e ¢ ta"tbad,
d s de3.
N2)y.4 ad, b, c,d)
(N2 (4, 571, 7L, d)
(N2)21 ad,b~"ad, ¢, d)

)3 ad,b"'ad,c”'d?, d)
(ND4(N1)1 (N1)s d ra™t b7 ad, d2¢c,d ™)

)
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Hence, the automorphism is

fxg 1 F = F
a—d-
b b lad,
c— d %,
d—d b ad.

1a71

)

In GAP they define the automorphisms:

282

#f_{x1}

al:=ax(d"2)*(c~(-1));;

bl:=bx(c~(-1));;

cl:=c*xax(d"2)*(c~(-1));;

dl:=d*(c~(-1));;

FF1:=Group(bl*al~2, cl*dl, d172xcl1”-2, al"-1%bl, al"4xb1~-1,\
b1~3%al~-2, blxc1"3, blkcl -1xbixalxbl~-1, c12%blxal,\
cl172*%d1*al*b1"-1,a1"-1%d1"3*c1” -1, al~2*xd1*b1°2xd1"-1);;

#f_{x2}

a2:=d"-1*xa"-1*cxaxd;;

b2:=d"-1x%Db;;

c2:=d"-1xa"-1xc"-1;;

d2:=d*(c*xax*xd) "2;;

FF2:=Group(b2*a2~2, c2*d2, d272xc2"-2, a2"-1%b2, a274xb27-1,\
b273%a2"-2, b2*c273, b2xc2"-1*b2*a2*%b2"-1, c2"2%b2*a2,\
c272xd2*a2*b27-1,a2"-1%d2"3%c2" -1, a272*d2*b272%d2"-1);;

#f_{x3%}

a3:=a*x(b"3);;

b3:=(a"(-1))*(d~(-1));;

c3:=(c”(-1))*d*a;;

d3:=b*(a"-1)*d"-1;;

FF3:=Group(b3*a3~2, c3*d3, d3"2xc3"-2, a3"-1%b3, a3"4xb3"-1,\
b3"3*%a3"-2, b3*c373, b3*c3"-1*b3*a3*b3"-1, c372%b3*a3,\
c372%d3*a3*b3"-1,a3"-1*%d3"3*c3" -1, a3"2*xd3*b3"2*%d3"-1);;

#f_{x4}

ad:=ax*xc*x(a"~2);;

bd:=(b~(-1))*(a"3)*d;;

cd:=cx(a"2);;

d4:=d*x (b~ (-1))*(a~3)*d;;

FF4:=Group(b4*a4d~2, c4*d4, d4"2*xc4"-2, ad"-1xb4d, ad~4%b4"~-1,\
b4~3%ad" -2, bd*c4d"3, bldxc4d"-1*bd*xad*bd~-1, c4d~2%bdx*ad,\
c4"2%d4*ad*xbd"-1,ad"-1%d4"3*cd~-1, ad~2*xd4*xb4"2xd4"-1);;

#f_{x5}
ab:=b"-1%xa"-1%b;;
b5:=b"-1*xd*c™-2;;
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cb:=c*xb"-1*%xa"-1x%xb;;

d5:=d*c"-2;;

FF5:=Group(b5*ab5~2, cbxd5, d5°2*c5~-2, ab~-1*b5, ab~4%b5°-1,\
b5°3*xab" -2, b5*c573, bb*c57-1*b5*abxb5°-1, c5°2*b5*a5,\
c572%d5*ab*b5"-1,a5"-1%d5"3*c57 -1, a5 2*d5*xb5°2%d5°-1);;

#f_{x6}

a6:=(a” (-1))*(c"(-1))*x (b~ (-1));;

b6:=(c”(-1))*(b"(-1));;

c6:=cx(a~(-1));;

d6:=d*x(c”(-1))* (b~ (-1));;

FF6:=Group(b6*a6~2, c6*d6, d6"2xc67-2, a6~ -1%b6, a6 4xb6°-1,\
b6°3*xa6"-2, b6*c6°3, b6*c6 -1*b6*ab*xb6"-1, cB6”2*b6*ab,\
c6”"2xd6*ab*b6"-1,a6"-1*%d6"3*%c6° -1, a6 2*xd6*b6"2*xd6"-1);;

#f_{x7}

a7:=a"-1xb*a”3;;

b7:=a"-3*b"-1xd*c”-3;;

c7:=c”-1*%a”"-1xb*xa”~3;;

d7:=d*c"-3;;

FF7:=Group(b7*a7~2, c7*d7, d7°2xc7"-2, a7”-1%b7, a7 4xb7"-1,\
b773*%a7" -2, b7*c7"3, b7*c7 —1*b7*a7*b7" -1, c7"2%b7*a7,\
c772xd7*a7*b7"-1,a7 " -1%d7"3*%c7 -1, a7 2xd7*b7"2*d7"-1);;

#f_{x8%}

a8:=d"-1xa"-1;;

b8:=b~-1x*axd;;

c8:=d"-2x*c;;

d8:=d"-1xb"-1*axd;;

FF8:=Group(b8*a8~2, c8+d8, d872*c87-2, a87-1%*b8, a874%b87-1,\
b873*a87-2, b8%c873, b8*xc8 -1*b8*a8*b87-1, c872%b8*a8,\
c872xd8*a8*b8"-1,a8"-1%d8"3*%c8" -1, a872*d8*b8~2*d8"-1);;

Because of the one-to-one correspondence between the plaintext alphabet and the set U Alice
gets for his message ILIKEBOB the ciphertext:

gap> FF1.3; FF2.8; FF3.3; FF4.9; FF5.2; FF6.11; FF7.4; FF8.11;

d*xc™-1xd"-1*%a”"-1*%d"-2*%a"-1xc"-1

d"-1*xbxckxaxbxd -1*a”"—1*xcxaxd*xb —-1*d

(b*a~-1*d~-1) "2*%(a~-1*d"-1%c) "2

(c*xa”~2) "2xb~-1*a”3*d*a*c*a”2

cxb"—1%a”-1*xbxd*c™-2

bxckxax (d*c™-1%b~-1) "3*xaxc™-1

a~-1x(a"~-2%b~-1) "2*d*c~-3
(axb~-1) "3*axd*c”"-1*d"2

Bob gets the entries for the tables, which are used for encryption, in GAP with:

gap> FF1.1;FF1.2;FF1.3;FF1.4;FF1.5;FF1.6;
b*x(c -1%a*xd~2) "2*c”~-1
ckaxdx(dxc™-1) "2
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dxc -1xd"-1%a"-1*d"-2*%a"-1xc"-1
cxd"-2%a”—-1xbxc"-1
(axd~2*c”~-1) "3*a*xd"~2*b"-1
(b*c~-1) "2%b*xd~-2*a”~-1xc*d~-2*a~-1
gap> FF1.7;FF1.8;FF1.9;FF1.10;FF1.11;FF1.12;
b* (a*xd~2) "3*c”~-1
bxd~-2*a”-1*c”-1%b*xc -1*xaxd " 2*xb~-1
cx(axd~2) "2*xc -1*b*c -1%a*d " 2xc -1
cx(axd”~2) "2*xc " -1*d*c " -1%a*xd " 2xb" -1
cxd™-2*a"-1*x(d*c~-1) "2*%d"-1*xa"-1*xc~-1
(a*d"2*c™-1) "2*d*(c"-1%b) "2*d" -1

gap> FF2.1;FF2.2;FF2.3;FF2.4;FF2.5;FF2.6;
d"-1*b*d~-1*a”~-1xc~2*a*d
d"-1*xa”-1*c"-1*x(d*c*a) "2*d
((d*c*a) “2*d) ~2*c*a*d*c*a*d
d"-1*%a"-1*xc~—-1*xa*b
d"-1*a”-1*c”~4*a*d*b~-1*d
(d"-1%b) "3*d"-1*a”~-1*xc~-2*axd

gap> FF2.7;FF2.8;FF2.9;FF2.10;FF2.11;FF2.12;
d"-1xb*x(d"-1*a~-1%c~-1) "3
d~-1xbxckxaxbxd " -1*a"—1xcxaxd*xb~—-1*d
(d™-1*a~-1*%c~-1) "2*d"-1%b*d"-1*a”-1*xc*axd
(d"-1*a"—1xc"-1) "2*xd*c*xa*d*c” 2*xaxd*b"—-1*d
d"-1*a”-1xc~-1%(a*xd"~2*c*axd*c) ~3*xa*xd*c*ra*d
d~-1*a~-1*xc"2*xaxd* (d*c*a) "2*b*d"-1*b*x(d"-1*a"~-1*c”~-1) "2*xd"-1

gap> FF3.1;FF3.2;FF3.3;FF3.4;FF3.5;FF3.6;
a"-1*%d"-1x(a*xb~3) "2
c”-1xd*a*xbxa"-1*d"-1
(b*xa~-1%d"-1) "2%(a"-1*d"-1%c) "2
b"-3%a"-2*xd"-1
(axb~3) "4*xdx*a
(a™-1*%d"-1) "3*(b"-3*a"-1) "2

gap> FF3.7;FF3.8;FF3.9;FF3.10;FF3.11;FF3.12;
a”-1xd"-1*(c"-1xd*a) "3
(a™-1%d"-1) "2*c*a~-1*d"-1*a*xb”~3*d*a
c"-1xd*a*c”—-1*%axb”~3
(c™-1*d*a) "2*b*a”-1*d"-1*a*b”~3*d*a
b~-3*a"-1*(b*a"-1%d"-1) "3*a"-1*xd"-1*c
(a*xb~3) "2xbx (a”~-1*d"-1) "2*b~-1

gap> FF4.1;FF4.2;FF4.3;FF4.4;FF4.5;FF4.6;
b -1*a”~3*d* (a*c*a”2) "2
cxa”~2*xdxb"-1*a”~3*d
(d*b~-1*a”~3*d) "2*a"-2*c " -1%a"-2xc -1
a"-2*%c -1*%a"-1*b~-1*a”~3*d
(a*c*a”2) "4*d"-1*a”"-3%Db
(b~-1%a~3%d) "3*%a”~-2%c~-1%a~-3*c -1%a"-1
gap> FF4.7;FF4.8;FF4.9;FF4.10;FF4.11;FF4.12;
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b~-1xa”~3*d*(c*a”2) "3

b~ -1%a”3*xd*a”-2*%c”-1%b"-1xa”~3*d*axc*ka”~2*xd"-1*xa”~-3*b
(c*a~2) "2*b~-1%a"3*d*axc*a”2

(c*a”2) "2xd*b~-1*a”~3xd*a*c*a~2xd " -1*a”-3*b

a”-2*xc -1*a"-1x(d*b"-1*a~3*d) "3*a”-2*c -1
a*xc*a”3xcx(a”2xd*b"-1%a) "2*a"2

gap> FF5.1;FF5.2;FF5.3;FF5.4;FF5.5;FF5.6;
b~ -1xd*c”~-2*xb~-1%a~-2*b
cxb"-1%a”~-1*xbxd*c™-2
dxc™-2*d*c " -1*(c”-1%¥b " —1*a*xb) "2*c"-1
b -1*xa*xd*xc™-2
b -1xa”—4*xb*xc~2*d"-1%Db
(b™-1*d*c~-2) "3*b"-1*a~2*b

gap> FF5.7;FF5.8;FF5.9;FF5.10;FF5.11;FF5.12;
b -1*d*c~-1* (b~ -1*a”~-1%bxc) "2*b~-1%a”~-1%b
b -1xd*c™-2*%b " —1*%axb*c -1*b " —-1xd*c™-2*b " —-1*a"-1*b*c~2*d"-1*b
cxb™-1%a”—1xbkxcxb " -1*a"—-1xd*c”-2*xb"-1*a"-1%Db
(c*¥b~-1*%a~—-1%b) "2*xd*xc~-2%b~-1*a~-1*b*c~2*xd~-1%*b
b~ -1*axb* (d*c™-2) "3*xb~—1*axbxc™-1
b -1*a”-2*xb*x (d*c~-2*b~-1) "2

gap> FF6.1;FF6.2;FF6.3;FF6.4;FF6.5;FF6.6;
(c™-1%b~—-1%a"-1) "2xc~-1xb~-1
cxa"—-1*d*c -1xb"-1
(d*c™-1*%b~-1) "2%a*xc —-1*xa*c”™-1
b*xckaxc™-1xb~ -1
(a”-1%c"-1%b~-1) "3*a"-1
(c™=1*b~-1) "2*ax*xb*c*a

gap> FF6.7;FF6.8;FF6.9;FF6.10;FF6.11;FF6.12;
c”-1%b"-1*(c*a"-1)"3
cT-1%b"-1%a*xc ™ -2xb " -1%a"-1
c*a”"—-1*xcx(a"-1*%c™-1*b"-1) "2
(cxa™—-1)"2*xd*c~-1*b"-1*a"-1
bxckxax (d*c™-1%b~-1) "3*xaxc”-1
(a~-1*c™-1%b~-1) "2xd* (c"-1%b~-1) "2*d"-1

gap> FF7.1;FF7.2;FF7.3;FF7.4;FF7.5;FF7.6;
a”-3*b"-1xdxc”-3*a"-1*(b*a"2) "2*a
c”—1xa”—-1%b*a~3*d*c”-3
d*c”-3*d*c”-3*(a"-3xb"—1*ax*xc) "2
a”-1*x(a”-2*b~-1) "2*d*c”~-3
a”-1*(b*a”~2) “4xa*xc”3*d"-1*b*xa”3
(a"=-3*b"-1*d*c”"-3) "3*a"-1x(a"-2xb"-1) "2*a

gap> FF7.7;FF7.8;FF7.9;FF7.10;FF7.11;FF7.12;
a”-3*b"-1*xd*c"-3*(c"-1*a"-1xb*a~3) "3
a"-3*%b"-1*d*c~-3*%a"-3%b " -1*a*xc*xa"-3*%b"-1*xd*xc " -3*%a"-1xb*xa”~3*c~3*%d " -1*b*a”3
cT-1*%a"-1xb*xa~3*xc -1*a"—-1xd*c " -3*%a"—-1xb*xa”3
(c™=1*a~-1*b*a~3) "2*d*c”-3*a”-1*b*a~3*c~3*d"-1%b*a"3
a”-3*b"-1xax(d*xc~-3) "3*a”"-3*b"-1*ax*c
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a~-1x(b*xa~2) "2%ax(d*c~-3*%a~-3%b~-1) "2

gap> FF8.1;FF8.2;FF8.3;FF8.4;FF8.5;FF8.6;
b -1xd"-1*xa"-1
d~-2*c*d"-1*b~-1*xax*xd
d"-1x(b~-1%a) "2x (d*c"-1*d) "2*d
axd*xb~-1*ax*xd
(d"-1%a"-1) "5%b
(b~ —1*axd) ~3*a*xd*a*d

gap> FF8.7;FF8.8;FF8.9;FF8.10;FF8.11;FF8.12;
b -1*a*(d"-1*xc*d"-1) "2*xd"-1%*c
b -1xa*d*c™-1*d"2*xb"-1*%d"-1*%a"-1%b
(d"-2%c) "2%b"-1
(d~-2%c) “2%d"-1xb~-1*d"-1%a"-1%b
(axb~-1) "3*axd*c~-1*d"2
(d"-1*%a"~-1) "2*%d"-1*x (b~ -1*a*xd) "2*d
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C.6. Example [7.2.4] calculations in Maple 16 and GAP

In Example the Example is extended with a faithful representation, thus the cipher-
text is a sequence of matrices in SL(2, Q).

We first prove with GAP, that the set M = { X Xo, X3X?, X5 X3Xo, XI_IXQ} is a free generating
set for a subgroup F,, of rank 4 of F,, = (X1, X2, X3 | ):

LoadPackage ("FGA") ; ;
Fphil:=FreeGroup("X1", "X2", "X3");;
AssignGeneratorVariables(Fphil);;

Fphi:=Group(X1*X2, X3*X172, X2%X3*X2, X17-1*X2);;

gap> Rank(Fphi) ;
4

We show now the calculations, which are needed for this example and were executed with the
program Maple 16:

> restart; with(LinearAlgebra):

For the faithful representation ¢ they need matrices in SL(2, Q) and generate them with
Theorem For this they choose rational numbers r; =: r[i], 1 <17 < 3, with the
properties . Hence, these rational numbers were chosen as follows and the inequalities
(4.1)) were proved:

> r[1] := 7/2;
> r[2] := 15/2;
> r[3] := 23/2;
S
1= 3
o 18
2= 5
ry e 2
3=
> r[1]-2;
> r[2]-r[1]-3;

> r[3]-r[2]-3;

= o= N W

All results are greater than 0, hence they can generate with the numbers r1, ro and r3 matrices
which generate a free subgroup of SL(2, Q) of rank 3. The matrices for Alice and Bob are:

> X[1] := Matrix([[-r[1], r[1]1-2-1]1, [1, -r[1111);
> X[2] := Matrix([[-r[2], r[2]"2-1], [1, -r[2]111);
> X[3] := Matrix([[-r[3], r[3]°2-1], [1, -r[3]111);

i

X1 = 2 _47

1 -

2
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r —15 221 T
2 4
X9 =
—15
1 -
— _23 @ -
2 4
X3 :=
-2
, =2
L 9

Because of the free generating set {X; Xz, X3X?7, X2 X3X0, Xleg} and the chosen faithful
representation ¢, they define in Maple:

>

>
>
>

a:=X[1].X[2];
b:=X[3].X[1].X[1];
c:=X[2].X[3].X[2];
d:=MatrixInverse(X[1]) .X[2];
Z§ —1111 7
|2 1
T
9
po— | ~1189 3990 ]
T 104 349 |
[ 2681 19966
T 360 —2681
15 —109
d'[ 1 —29}

The ciphertext C’ = C1C2C3C,C5CsC7Cs, as sequence of matrices in SL(2,Q), is now

288
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C[1] :=d.MatrixInverse(c) .MatrixInverse(d) .MatrixInverse(a) .MatrixInve
rse(d) .MatrixInverse(d) .MatrixInverse(a) .MatrixInverse(c);

C[2] :=MatrixInverse(d) .b.c.a.b.MatrixInverse(d) .MatrixInverse(a).c.a.d
.MatrixInverse(b).d;

C[3] :=b.MatrixInverse(a) .MatrixInverse(d) .b.MatrixInverse(a) .MatrixInv
erse(d) .MatrixInverse(a) .MatrixInverse(d) .c.MatrixInverse(a) .MatrixInv
erse(d) .c;

C[4] :=c.a.a.c.a.a.MatrixInverse(b).a.a.a.d.a.c.a.a;

C[5] :=c.MatrixInverse(b) .MatrixInverse(a) .b.d.MatrixInverse(c) .MatrixI
nverse(c) ;

C[6]:=b.c.a.d.MatrixInverse(c) .MatrixInverse(b).d.MatrixInverse(c) .Mat
rixInverse(b) .d.MatrixInverse(c) .MatrixInverse(b) .a.MatrixInverse(c);
C[7] :=MatrixInverse(a) .MatrixInverse(a) .MatrixInverse(a) .MatrixInverse
(b) .MatrixInverse(a) .MatrixInverse(a) .MatrixInverse(b).d.MatrixInverse
(c) .MatrixInverse(c) .MatrixInverse(c);

c[sl:=

a.MatrixInverse(b) .a.MatrixInverse(b) .a.MatrixInverse(b) .a.d.MatrixInv
erse(c).d.d;

—429743093559909 —6400784021410159

Cl = 2 4
—62588240305379 _932216279117085
—3240070331754423030683243991  47007695458416827592369656315

? 4

Cy = 3240070327830150751386194361

2

—223326322203710575272321977
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—6899014060703475554169965 102756972145191520348785607
2 4

Cs =
—44 1318479457049971
301722468685102729969483 9398813 8279 5704997109
Oy e {—397074726172421275253684843812134445
4 -— 92 )
5883318761059670223751985896578473377
4
F6659253089426526822952736194350493,
—395000924306510751052288425218790757
2
46475888407425825  692232489736400389
2 4
Cs = —46475896943687759
—3120351373297111 5
—37154085868492177463035768197599  —553374013794643763898030444104547
Co = 2 4
T 24201404 1402 19318991
1624906569753714749910956723073 0140475878 220657 9318991873
—3418963163764785449276501363 —50923553357916815212095363641
Oy e 2 4
T —3436913216344813651054341
—230751369629481141540301125 34369132163 S 3651054341083
2739747352948144349387 —39628644296581967709615
Cy = 2 4
T 1 44079202 1
—402070084312200114547 O815679 02? 026855107
Decryption:

If Bob gets the above ciphertext as sequence of matrices he has to calculate a table like Table[7.7
(page [172). Therefore, he first defines in Maple the common matrices X1, X5 and X3:
> restart;

> with(LinearAlgebra):
> r[1] := 7/2;
> r[2] := 15/2;
> r[3] := 23/2;
ry = !
=3
B
2= 5
23
7"3::5
> X[1] := Matrix([[-r[1], r[1]1°2-11, [1, -r[111D);
> X[2] := Matrix([[-r[2], r[2]°2-1], [1, -r[2]]1D);
> X[3] := Matrix([[-r[3], r[3]°2-1], [1, -r[3]]1]);
-1 4
X1:: 2 _47
1
2
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r —15 221 T
2 4
Xy =
-1
]
L 9
— _23 @ -
2 4
X3 :=
-2
, =2
L 9

Because of the free generating set { XX, X3X12, X9 X3Xo, X1_1X2} and the chosen faithful
representation ¢, he defines in Maple:

> a:=X[1].X[2];
> b:=X[3].X[1].X[1];
> c¢:=X[2].X[3].X[2];
> d:=MatrixInverse(X[1]).X[2];
75 —1111 A
W | 2 4
L, 18
2
- —1189 3990 |
- 104 —349 |
[ —2681 19966
€= 360 —2681
15 —109
d'_[ 4 —29}

With these definitions he is able to calculate the required Table (page [290)) with which he
is able to decrypt the ciphertext C’.

Table C.1.: Plaintext alphabet A = {A E,1,0,U, T,M,L,K,Y,B,S} corresponding to ciphertext
alphabet Uy, ) depending on the automorphisms fx, and the faithful representa-

tion ¢
Us(fuy) Up(fxy) T Ui (fxg)
a1 =A | @(fx,(u1)) = Ni1 | o(fxo(u1)) = Na @(fxs(u1)) = Ns1
az =E || o(fx,(u2)) = N1z | ¢(fxy(u2)) = Na2 @(fxs(uz)) = Ns2
a2 =S || ©(fx, (u12)) = Ni12 | @(fxy(u12)) = Naio ©(fxg(u12)) = Ngi2
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For Table (page } he first calculates the entries in the column Uyy, y:

VVVVVVVVVVVVVVVVVVVVYVYVYVYV

N[11] :=b.MatrixInverse(c).a.d.d.MatrixInverse(c).a.d.d.
MatrixInverse(c);

N[12]:=c.a.d.d.MatrixInverse(c).d.MatrixInverse(c);

N[13] :=d.MatrixInverse(c) .MatrixInverse(d) .MatrixInverse(a) .MatrixInve
rse(d) .MatrixInverse(d) .MatrixInverse(a) .MatrixInverse(c);

N[14] :=c.MatrixInverse(d) .MatrixInverse(d) .MatrixInverse(a).b.MatrixIn
verse(c);

N[15] :=a.d.d.MatrixInverse(c).a.d.d.MatrixInverse(c).a.d.d.MatrixInver
se(c).a.d.d.MatrixInverse(b);

N[16] :=b.MatrixInverse(c) .b.MatrixInverse(c) .b.MatrixInverse(d) .Matrix
Inverse(d) .MatrixInverse(a).c.MatrixInverse(d) .MatrixInverse(d) .Matrix
Inverse(a);

N[17]:=b.a.d.d.a.d.d.a.d.d.MatrixInverse(c);

N[18] :=b.MatrixInverse(d) .MatrixInverse(d) .MatrixInverse(a).MatrixInve
rse(c) .b.MatrixInverse(c).a.d.d.MatrixInverse(b);
N[19]:=c.a.d.d.a.d.d.MatrixInverse(c).b.MatrixInverse(c).a.d.d.MatrixI
nverse(c);

N[110] :=c.a.d.d.a.d.d.MatrixInverse(c).d.MatrixInverse(c).a.d.d.Matrix
Inverse(b);

N[111] :=c.MatrixInverse(d) .MatrixInverse(d) .MatrixInverse(a).d.MatrixI
nverse(c) .d.MatrixInverse(c) .MatrixInverse(d) .MatrixInverse(a) .MatrixI
nverse(c);

N[112] :=a.d.d.MatrixInverse(c).a.d.d.MatrixInverse(c).d.MatrixInverse(

c).b.MatrixInverse(c).b.MatrixInverse(d);

1726044910473446627  25708356233079285239
2 4
N = —1124332953580545765
—75487096670467781 5
—31245270331619  —465378427039713
2 4
Nig :=
1245104 1
2097780379171 31245 02 38770
—429743093559909  —6400784021410159
2 4
Niz =
— 93221697911
—62588240305379 93 6279 7085
3181531972845  47387139217729
2 4
N14 =
— 31815464
913606308371 o 526 87339
2131284812621970980298075  48732748634630267751942089
Ny e 2 4
715222 407746991
319796606586025044761211 10 96373;500 077469917
—5409749175019023063569477  —36860106580604442519169935
Ny = 2 4
16120452091 272
236590749441386152662525 612045209 6285365950 23
N . | 795521381235160141  5024395080590698676
1771 _69583114032935312 —518198417814550971
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Now e —90099029000979888807221 —1030076624795949617586074
18-= 7880806953101379022888 90099029000976615232691
Neo e 51707261346868077665909739  385073611490674350228100114
9= 6943161455342564033343592 —51707017295619157216197933
oo 1362002520154399003411251  15571388221164541516505605
HO =1 182887338329092260567748 —2090899028244770708376289
143452020684119915871  2136637948565376806965
Nipp = 2 4
T —143452 1124185201
—9631289840302078855 34 6972? 8520
10122094452395075481217127 —76240613192995084024349669
Ny :— 2 4
112 -—

11189403194530487717235255
2

—1485562500845350307519449

Second, he calculates the entries in the column Uy o)’

N[21] :=MatrixInverse(d) .b.MatrixInverse(d) .MatrixInverse(a).c.c.a.
N[22] :=MatrixInverse(d) .MatrixInverse(a) .MatrixInverse(c).d.c.a.d.
d;

N[23]:=d.c.a.d.c.a.d.d.c.a.d.c.a.d.c.a.d.c.a.d;

N[24] :=MatrixInverse(d) .MatrixInverse(a) .MatrixInverse(c).a.b;
d

Inverse(d) .MatrixInverse(a) .MatrixInverse(c) .MatrixInverse(c) .a.d;

e(d) .MatrixInverse(a) .MatrixInverse(c);

d.MatrixInverse(b).d;
e(d) .MatrixInverse(a).c.a.d;

b) .d;

.c.a.d.d.c.a.d.c.a.d.d.c.a.d.c.a.d.c.a.d;

VVVVVVVVVVVVVVVVVVVVYVVYVYVYV

Inverse(d) .MatrixInverse(a) .MatrixInverse(c) .MatrixInverse(d);

Now 389795903484122413 —2819360910238709533
7 53734441988781860  —388656689109694783
34818098324541438944473 —503672740055148162378181
2 4
—3481 245416962552
2406919959187600869799 348180985 25 096255255

292

N[25] :=MatrixInverse(d) .MatrixInverse(a).c.c.c.c.a.d.MatrixInverse(b).
N[26] :=MatrixInverse(d) .b.MatrixInverse(d).b.MatrixInverse(d).b.Matrix

N[27] :=MatrixInverse(d) .b.MatrixInverse(d) .MatrixInverse(a) .MatrixInve
rse(c) .MatrixInverse(d) .MatrixInverse(a) .MatrixInverse(c) .MatrixInvers

N[28] :=MatrixInverse(d) .b.c.a.b.MatrixInverse(d) .MatrixInverse(a).c.a.

N[29] :=MatrixInverse(d) .MatrixInverse(a) .MatrixInverse(c) .MatrixInvers
e(d) .MatrixInverse(a) .MatrixInverse(c) .MatrixInverse(d) .b.MatrixInvers

N[210] :=MatrixInverse(d) .MatrixInverse(a) .MatrixInverse(c) .MatrixInver
se(d) .MatrixInverse(a) .MatrixInverse(c).d.c.a.d.c.c.a.d.MatrixInverse(

N[211] :=MatrixInverse(d) .MatrixInverse(a) .MatrixInverse(c).a.d.d.c.a.d

N[212] :=MatrixInverse(d) .MatrixInverse(a).c.c.a.d.d.c.a.d.c.a.b.Matrix
Inverse(d) .b.MatrixInverse(d) .MatrixInverse(a) .MatrixInverse(c) .Matrix



C.6. Example 7.2.Z| calculations in Maple 16 and GAP

No3 :=
[—129947831392256654391379918549839222145036327 ,
939901709902249703742555386199933409489204602]
[—34613503284060659775514069446954072249786856 ,
250356551347068858962670784732660569304552793]

N, . | 396104100073  —1329232007756
2471 54764097424 —183775404391

1544915977518850788019012 —11207000519140712027900975

Now i —236310193323463285933886391  1709214803716582701013996097
267 —32576012885043522519239540  235619981881035997967538469

N - [ 9531492161404806907617847 70983133459497417507196019 ]
27 =

Now - [ 11174267271911668375467101 —81059436849408272206936373 ]
25 1=

1313942522318989432917316  9785221016866591539405915
—3240070331754423030683243991  47007695458416827592369656315

Now o 2 1
28 9933963992037 1057527939 1977 3240070327830i;0751386194361
—12382178550188482311769807597  179118507280143386620295182193
Nag = ) 12382178550187?06387285804827
—855960380514708613164396211 .
Nayg := [—21110929144428898215300010362223029327 ,

153141139922135745238345648793303290342]
[—2918730152410756047224184025644787864 ,
21172808624733035641035893652532742081]

N [91706563164184834841532011018350101065765948680031435964924973

211 = )
2

1326611681068995502652878382969282252045951186401367136911128377]

4

[—-6339529379547013672054019614913843728524362886626126071455963,

91706563164190581596008000085122503931656189978277573261459739}
2

Najo = [82335301850873934413508015209229035820945924887161 ,
—309107513178964843246713866147639639578017068212624]
[113833972508419577479191033949086845554 73783833984 ,
—42736147638215940177555361818088748311302543810615]

293
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Third, he calculates the entries in the column U Fug)’

294

VVVVVVVVVVVVVVVVVVVYVVYVYVVYV

N[31] :=MatrixInverse(a) .MatrixInverse(d).a.b.b.b.a.b.b.b;

N[32] :=MatrixInverse(c).d.a.b.MatrixInverse(a) .MatrixInverse(d);

N[33] :=b.MatrixInverse(a).MatrixInverse(d).b.MatrixInverse(a) .MatrixIn
verse(d) .MatrixInverse(a) .MatrixInverse(d).c.MatrixInverse(a) .MatrixIn
verse(d) .c;

N[34] :=MatrixInverse(b) .MatrixInverse(b) .MatrixInverse(b) .MatrixInvers
e(a) .MatrixInverse(a) .MatrixInverse(d) ;
N[35]:=a.b.b.b.a.b.b.b.a.b.b.b.a.b.b.b.d.a;

N[36] :=MatrixInverse(a) .MatrixInverse(d) .MatrixInverse(a) .MatrixInvers
e(d) .MatrixInverse(a) .MatrixInverse(d) .MatrixInverse(b) .MatrixInverse(
b) .MatrixInverse(b) .MatrixInverse(a) .MatrixInverse(b) .MatrixInverse(b)
.MatrixInverse(b) .MatrixInverse(a);

N[37] :=MatrixInverse(a) .MatrixInverse(d) .MatrixInverse(c).d.a.MatrixIn
verse(c).d.a.MatrixInverse(c) .d.a;

N[38] :=MatrixInverse(a) .MatrixInverse(d) .MatrixInverse(a) .MatrixInvers
e(d) .c.MatrixInverse(a) .MatrixInverse(d).a.b.b.b.d.a;

N[39] :=MatrixInverse(c).d.a.MatrixInverse(c).a.b.b.b;

N[310] :=MatrixInverse(c).d.a.MatrixInverse(c).d.a.b.MatrixInverse(a).M
atrixInverse(d) .a.b.b.b.d.a;

N[311] :=MatrixInverse(b) .MatrixInverse(b) .MatrixInverse(b) .MatrixInvers
e(a) .b.MatrixInverse(a) .MatrixInverse(d) .b.MatrixInverse(a) .MatrixInve
rse(d) .b.MatrixInverse(a) .MatrixInverse(d) .MatrixInverse(a) .MatrixInve
rse(d).c;
N[312]:=a.b.b.b.a.b.b.b.b.MatrixInverse(a) .MatrixInverse(d) .MatrixInve
rse(a) .MatrixInverse(d) .MatrixInverse(b);

—875508157155713045018858865  5875995723000494713919774509

2 4
N3p =

1 477105511 1
50080551001571537879850001  S2008105598 7; 05511398667

Nuy o | —52462153571035  197040748651696

3271 7044527054176 26458290218157
—6899014060703475554169965  102756972145191520348785607

Now i 2 4
33 -—

301722468685 102729969483 —4493988131847945704997109

2
1736041194186217 —13040669107719885
Ny = 2 4

258665645503951 -_1943025351139943

N [2676005265677868729323807778096848696881970346991
35 ‘= )
2
-—39649443737453961182911866890506362179673136614829}
4

[—-392531276610950108107075857748690863246534068369,

5816000053062062920287043877980031608507919293455}
2



C.6. Example 7.2.Z| calculations in Maple 16 and GAP

143469085237161269143044743153795  978072450356992870819485910375329

2 4
N3g :=

11 46233641881 4
9682977735144453927523988429869 06011808359337462336418813558459

2
262766997214803713261 —3893321884154026856671
2 4
Nz := —262767055292328578747
17734600975882186301 5
60046959286768006113664103  —889695010836535207325903853
2 4
N3g 1=

—600470614 4527640432
4052673569889420773596575 60047061475005452764043257

2
81250457122162677557  —545314552057052265903
Nag = 2 i
- —36611946455877241171
5455085270589136317 L0140 255877 7

Nare —264642814125471122620337910440849 1960560486141522671648480208507617
310 —35535778402189873460069830975764  263260664038220168770908609864163

N [33799498112481785080551313536439331923
311 = )
2
503424700328119525649401721213732913751}
4

[——5036037754318909623407973468834742789,

75008977614754793145630085595903685045]
2

N3i19 1= [—12489517190626465361408670713063501 ,
—142791693237797324141014980979372933]
[3664063139165114201184457628059780 ,
41890953171852949920484820282758239)
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Fourth, he calculates the entries in the column U Fop)’

296

VVVVVVVVVVVVVVVVVVVVYVYVYVYVYV

N41 .

N[41] :=MatrixInverse(b).a.a.a.d.a.c.a.a.a.c.a.a;

N[42] :=c.a.a.d.MatrixInverse(b).a.a.a.d;

N[43] :=d.MatrixInverse(b).a.a.a.d.d.MatrixInverse(b).a.a.a.d.MatrixInv
erse(a) .MatrixInverse(a) .MatrixInverse(c) .MatrixInverse(a) .MatrixInver
se(a) .MatrixInverse(c);

N[44] :=MatrixInverse(a) .MatrixInverse(a) .MatrixInverse(c) .MatrixInvers
e(a) .MatrixInverse(b) .a.a.a.d;
N[45]:=a.c.a.a.a.c.a.a.a.c.a.a.a.c.a.a.MatrixInverse(d) .MatrixInverse(
a) .MatrixInverse(a) .MatrixInverse(a) .b;

N[46] :=MatrixInverse(b) .a.a.a.d.MatrixInverse(b).a.a.a.d.MatrixInverse
(b).a.a.a.d.MatrixInverse(a) .MatrixInverse(a).MatrixInverse(c) .MatrixI
nverse(a) .MatrixInverse(a) .MatrixInverse(a) .MatrixInverse(c) .MatrixInv
erse(a);

N[47] :=MatrixInverse(b).a.a.a.d.c.a.a.c.a.a.c.a.a;

N[48] :=MatrixInverse(b).a.a.a.d.MatrixInverse(a) .MatrixInverse(a) .Matr
ixInverse(c) .MatrixInverse(b) .a.a.a.d.a.c.a.a.MatrixInverse(d) .MatrixI
nverse(a) .MatrixInverse(a) .MatrixInverse(a) .b;

N[49] :=c.a.a.c.a.a.MatrixInverse(b).a.a.a.d.a.c.a.a;

N[410] :=c.a.a.c.a.a.d.MatrixInverse(b).a.a.a.d.a.c.a.a.MatrixInverse(d
) .MatrixInverse(a) .MatrixInverse(a) .MatrixInverse(a).b;

N[411] :=MatrixInverse(a).MatrixInverse(a) .MatrixInverse(c) .MatrixInver
se(a) .d.MatrixInverse(b).a.a.a.d.d.MatrixInverse(b).a.a.a.d.d.MatrixIn
verse(b) .a.a.a.d.MatrixInverse(a) .MatrixInverse(a) .MatrixInverse(c);
N[412]:=a.c.a.a.a.c.a.a.d.MatrixInverse(b).a.a.a.d.MatrixInverse(b) .a.
a.a;

| —513488210929547673539574533663  3804088532737489619819457791461
~ | —153017069607382517165666970852 1133600474980335755589237657517
8222742539238989319 —118948807013625144725
2 4
7986119845574387591
2

N {—1563284215014946800339122756440950793
43 ‘= ’
2

—23284247669073816353945187259984437557}
4

Nyo :=

—552067809895253689

{2075496197554603467941261679870426977

—3091335985863599924019109669659549081}
2

79686112408670975985 —576362932521190220726 ]

Nag = [ 10756289961320657336  —77799338401159316671

Nys5 := [-703010811569942788096360622140741457181943574303 ,
2359133950371788647643796063817871044709921741609]
[206250160480703419278859534710705813075218221644 ,
—692125565996715873756796020149270204171356936499]



C.6. Example 7.2.Z| calculations in Maple 16 and GAP

Nyg 1= [—460361491896333103259524859337563623822160735323 ,
—1569158081037566807843491641983672840871715455177]
[—137185557429914796504140271654003591735605415116 ,
—467601721325702969333399926778755436345402421271]

Ny7 = [2768358995717297587008240401005707 ,
—20508908453895828977046357109799047]
[824957948652919494810532026604780 ,
—6111558173419851530072842755940537]

Niw e —698712892014741754166505489902359377160204367
48 -— 2 9
4689422347384309201854953920835064020229849267]

4

{—-104106576312094129260890983899094761812642801,

698712892014741754166505489902361181913204689]
2

—397074726172421275253684843812134445
N49 = 9 s
5883318761059670223751985896578473377}

4

P6659253089426526822952736194350493,

-—395000924306510751052288425218790757]
2

N {—1854802475109324474047850088679642277698067443
410 = )
2
12448535408701006001695125586831847496712873647}
4

[124529831176821449990103535085350844783642259,

—835783881921361278554480278343662618989118139}
2

N [24931382127208596145240182958788526043353382697269

411 1= )
2

371339050574804306226384411584741296047183920489255}

4

[1682659419507347427142502984919596138477205063419,

25062274850727205651619554854824329882242333545821]
2
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Nyi2 1= [1401445586364089527515609909896677321561 ,
—10382367054853350133578386455386847742168]
[—411157797768533245209433326356258166368 ,
3045991378782695229592798663646039438825]

Fifth, he calculates the entries in the column U, Frg):

298

VVVVVVVVVVVVVVVVVVVVVVVVVVYVYVYVYVYV

N[51] :=MatrixInverse(b) .d.MatrixInverse(c) .MatrixInverse(c) .MatrixInv

erse(b) .MatrixInverse(a) .MatrixInverse(a) .b;

N[52] :=c.MatrixInverse(b) .MatrixInverse(a).b.d.MatrixInverse(c) .Matrix
Inverse(c);

N[53] :=d.MatrixInverse(c) .MatrixInverse(c) .d.MatrixInverse(c) .MatrixIn
verse(c) .MatrixInverse(b).a.b.MatrixInverse(c) .MatrixInverse(b).a.b.Ma
trixInverse(c);

N[54] :=MatrixInverse(b) .a.d.MatrixInverse(c) .MatrixInverse(c);

N[55] :=MatrixInverse(b) .MatrixInverse(a) .MatrixInverse(a).MatrixInvers
e(a) .MatrixInverse(a).b.c.c.MatrixInverse(d) .b;

N[56] :=MatrixInverse(b).d.MatrixInverse(c) .MatrixInverse(c) .MatrixInve
rse(b) .d.MatrixInverse(c) .MatrixInverse(c) .MatrixInverse(b).d.MatrixIn
verse(c) .MatrixInverse(c) .MatrixInverse(b).a.a.b;

N[57] :=MatrixInverse(b).d.MatrixInverse(c) .MatrixInverse(b) .MatrixInve
rse(a).b.c.MatrixInverse(b) .MatrixInverse(a).b.c.MatrixInverse(b) .Matr
ixInverse(a).b;

N[58] :=MatrixInverse(b).d.MatrixInverse(c) .MatrixInverse(c) .MatrixInve
rse(b) .a.b.MatrixInverse(c) .MatrixInverse(b).d.MatrixInverse(c) .Matrix
Inverse(c) .MatrixInverse(b) .MatrixInverse(a).b.c.c.MatrixInverse(d).b;
N[59] :=c.MatrixInverse(b) .MatrixInverse(a).b.c.MatrixInverse(b) .Matrix
Inverse(a) .d.MatrixInverse(c) .MatrixInverse(c) .MatrixInverse(b) .Matrix
Inverse(a).b;

N[510] :=c.MatrixInverse(b) .MatrixInverse(a).b.c.MatrixInverse(b) .Matri
xInverse(a).b.d.MatrixInverse(c) .MatrixInverse(c) .MatrixInverse(b) .Mat
rixInverse(a).b.c.c.MatrixInverse(d) .b;

N[511] :=MatrixInverse(b).a.b.d.MatrixInverse(c) .MatrixInverse(c).d.Mat
rixInverse(c) .MatrixInverse(c) .d.MatrixInverse(c) .MatrixInverse(c) .Mat
rixInverse(b).a.b.MatrixInverse(c);

N[512] :=MatrixInverse(b) .MatrixInverse(a) .MatrixInverse(a).b.d.MatrixI
nverse(c) .MatrixInverse(c) .MatrixInverse(b) .d.MatrixInverse(c) .MatrixI
nverse(c) .MatrixInverse(b);

—365385955853067554347  2452293476161570042335

2 A
N3y :=

4 201
5A441561369235201709  S00o00378 2963835 013

46475888407425825  692232489736400389

Nso = 2 4
464 4
3120351373207111 20 7589629 3687759



C.6. Example 7.2.Z| calculations in Maple 16 and GAP

N [14191978774688406127415200745164963719
53 = )
2
211381585887241188067953006827362787131]
4

FO66934845786228511332260345459789991,

30785838434815863847055570274170645175]

2
—373093851727 —5557025260549
2 4
N5y :=
—82 4
—55590105705 8 79%3683 87
—5173498604167616695190467 34722070510940799420862545
2 4
Ns5 =

1734 116713664 1
—770837595439492555130851 o173496581167136640775173

2
N [236357721809547248875036643357091258605753
56 = )
2
-—1586321620922972791166006152873732335817091]
4

[35216688575084594110611133775250811086945,

—236357814232880135335252482498712414452247]
2

Ns7 := [23455501903958352847442570254147219707 ,
—78710981319565390255952867319014211859]
[6989618105979490990361435765310986524 ,
—23455464838200828841741347834673695945]

Nsg 1= [—284244077477374602753409971553960937849434307980785 ,
953855761412220171261967322875122763319442511726099]
[—84703263165642653454673803941736597543139159266364 ,
284244077477374602753409971553960937985809664780451]

Nsg := [—137009547192400415099556348312427759 ,
459770844120935649284742595027142669]
[18397407489614077383094633659063868 ,
—61737241998606250592052460430053827]

Ns10 := [—32871793295402748701492250323594559338626411841 ,
110309948059576753437092104294389254500749326264]
[4413968139903703503835378944511234293490078624 ,
—14812231017451052734153541914032788681367313857]
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Nes - {—1117059369669026324897897152421296554195
511 1= )
2
—16637974509373875748385275531166037883631}
4

[—-166439216821158943893841096912313013091,

—2479019040546684774320083349402815695915]

2
48347918051060432198595097427 1105492914035182258613069251201
Ns12 1= 2 4
T 16471551745346911 1
7203711790887966001556351021 64715517453 6%2 3660801869675

Sixth, he calculates the entries in the column U Feg):

N[61] :=MatrixInverse(c) .MatrixInverse(b) .MatrixInverse(a) .MatrixInver
se(c) .MatrixInverse(b) .MatrixInverse(a) .MatrixInverse(c) .MatrixInverse
(®);

N[62] :=c.MatrixInverse(a).d.MatrixInverse(c) .MatrixInverse(b);

N[63] :=d.MatrixInverse(c) .MatrixInverse(b).d.MatrixInverse(c) .MatrixIn
verse(b) .a.MatrixInverse(c) .a.MatrixInverse(c);

N[64] :=b.c.a.MatrixInverse(c) .MatrixInverse(b);

N[65] :=MatrixInverse(a) .MatrixInverse(c) .MatrixInverse(b) .MatrixInvers
e(a) .MatrixInverse(c) .MatrixInverse(b) .MatrixInverse(a) .MatrixInverse(
c) .MatrixInverse(b) .MatrixInverse(a);

N[66] :=MatrixInverse(c) .MatrixInverse(b) .MatrixInverse(c) .MatrixInvers
e(b).a.b.c.a;

N[67] :=MatrixInverse(c) .MatrixInverse(b).c.MatrixInverse(a).c.MatrixIn
verse(a) .c.MatrixInverse(a);

N[68] :=MatrixInverse(c) .MatrixInverse(b).a.MatrixInverse(c) .MatrixInve
rse(c) .MatrixInverse(b) .MatrixInverse(a);

N[69] :=c.MatrixInverse(a).c.MatrixInverse(a) .MatrixInverse(c) .MatrixIn
verse(b) .MatrixInverse(a) .MatrixInverse(c) .MatrixInverse(b);

N[610] :=c.MatrixInverse(a).c.MatrixInverse(a) .d.MatrixInverse(c) .Matri
xInverse(b) .MatrixInverse(a);
N[611]:=b.c.a.d.MatrixInverse(c) .MatrixInverse(b) .d.MatrixInverse(c) .M
atrixInverse(b) .d.MatrixInverse(c) .MatrixInverse(b) .a.MatrixInverse(c)

N[612] :=MatrixInverse(a) .MatrixInverse(c) .MatrixInverse(b) .MatrixInver
se(a) .MatrixInverse(c) .MatrixInverse(b) .d.MatrixInverse(c) .MatrixInver
se(b) .MatrixInverse(c) .MatrixInverse(b) .MatrixInverse(d);

VVVVVVVVVVVVVVVVVVVVVVYVYVYVYV

4989102626594102575547043  114077665045869559745000465

2 4
Ng1 =
334964027943461496434749 7659075597772491896904123
5065502573 115824577897
2 4
N2 =
—340102379 ::ZZZE§§§§§§
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7068388757136746119  105276700756844776107

Ngs := 2 4
T 15332611 41
1029447732362045239 53326 82500 39383
17372872650923 397237117666257
2 4
Ney =
-1 2872
—759789784787 737 %; 050685
122839481176503653049604626763 8374341563158 72177661635803007
2 4
Ngs 1=

56519768682082652618974237107
2

—3695267028822070304930101  54751512591106411129906743

Neg = 2 4

T 12032 172641
948097026848674149280061 0122091203 238556 726419
N ._ | —603536215070245 —2188325322808444
6771 _81041797188976  —293844532550381

New [ 4433429876425551979 15112020877128908548 }
68 =

8290632772451966313990403091

595313281830109424  2029215978194757507

New . | 2644486227573318277141  30233574719374844059484
69 = 1 _355107190573592881776 —4059828206950396405763

A . | 302888317565353  1032440955663986
61071 40672482384904 —138638350003831

—37154085868492177463035768197599  —553374013794643763898030444104547

2 4
Ng11 =
24201404 1402 1931 1
1624906569753714749910956723073 01404758781402065719318991873

2
Ners - {—1762889723238284598642610609859449
612 = )
2
13233467868651718699587658429619917]
4

[—»118980242945650767672293015299471,

893147881725339985446477908120247}
2
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Seventh, he calculates the entries in the column U )’
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N[71] :=MatrixInverse(a) .MatrixInverse(a) .MatrixInverse(a) .MatrixInver

se(b) .d.MatrixInverse(c) .MatrixInverse(c) .MatrixInverse(c) .MatrixInver
se(a).b.a.a.b.a.a.a;

N[72] :=MatrixInverse(c) .MatrixInverse(a).b.a.a.a.d.MatrixInverse(c) .Ma
trixInverse(c) .MatrixInverse(c);

N[73] :=d.MatrixInverse(c) .MatrixInverse(c) .MatrixInverse(c).d.MatrixIn
verse(c) .MatrixInverse(c) .MatrixInverse(c) .MatrixInverse(a) .MatrixInve
rse(a) .MatrixInverse(a) .MatrixInverse(b).a.c.MatrixInverse(a) .MatrixIn
verse(a) .MatrixInverse(a) .MatrixInverse(b) .a.c;

N[74] :=MatrixInverse(a) .MatrixInverse(a) .MatrixInverse(a) .MatrixInvers
e(b) .MatrixInverse(a) .MatrixInverse(a) .MatrixInverse(b).d.MatrixInvers
e(c) .MatrixInverse(c) .MatrixInverse(c);

N[75] :=MatrixInverse(a).b.a.a.b.a.a.b.a.a.b.a.a.a.c.c.c.MatrixInverse(
d).b.a.a.a;

N[76] :=MatrixInverse(a) .MatrixInverse(a) .MatrixInverse(a) .MatrixInvers
e(b) .d.MatrixInverse(c) .MatrixInverse(c) .MatrixInverse(c) .MatrixInvers
e(a) .MatrixInverse(a) .MatrixInverse(a) .MatrixInverse(b) .d.MatrixInvers
e(c) .MatrixInverse(c) .MatrixInverse(c) .MatrixInverse(a) .MatrixInverse(
a) .MatrixInverse(a) .MatrixInverse(b).d.MatrixInverse(c) .MatrixInverse(
c) .MatrixInverse(c) .MatrixInverse(a) .MatrixInverse(a).MatrixInverse(a)
.MatrixInverse(b) .MatrixInverse(a) .MatrixInverse(a) .MatrixInverse(b) .a

N[77] :=MatrixInverse(a) .MatrixInverse(a).MatrixInverse(a) .MatrixInvers
e(b) .d.MatrixInverse(c) .MatrixInverse(c) .MatrixInverse(c) .MatrixInvers
e(c) .MatrixInverse(a).b.a.a.a.MatrixInverse(c) .MatrixInverse(a).b.a.a.
a.MatrixInverse(c) .MatrixInverse(a).b.a.a.a;

N[78] :=MatrixInverse(a) .MatrixInverse(a) .MatrixInverse(a) .MatrixInvers
e(b) .d.MatrixInverse(c) .MatrixInverse(c) .MatrixInverse(c) .MatrixInvers
e(a) .MatrixInverse(a).MatrixInverse(a) .MatrixInverse(b).a.c.MatrixInve
rse(a) .MatrixInverse(a) .MatrixInverse(a) .MatrixInverse(b) .d.MatrixInve
rse(c) .MatrixInverse(c) .MatrixInverse(c) .MatrixInverse(a).b.a.a.a.c.c.
c.MatrixInverse(d).b.a.a.a;

N[79] :=MatrixInverse(c) .MatrixInverse(a).b.a.a.a.MatrixInverse(c) .Matr
ixInverse(a) .d.MatrixInverse(c) .MatrixInverse(c) .MatrixInverse(c) .Matr
ixInverse(a).b.a.a.a;

N[710] :=MatrixInverse(c) .MatrixInverse(a).b.a.a.a.MatrixInverse(c) .Mat
rixInverse(a).b.a.a.a.d.MatrixInverse(c) .MatrixInverse(c) .MatrixInvers
e(c) .MatrixInverse(a).b.a.a.a.c.c.c.MatrixInverse(d).b.a.a.a;

N[711] :=MatrixInverse(a) .MatrixInverse(a).MatrixInverse(a) .MatrixInver
se(b) .a.d.MatrixInverse(c) .MatrixInverse(c) .MatrixInverse(c).d.MatrixI
nverse(c) .MatrixInverse(c) .MatrixInverse(c).d.MatrixInverse(c) .MatrixI
nverse(c) .MatrixInverse(c) .MatrixInverse(a) .MatrixInverse(a) .MatrixInv
erse(a) .MatrixInverse(b).a.c;

N[712] :=MatrixInverse(a).b.a.a.b.a.a.a.d.MatrixInverse(c).MatrixInvers
e(c) .MatrixInverse(c) .MatrixInverse(a) .MatrixInverse(a) .MatrixInverse(
a) .MatrixInverse(b) .d.MatrixInverse(c) .MatrixInverse(c) .MatrixInverse(
c) .MatrixInverse(a) .MatrixInverse(a) .MatrixInverse(a).MatrixInverse(b)

b
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N {491242464152854397073164953229902461255
7= )
2
-—7278569536174366155700087157823127215211]
4

[33154750722324811892562685660155475849,

2
25006979973079625087006197  372465048022695423900531297

2 1
Nrg =
2 423521761
1678946926167764261161005 220009 1997T423521761358637

<—491242464152854397151552695389537909577]

2
N {—7699943409566554448091575396593779468936425994969
73 = ;
2
114686371341339826250501196559373813819693490898411]
4

[——1121427927457178242018886338993276426468994958505,

2
—3418963163764785449276501363 —50923553357916815212095363641

2 4
N7y =
—3436913216344813651054341
—230751369629481141540301125 3436913216344813651054341083

16703044799149102429509542697601018313095169457079}

2
Now 147884375041475017324443571313129988363901091144866247
75 = 9 )
—2191151591321180393736879249784838134096931438144099461]
4

[99785399212281001785148221426595289209991321794331597

—147848571705623773221439805363957597092222338109442985}
2

N7g := [—1917501648134529281699752849700279323102272171442408401035\
8490170929265243493773 /2, 28417838192150384328232498893822592\
5923325290235808842518059046225929258079112255 /4]
[—1294152965036947719482380310549512158807997829265603099818\
364022178373234676845,1917965994558113049526115314977773565\
2018712530486691848830812359607849427713227 /2]

N7z = [307253407345214027463240195753018673581626320827081618934875 ,
—2276233686806016217859636459533986431515024329647154116427101]
[41474061680244923186701454603086852931821394993611576754276 ,
—307253407345214027265109441943442824001481781885148062246249]
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Nr7g := [—1111902685260715112592331976486866225359364143481015885371\
413931515528713100235212457, 8237338588069300728047160356009\
289955424493157153617180340243358615333153537215506842]
[—1500882315655503644780069838809218869613886795424721912011\
45403304812210312480745480, 11119026852607151125923319764868\
66225359364143481015885371413931515491864639588207287]

Nrg := [=7075024575670677730711671937846485302921 ,
52414094975447925368413712383286085372946]
[—950022015986828434135602818386401309992 ,
7038073669161757445953617485519799708311]

Nr710 1= [—7141250992042446820444656710270462104805833586810197879182\
42382304493, 52904721918219274278781127608447616944126456225\
08690469944455927367053]
[—9589147841914006407148603823213446535969383813539132826804
3601255684, 710395420318448295524538695244804791684685771008\
576162902211439464607]

N {—28219998803938529243649025390292501154743396866090613397997
711 = )
2
420321175095862978332646548782095579195079743209460420281847]
4

[—-1904613493343600144316411755228338922185120521766127577237,

28368157886452135285330454729011120180899505185688266657755}
2

N {—25957886623406102864369630935798238817614699538481142186981
712 = ’
2
—593536351831582281237697678129309863060584592765077847655111}
4

[—-1751515722129038609254521229993323948023016994642313085483,

<—40049032764891467959230675434565276507471913122150128089757]
2
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Eight, he calculates the entries in the column U Frg)’

VVVVVVVVVVVVVVVVVVVVYVYVYVYV

N[81] :=MatrixInverse(b) .MatrixInverse(d) .MatrixInverse(a);

N[82] :=MatrixInverse(d) .MatrixInverse(d).c.MatrixInverse(d) .MatrixInve
rse(b).a.d;

N[83] :=MatrixInverse(d) .MatrixInverse(b).a.MatrixInverse(b).a.d.Matrix
Inverse(c).d.d.MatrixInverse(c).d.d;

N[84] :=a.d.MatrixInverse(b) .a.d;

N[85] :=MatrixInverse(d) .MatrixInverse(a).MatrixInverse(d) .MatrixInvers
e(a) .MatrixInverse(d) .MatrixInverse(a) .MatrixInverse(d) .MatrixInverse(
a) .MatrixInverse(d) .MatrixInverse(a) .b;

N[86] :=MatrixInverse(b).a.d.MatrixInverse(b).a.d.MatrixInverse(b).a.d.
a.d.a.d;

N[87] :=MatrixInverse(b).a.MatrixInverse(d).c.MatrixInverse(d) .MatrixIn
verse(d) .c.MatrixInverse(d) .MatrixInverse(d) .c;

N[88] :=MatrixInverse(b).a.d.MatrixInverse(c).d.d.MatrixInverse(b) .Matr
ixInverse(d) .MatrixInverse(a) .b;

N[89] :=MatrixInverse(d) .MatrixInverse(d).c.MatrixInverse(d) .MatrixInve
rse(d).c.MatrixInverse(b);

N[810] :=MatrixInverse(d) .MatrixInverse(d).c.MatrixInverse(d) .MatrixInv
erse(d) .c.MatrixInverse(d) .MatrixInverse(b) .MatrixInverse(d) .MatrixInv
erse(a) .b;

N[811] :=a.MatrixInverse(b).a.MatrixInverse(b).a.MatrixInverse(b).a.d.M
atrixInverse(c).d.d;

N[812] :=MatrixInverse(d) .MatrixInverse(a) .MatrixInverse(d) .MatrixInver
se(a) .MatrixInverse(d) .MatrixInverse(b).a.d.MatrixInverse(b).a.d.d;

2097601 14292341

N o 2 4
81 a1os3y 2129521
—26813876357 387885462929
Ny 2 4
N —1853791571 2§§1§g§3§1§
275204109706861162119  —3981948313145580257957
Nes = : -—268740712354099781193
18579531779042231303 5
—571570823 8268256717
Ny 2 1
84 43886200 ~—121%§85159
16738764316333488977  —112342474856279558485
Nes = X ~—77660573§é924309343
1157124261881365959 5
—718483209332862630528527  10393456867555252407522837
Neo := i 1548600608633707637395105
—107052306989130851251047 >
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—362905014339202517  5405268075257403809

Ny = 2 4
T 220237437214
—54071991727653267 80537 0237 372147
New i —22095669332318830605 74147712742895201839
87 | _6584405441798070604 22095669334039730431

N o | —33830252063749 —386771627007598
897 | 4677744857864  —53479323358077

—2530644964961716069  16984462710235839663

Nsio = i 117422984;1519006355
—174957482575393773 5
2739747352948144349387  —39628644296581967709615
Nsu = X 58156794407492026855107
—402070084312200114547 5
Ny i | 33187983477846157011  —240017332068410620973

4588465451737171748  —33184035925207219073

Now, he is able to encrypt the ciphertext C’ as the message S = ILIKEBOB.
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C.7. Example of a message, where inverse automorphisms were used for decryption in a
cryptosystem based on Aut(F)

C.7. Example of a message, where inverse automorphisms were used
for decryption in a cryptosystem based on Aut(F')

Bob wants to send a message to Alice. As in Example let F' be a free group with free
generating set X = {a,b,c,d}, let A := {ay,a2,...,a12} = {A,E,|,O,U, T,M,L,K,Y,B,S} be
the plaintext alphabet and let A with

h: 22128 — Z2128
X bx + 3

be the linear congruence generator. The starting seed is xg = h(xg) = h(7324218) = 36621093
(the next automorphism of Example [7.0.7] which Alice and Bob use now as starting seed).
Let also

ﬁ :{ul,ug, . ,ulg}
={ba?, cd,d*c™2, a7 b,ab™ 63072, b3, b bab ™t *ba, Pdab !t a dP e a?db?d )
be the free generating set for the free subgroup F; of F'.

It is known, that a; — u;, 1 =1,2,...,12, for u; € U and a; € A.
In GAP they define:

LoadPackage ("FGA") ;;

F:=FreeGroup(“a" , npn s nen , "d") 53

AssignGeneratorVariables(F);;

FU:=Group(b*a”2, c*d, d"2*c"-2, a"-1xb, a"4*b"-1, b"3*a"-2, b*c"3,
bxc~-1xb*axb~ -1, c~2*b*a, c 2*%d*axb”-1,a"-1*d"3*c"-1,
a~2xd*xb"2*d"-1) ;;

Bob’s message for Alice is
S = YES.

He first determines, with the help of the linear congruence generator h, the three automorphisms

fxg7 fxm and fxn- It is
X9 = h(XS) = m, X10 = h(Xg) = m, X1 = h(XIO) — m

These automorphisms are describable with regular Nielsen transformations:

e Automorphism fy,:

(a,b,c,d) — (a,bacilud)
(Ni)lfs(ac*l,b, )
(Ni)ng(ac*l,b “Leld)
(VL (ca™t, bt 7t d)
(Ni)é‘l(ca_l, be et dea™t)
(Ni)y(ca_ldca_l, b e dea™)
(Ni)%‘él(ca_ldca_l, be ! e tdea™!, dca_l)
(Ni)is(ca_ldca_l, be 2dea™, ¢ tdea™t dea™)
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Hence, the automorphism is

fxo 1 FF = F
-1;. -1
a+—ca “dea”
b— be 2dea™t,
¢ ¢ tdea™t,

d v dea™!

and he defines in GAP:

a9:=cxa"—-1xd*xc*a"-1;;
b9:=b*c™-2*xd*c*a"-1;;
c9:=c”-1*dxc*a"-1;;
d9:=d*c*a"-1;;

e Automorphism fy,,:

(a,b,c,d)(]EQ?)'2

Hence, the automorphism is

fxp : F—= F
a— (a(ch)*) ™",
b — bebd 1,
CF+(bd*1,
d s d Y (a(ch)?)™?

and he defines in GAP:

al0:=(a*(c*b)"2)"-1;;
b10:=b*c*b*xd"-1;;
c10:=c*bxd"-1;;
d10:=d"-1*(a*x(c*b)"2)"-1;;



C.7. Example of a message, where inverse automorphisms were used for decryption in a
cryptosystem based on Aut(F)

e Automorphism fy,,:

(m@qd)¥%%abcd®
§E932(a b, cb, da)
(ML (a,b,cb,atd™1)
N2 (4 ba=ld~, cb,a= )
MU =1 pa=td Y b, a )
W20t (=201 pa=1dt, cb,a~tdY)
W21 =201 pa=1d 1, cba2d~1,a"d )
W24t (=201 patd Tt cba2d~), aYd a2 )
N202 (=20 1pa=1d ba=td ), cba=2d Y~ ' d e 2d )
(VL2 (e 2d ba 1™, (ba™td ™) cba2d 7t a7t d e 2d )
m—)is(a—?d YWa=ta™, (ba™td7 ) Leba2d 7Y eba2d 7 a7 d T e 2d Y

Hence, the automorphism is

fxy  F—F
a—a2d tbatdt,
b— (ba tdH " teba2d 71,
¢ cba"2d 1,
d—a td ta2d7!

and he defines in GAP:

all:=a~-2%d"-1kb¥a~-1%d"-1;;
bill:=(b*a"-1*d"-1) "—1*cxb*a”"-2xd"-1;;
cll:=c*b*xa”-2xd"-1;;
dill:=a"-1xd"-1*xa"-2*%d"-1;;

The ciphertext from Bob is

C :fXQ (Y)fXIO (E)fxu (S)
:fXQ (C2dab_1)fx1o (Cd)fxu (a2db2d_1)
=C1C2C3,

with GAP he gets
C1:=c972%d9*a9*b9"-1;;
C2:=c10%d10;;
C3:=al1"2*%d11*b11°2xd11"-1;;

gap> C1;
(c™-1xd*c*a~-1) "2*d*(c*a"-1) "2xc~2xb~-1
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gap> C2;
c*b*d”-2%(b"-1xc~-1) "2%a"-1
gap> C3;
(a”-2*%d"-1%b*a”-1*%d"-1) "2*xa”"-1*xd"-1*(a"-1*xb~-1*c*xb) "2*d*a

and hence the ciphertext is

C =C1CyCs
=(c tdea™1)%d(ca )b
cbd2(b~ e )20l
(e 2d ba"td™ 1) 20" d (a b eb) 2 da.

Alice uses for decryption the inverse automorphisms of fy,, fx,, and fx,,, which are describable
with regular Nielsen transformations as follows:

—1.

e Inverse automorphism of fy, is fi '

(a,b,c,d) (Lm (a,b,c,d™t)
W2t (a1, b, e, d V)
W23 (d=1 bd e, d )
W23 (g1 bd ! ed Y, d )
NDAND (g0=1 bd ", ed Y, d)
W21 (gt bd Y ed Y, 20
WU (g~ bd Y, de Y, d2a )
(J\i)w (datde,bd ™Y, de™t, d2a )
[(N%?’]Q (da Yde=t be tde ™t de™ L d?aY)

Hence, the automorphism is

a— da"tdet,
b be tde T,
¢ de !,
d s d*a™

and she defines in GAP:

a9i:
b9i:
c9i:
doi:

310
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—1.

e Inverse automorphism of fy,, is fy o

(a,b,c,d)@—l—))1 (a_l’b’c’d)
(N2)4.1 (a™t,b,¢,da™t)
W (@b da )
s (@ b e da™?)
(NIMI)‘l(a_I,bC L ad™)
(N§34 (a_%bc L cad %ad_w
s (=1 b, (cad ™), ad ™)
OO (0 (cad )2, b, (cad ) ad )
(VD@D (a " ecad )2, b, cad™t, ad™Y)
(N2)g.> (a " cad )72, bt cad bt ad ™)
() (a " cad )72, bc Y, cad teb™t ad ™)

Hence, the automorphism is

o = F

a— a cad )72,
b be !,

¢ cad tebt,

dvrs ad™!

and she defines in GAP:

alOi:=a"-1*(c*axd"-1)"-2;;

b10i:=b*xc"-1;;
cl1l0i:=c*a*d"-1*c*xb"-1;;
d10i:=a*d"-1;;
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—1.

e Inverse automorphism of fy,, is fi :

(V1)

(a,b,¢,d) —(a,b,c,d)
ings(a,bc_ -1 ,d)
QE2$2(abc Lbe ™t et a)
(ﬁgy(cb o=t be™t et d)
Qgggl(cb Yot b, _l,dcb_la_l)
gzg(cb Yot be™t e deb™ta™h)
Qgggl(cb Yot bt ?bta™t debta™Y)
(N¥E£§1h(abc L vl (deb e
(Q§Q$4(abc 1(dcb a )bt @b ta T (deb e Y
(Niy(abc Ydeb™ta )7L bt b tat, (deb ta™H) )
(Q§934(abc Ydeb=ta ™) eb™ (deb™ a7t 2o et
(deb~ta=h)™h)
41(abc_l(dcb Lo H=t ebHdebta ™)L, b ta
(deb™ta™ 1) Habe Hdeb 1a™1) )
]VIQ(abcfl(dcb a7 (b Hdebta™H)TH T Ao e
(deb~ta 1)L (abe™  (deb™tat) 1))
(N2)g.2

abe(deb~ta™) 7t (b Hdeb )T T,
62b la—l(cb (dcb_la_l)_l)_l,
debta ) Y abe H(deba™h) )

(
G2 (et (deba ) ) b (debra )

Avta (eb  (deb ™)™
(deb~ta )"t (abe™ (deb a1t ™h))

In GAP Alice proves if she can write these elements in an equivalent shorter way:

allir:=((a*b*c™-1)*((d*c*b~-1*xa~-1)"-1))"-1;;
bllir:=c*b”-1*x(d*c*b~-1*a~-1)"-1;;
cllir:=c~2xb~-1%a~-1%(c*¥b -1*(d*cxb~-1*%a~-1)"-1)"-1;;
dilir:=(d*cxb~-1*a"-1) "-1x(a*xb*c " -1*(d*c*b~-1*xa~-1)"-1);;

gap> allir;
d*(c*b™-1*%a"-1)"2
gap> bllir;
c*¥b™—1xaxbxc™-1xd"-1
gap> cllir;
c"2*%b"-1xa”-1*d*xcxb~-1*a"-1xbxc™-1
gap> dllir;
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axbxc -1*%d"-1*(axb*c~-1) "2*xd"-1

Hence, the automorphism is

P> F
a— d(chta™h)?,
b cb tabetd 1,
e At Ydeb ta et

d — abc™td™ (abe™t)2d ™!

and she defines in GAP:

alli:=d*x(cxb™-1*%xa"~-1)"2;;
blli:=c*b~-1*a*xb*c -1*d"-1;;
clli:=c™2xb " -1*xa"—-1xd*c*b"-1*a~—-1*bxc™-1;;
dl1i:=a*b*c”-1*xd"-1*(axbxc~-1)"2*xd"-1;;

Before Alice decrypt the ciphertext she first proves if she gets the correct inverse automorphisms.
Thus, she proves in GAP that fx_il(fxi(:nj)) =uxj fori=9,10,11 and j = 1,2,3,4:

#Automorphism f_{x_9}
a9p:=cxa”-1*d*xc*xa"-1;;
b9p:=b*c"-2*d*xc*a"-1;;
cOp:=c”-1xd*c*a"-1;;
d9p:=d*xc*a”-1;;

#Inverse automorphism f~{-1}_{x_9}
a9ip:=d9p*a9p~-1*d9p*c9p~-1;;
b9ip:=b9p*cO9p~-1*d9p*c9p~-1;;
c9ip:=d9p*c9p~-1;;
d9ip:=d9p~2*a%p~-1;;

gap> a9ip; b9ip; c9ip; d9ip;

Q0 o e

HEHFHAH R RS R R

#Automorphism f_{x_10}
alOp:=(a*x(c*b)"2)"-1;;

b10p:
c10p:
d10p:

=b*xcxb*xd"-1;;
=cxb*d"-1;;
=d"-1*x(ax(c*xb)~2)"-1;;

#Inverse automorphism f~{-1}_{x_10}

alOip:=alOp~-1*(c10p*alOp*d10p~-1)"-2;;
b10ip:=b10p*cl10p~-1;;
c10ip:=c10p*alOp*d10p~-1*c10p*b1l0p~-1;;
d10ip:=al0p*d10p~-1;;
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gap> alOip; bl1Oip; c10ip; d10ip;

o0 o e

HHHHHHHHFHHAFHH B R AR HRRFH R RS HER S

#Automorphism f_{x_11}
allp:=a”-2*%d"-1xbxa"-1xd"-1;;
blip:=(b*a~-1%d"-1) "-1*c*b*a~-2*xd"-1;;
cllp:=c*xb*a”-2*%d"-1;;
dllp:=a"-1*d"-1*a"-2*d"-1;;

#Inverse automorphism f~{-1}_{x_11}
allip:=dlip*(cllip*blip~-1*allp~-1)"2;;
bllip:=clip*blip”-1*allp*bllp*cllip”-1*d1lp~-1;;
cllip:=clip”™2%bllp~-1*allp”-1*dllp*cllp*bllip~-1*allp”-1xblip*cllip~-1;;
dilip:=allp*blip*clip~-1%d11p~-1*(allp*bllip*clip”-1)~2*d11p~-1;;

gap> allip; bllip; cllip; dllip;

Q0 o e

To decrypt the ciphertext

C =C1CC5
=(c tdea™)%d(ca™ )b
cbd2(b e 1)?a !
(a 2d ‘batd Y 2atd (a1 b Leb) da,

which she gets from Bob, she calculates

_ _ _1
S :fXgl(Cl>fx1(l)(CQ>fx11 (C3>
:aﬁ;1((c_ldca_l)Qd(ca_l)chb_l)ﬁ;é(cbd_Q(b_lc_l)Qa_l)
1, 9 1, 1. 1l —1.—
fo, (@ 2d batd ) 2a td (a T eb)da)
=5152853,

in GAP, this is:

S1:=(c91"-1%d9i*c9i*a9i~-1) "2%d9i* (c9i*a9i~-1) "2%c9i~2*b9i"-1;;

82:=c10i*b10i*d10i"-2*(b10i"-1*c10i"-1) "2*al0i"-1;;

S3:=(al11i"-2*%d11i"-1*blli*alli~-1*d11i"-1)"2*alli~-1*d11i"-1%\
(al11i"-1*b11i"-1*c11i*b11i)"2xd1li*alli;;

gap> S1;
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C.7. Example of a message, where inverse automorphisms were used for decryption in a
cryptosystem based on Aut(F)

c”2xd*xaxb”-1
gap> S2;
cxd
gap> S3;
a"2*xd*b"2xd"-1

With the one-to-one correspondence between the plaintext alphabet A and the Nielsen reduced
generating set U for the subgroup Fj; Alice can read the message YES from Bob.
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C.8. Example [8.0.4] calculated with GAP

Alice and Bob use the free group F = (X | ), with free generating set X = {z,y, z}, and the
explicit free subgroup Fy of F, with free generating set U = {uj,ua,...,us}, u; words in X,
they choose

- - -1 R e
Uy =xYZ, Ug ==yzy -, ug ==x zx T, ug =y x,

Uus ::z_lxyx, Ug ::z_lyx_l, uy ::x3y, ug =Y~z

In GAP they define

LoadPackage ("FGA") ; ;
F:=FreeGroup(“x" , ||y|| , nzu) s
AssignGeneratorVariables(F);;

ul:=x*xy*z;;
u2:=y*z*xy~-1;;
u3d:=x"-1%xz*x"-1;;
ud:=y"-1%x"2;;
ub:=z"-1*x*y*x; ;
ub:=z"-1*xy*xx"-1;;
u7:=x"3%y;;
u8:=y " 3*%z"-2;;

FU:=Group(ul, u2, u3, u4, ub, ub, u7, ud);;

and prove that U is a Nielsen reduced set with the operation
> FreeGenerators0fGroup (FU)

which gives a Nielsen reduced generating set for the group FU:

gap> FreeGenerators0fGroup (FU) ;
[ xxyxz, yxzxy~ -1, x"-1xz*x"-1, y -1*x"2, z7-1l*kx*y*x,\
z7-1xyxx"-1, x"3%y, y 3%z"-2 ]

Alice knows the linear congruence generator h hence she can get the 4 required automorphisms
of the set H ¢ to encrypt her message.

These automorphisms are describable with Nielsen transformations as follows:
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C.8. Example|8.0.4 calculated with GAP

e Automorphism fy,:

(ulv U2, U3, Uq, U5, Ug, U7, US)

(N2)1.7
— (UlU?, uz, us, U4, us, Ue, U7, Ug)

=

N
IS

(

2)2.
— (U1u7,U2u4,u3’u4vu5,u6,u7,us)

(N1)s5 -1
— (U1U7,U2U4,U3,U4,U5 7“67“77”8)
(N2)7.8 -1
— (UlU?,U2U4,U3,U4,U5 ,UG,U7U8,U8)
[(N2)3.4]? 2 1
— (u1ur, ugug, U3UY, Ug, Ug ", U, UTUS, US)
(N2)4.6 2 -1
—" (w7, uguy, uzUY, UsUG, Uy, Ug, UTUS, US)
(N2)5.1 2 -1
— (UlU?,U2U4,U3U4,U4U6,U5 U1U7,U6,U7U8,U8)
(N1)7 2 -1 -1, -1
— (U1U7,U2u4au3u4au4u6,u5 Uiuz, e, Ug Uy au8)
(N2)g.3 2 -1 2, -1 -1
— (U1U7,U2’LL4,’LL3U4,U4U6,U5 ULUT, UGUI Uy, Ug Uy ,ug)
(N2)s.1 2 -1 2, -1 -1
— (U1U7,U2’LL4,’LL3U4,U4U6,U5 ULUT, UsU3Uy, Ug Uy aU8U1U7)
(N2)7.4 2 -1 2 -1 -1
— (U1U7,U2’LL4,’LL3U4,U4U6,U5 ULUT, UsU3UY, Ug Uy u4u6,U8U1u7)
(N1)7 2 -1 2 -1 -1
— (u1u7,U2U4,U3U4au4u6,u5 ULUT, UpU3UY, Ug Uy U7U8,u8U1U7)
(N2)1.2 2 -1 2 —1, -1
— (U1U7U2u4,uzu4,u3u4,U4u6,u5 ULUT, UpU3UL, Ug Uy U7U87U8ulu7)
(N2)2.3 2 2 -1 2 -1 -1
— (U1U7U2u4,uzu4u3u4,U3U47U4U6,U5 ULUT, UpU3 Uy, Ug Uy U7U8,U8U1u7)
(N2)4.5 2 2 -1 -1 2 -1 -1
7 (Uuru7uug, UpUsUSUY, USUY, UsUGUS UL UT, Uy UL UT, UGUZUT, Ug Uy UTUg, USUIUT)

Hence, the automorphism is

fu:H—>H
Uy > U1UTUUY4,
U9 ’U,QU4U3ui,
us u3u4217
Ug > U4u6u5_1u1U7,
Uus — ug1u1u7,
Ug uﬁu;),uz,
Uy — ugluzltwu&

ug — ugui1uy.
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e Automorphism f,:

(u1, uz, ug, U4, us, ug, U7, U)
(N2)

—

.3

— (U1U3,U2,U3,U4,U5,U6,U7,U8)
N2)35
— (U1U3,’U,2,U3U5,U4,U5,U6,U7,U8)
(N1)2(N1)4 1 1
— (u1us, uy ~, uzus, Uy, Us, Us, U7, Us)
N2)g.5 -1 -1
—" (ugug, uy -, uzus, Uy, Us, UsUs, UT, Ug)
WNw 11 -1
? (U3 U 5 Uy, U3U5, Uy ,U5,U6U5,U7,U8)
(N2)sal> 1 1 1 -2 -1
— (U3 U "5 Uy ,USUSU, Uy ,U5,U6U5,U7,U8)
(N2)s2 1 -1  —1 —2 -1 -1
—7 (ug Uy, Uy, UUSUY L Uy, UsUy UL, UT, UR)
(N2)ge  —1 -1 1 —2 -1 —1
— (ug Uy, Uy, USUSUY L Uy, UsUy UL, UTUGUS, US)
(N2)a2 1 1 1 —2 -1 -1 -1
—7 (ug Uy, Uy, UUSU T, Uy Uy, UsUs S, UsUs, UTUGUS, US)
(N2)2s 1 -1 1 —2 -1 -1 -1
—7 (ug Uy, Uy U, USUSUY Uy Uy, UsUs -, UUs, UTUES, US)
(N2)ga , 1 1 1 -2 -1 -1 —1 -1, -1
— (ug Uy, Uy U, USUSUY T, Uy Uy, UsUs , UGUs, UTUGUS, ULy ~ Uy )
NDa 1 -2 -1 -1, -1
— (ug uj ", uy uB,u3u5u4 , UQUg, UsUs —, UUs, UTUGUS, UgUy  Usy )
(N2)pa 1 1 -1 -2 -1 -1, —1
— (ug Uy UUg, Uy U, USUSUL T, UUd, UsUsy — , UeUs, UTUEUS, ULy  Us )
(N2)26 , 1 —1 -1 -2 -1 —1, 1
—7 (ug Uy UU4, Uy T USUGUS, USUSUy —, U4, Uy — UGUS, UTUGUS, U, Us )
(N2)s6 , —1 -1 -1 2 -1 -1, -1
—7 (ug Uy UUg, Uy T USUGUS, USUSUY ~, U, UsUsy  UUs, UUs, UTUEUS, ULy  Us )
(N2)ga , 1 1 -1 2 -1 -1, -1
— (’LL3 U " UU4, Uy " URUEUS, USU5U, —, U2U4, UsUy ~UUS5, UgU5U2U4, UTUEUS, USU, Uy )
(N2)4.7
— (

Hence, the automorphism is

fo, : H—>H
up — uglufluy@,
U9 > u51u8u6U5,
us — ’LL3U5UZ2,
Uq — U2U4LUTUEUS,
Us > U5u51u6U5,
Up > UgUsUU4,
U7y — urlgls,

ug — u8u21u51

-1, -1 -1 —2 -1 -1, -1
Uz Uy U2U4, Ug  USUEUS, USU5U, —, U2ULUTUEUS, U5Uy ~ UeUS5, UsU5U2U4, UTUEUS, USU, Uy )



C.8. Example|8.0.

calculated with GAP

e Automorphism fiy,:

(u1, uz, ug, U4, us, ug, U7, U)
(N1)2(

-1 2 —2
Uy " UeU3, UU3UT, UTU4UG

-1
, UeU3, U7, Ug )
-1 -1
Uy UpU3, UpU3, UT, Ug )
-1 -1
Up " UGUZ, UGUS, UT, Ug ~ UZUT)
-1 2 -1
Ug " UEUS, UGUZUT, UT, Ug  UUT)
-1 2 -1, -1
U UEUS, UUZUT, U7, Uy Uz UY)

-1 2 —1, —1
Uy UEU3, UUZUT, UT, Uy Uz US)

N1)5(N1)g -1 -1 -1
? (ulaUQ , U3, Uq, Uy~ Ug, UT, Ug )
N2)6 3 1 1
? (u17u2 , U3, Uq, Uy, UgUS, UT, Ug )
N2)3 7 -1 -1
— ( 17“2 U3U7,U4,U5 ,U6U3,U7,U8 )
(N2)1.2 -1 -1 -1
— ( 1u2 y Ug —, UBUT, Ug, Uy, UeUZ, UT, Ug )
[(N2)4 8] 1 -1 2 1
— (uiuy Uy, UBUT, Usg T, Us
(V2)z.6 -1 -1 —2
7 (’LL1U2 y Ug —, U3UT, U4UG
(N2)8.3 -1 —1 92
7 (’LL1U2 y Ug —, U3UT, U4UG
(N2)6.3 —1 —1 )
7 (u1u2 y Ug —, U3UT, U4Ug
(N1)s -1, -1 -2
— (wuy ", uy, usur, ugug <,
N2)2 3 1 )
- (u1u2 s Uy USUT, UBUT, Uglg
N2)7 4 1 —9
— (u1u2 s Uy USUT, UBUT, Uglg
N2)1 8
— (u1u2 Uy u3 Lug, Uy Yugur, usuy, u4u8
N2)3 4
— (u1u2 Uy u3 Lug, Uy Yususy, U3’LL7U4U8

Hence, the automorphism is

-2
, UgUg ”,

fus  H—H

U1
U2
U3
Ug
Uus
Ug
uy

us

— uluglu;luglu(g,
— u;lu;ﬂw,

— U3U7U4u§2,

— U4ug2,

— uglu(;zL3,

— u6u§U7,

— U7U4u§2,

-1, -1
> Uy Us U

-1 2 —2
) Uy T UEUS, UGUZUT, UTULUG

-1 2 -2
Uy ~UEUS, UGUZUT, UTULUG

u;luglusg)

u;lugluE;)

u;1u§1u8)
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e Automorphism fy,:

(u1, uz, ug, U4, us, ug, U7, U)

(N1)1(N_1))3(N1)4 (ufl,UQ,Ugl,Uzlau5’u6’u7’u8)

(Ni)‘;? (ufl,UQ,ugl,uzl,U5,u61LQ,u7,U8)

[(N2—)8}2P (ufl,u2,ugl,ull,us,uﬁu%lt?,USU%)

(N2)z:5 (ug ! ugugt ug ug us, uguz, ur, usi)

(N2)g.4 (uy ' ugug ' ug tuy gt us, ugug, ur, ugud)

(N2 (uyt ugug g g g ususug  usus, ur, usus)

(NV2).s (uy b ozt ug gy t ugt usugug b ugug, uruy t usul)

(N2)y5 (uy g g ugug g g g ususug  uguz, uruy  ugts)

UY@§5(uflugluil’u2u§1’ugluil,u11u5u2U§1,U5U2U§17U6U2aU7U21au8ug)

(N2)s3 1 —1 -1 -1 -1,-1 -1 -1 Z1 ! Sug tuy !
—" (U] Tug Uy, Uuug L U Uy, Uy UsUUs , UsUaUs UG, Uy, UgUnUs Uy )

A2 (4 ugun, gy ug tugt ug tusugug  ususus ' ugus, uruy t usudug tug )

[E

2 -1 -1 -1, -1 -1 -1 -1, -1 3, —1 —1
(uausgur, usty Uz Uy Uy USUUS , UsURUs — UGU2, UTUy ~ U3Usy — USUSUs Uy )

=

1

=

-1 -1 -1 -1 -1, -1 3 -1 -1
(Uaugur, usty "~ , UgU3, Uy~ UsUUs — , UsUU3 5 UEUD, Urlly  USUy — , URUGUs Uy )

[E

2

~—
N

3 -1 -1 -1 -1 -1 —1 3, -1, —1
(U4U3U1,U3u2 U4U3, U4U3, Uy USULU3 , U5U2UZ —, UU2, UTU,  UZUy ~, USUQ U3 Uy )

[E

2

~
W

5 1

-1 -1 -1 -1 -1 -1 -1 3,,—
(U4U3U1,U3u2 U4U3, U4U3USULU3 ~, Uy USULUZ , U5U2UZ —, UU2, UTU, ~UUH ~, UgUx U3

>

ug')
(N2)6.1

-1 -1 -1 -1 —1 -1 —1 3, —
— (U4U3U1,U3u2 U4U3, U4U3USULU3 ~, Uy  USU2U3 , USU2UZ 5 UgU2ULUIUL, UTU,  UIUy —, USUQUS3

Hence, the automorphism is

fu, H—H
U1 — uqu3zUl,
Ug —> U3u2_1u4U3,
us — u4U3U5u2u51,
Ug > u21u5u2u§1,
Uus —> u5ungl,
Ue — UgU2U4U3UTL,
uy — uw;lugug—l,

ug ugugugluf.

In GAP she defines for the automorphisms:

#Automorphism f_{u_1}
ull:=ulxu7*xu2*u4;;
ul2:=u2*xud*u3d*xud~2;;
ul3:=u3*xud~2;;
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C.8. Example|8.0.4 calculated with GAP

uld:=udxub*xub~-1*xul*u7;;
ulb:=ub"-1*ul*u7;;
ul6:=ub*xu3d*xud~2;;
ul7:=u6"-1*%ud"-1*%u7*u8;;
ul8:=u8*xul*u7;;

#Automorphism f_{u_2}
u2l1:=u3d"-1*ul”-1*u2*ud;,;
u22:=u2"-1*xu8*ub*ub; ;
u23:=u3d*ub*ud"-2;;
u24:=u2*xud*xu’7*ub*xub; ;
u25:=ub*xu2"-1*xub*ub; ;
u26:=ub*ub*u*ud;;
u27:=u7*ub*ub; ;
u28:=u8*ud"-1*%xu2°-1;;

#Automorphism f_{u_3%}
u3l:=ul*xu2”-1*xu7"-1*xu3"-1*%ul;;
u32:=u2"-1*%u3*u7;;
u33:=u3d*xu7*ud*xu8"-2;;
u34:=u4*xu8°-2;;
u35:=ub"-1*%xub6*u3; ;
u36:=ub*xu2~3*%u’7; ;
u37:=u7*ud*u8--2;;
u38:=u7"-1*xu3"-1*ul8; ;

#Automorphism f_{u_4}
udl:=ud*ud*ul;;
u42:=u3d*xu2”-1*xud*u3;;
u4d3:=ud*u3d*ub*u2*u3d”"-1;;
ud4d:=ud"-1xubxu2*xu3d3"-1;;
ud5:=ub*xu2*%u3"-1;;
u46:=ub*u2*ud*xud*ul; ;
ud7:=ur*ud"-1*xu3d*xu2°-1;;
ud8:=u8*u2"3*xu3"-1*xud"-1;;

Hence, to get the ciphertext

C= fu1(L)fu2(O)fu3(V)fu4(E)
= ful (ul)fuz(u4)fu3(u7)fu4(u2)

as a word in X, she calculates in GAP:

gap> ull;
Xky*Z*x " 3ky T 2%Zky T -2%x "2
gap> u24;
yxzky T -2kxThkykzT - 1kykxT-1%zT - Lkxkykx
gap> u37;
x"6x(z72%y"-3) "2
gap> u42;
XT-1xz*kx T -1kyxz -1y~ -2%xxz*x -1
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Thus, the ciphertext is

2 2 1 1 2 1

C7::xyzx3y22y_ x22yzy_ x5yz_1ym_ z_lxyxZQF(ZQy_g)QZm_ zx_lyz_ly_ TZL
and this is sent to Bob.
For decryption Bob calculates the tables Table (page [194)) and Table (page [194). For

this he chooses the automorphisms in Hqq, which Alice also used. In GAP it is:

gap> ull; ul2; ul3; ul4; ulb; ul6; ul7; uls;
XKy *Z*kX "3y T 2¥zky T -2%x 72
ykzky —2%x*z*x" -1k (y -1%x"2) "2
X -1kzxx"-1%(y"-1*%x"2) "2
Vo -1xx T 2%z - 1kyxx T -2%y T - 1kx T - Lkzkxky*z*kx " 3*y
XT-1xy T -1#x T - 1kzkx*ky*zkx " 3%y
Z7=1*y*x"-2%zxx -1 (y -1%x"2) "2
x*y T -1kzkx T -2%yxx " 3kyT4xz" -2
y 3%z T -2¥x*ky*z*x " 3*y

gap> u2l; u22; u23; u24; u25; u26; u27; u2s;
(x*%z7=1) "2%y =1*x "= 1*ky*z*y —2%x"2
Yz -1y T 2%z27 -3k yxkx T —1*z 7 - 1kxokykx
XT-1kzHx - 1kz " - 1kxok (yxx~—1) "2%xx " - 1%y
YHRZky T =2%X T Ok y*z T —1kykxT—1kzT - 1kxky kX
Zz7 = 1% (x*xy) "2%27 - 1ky " —1%2" - 1ky*x " —1*2 - 1xx*y*x
Z7=1*y*x"-1%z" - 1% (x*y) "2xz*y~-2%x"2
X" 3kyxz” - LkykxT-1xz" - Lkxky*xx
YU 3*zT-2%x T 2%y T 2%z" 1%y -1

gap> u3l; u32; u33; u34; u3b5; u36; u37; u3s;
Xky*kZky*ZT —1ky T —2%x T 2%z - 1kxky T 3%27 -2
y*zT—1ky T -1kxT-1%z*x" 2%y
X" -1*xzxx"4* (27 2%y~ -3) "2
¥y -1%x"2% (2" 2%y~ -3) "2
XT-1xy T -1kx T -1kyxx T -2%zkx -1
Z7-1xy*x " -1ky*z " 3%y T -1%x " 3%y
X"B*x(z72%y~-3) "2
v -1xx"-2%z" - 1xxxy " 3*%z" -2

gap> u4l; ud2; u43; ud4d; ud4b5; ud6; ud7; u4s;
y - lkxkzkxy*xz
X" -1xz*x T -1ky*zT -1y T -2kxxz*x -1
¥ 1kx*z*x"-1%z" - 1% (x*y) "2%z*y " -1xx*z"-1*x
XT=2%y*z " 1% (x*ky) " 2%z*ky —1*x*z"-1*x
z7 = 1% (x*xy) "2%z*y " -1xx*z -1*x
Z7 = 1xy*x T - 1kykzRy T -2k XK ZRYRZ
X7 3kyxx -2k ykxT-1kzAkx T -1kyxzT-1ky -1
Yo 3%z 2% y*kz T 3ky T -1kxkzT-1kx T -1ky

With this information Bob is able to reconstruct the message S = LOVE.
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C.9. Example for decryption where Bob uses an algorithm to solve a constructive membership
problem for a cryptosystem based on Aut(Fy)

C.9. Example for decryption where Bob uses an algorithm to solve a
constructive membership problem for a cryptosystem based on
AUt(FU)

We are in the situation of Example that means Bob and Alice agreed on the following
public parameters.

1. Let F be the free group on the free generating set X = {z, vy, z}.
2. Let A= {ay,a0,...,a8} = {L,E,1,0,U,A,V,B} be the plaintext alphabet.
3. Let H be the abstract free group of rank |/~H = 8 with free generating set U = {u1,ua,...,ug}.

4. A set Haw C Aut(H) is determined. The automorphisms, which Alice and Bob use
for encryption and decryption, respectively, are just given at the moment when they are
needed.

5. The linear congruence generator with maximal periodic length is

h : Zor2s — Zig12s
u — 133u + 51.

The private parameters are the following:
Let Fy be the explicit finitely generated free group, which is generated with the free generating

set U = {uy,ua,...,us} with words in X, for this example it is
-1 -1, -1 ~1,2
Uy =Yz, Ug :=yzy ", ugz :=x " zx ug =y x,
Uus ::z_lxyac, Ug ::z_lyx_l, uy ::ac?’y7 Uug ::ydz_Q.

The starting automorphism f,, is fm, hence it is u; = @ = 23442. It is known, that a; — u;,
1=1,2,...,12, for u; € U and a; € A, therefore

L=u; =zyz, E<uy =yzy ?, |=u3 =z Lz, O=uy =y 122,
UZus =2 layz, A=ug =z tyz L, VEur =23y, BZug =y~ 2.
Now, Bob gets the ciphertext
C= xyzx3y2zy72m2 l yzy72$5yzflyxflzfla:yx l $5(22y73)2 folzxflyzflyf%zzx*l
= C1C2C3C4
from Alice.

Bob knows that Alice used 4 automorphisms to encrypt her message. With the help of the linear
congruence generator h : Zigizs — Zgi2s with u +— 133u+ 51 and the starting seed @ = 23442, he
is able to reconstruct these 4 automorphisms fu, € Haw, 1 <@ < 4. It is

u; = o = 23442, U = h(ul) = 3117837,

ug = h(ug) = 414672372 and uy = h(ug) = 55151425527.
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The automorphisms are

fuu:H—>H
UL — UTUTU2UL, us — uglulu%
ug —r U2U4U3’LL421, Uug u6U3ui,
usg —» u;;ui, Uy —> uglulltwu&

Ug —> U4u6ug1u1U7, ug — UULUT;

fo, : H—>H
-1, —1 -1
Ul > Ug Uy UUYL, U5 > UsU9  UeUS,
U9 +—> u2_1u8u6u5, UG — UgUSUUL,
us — U3U5u22, U7 — UTUGUS,

Ug — U2ULUTUGUS, U usullugl;

fus  H—H
up — uluglu;1u§1u8, Uus — ug1u6u;z,,
U9 > u2_1U3U7, Ug —> u6u§U7,
us — U3U7U4ug2, U7 — U7U4ug2,
Ug > U4u§2, ug — u;lugltLg;
fu H—H
U > UQUIUT, us +—> U5u2u§1,
U9 > U3u2_1U4U3, Ug — UgUULUZUT ,

us — U4U3u5u2ugl, uy — U7u21u;:,ugl,

Ug —> u;1U5u2u§1, ug — Ugugugluzl.

Now, Bob writes the ciphertext units

c1 ::L‘yzx3y2zy_2x2,

Co :yzy_2x5yz_1yx_lz_1:cy:v,
50,2, —3\2
c3 =2°(27y77)7,

-1

4 =X z:):_lyz_ly_gxzx_l

with the help of the algorithm given in Theorem [4.3.10]in letters of the Nielsen reduced set U.
Step 1. and Step 2. are for all ciphertext units ¢; equal.

Step 1: The Nielsen reduced set is U = {uq,us,...,us} with

— SR | =1 -1 =12
Uy =TYZ, Ug =yYzy -, uz = zx T, ug =y xT,

Uus ::z_lxyx, Ug ::z_lyx_l, uy ::xgy, Uug ::y3z_2.

Step 2: Write each u € U as u = {(u)m(u)r(u) as in Corollary 4.2.10[ with a stable part m(u):
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luy) = =, m(up) = Y, r(u) = z;
Lug) = v, m(ug) = z, r(uz) =y~
O(us) =271, m(ug) = z, r(ug) =z~
O(uyg) =y~ 1, m(ug) = x, r(ug) =
Uuz) =271, m(us) = xy, r(us) = 93;
l(ug) =271, m(ug) = Y, r(ug) =z~
llur) = =, m(ur) = a7, r(ur) = y;
l(ug) = v, m(ug) =y?z 2, r(ug) = 1.

e Bob uses the algorithm to write the ciphertext unit ¢; = zyza3y?zy 222 in letters of U*.
Table (page 1326)) shows the steps which were done in the algorithm without Step 1.
and Step 2.
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Table C.2.: Write the element ¢; as a word in U

Action

Used element in U

Step 3 : c1 = axyzady?zy 22?2 #£1

Step 4 : || c1 = £(u1)m(uy)zady?zy 22 u1
Step 5 : = uflcl = a3y 2y 222

Step 3 : ch =a3y?zyT 222 £ 1

Step 4 : i = (ur)m(ur)y?zy~2z? ur
Step 5 : ¢ = u;lc’1 = yzy 222

Step 3 : l =yzyT222 £1

Step 4 : e = L(ug)m(ug)y 222 U2
Step 5 : /= uglc’l’ =y 12

Step 3 : =y lz? £1

Step 4 : ¢ = l(ug)m(ug)z uyg
Step 5 : c,lm = uZlc’l” =1

Step 3: cll”/ =1

It is cllm = 1 and hence the algorithm stops. At the third column Bob gets the elements
of U*! to write ¢;. Hence, he knows ¢; = ujuruouys. Bob knows that this ciphertext unit
was encrypted with the automorphism

fu, :H—H
UL — ULUTULUL, us —> uglulm,
ug +— UQU4U3’IL421, ug uﬁu:),ui,
us — u;;u?l, uy — uglufuwg,

Ug > u4u6u5_1u1U7, ug — UgULU7.

It is fu,(u1) = wiurugug = c;. Hence, he knows, that s;=u; was encrypted with ¢; and
thus the first letter is a; = L.

e Bob uses the algorithm to write the ciphertext unit co = yzy 22’yz lyx~

Ly=lgyz in

letters of U*!. Table (page [327) shows the steps which were done in the algorithm
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without Step 1. and Step 2.

Table C.3.: Write the element ¢y as a word in U

Action

Used element in U

Step 3 : co =yzy 2abyz lyz—lz " layr #£ 1

Step 4 : || c2 = £(u2)m(u2)y 2xdyz"lyz "z Loy U
Step 5 : 0/2 = uglcg =y labyz "ty lzyx

Step 3: ch = y ladyz lyz Tz oy £ 1

Step 4 : ch = L(ua)m(ug)ztyz"yz =tz tayz Ug
Step 5 : el = uZlc’2 =3yz " tyr 1z layx

Step 3 : cf =2lyz"lyz~ 1l layz £ 1

Step 4 : e = t(ur)m(ur)yz"tyz =1z layx uzy
Step 5 : cy = u;lcg =z lyz 12" leyx

Step 3 : ey =z7lyz e oy #£ 1

Step 4 : ' = b(ug)m(ue)z ™1z tayx ug
Step 5 : c;m =ug ey =z layx

Step 3 : ' =z"layr £1

Step 4 : ey’ = L(us)m(us)x us
Step 5 : 0/2”” = uglcg’ =1

Step 3 : ) =1

/1111

It is ¢ = 1 and hence the algorithm stops. At the third column Bob gets the elements
of U to write cp. Hence, he knows ¢y = usuaurugus. Bob knows that this ciphertext
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328

unit was encrypted with the automorphism

fu, : H—>H

Uy — ugluflugm,
U9 > u§1u8u6U5,
us — U3U5u22,

Ug > U2U4LUTUEUS,

ug > Ugly

Us —> u5u51uGU5,
Ug > UgUSULUL,

U7 = UtlUeUs,

1 1

Uy

It is fu,(u4) = uougurugus = co. Hence, he knows, that ss=u4 was encrypted with co and
thus the second letter is ay = O.

e Bob uses the algorithm to write the ciphertext unit c3 = z°(2%y~3)? in letters of U*!.
Table (page [328)) shows the steps which were done in the algorithm without Step 1.

and Step 2.

Table C.4.: Write the element c3 as a word in U

Action

Used element in U

Step 3 : cg = 2% (22y~3)2 #£1

Step 4 : c3 = L(ur)m(ur)x?(22y—3)2 ur
Step 5 : ch = u?lcg =y lz?(22y73)?

Step 3 : ch =y a2 (22y=3)2 #£1

Step 4 : ch = C(ug)m(uq)z(22y=3)2 Ug
Step 5 : o =gt = (22y3)2

Step 3 : oy =(2Py=3)2 #£1

Step 4: || ¢f =r(ug) " Im(ug) "ty 1z2y~3 ugl
Step 6 : e = ugcl = 22y3

Step 3 : cy =22y73 #£1

Step 4 : ey = r(ug) " tm(ug) "ty ! “8_1
Step 6 : ey :=ugcl =1

Step 3 : =1
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It is ¢5” = 1 and hence the algorithm stops. At the third column Bob gets the elements

of U*! to write ¢3. Hence, he knows ¢3 = U7U4u§2. Bob knows that this ciphertext unit
was encrypted with the automorphism

fus : H—H
-1, -1, —1 -1
Ul > ULUg " Uy “Ug "UR, Up 2 Uy UsUS,
Ug — UQIU3u7, Ug — uﬁugw,
us — U3U7U4u8_2, uy — u7U4u8_2,
Uy — U4ug2, ug — u;luglu&

It is fus(ur) = u7u4u§2 = c3. Hence, he knows, that ss=u; was encrypted with c3 and

thus the third letter is a7 = V.
e Bob uses the algorithm to write the ciphertext unit ¢y = 2~ 'za~lyz~ly2xz2~! in letters

of UT!. The Table (page [330)) shows the steps which were done in the algorithm.
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Table C.5.: Write the element ¢4 as a word in U

Action Used element in U
Step 3 : cg =tz lyz "y 2zl £ 1
Step 4 : || ca = £(uz)m(uz)rtyz "ty 2xzx! us3
Step 5 : cﬁl = ug104 =yz ly 2gzz 1
Step 3 : ey =yz"ty 2zzal £1
Step 4 : ey =r(u2) " tm(uz) "ty 2zzz! ugl
Step 6 : e == uac) =y lzzz!
Step 3 : =y lzzzTl #£1
Step 4 : e} = L(ua)m(ug)zz™? ug
Step 5 : ¢ = uich =g lzz?
Step 3 : =z lzzml £1
Step 4 : ey = (ug)m(uz)z ! us3
Step 5 : )= uglcﬁl’ =1
Step 3 : =1

3 I
Itiscy =

1 and hence the algorithm stops. At the third column Bob gets the elements of

U+ to write 4. Hence, he knows ¢4 = uzuy 1u4U3. Bob knows that this ciphertext unit
was encrypted with the automorphism

fu H—H
U1 > U4uU3U1,
U9 > U3u51U4U3,
us — U4U3’LL5UQU51,

Ug > u;lqu,ungl,

Us — U5u2ugl,
Ug > UgU2U4U3UTL,
uy — U7u21U3u51,

ug u8ugu§1uzl.

It is fu,(u2) = usuy Yugus = ¢4. Hence, he knows, that ss=us was encrypted with ¢4 and
thus the fourth letter is ay = E.

All together Bob reconstructs the correct message S = LOVE from Alice.
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C.10. Example [9.0.7] calculated with GAP and Maple 16

For the private key cryptosystem in Example we first present the calculations, which were
done in GAP. After this we show the matrix multiplications, which were executed with the
program Maple 16.

First, the free group F' with generating set X = {a, b, c,d} is defined in GAP:

LoadPackage ("FGA") ; ;
F::FreeGroup(“a", ||b||, "C"’ ||d||) ; ;
AssignGeneratorVariables(F);;

Alice and Bob also define the abstract groups G; and Go:
G1:=FreeGroup("X1", "x2", "x3", "x4", "x5");;
AssignGeneratorVariables(G1);;
G2:=FreeGroup("y1" s ||y2n s ||y3u s ny4_u S ny5||) 3
AssignGeneratorVariables(G2);;

After this they choose the automorphisms g1, and g2, .

The automorphism g;, is describable with Nielsen transformations, as follows:

(N1)1(N1)4 1
(x17x27x37x47w5 ( 1’2,37371'4 7[1:5)
(N2)2.3 —1
— (.%' y L2XLZ, L3, Ty 71.5)
(N2)5.3 —1
— (x1!, woxs, 3, 25, w523)
(N2)1.3 -1
— (x7 ' 23, moxs, 23,21 ', w523)
(N2)4.2 -1
— (3? T3, 223, T3, Ty LT3, T5T3)
(N1)s -1 -1,.—-1
— (37 T3, Tax3, T3, L, ToT3, T3 Ty )
(N2)1.2 -1 -1, -1
- (37 T3TIT3, ToT3, T3, Ty T2X3, Ty Ly )
(N2)2.4 -1 -1 -1,.-1
- (3: T3T2LZ, TaX3L,  L2X3, T3, L, ToL3, Ly Ly )
(N2)3.1 -1 -1 -1 -1,.-1
— (a7 mgxgxg,x2m3x4 Tox3, T3T] T3T2X3, T, ToX3, Ty Ty )

Hence, the automorphism is

g1, : G1 = Gy
T — :Cflxgxgxg,
To > $2I‘3.’E21$25E3,
T3 — mgajflxgxgxg,
T4 > $21{L‘2£L'3,
Ty — :Eglxglxg.

For decryption Bob needs the inverse automorphism g, ! which is described with Nielsen trans-
formations in the following way:
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(
(@11, T21, 231, 41, T51) — (217, @21, T31, Ta1, T51)
(N2)3.1 _1
— (21!, w21, w3120 Ta1, T51)
(N1)1(N1)4 1 1
— " (T11, %21, T31T7; , Tyy , T51)
— (11, 21057 , 31277, Ty; , T51)
(N1)4(N1)2 _1
25 (w11, e an), T3TL T4, Ts1)
(N2)1.2 _1 _1
— (3311%411621 , T41%o7 5 L3121 ,9041,3351)
(N2)4.2 -1 -1 2 -1
—> (rnzazy, zaas], w12, v 7o T51)
(N1)5(N1)3 -1 -1 .2 -1 -1
— («’131195419521 , T4 Tgy  T11T37 , Ta1Tgy 5 Ty )
(N2)5.3 1 1 .2 —1 -1
— («’131195413521 s T41To1 , T11T31 , Ty Loy » Tsy T11T3) )
(N1)s -1 -1 .2 -1
— (3611%413621 y T41To1 , L1137 , Ty Loy » TI1Tq 96‘51)
(N2)s.3 -1 -1 2 -1
— (361130413621 y L41T9] , L11T37 , Ty1Toq 737313011 T51T11T3] )
(N2)13 —1 -1 .2 -1
— (361130413621 517113631 y T41To7 , L1137 , Ty Lo ,1‘313711 T51T11T3, )
(N1)2 —1 -1 .2 -1
— (361130415621 17113331 , T21L g7 , L11T37 , Ty Lo ,90313?11 T51T11T3, )
(N2)2.3 -1 -1 .2 -1
— (361130415621 37113331 , T21L 49 36113031 , L1137 » T41Toq 733313011 T51T11T3] )
(N1)1(N1)3 1 1 -1 -1 -1 2 -1 -1 -1
25 P ((enrarytrnrgl) T wargtenes, wary ), w20, syt as g,
(N1)a(N1)s 1 1 1 -1 -1 -2 —1 —1y—1
25 (e rytenag) Y waagt enag, waey ], voryly (zar s ) )

Hence, the inverse automorphism of g;, is

gil : G1 — Gl
x1»—+(x1x4x;1x1$51)71,
x2F+QQx;1x1x§%
T3 r—):vgxfl,
x4kﬁ»x2x22,

Ts5 F%($3$I1$5$1$51)_
In GAP they define

x11:=x1"-1*x3*x2*x3;
x21 :=x2*%x3*x4"-1*x2*x3;
x31:=x3*%x1"-1*%x3*x2%*x3;
x41:=x4"-1%x2*x3;
x51:=x3"-1%x5"-1%x3;

to apply the automorphism ¢, on x1,x2, 3,24 and x5 and they define

x11i:=(x11*x41*x21"-1*x11*x31"-1) " -
x21i:=x21*%x41"-1*x11%x31"-1;
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x31i:=x31*%x11"-1;
x41i:=x21*%x41"-2;
x51i:=(x31*x11"-1*x51*x11*x31"-1) "-1;

to proof if g7, 1is the correct inverse automorphism for g1,

gap> x11i;
x1

gap> x21i;
x2

gap> x311i;
x3

gap> x41i;
x4

gap> x511i;
x5

The automorphism go, is describable with Nielsen transformations, as follows:

=

(N2

1

(o2, y3,50) 5 (Y192, y397, va)
(V1) (Y1,92 > Y391, ya)
[(N2)21]° (y1.y3 " yb, ysyt, ya)
Wy, Ys Y1y, Y3yi, ya)
B8 1y b sy v )
PRy, vs e, sy, vays “uiys)

Therefore, the automorphism is

, t Ga — G
Y1 = yly?)y%a
Y2 = Y Yy,
Y3 — 2/33!%,
Y1 — Yayy YYa-

For decryption Bob needs the inverse automorphism g, ! which is describable with Nielsen
transformations in the following way
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(Y11, Y21, Y31, Ya1) Rl (11,921’ Y31, yar)
(V2)q.2 (Y11, Ya1'» Y31, Ya1¥51 )
(N3 (Y11, Yo1 > Y31 s Ya1Yar')
(Ni)lf?’ (Y1131 Y2 Y1 > Yarvar)
(N1)s (L) (Y3191 Yo' Y31, Ya1Yar)
(N2l (Y3191 ¥ VA1 U1y U319, van ')
(N2 (Y1911 Y21, Y31 911 Y3190 > Y2197
(N2p.4 (Y31911 s Y191 > Y1 vid Y319y s Y2191
[(NV2)z1] (Y1911 o191 (Y319 )5 ¥ yin Y31y Y210
O ) et B (v ™ v vyt yanyan);
hence it is
gilz(;g—%(;2
Y1 — ylygla

yo = (y3yy (ysyr H?) 7L

ys — ya3yr tysyr

Y1 yays
In GAP they define

yll:=ylxy3*(y1°2);
y21:=(y27~ (-1)) *(y173) *y4;
y31:=y3*(y1~2);
y41:=y4*(y2~ (1)) *(y173) *y4;

to apply the automorphism g2, on yi,y2,y3 and y4 and they define

ylli:=y11*y31~-1;
y21i:=(y21°2%y41~-1x(y31*y11~-1)"3) "-1;
y31i:=y31"2%xy11"-1xy31*yl11~-1;
y41i:=y41%y21~-1;

to proof if gy, ! is the correct inverse automorphism for 925"

gap> yi1i;
y1

gap> y21i;
y2

gap> y31i;
y3

gap> y41li;
y4
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For their alphabet A they need a Nielsen reduced set U C F with 2| A| elements. They choose

U= {baQ, ed,d?c2,a7tb, a1, 6302, be3, bethab L, ¢?ba, c2dab~ !, dabdta, e td3c L,

a " tcbac™?, a?db*d 1.

They prove in GAP, if this is a Nielsen reduced set. If the set U is used as free generating set
for a subgroup F'U of F, then the operation

> FreeGenerators0fGroup (FU)

gives a Nielsen reduced generating set for FU:

FU:=Group( b*a"2, c*d, d"2*c”-2, a”-1*xb, a"4*b"-1, b~"3*xa"-2, b*xc"3,\
b*c~-1*b*axb~-1, c"2*b*a, c 2*xd*a*b~-1, d*xaxbxd~-1xa,\
a~-1xd"3%c"-1, a~-1xc -1xb*axc™ -2, a”~2xd*xb"2*d"-1);;

gap> FU;

Group([ bxa”"2, cxd, d"2*c”"-2, a”"-1xb, a"4xb"-1, b~3*a"-2, bx*c”3,\
bxc~-1xb*xaxb~-1, c 2%b*a, c 2kxd*a*xb~-1,d*a*bxd”~-1*a,\
a"-1%d"3%c”"-1, a"-1*c " -1xb*xaxc™ -2, a”“2xd*b~2*d"-1 ])

gap> FreeGenerators0fGroup (FU) ;

[ bxa~2, c*d, d"2*xc"-2, a"-1xb, a"4*b"-1, b"3*a"-2, b*c"3,\

b*xc~-1xb*axb~-1, c~2%b*a, c 2*xd*a*b~-1, d*axbxd~-1xa,\
a"-1*%d"3*c”-1, a”-1*xc -1xb*a*c™ -2, a"2xd*b~2xd"-1 ]

For the ephemeral matrices from Alice she uses an abstract group Fy of rank 3 with free gener-
ating set N = {N1, N2, N3} and the Nielsen reduced set is { N1 N2, NoN3, N3N?, Nl_lNgNlNQ}.
If this set is used as free generating set for a subgroup Fj+ =: H of F', then the operation

> FreeGenerators0fGroup (H)

gives a Nielsen reduced generating set for H:

N:=FreeGroup("N1", "N2", "N3");;
AssignGeneratorVariables(N);;
H:=Group(N1*N2*2, N2xN3, N3*N1°2, N1~-1%N2xN1xN2 );;

gap> H;

Group([ N1xN272, N2*N3, N3#N1"2, N1~-1*xN2xN1*N2 ])
gap> FreeGenerators0fGroup (H) ;

[ N1%N2"2, N2*N3, N3*N1~2, N1"-1*N2*N1*N2 ]

We take a closer look at the calculations which were executed with Maple 16.

> restart; with(LinearAlgebra):

For the faithful representation ¢ they need matrices in SL(2, Q) and generate them with
Theorem For this they choose rational numbers r; =: r[i], 1 < i < 4, with the
properties . Hence, these rational numbers were chosen as follows and the
inequalities (4.1) were proved:
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> r[1] := 7/2;
> r[2] := 15/2;
> r[3] := 23/2;
> r[4] := 35/2;
ry = !
=5
7"'—15
2= 5
. 23
3-_?
4= 5
> r[1]-2;
> r[2]-r[1]-3;
> r[3]-r[2]-3;
> r[4]-r[3]1-3;
3
2
1
1
3

All results are greater than 0, hence they can generate with the numbers 71, ro, r3 and 74
matrices which generate a free subgroup of SL(2,Q) of rank 4. The matrices for Alice and Bob
are the following:

> M[1] := Matrix([[-r[1], r[1]1°2-1], [1, -r[1]111);
> M[2] := Matrix([[-r[2], r[2]"2-1], [1, -r[2]]11);
> M[3] := Matrix([[-r[3], r[3]1°2-11, [1, -r[3111);
> M[4] := Matrix([[-r[4], r[4]1-2-1], [1, -r[4111);
-1 4
My = 2 :17
1 L
2
15 221
. 2 4
SR
L 9
F 23 5% -
) 2 4
W
L 9
;?)5 1221
L 2 4
R
2
Because of the faithful representation ¢ they define:
> a:=M[1];
> b:=M[2];
> c:=M[3];
> d:=M[4];

336



C.10. Example[9.0.7 calculated with GAP and Maple 16

Now,

VVVVVVVVVVVYVVYVYV

-7 4
- 2 4
. =7
2
r—15 221 7
2 4
b:=
-1
; B
L 9
— _23 @ —_
- 2 4
T -2
T
L 9
r —35 1221
2 4
d:=
1 -35
L 2

they are able to calculate the elements of the Nielsen reduced set U’:

Vi:=b.a.a;

V2:=c.d;

V3:=d.d.MatrixInverse(c) .MatrixInverse(c);
V4:=MatrixInverse(a).b;
V5:=a.a.a.a.MatrixInverse(b);
V6:=b.b.b.MatrixInverse(a) .MatrixInverse(a);
V7:=b.c.c.c;
V8:=b.MatrixInverse(c).b.a.MatrixInverse(b);
V9:=c.c.b.a;

V10:=c.c.d.a.MatrixInverse(b);
Vil:=d.a.b.MatrixInverse(d).a;
Vi12:=MatrixInverse(a).d.d.d.MatrixInverse(c);
V13:=MatrixInverse(a).MatrixInverse(c).b.a.MatrixInverse(c) .MatrixInve
rse(c);

Vi4:=a.a.d.b.b.MatrixInverse(d);

—-563 1889
V1= [ 76 —255 }
§§§7 —23229
2 4
V2 .=
1013
—99
2
84596 —1938405
Vs = 2
4842 55474
15 —109
Vi = [ 4 =29 }
—4575 —33209
V5'__[ 1364 9901}
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95009 638869
2 4
Vb6 =
—42
—6391 975
2
149079 —3415829
2 4
V7 .=
22
—10009 92335
10733 155745
2 4
V8§ =
—1002
691 0027
2
109363 —745561
2 4
V9 .=
2
—4773 §—§§9
—9392
—647496 4—9§94§QZ
V10 = 2
56518 409922
[ 563077 —2011276 |
VI = | —32264 115245 |
r 729437 17021361 7
2 4
V12 .=
102117 7238;893
—843429 —19325129
2 4
Vi§ =
{ —122869 7_28125245
3682603 128159475
2 4
V14 =
-1 1
|: —548633 %57

Encryption:

To write the message in sequences of matrices Alice uses the assignment

a;=Vj <= j=1

(mod N)

between the alphabet elements a; € A and the matrices V; € U’.

For her first message sequence S} it is:
ILIK = V2 V4 V9 V12

> s11:=V2;
> s812:=V4;
>  s813:=V9;
> s14:=V12;
§§§7 —23229
2 4
sll =
1013
—929 i
2
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15 —109
512 = [ 4 —99 }
109363 745561
2 4
518 =
4773 32539
2
729437 17021361
2 4
§14 =
102117 2382893
2
For the second message sequence S it is:
EB =V3 V1
> §21:=V3;
>  822:=V1;
—19384
—84596 —1938405
521 = 2
4842 55474
—563 1889
508 = [ 76 —255 }
and for the third message sequence S it is:
OB =V13 V1
> 831:=V13;
> 832:=V1;
—843429 —19325129
2 4
531 =
—281
2
—563 1889
592 = { 76 —255 }

To generate ephemeral keys P, P>, P3 and Py, Alice generates first matrices Ny, No, N3 also
with the Theorem [4.2.18| under considerations of the matrices M7, My, M3 and My. She proves

the inequalities (4.1)):
> r[1] :=7/2;
> r[2] := 15/2;
> r[3] := 23/2;
> r[4] := 35/2;
> r[5] := 43/2;
> r[6] := 55/2;
> r[7] := 63/2;

=

To =

ry =

2| 83 | ol
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35
ry = —
1T

43
Ts = ?
6= 5
o= 02
TE

> r[1]-2;

> r[2]-r[1]-3;

> r[3]-r[2]-3;

> r[4]-r[3]-3;

> r[5]-r[4]1-3;

> r[6]-r[5]-3;

> r[7]-r[6]-3;
3
2
1
1
3
1
3
1

All results are greater than 0, hence she can generate with the numbers 71,7, ..., r; matrices

which generate a free subgroup of SL(2, Q) of rank 7. Now, her matrices for the generating set
N are:

> N[1] := Matrix([[-r[5], r[5]~2-1], [1, -r[5]]]1);
> N[2] := Matrix([[-r[6], r[6]~2-1], [1, -r[6]]]);
> N[3] := Matrix([[-r[7], rl7]"2-11, [1, -r[7]111);
r—43 1845 1
2 4
N1 =
1 —43
L 2 .
- =55 3021 1
2 4
NQ =
1 —%
L 2 .
- —63 3965 -
2 4
N3 =
A
L 2 .

With the matrices in the generating set N she chooses the Nielsen reduced set
{P1, P2, P3, P4} as follows:

> P1:=N[1] .N[2].N[2];

> P2:=N[2].N[3];

> P3:=N[3].N[1].N[1];

> P4:=MatrixInverse(N[1]).N[2].N[1].N[2];

3180525

—57866
P1 =

2694 —T74036
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3243  —204199
B 2 4
Pz = - 3715
2
714 3080365
P38 =
2278 —48924
621893 —34178721
2 4
Py =
— 1
14351 77857 )

To encrypt her first message sequence 57 she added the ephemeral matrix P to the sequence:

> yl:=slil;
> y2:=P1;
> y3:=s12;
> y4:=s13;
> yb:=s14;
665  —23229
2 4
yl =
1013
—99 =
2
57866 3180525
Y2 = 2
2694 —74036
15 —109
y3 = [ 4 =29 }
109363 —745561
2 4
Y4 =
4773 32539
2
729437 17021361
2 4
yh =
102117 238§893

The sequence S is encrypted with the automorphism g, as:

> qll:=MatrixInverse(yl).y3.y2.y3;
> ql2:=y2.y3.MatrixInverse(y4).y2.y3;
> q13:=y3.MatrixInverse(yl).y3.y2.y3;
> ql4:=MatrixInverse(y4).y2.y3;
> ql15:=MatrixInverse(y3).MatrixInverse(y5).y3;
453037463005 —6566656978411
2 4
qll :=
12969541169 1879%2033891
—515958453260453803  7478679920196901999
12 = i -—1740880§§591505391
12010438543010031
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3968201970233 —57518027287927
2 4
ql3 =
—7681602973983
529958232109 5
83406030953 —1208948133265
2 4
ql4 =
—177335180327
12234456659 ’ >
—65207575 991192539
2 4
qld =
1
—4494561 §§§7§99§
For her second message sequence S5 she added the ephemeral keys P» and P; to the sequence:
> yl:=s821;
> y2:=822;
> y3:=P2;
>  y4:=P3;
—1938405
—84596 ——
yl =
4842 55474
9. —563 1889
YT 76 —255
3243 —204199
2 4
Y3 =
3715
—59
2
71714 3080365
Y4 =
2278 —48924

Thus, the sequence S} is encrypted with the automorphism go, as:

> qg21:=y1.y3.yl.yl;

> g22:=MatrixInverse(y2).yl.yl.yl.y4;
> g23:=y3.yl.y1;
>

q24:=y4.MatrixInverse(y2).yl.yl.yl.y4;

—1104332496534507861 —25304312660337129571
42l = i 724168295236436571
31604200843034185 5
29— —480689945680474129277 10323650084255317045974
9o "= | _143263719821090419728  3076836797799093562123
22386390293811  512954405587601
2 4
q23 =
— 1974
—407276382779 9332 27 08925
67833227219056023
2 —186180075388817073675749582 79970798983 5
924 =

9914022532266907628279666
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The ephemeral keys Py, P, and P3 are added to the sequence S%:
y1l:=831;

y2:=P4;

y3:=832;

y4:=P2;

y5:=P3;

V V.V VYV

—843429 —19325129

yl = 2 4
T —281524
iy 225
621893 —34178721
2 4
Y2 1=
- 1
14351 o019
2
5. —563 1889
Yo o= 76 —255
3243  —204199
2 4
Y4 =
3715
_59 -
2
- 3080365
yh = 2
2278 —48924

Hence, the sequence Sj is encrypted with the automorphism g3, as:
> g31:=MatrixInverse(yl).y3.y2.y3;
g32:=y2.y3.MatrixInverse(y4) .y2.y3;
g33:=y3.MatrixInverse(yl) .y3.y2.y3;
g34:=MatrixInverse(y4) .y2.y3;
g35:=MatrixInverse(y3) .MatrixInverse(y5) .y3;

VvV V V V

—1616087435846771117  10844781227098250059

g31 = i -—473311351639843285
70532776776146599 .
5117735040480436319307 —34342644872543531950151
932 = i -—792501759345893528165
118098476048874935309 .
1176330057042013989893  —7893782128685642713947
933 = i 532796082032893539917
—79397180640094685191 5
233118140681
3473020598580 0011814068153
q34 = 2
—110342647234 370228071430
—9 12174
30607842540 200999121749
q35 = 2

9149177258 —30697963178
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Decryption:

For the decryption Bob applies the inverse automorphism gi; 1 on the ciphertext sequences Cl.

He starts with g;, 1 and the ciphertext sequence C1:

> all:=qll.ql4.MatrixInverse(ql2).qll.MatrixInverse(ql3):

> alll:=MatrixInverse(all);
> bll:=ql2.MatrixInverse(ql4).qll.MatrixInverse(ql3);
> cl11:=q13.MatrixInverse(qll);
> d11:=ql2.MatrixInverse(ql4) .MatrixInverse(ql4);
> ell:=ql3.MatrixInverse(qll).q15.ql1.MatrixInverse(ql3):
> elll:=MatrixInverse(ell);
665  —23229
__ 2 4
alll := ” 1013
2
3180525
—57866 ——
b11 :=
2694 —74036
15 —109
cll = [ 4 —99 }
109363 —745561
2 4
d11 :=
32539
—4773 —_—
2
729437 17021361
2 4
elll =
2382
102117 2382893

Next, he applies g5, ! on the ciphertext sequence Ch:

> a22:=q21.MatrixInverse(q23);

se(q21) .q23.MatrixInverse(q21):
b222:=MatrixInverse(b22);

vV V.V VYV

d22:=q24.MatrixInverse(q22);

—84596
a22 =

4842

6222:—-{

3243

—563
76

—204199

b22:=q22.922.MatrixInverse(q24) .923.MatrixInverse(q21) .q23.MatrixInver

€22:=923.923.MatrixInverse(q21) .q23.MatrixInverse(q21);

—1938405

55474

1889
—255

N

—59

—71714

d22 =

2278
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Finally, he applies g5 1 - 91, L on the ciphertext sequence C4 and gets the following:

a33:=q31.934.MatrixInverse(q32) .q31.MatrixInverse(q33):
a333:=MatrixInverse(a33);

b33:=932.MatrixInverse(q34) .q31.MatrixInverse(q33);
c33:=q33.MatrixInverse(q31);
d33:=932.MatrixInverse(q34) .MatrixInverse(q34);
e33:=g33.MatrixInverse(q31).935.q931.MatrixInverse(q33):
e333:=MatrixInverse(e33);

vV VVVVVYV

—843429 —19325129

2 1
0383 =
—281524
iy Z2EIS28
621893 —34178721
2 1
b33 =
luzs, 788719
2
—563 1889
¢33 ‘_[ 76 —255}
3243 —204199
_ | 2 1
d38 := s
2
7y 3080365
€333 :=
2278 —48924

With the plaintext alphabet A and the assignment
a;=Vj <= j=i (mod N),

for a; € A and V; € U’, he is able to reconstruct the message ILIKEBOB from Alice.
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C.11. Example [10.1.4] executed with GAP

For Example [10.1.4] we used the program GAP.
Alice defines the public parameters.

Let X = {z,y, z} be the free generating set for a free subgroup of rank 3:

LoadPackage ("FGA") ; ;
F:=FreeGroup("X" , ||yu s nzu) 3
AssignGeneratorVariables(F);;

Additionally she defines the freely reduced word a := z?yz~'y and describes the automorphism
f with the following regular Nielsen transformation

(2.9,2) 25 @y g, 2)
252 (a2, y, 2y)
W (@ gy Y
W2 (g 271yl Y,

hence the automorphism is

and she defines in GAP:

xl:=x*xy~2;;
yl:=z"(-1);;
zl:=y~(-1)*z"(-1) ;;

Alice chooses as private key n = 7, hence she must calculate the automorphism f”. For this she
calculates in GAP:

#Calculate automorphism £7"2=f"1(f"1)
x2:=x1%y172;;

y2:=z1"(-1);;

z2:=y1~(-1)*z1"(-1) ;;

gap> x2; y2; z2;
X*y 2%z"-2
zZ*y
zZ7 2%y

#Calculate automorphism £~3=f"1(f"2)
x3:=x2%y272; ;
y3:=22"(-1);;
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z3:=y2" (-1)*z27 (-1) ;;

gap> x3; y3; z3;
X*y T 2%z7 - 1ky*xz*y
yT-1xz"-2
(y~-1%z"-1)"2xz"-1

#Calculate automorphism f~5=f~2(£"3)
x5:=x3*y372%2z37 (-2) ; ;

y5:=23%y3;;

z5:=23"2%y3; ;

gap> x5; yb; zb;

XKy T 2%z —1xy " 2%z (zxy) "2

y 1% (z7 1%y~ -1xz"-1) "2%z"-1
((y7-1%z"-1) "2%z"-1) "2%y " -1*z"-2

#Calculate automorphism f~7=f"2(£"5)
X7 :=xbxy5~ (2)*z5~ (-2) ;;

y7:=2z5%y5;;

z7:=2572%y5; ;

gap> x7; y7; z7;
X*y 2%z - Lky* (y*2) "2x (Z*y*z " 2%y) " 2%z*y
y 1% ((27-1xy =1%2"-1) "2%y~-1%z"-1) "2xz - 1*y " -1xz"-2
(((y7=1%z"-1) "2%z"=1) "2%y " —1%z"=2) "2%y " —1* (z -1y~ -1*%z"-1) "2*z" -1

Thus, the automorphism f7 is

T F—>F

xr—>xy2z_1

y(yz)* (zy2%y)* 2,
y+—>y‘l((z_ly_lz_l)Qy_lz_l)Qz_ly_lz_Q,
Py h%(((y_lz_l)zz_l)Qy_lz_2)2y_1(z_ly_lz_l)Qz_l.
Her public key is ¢ := f7(a):
C:=xT " 2%yT*z7" (-2) *y7;;

gap> c;
(x*xy~2%z7 —1xy* (y*z) " 2% (z2ky*z~2%y) “2*z*xy) “2% (27 2%y) ~2%\
((z*y*z) "2xy*z) ~2%z*y*z  2%y*z" -1

Bob is now able to send a message to Alice. Let m = 2z 2y?zz?y~'z~! be the message for
Alice. He chooses the ephemeral key ¢t = 5 and hence calculates the automorphism f° in GAP

as follows:

m:=z"-2%y 2%xz*xx 2%y -1xx"-1;;
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#Calculate automorphism £°2=f"1(f"1)
x2:=x1%y172;;

y2:=z1"(-1);;

z2:=y1"(-1)*z1"(-1);;

gap> x2; y2; z2;
xX*y " 2%z"-2
zXy
Z" 2%y

#Calculate automorphism f"3=f~1(£72)
x3:=x2%y272;;

y3:=22"(-1);;

z3:=y2" (-1)*z2"(-1) ;;

gap> x3; y3; z3;
X*y " 2%z7 - 1xy*kz*xy
y T -1xz"-2
(y"-1%z"-1)"2%z"-1

#Calculate automorphism f"5=f~2(£"3)
x5:=x3*%y3"2*z3"~ (-2) ; ;

y5:=23%y3;;

z5:=23"2%y3; ;

gap> x5; yb5; zb;

X*y 2%z —1ky " 2kzx (z*y) "2

y 1% (z7-1*xy " -1xz"-1) "2xz"-1
((y~=1%z"-1) "2xz"-1) "2%y -1%z"-2

Hence, the automorphism f° is

S F—>F
z = aytz Ytz (2y)?
y s y_l(z_ly_lz_l)zz_l,

PATE ((y_12_1)22_1)2y_12_2.
He now calculates his ciphertext (c1,cg) for Alice with ¢; = m - f3(c) and c2 = f?(a) in GAP:

#c22:=f"5(c)
€22:=(x5*y572xz5" (=1) xy5* (y5*z5) “2% (z5*xy5*z5~2%y5) “2xz5%y5) 2%\

(z572xy5) " 2% ((z5*y5%z5) “2xy5*z5) ~2%z5*y5*z5~2xy5%z5~ (-1) ; ;
cl:=m*c22;;

gap> ci;

Z7=2%y " 2%zkx " 2% (yxz"-1) "2 ((27-1*xy " -1%z"-2xy~-1) "2\
*xz"=2xy"=1) "2% (z2"-1*xy " -1*z"-1) "2xz"=1xy " -1x ((((z"-\
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1y~ =1%z"=1) "2%y " =1%z"=1) "2%z " -1xy —1*z " -1*y~-1*xz"\
—1) 2% (z7-1xy -1*xz"-2%y~-1) "2%z - 1xy~-1*z"-1) "2* ((\
ZT-1ky T =1%z"=2%y " =1) "2xz"=2xy"-1) "2% (z -1y -1*z"-\
1) "2%z 7= 1*xky 2%z - 1*y* (27 -1x (((27-1xy -1*z"-2xy~ -\
1) "2%z7=2xy"=1) "2% (2" -1y -1%z"-1) "2*z " -1xy~-1) "3%\
(z7-1%y~=1%z"-1) 2%y~ =1*z - 1* ((2"-1*ky 1%z~ -2xy~ -1\
) 2%z =2xy"=1) "2% (z"-1*y " -1*z"-1) "2%y~-1) "3xz"-1x (\
(Z7 =1y =1%z"=2%y"=1) "2z~ =2%y~-1) "2% (2" -1*y " —1%z"\
1) "2xy"-1%z"-1xy

#c2:=f"5(a)
c2:=x5"2xyb*z5" (-2) *y5; ;

gap> c2;
(xky 2%z =1%y~2%z* (z2xy) "2) "2%z" 2k y* (zxy*z) " 2xz*ky*z -1

Bob sends (c1, ¢2) to Alice. Alice gets the message m by calculating

m=cy-(f(c2))™".

In GAP she computes:

#dc:=£"7(c2)
de:=(XT*y772%277 (=1) ¥y7 2427 (ZT*yT) "2) “2%z7 " 2%y T*\
(ZT*yT*z7) ~2%zTxyTxz7" (-1) ;;

gap> dc;

(x*xy* (y*xz7-1) "2x ((27-1xy " —1%z"-2%y~-1) "2xz" -2y~ -1\
)T 2x (z7-1xy =1%z"-1) "2*z - 1*xy " -1*x ((((z"-1%y~-1%z"-\
1) "2%y~-1%z7-1) 2%z - 1*ky " -1%z"-1xy ~-1*%z"-1) "2* (z"-\
1xy 1%z~ =2xy~—1) "2%z -1y -1%z"-1) "2% ((2"-1*xy -1\
Z7=2%y " =1)"2%z " =2%y " -1) "2% (27 -1*ky " -1xz"-1) "2*z"-1)\
"2xy -1k (((27 1%y —1%z"-1) "2y~ -1%z"-1) "2xz"-1xy -\
1%z7=1xy ~=1%z"=1) "2% (27— 1*y " —1%z"-2%y~-1) "2xz" - 1*y\
T=1xz7 -1k ((((z7-1xy " —1%z" =24y~ —1) "2xz"-2%y~-1) "2* (\
Z7=1%y " =1%z"=1) "2*%z"-1%y~-1) "2% ((z"-1*y " -1*z"-1) "2\
*yT—1%z"=1) "2%z - 1xy " -1xz"-2%y"-1) "2x (((z"-1xy~-1%\
z7-1) " 2%y T -1kz"-1) "2%z - 1ky T —1kz -1ky -1xz"-1) "2x (\
Z7-1%y T -1%z2"-2%y"-1) "2%z" -1xy " -1*z -1y

gap> dc”-1;
v =1x (((((z*xy) "2%z) "2%zxy*z) “2xz*y* (zky*z) "2) ~2xz*\
y*((z*y*z)A2*y*z)A2*z*y*z)”2*(z*y*(((z*y*z)“Q*y*z)\
T2xzkyxzkykz) T2k (Zhy*z " 2%y) "2%xz) " 2%y* (((((z72%y) "2\
*z*y)”Q*zAQ*y*z*y)”2*2*(z*y*z“2*y)”2*z*y)”2*z*(z*y\
*z*Q*y)AQ*z‘Q*y*(((z*y*z)‘2*y*z)‘2*z*y*z*y*z)‘2*(z\
*y*kz T 2%y) 2%z (zxy T -1) "2ky T -1%x"-1) "2
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gap> cl*dc™-1;
Z7-2%y T 2%zkx T 2%y T-1%x"-1

Finally, she reconstructs the correct message

222y e
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C.12. Example [10.2.2] executed with GAP and Maple 16

In a challenge and response system, the prover and the verifier agree privately on a password
and a challenge automorphisms f. In this example they agree on the password P = Bob and
the challenge automorphism f is described with the regular Nielsen transformation

(z,y,2)  —" (2y°,y,2)
W22 (2, y, 29)
M g2 g,y
W2 (g2 2=ty 1Y),

hence the automorphism is

With the agreement on the automorphism f, it is known, that X = {z,y, z}. The prover should
verify himself to the verifier. For this, he sends the password P = Bob to the verifier. Now, the
verifier knows the corresponding challenge automorphism f to the password P and generates a
challenge for the prover. In this example, he chooses the natural number n = 7, the reduced
word w = 22y?2~! and the following faithful representation

¢: F— SL(2,Q)
. —409 1394
120 —409/°
435  —6479
o (G b ).

16843 —113025
2
o (il o)

The matrices ¢(x), ¢(y) and ¢(z) generate a free group, because they were generated with
Theorem [4.2.18/ and a Nielsen reduced set in G = (a,b,c| ) as follows:

The verifier uses Maple 16 and chooses the following rational elements r[1], r[2] and 7[3] and

proves the inequalities (4.1)) from Theorem |4.2.18

> restart; with(LinearAlgebra):

> r[1] :=7/2;
> r[2] := 15/2;
> r[3] := 23/2;

T

T —5

15

7’2.:?

23

7’3—5
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> r[1]-2;
> r[2]-r[1]-3;
> r[3]-r[2]-3;

— = N W

All results are greater than 0, hence he can generate with the numbers r[1], r[2] and r[3]
matrices which generate a free subgroup of SL(2,Q) of rank 3. The verifier then gets with
Theorem [4.2.18| the following matrices M[1]|, M[2] and M [3], which generate a free group:

> M[1] := Matrix([[-r[1], rl[11-2-1]1, [1, -r[1111);
> M[2] := Matrix([[-r[2], r[2]1-2-1], [1, -r[2]111);
> M[3] := Matrix([[-r[3], r[3]1°2-1], [1, -r[3]111);
1%
M] = 2 _47
1 -
2
r ;15 221 7
2
My =
. B
L 9
o -
2 4
Ms =
.
L 2

Due to the fact, that these matrices have a special look, the verifier uses a Nielsen reduced set
U with 3 elements in a free group G = (a,b,c| ) to generate a free subgroup of G. In GAP it
is:

LoadPackage ("FGA") ; ;
G:=FreeGroup("a", "b", "c");;
AssignGeneratorVariables(G);;

GG:=Group(a*b*a, c*b, b"2*a"2);;

gap> FreeGenerators0fGroup (GG) ;
[ axb*a, c*b, b™2*xa"2 ]

With the operation
> FreeGenerators0fGroup (GG)

which returns a list of free Nielsen reduced generators, which defines a Nielsen reduced set of
the finitely generated subgroup GG of a free group. Thus, the verifier proved that

U = {aba, cb,b*a*}
is Nielsen reduced.

Therefore, with a := M[1], b := M|[2] and ¢ := M3] he generates the elements
o(z) = plaba) =: x1, p(y) = ¢(cb) =: y1 and p(z) = p(b*a®) =: 21, thus it is:
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C.12. Example 10.2.5] executed with GAP and Maple 16

> x1:=M[1] .M[2].M[1];
> y1:=M[3].M[2];
> z1:=M[2].M[2].M[1].M[1];

1. | 409 1304
T 120 —409
435 6479
2 4
yl =
283
—-19 ==
2
16843 —113025
2 4
z1 :=
T

Hence, the above faithful representation ¢ is generated.

The verifier sends (p,w,n) to the prover, with n = 7 and w = x?y?z~ 1.

The prover and the verifier perform now the same steps. They calculate p(f™(w)).
First, they calculate the automorphism f7; for this they use GAP as follows:

#Calculate automorphism £f°2=f1(f"1)
x2:=x1%y172;;

y2:=z1"(-1);;

z2:=y1" (1) *z1" (1) ;;

gap> x2; y2; z2;
X*y " 2%z" -2
z*y
z"2xy

#Calculate automorphism f£7°3=f"1(£72)
x3:=x2%y272;;

y3:=2z2"(-1);;

z3:=y27 (-1)*z2"(-1) ;;

gap> x3; y3; z3;
XXy~ 2%z7 - 1xy*kz*xy
yT-1xz"-2
(y"-1*z"-1)"2*z"-1

#Calculate automorphism f~5=f"2(£"3)
x5:=x3*y3"2*z3"~ (-2) ; ;

y5:=23%y3; ;

z5:=23"2%y3; ;

gap> x5; yb5; zb;

X*y 2%z = 1ky " 2kzx (z*y) "2

v -1k (27 -1xy -1%z"-1) "2%z"-1
((y™-1%z"=1) 2%z~ -1) "2xy " -1%z"-2
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Appendix C. Calculations with Maple 16 or GAP for examples

#Calculate automorphism £ 7=f"2(£"5)
X7 :=x5xy5~(2) %25~ (-2) ;;

y7:=2z5%y5;;

z7:=z572%yb; ;

gap> x7; y7; zT;
X*y 2%z = Lky* (y*2) "2 (Z*y*z " 2%y) " 2%z*y
y -1 ((z7-1%y~=1xz"=1) "2%y " =1%z"-1) "2%z " - 1*xy -1%z"-2
(((y~=1%27-1) "2%z"-1) "2%y " -1%z"-2) "2%y " —-1*x (2" -1*y " -1%z"-1) "2*xz"-1

Therefore, the automorphism f7 is

ffF>F

xr—>my2z_1

y(y2)*(2yz?y)*2y,
y — y_l((Z_ly_lz_l)Qy_12_1)22_1y_12_2,

P (((yflzfl)%zfl)2y71272)2y71(Zflyflzfl)szl.

They need the element r := f7(22y?271):

r:=x7"2%y7"2%z7"-1;;

gap> r,;

X*yT2xZ2 = Lkyx (y*2) "2 (Zxy*2 " 2%y ) T2xzkyrx*ky 2427 - 1ky " 2% (zxy*z) "2xy

With the element r they can now calculate the matrix M = o(f7(2%y%271)) = (r). Thus, they
use Maple 16 with the matrices x1, 2 and x3:

> x1:=M[1].M[2].M[1];
> yi1l:=M[3].M[2];
> z1:=M[2].M[2].M[1].M[1];

1. [ 409 1304
T 120 —409
435 —6479
2 4
yl =
283
—-19 ==
2
16843 —113025
2 4
z1 =
T

Now, M can be calculated as follows:

> M:=x1.yl.yl.MatrixInverse(zl).yl.yl.zl.yl.zl.z1l.yl.z1.z1l.yl.z1.yl.z1.z1.
> yl.zl.yl.xl.yl.yl.MatrixInverse(zl).yl.yl.zl.yl.z1.z1.y1.z1.y1;
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C.12. Example 10.2.5] executed with GAP and Maple 16

M :=[23841548704365461063218823154411079276122356828819682877543\
05517896347784578880505953540504181284250715226083, —17755233\
53499978017039773651578189514853519664889709072698793500963\
8424849031800573503371171870460697578430073]
[—6995085008480279366250726044105857770410774036773809665079\
93357004520123633034515140714187153570659417305932, 52093666\
17194712302044067796474373049405262712671263897905945954612\
344636304031828987283471508883904579622639]

Thus, the response is the matrix M = L Ph2 ) with
Ms 1, M3 o

My,1 = 2384154870436546106321882315441107927612235682881968287754305517896347784578880505953540504181284250715226083
My 2 = —17755233534999780170397736515781895148535196648897090726987935009638424849031800573503371171870460697578430073
Mz 1 = —699508500848027936625072604410585777041077403677380966507993357004520123633034515140714187153570659417305932
Ma 2 = 5209366617194712302044067796474373049405262712671263897905945954612344636304031828987283471508883904579622639.

If the challenge is to give the last 10 digits of M5 2, then the response is only 4579622639.
The verifier compares the response with his result. If the response is correct, the prover is
verified by the verifier.
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Zusammenfassung

Das Thema dieser Arbeit ist angesiedelt in dem Gebiet der mathematischen Kryptologie, ins-
besondere in der gruppenbasierenden Kryptologie. Wir erweitern bestehende kryptographische
Protokolle, entwickeln neue kryptographische Protokolle beziiglich des mathematischen Hinter-
grundes und geben Modifikationen fiir diese an. Erweitert wird die Arbeit durch Kryptoana-
lysen und Beispiele. Der Schwerpunkt dieser Arbeit liegt auf der Entwicklung von neuen kryp-
tographischen Protokollen basierend auf nichtkommutativen Gruppen und Techniken, die typis-
cherweise in der kombinatorischen Gruppentheorie Anwendung finden. Es werden Automorphis-
men von endlich erzeugten freien Gruppen genutzt, die mit Hilfe von Nielsen-Transformationen
oder Whitehead-Automorphismen erzeugt werden kénnen. Mit der Hilfe von Whitehead-Auto-
morphismen entwickeln wir einen Vorschlag, um zufillig Automorphismen der Automorphis-
mengruppe Aut(F) zu erzeugen, hierbei ist F' eine endlich erzeugte freie Gruppe.

Es werden insgesamt zwolf kryptographische Protokolle vorgestellt, die fiir diese Arbeit en-
twickelt wurden. Darunter sind zwei Erweiterungen eines (n, t)-Secret-Sharing-Verfahrens, das
auf einer Idee von C. S. Chum, B. Fine, G. Rosenberger und X. Zhang basiert. Sie beruhen
auf dem Dichtesten-Vektor-Theorem in einem euklidischen Vektorraum. Die erste Erweiterung
(Protokoll 1) ist ein symmetrisches Kryptosystem. Die zweite ist ein Challenge-and-Response-
Verfahren (Protokoll 2), das durch eine Variation auch als Zwei-Wege- Authentifizierung genutzt
werden kann. Weiterhin werden zwei Erweiterungen des HKKS-Schliisselaustausch-Protokolls
von M. Habbeb, D. Kahrobaei, C. Koupparis und V. Shpilrain gegeben. Das HKKS-Schliissel-
austausch-Protokoll nutzt semidirekte Produkte von (Halb-)Gruppen und wird zu einem ElGa-
mal &hnlichen asymmetrischen Kryptosystem (Protokoll 3) sowie zu einem Signatur-Protokoll
(Protokoll 4) erweitert. Aktuell wird an dem HKKS-Schliisselaustausch-Protokoll geforscht, so
gibt es Angriffe basierend auf der linearen Algebra und es wird nach passenden Plattformen fiir
dieses Verfahren gesucht. Diese Forschung betrifft auch das ElGamal dhnliche asymmetrische
Kryptosystem und das Signatur-Protokoll. Ein kurzer Uberblick iiber die Forschung zum HKKS-
Schliisselaustausch-Protokoll wird gegeben.

Dariiber hinaus wird ein rein kombinatorisches Secret-Sharing-Verfahren (Protokoll 5) vorge-
stellt. Dieses nutzt die Verteilung der Geheimnisse, wie sie D. Panagopoulos fiir ein (n,t)-
Secret-Sharing-Verfahren erklart. Wir zeigen, dass diese Verteilung der Geheimnisse, nach
D. Panagopoulos, ein Spezialfall eines Multiple-Assignment-Verfahrens ist, das von M. Ito,
A. Saito und T. Nishizeki eingefithrt wird. Des Weiteren wird gezeigt, dass das vorgestellte kom-
binatorische Secret-Sharing-Protokoll dhnlich zu einer Variation eines Secret-Sharing-Protokolls
von J. Benaloh und J. Leichter ist. Die Idee der Erweiterung des kombinatorischen Verfahrens
durch die Benutzung von Automorphismen von endlich erzeugten freien Gruppen fiithrt zu
zwel neuen Secret-Sharing-Verfahren. Ein Vergleich zu Shamirs Secret-Sharing-Verfahren wird
gegeben. Das erste der beiden neuen Secret-Sharing-Verfahren, nutzt eine endlich erzeugte freie
Gruppe F', eine endlich erzeugte freie Untergruppe in der SL(2, Q) und Nielsen-Transformationen
(Protokoll 6). Es bildet die Basis fiir die Protokolle 7-12, die auch auf der kombina-
torischen Gruppentheorie basieren. Das andere Secret-Sharing-Verfahren (Protokoll 7) be-
nutzt eine endlich erzeugte freie Gruppe F' = (X | ), eine Nielsen reduzierte Menge U # X
und eine Nielsen dquivalente Menge V' zu U und gibt somit den abschlieBenden Input fiir die
neu entwickelten kryptographischen Protokolle 8-12, die das Hauptergebnis dieser Arbeit
darstellen. Es war moglich zwei symmetrische Kryptosysteme mit dhnlichen Modifikationen
(Protokoll 8 und Protokoll 9), ein weiteres symmetrische Kryptosysteme (Protokoll 10),
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ein ElGamal dhnliches asymmetrisches Kryptosystem (Protokoll 11) und ein Challenge-and-
Response-Protokoll (Protokoll 12) neu zu entwickeln, die alle die kombinatorische Grup-
pentheorie und Automorphismen auf endlich erzeugten freien Gruppen nutzen. Je nach Pro-
tokoll beruht die Sicherheit auf einem linearen Kongruenzgenerator, dem diskreten Logarithmus-
Problem fiir zyklische Untergruppen der Automorphismengruppe einer endlich erzeugten freien
Gruppe, der unbekannten algorithmischen Losung des (konstruktiven) Untergruppenzugehorigkeit-
problems in Matrixgruppen iiber rationalen Zahlen oder dem zehnten Problem von Hilbert.
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Abstract

The topic of this thesis is established in the area of mathematical cryptology, more precisely
in group based cryptology. We give extensions of cryptographic protocols, develop new crypto-
graphic protocols concerning the mathematical background and give modifications of them. In
addition cryptographic analysis as well as examples are given. The focus lays on the development
of new cryptographic protocols using non-commutative groups and of techniques, which are typ-
ically studied in combinatorial group theory. Automorphisms on finitely generated free groups
are used, which can be generated by Nielsen transformations or Whitehead- Automorphisms.
With the help of the Whitehead-Automorphisms we develop an approach for choosing automor-
phisms randomly of the automorphism group Aut(F'), with F' a finitely generated free group.
Altogether twelve cryptographic protocols are explained. Among these are two extensions of
a (n,t)-secret sharing protocol, which is introduced by C. S. Chum, B. Fine, G. Rosenberger
and X. Zhang. Both extensions depend on the Closest Vector Theorem in a real inner product
space. The first one (Protocol 1) is a symmetric key cryptosystem and the second one is a
challenge and response system (Protocol 2), which can be used by a variation as a two-way
authentication. Furthermore, the HKKS-key exchange protocol by M. Habbeb, D. Kahrobaei,
C. Koupparis and V. Shpilrain, which uses semidirect products of (semi)groups, is extended to an
ElGamal like public key cryptosystem (Protocol 3) and to a signature protocol (Protocol 4).
There is an ongoing research about the HKKS-key exchange protocol with linear algebra at-
tacks as well as research about suitable platforms, which also affects the ElGamal like public
key cryptosystem and the signature protocol. A short overview of the research is given in this
thesis.

Furthermore, a purely combinatorial secret sharing scheme (Protocol 5) is introduced, which
uses a share distribution method explained by D. Panagopoulos for a (n, t)-secret sharing scheme.
We show that this share distribution method is a special case of a multiple assignment scheme
introduced by M. Ito, A. Saito and T. Nishizeki. Furthermore, the introduced combinatorial
secret sharing protocol is shown to be similar to a variation of a secret sharing protocol ex-
plained by J. Benaloh and J. Leichter. The idea of enhancing the combinatorial secret sharing
scheme by using automorphisms on finitely generated free groups leads to two new secret sharing
schemes. In addition a comparison to Shamir’s secret sharing scheme is given. The first one is a
secret sharing scheme using a finitely generated abstract free group F', a finitely generated free
subgroup in SL(2,Q) and Nielsen transformations (Protocol 6). Protocol 6 is the basis for
Protocol 7-12, which are also based on combinatorial group theory. The other secret sharing
scheme (Protocol 7) uses a finitely generated free group F' = (X | ), a Nielsen reduced set
U # X and a Nielsen equivalent set V' to U and gives therefore the final input for the newly
developed cryptographic Protocols 8-12, which are the main result in this thesis. Two new
private key cryptosystems with similar modifications (Protocol 8 and Protocol 9) were de-
veloped, another new private key cryptosystem (Protocol 10), a new ElGamal like public key
cryptosystem (Protocol 11) and a new challenge and response system (Protocol 12), which
all use the combinatorial group theory and automorphisms on finitely generated free groups.
Depending on the protocols the security is based on a linear congruence generator, the discrete
logarithm problem in cyclic subgroups of the automorphism group of a finitely generated free
group, the unknown algorithmic solution of the (constructive) membership problem in matrix
groups over the rational numbers or Hilbert’s Tenth Problem.
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