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Abstract

In this thesis, we investigate the potential relationship between national cultural, polit-
ical and economic characteristics regarding the adoption of ISO 27001, in terms of the
average number of certificates issued (2006-2014). ISO 27001 is the most adopted in-
ternational ISMS (Information Security Management System) standard, which provides
IT governance by protecting sensitive data in a structured way. Although ISO 27001 is
a generic standard for all organisations and countries, some countries have yet to adopt
ISO 27001 extensively. The relationship between culture (mind-set and behaviour) and
the adoption of an ISMS standard such as ISO 27001 has not been investigated yet.
Based on our qualitative analysis, we observe a relationship between national cultural
characteristics of a country and the number of issued ISO 27001 certificates. In our quan-
titative analysis, we separate countries into two groups based on the average number
of the total ISO 27001 certificates that were issued worldwide (2006-2014). A common
comparison approach may not be helpful for investigating the relationship between the
adoption of ISO 27001 and the national cultural, political and economic characteristics
of several countries from different continents. For countries with more than the aver-
age number of the ISO 27001 certificates issued worldwide (2006-2014), we observe a
relationship between the regulation density (regulation of credit, labour, and business),
GDP (Gross Domestic Product; a monetary measure of a country’s economy and eco-
nomic performance that equalises the purchasing power of different currencies divided
by population), and the average degree of comfortableness with uncertainty of people
in a country on one side, and the adoption of ISO 27001 on the other side. For coun-
tries with less than the average number of the ISO 27001 certificates issued worldwide
(2006—2014), we observe a relationship between the average degree of individualism of
people in a country, the GDP, and the relation to authority and the expected level of
hierarchical order of people in a country on one side, and the adoption of ISO 27001 on

the other side. The correlation does not imply causality in this thesis.






Kurzfassung

Diese Arbeit untersucht die potenzielle Wechselwirkung zwischen nationalen kulturellen,
politischen und wirtschaftlichen Charakteristiken, die als Gegenstand dieser Arbeit aus-
gewahlt wurden, und der Umsetzung von ISO 27001, die wiederum anhand der durch-
schnittlichen Anzahl von herausgegebenen Zertifikaten (2006-2014) gemessen werden
kann. ISO 27001 ist der am meisten umgesetzte internationale Standard fiir Manage-
mentsysteme der Informationssicherheit (ISMS, engl. Information Security Management
System), der den Schutz von sensiblen Daten in einer strukturierten Art und Weise
und damit IT-Governance bietet. Obwohl ISO 27001 einen fiir alle Organisationen
und Léander allgemeingiiltigen und generischen Standard darstellt, miissen viele Lander
ISO 27001 noch umfangreich umsetzten. Die Beziehung zwischen Kultur (Denkweise
und Verhalten) und der Umsetzung eines ISMS-Standards wurde bisher noch nicht un-
tersucht und ist Gegenstand dieser Arbeit. Basierend auf einer qualitativen Analyse
konnen wir eine Beziehung zwischen nationalen kulturellen Charakteristiken und der
Anzahl der herausgegebenen ISO 27001 Zertifikate beobachten. Dariiber hinaus haben
wir im Zuge unserer quantitativen Analyse basierend auf der durchschnittlichen An-
zahl aller herausgegebenen ISO 27001 Zertifikate weltweit (2006-2014) Lander in zwei
Gruppen eingeteilt, um die Wechselwirkung zwischen der Umsetzung von ISO 27001
und nationalen kulturellen, politischen und wirtschaftlichen Charakteristiken zu unter-
suchen. Ein gemeinsamer Ansatz zum Vergleich erscheint bei dieser Untersuchung ver-
schiedener Lénder auf unterschiedlichen Kontinenten nicht hilfreich. Bei Landern mit
einer iiberdurchschnittlichen Anzahl an herausgegebenen ISO 27001 Zertifikaten (2006—
2014) beobachten wir eine Beziehung zwischen der Regulierungsdichte (Regulierung von
Banken, Arbeitswelt und Gewerbe), dem Bruttoinlandsprodukt (BIP, eine monetére
MafBeinheit der Wirtschaftskraft eines Landes, die gleichzusetzen ist mit der Kaufkraft
verschiedener Wahrungen geteilt durch die zugehérige Population) sowie dem durch-
schnittlichen Grad an Risikobereitschaft von Bewohnern eines Landes auf der einen
Seite und der Umsetzung von ISO 27001 auf der anderen Seite. Bei Landern mit einer
unterdurchschnittlichen Anzahl an herausgegebenen ISO 27001 Zertifikaten (2006-2014)
beobachten wir eine Beziehung zwischen dem durchschnittlichen Grad an Individualis-
mus von Bewohnern eines Landes, dem BIP sowie der Beziehung zu Autoritdt und dem
erwartetem Grad an hierarchischer Ordnung von Bewohnern eines Landes auf der einen
Seite und der Umsetzung von ISO 27001 auf der anderen Seite. Die Wechselwirkungen

implizieren keine Kausalitat in dieser Arbeit.
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Chapter 1

Introduction

1.1 Introduction

An ISMS (Information Security Management System) consists of instruments and meth-
ods that management of an organisation should use in order to satisfy information secu-
rity for all tasks and activities. To maintain an appropriate level of information security,
a strong interaction is required between technology, organisation, and humans [HP06] to
ensure protection against potential risks. A set of policies and procedures are required
for managing an organisation’s sensitive data. Therefore, an ISMS should include or-
ganisational structure, procedures, and resources [Boe09]. ISMS international standards
are developed to provide a common approach to implement and operate an ISMS at a
high-level structure with common terms and core definitions, which are coherent within
a global system [BHSS14]. Besides that, international standards are strategic tools to
help organisations save costs and enhance customer satisfaction [Boe08]. Therefore, the
ISO (International Organisation for Standardisation)/IEC (International Electrotechni-
cal Commission) 27001 provides a best practice approach for establishing, implementing,
maintaining and continually improving an ISMS. This process is necessary for the IT
security management of an organisation, which determines desired security goals for
business processes. ISO 27001 is a systematic IT governance approach to meet an
organisation’s own information security requirements whose purpose is to keep the busi-

ness afloat [FSHO3] based on customer demands and legal system requirements [Canl4].
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TABLE 1.1: Regional share of ISO 27001 certificates (2006-2014) in percentage [Int14]

Region 06 07 °08 09 10 11 ’12 ’13 ’14
East Asia and Pacific 72 71 62 57 56 55 53 48 47
Europe 18 18 23 27 30 31 32 35 36
South and Central Asia 6 6 9 10 8 8 8 9 9
North America 1 1 2 2 2 2 2 3 3
Middle East 0.6 0.9 1 1 1 1 1 2 2
Central and South America 0.3 05 08 0.8 0.7 0.9 1 1 1
Africa 0.1 0.1 02 04 03 02 03 04 0.3

Protecting company data, sensitive information, and internal network security are pos-
sible motivations for implementing ISO 27001 [Fre07], which provides a best practice

framework for identifying necessary security controls.

ISMS is a globally relevant topic, but the number of publications focusing on the ISO
27001 international standard is small [SAT12a, EUE09]. They described that adoption
with real world situation and fulfilling organisational requirements are the main con-
cerns of implementing ISO 27001. There is a lack of scholarly interest in ISO 27001
even though it is the single reference for an ISMS [FVBO08]. ISO 27001 may help to
improve organisational performance in fields such as legal, finance, management and op-
erations [SG11]. The world distribution of ISO 27001 certifications in 2014 is presented
in Table 1.1. The years from 2006 until 2014 are abbreviated as 06 until ’14.

This thesis investigates the relationship between the adoption of ISO 27001 in terms of
the average number of certificates issued (2006-2014), and the national cultural, political
and economic characteristics that are selected for the purpose of this thesis (cf. 3.3.4).
The relationship between culture (mind-set and behaviour) on the information security
field has not been a topic of public and scientific interest [FAE14] yet, and the rela-
tionship between national cultural characteristics and the adoption of ISO 27001 still
remains to be explored. Our results show a relationship between certain national char-
acteristics on one side and higher adoption rate of ISO 27001 on the other side. The

observed correlation is not indicative of a causal relationship.

The following sections explain the problem, motivation, research questions and the out-

line of the research.
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1.2 Research Problems

IT systems are part of larger socio-technical systems, embedded in social, economic, and
political structures, and users use these systems with different technical knowledge or
skills for different purposes. The interactions between these diverse structures and the
IT systems result in a high complexity. Organisations usually use standardisation as a
means to describe the behaviour of these systems whose components interact in multiple
ways. Information access and protection should be managed in changing environments
and complicated situations for adopting legal system requirements, international stan-
dards, and internal policies [Rol02]. The main goal of an ISMS is to detect and prevent
security breaches by security controls, such as policies [SG11]. However, a potential rea-
son for security breaches in organisations is the inability to focus on non-technical issues
such as procedures and strategies [Boe09, GAM11, AHK13]. These non-technical issues
can help to reduce threats and control damage caused by security breaches [Bro06, Int13].
Traditionally, an ISMS is based on controlling employees, and policy documents are de-
fined to inform employees about the expected behaviour [Ifilda]. Accordingly, the main
part of this thesis is based on the controls that deal with people and national cultural

characteristics.

It is important to understand how peoples’ mind-set or behaviour is related to the
adoption of an ISMS standard as the main concern to address in this thesis. The ways
employees define their attitudes toward responsibility could be related to the way they
conduct their behaviour [HP11] to fit updated organisational policies and procedures
[VNB93, HP11]. Besides, cultural behavioural restrictions of some Western countries
are not applicable to the countries in the Far East. For example, Japanese quality
control procedures are not widely adopted in the Western world [Boe09], which shows
the relationship between national culture and the adoption of a definite rule, principle,

or measure established by an authority.

The main cultural characteristics that could be related to adopting an ISMS standard,
especially ISO 27001 are found at the national level [FVB08, Boe08, HP06, Canl4,
Gla09, Int14]. Thus, information security culture is related to national characteristics

and the industry brand the organisation comes from, and there is a relationship between
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national characteristics and the adoption rate of ISO 27001 certificates [HP06, FVBO0S,
KS14, FVBO08, BMGO1].

Most organisations focus on defining effective policies based on the information security
requirements [SG11]. Security policy as an accepted top-level statement with a group of
rules or action plans is meant to improve information security behaviour [FCL10]. Inves-
tigating the relationship between national characteristics and employees’ behaviour and
mind-set could be helpful to guide employees in such a way as to match the organisational
requirements as the other concern to address in this thesis. Finding the relationship be-
tween cultural characteristics and the implementation of ISO 27001 based on the cultural

dimensions is not addressed adequately.

The main research problem is based on the relationship between national cultural char-
acteristics and the implementation of ISO 27001. Therefore, this thesis analyses the
correlation between an average number of ISO 27001 certification from 2006 to 2014 and
the characteristics that are selected for the purpose of this thesis (cf. 3.3.4) to address
the main concerns that exist in the literature [Boe08, HP06, Dhi01, KMKRNF06, ST03,
KNV04, FS09, SSA16].

The next section defines the motivation of this research.

1.3 Relevance and Motivation

According to [CJLT13], most security attacks are performed locally, and organisations
should consider IT security risk treatments for internal and external attacks. Employ-
ees’ mistakes were the main cause of information security breaches in 2014 [SMP14].
One of the possible reasons is assigning inadequate priority to security by senior man-
agement. The motivation for writing this thesis is the recent news about employees’
security breaches [KWU12, Benl1, GLLO03, ITU15, Verl4, McA14, CG16, PwC15] that
has constantly intrigued us [FMS07, AS99, BS12, KS14] to investigate the adoption of
ISO 27001 as a standard reference for an ISMS.

Standardisation implies uniformity; a standard reference is helpful to shape a desired
organisational culture based on information security requirements. Culture implies

adaption to individual circumstances that constructs people’s motivation and judgment
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[Ifi09]; cultural dimensions are related to organisational administration and achieve-
ments such as decision-making, work motivation, negotiation, human resource practices,
as well as leadership [KMKRNF06]. For example, two branches of the social sciences,
namely economics and psychology, have been considered in [Gla09] to address people’s
behaviour in China. Besides that, seven countries were analysed to investigate their dis-
tinct security behaviour; for example, French had the most secure behaviour, while Asian
countries behaved less securely [SSC*17]. What is more, they demonstrated that self-
confidence in computer security knowledge has a higher influence on security behaviour
compared to the participants’ actual knowledge about computer security [SSCT17] to
address people’s mind-set. The implementation of ISO 27001 was analysed in Indonesia
based on their national information security requirements [Canl4] to address national
characteristics. That is why it would be useful to analyse the adoption of ISO 27001
as the success of organisations in improving the security level is related to the selected
information security standards and appropriate implementation according to their re-

quirements and features.

Although ISO 27001 is a generic standard for all types of organisations and countries,
some countries have not adopted ISO 27001 extensively, which could be related to the
cultural challenges that are mostly based on the end-user tasks. Understanding these
cultural challenges are helpful to guide employees to conduct their behaviour as ex-
pected based on the organisational security requirements. The low adoption rate of
ISO 27001 might be related to the inability of selected policies and controls in provid-
ing the expected organisational information security level [SAT12a, EUE09]. This gives
some insight into the characteristics of a solution that is related to the selection, imple-
mentation, and certification of ISO 27001 based on the national cultural, political and

economic fields.

Overall, investigating the potential relationship between national cultural characteristics
and the adoption of ISO 27001, and the limited numbers of publications are the main

motivations for this thesis.

The next section clarifies the research questions.
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1.4 Research Questions

To understand the relation of culture to the information security activities, this thesis
investigates the correlated national characteristics with the adoption of ISO 27001, in
terms of the average number of certificates issued (2006-2014). This thesis focuses on

the following research questions:

1. What are possible relations between economic and political characteristics and the

adoption of ISO 270017

2. What are possible relations between the national cultural characteristics and the

adoption of information security guidelines and ISO 270017

3. How are cultural, economic and political characteristics correlated with the adop-
tion of ISO 27001, in terms of the average number of certificates issued (2006
2014)7?

1.5 Contribution

In order to answer the first research question, a literature review is conducted (cf. 1.4).
The significance and main results of this research are indicated by first explaining the
cultural, political and economic characteristics (cf. 3.3.4) as they provide the basis of our
analysis. The political and economic characteristics are mainly based on a quantifiable
measurement in comparison with cultural characteristics that are mostly descriptive,
subjective or difficult to measure. Accordingly, we distinguish the first and the second
research questions. The second research question is addressed with qualitative analyses
(cf. 1.4), which is based on the relationship between national cultural characteristics
and the adoption of ISO 27001. The third research question is addressed with our
quantitative analyses (cf. 1.4) based on the characteristics that are selected for the
purpose of this thesis that are classified in three fields of culture (UAI, PDI, IDV), politics
(legal systems and property rights, regulation), and economy (GDP (Gross domestic

product) based on PPP (purchasing-power-parity) per capita):

e UAI: Uncertainty Avoidance Index; the degree of comfortableness with uncer-

tainty and the expected level of controlling the future (cf. 2.3.2),
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e PDI: Power Distance Index; the relation to authority and the expected level of

hierarchical order (cf. 2.3.2),

e IDV: Individualism index; self-image as “I” or “we” and the expected level of

taking care of only themselves (cf. 2.3.2),

e Legal systems and property rights: ability of individuals to accumulate pri-
vate property, secured and protected by clear laws that are enforced by the gov-

ernment (cf. 2.4.1),

e Regulations: regulations and bureaucracy to limit market entry and regulatory
restraints to limit the freedom of exchange in credit, employment, and product

markets (cf. 2.4.1),

e GDP-PPP Gross Domestic Product Purchasing Power Parity; a monetary mea-
sure of a country’s economy and economic performance that equalises the purchas-
ing power of different currencies divided by population, we refer to this character-

istic as GDP-PPP (cf. 2.4.2).

Our contribution is based on analysing the correlation between the characteristics that
are selected for the purpose of this thesis of two groups of countries and the adoption
rate of ISO 27001, in terms of the average number of certificates issued (2006-2014).
Based on our results, the information security culture of the countries of the first group
with more than the average certification rate of 66 (2006-2014) is distinct from the
countries of the second group with less than the average certification rate of 66. In our
analyses, we observe correlations that do not imply causal relationships, and there are

other factors that might have interfered with the results.

For countries with more than the average certification rate of 66 (2006-2014), we observe

a relationship between the average number of ISO 27001 certification and:

o UAI (cf. 2.3.2),
e Regulations (cf. 2.4.1),

e GDP-PPP (cf. 2.4.2).

Given the evidence, it looks like they are related; however, there are other possible

influential factors that have not been studied in this thesis (cf. 4.5). It is observed that
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there is a relationship between the countries with relatively high regulations and GDP-
PPP, a low UAI on one side, and higher ISO 27001 adoption rates on the other side for the
countries of the first group. However, countries with less than the average certification
rate of 66 (2006-2014), we observe a relationship between an average number of ISO

27001 certification and:

e PDI (cf. 2.3.2),
o IDV (cf. 2.3.2),

o GDP-PPP (cf. 2.4.2).

To sum up, we find a relationship between average number of ISO 27001 certification
from 2006 to 2014 and the cultural, political and economic characteristics that are
selected for the purpose of this thesis (cf. 3.3.4) based on two groups of countries, and
we cannot draw ultimate conclusions from the results due to the factors that have not

been studied (cf. 4.5).

1.6 Outline

This thesis is divided into two analysis parts: a qualitative analysis based on national
cultural characteristics and a quantitative analysis based on statistical models. The first
part of this thesis, qualitative analysis, is based on a literature review, ISO 27001 survey
2014 [Int14], Annex A security controls (cf. A) of ISO 27001 [Int13], and Hofstede
[Hof83] cultural publications (cf. 2.3.2). In our qualitative analysis, the relationship
between cultural characteristics and the adoption of ISO 27001 are investigated, and the
reasons for developing and implementing national information security guidelines are
analysed. In the second part, quantitative analysis, we develop a model for analysing
the correlation between ISO 27001 average number of certification and the cultural,
political and economic characteristics that are selected for the purpose of this thesis

(cf. 3.3.4).

This thesis comprises seven chapters: introduction, fundamentals, related work, method-
ology, and results as well as the conclusion. The first chapter establishes the research

basis, including motivation, contributions, and research questions. The second chapter,
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background of the study, introduces the fundamentals of this thesis, such as an ISMS,
ISO 27001 and the cultural, political and economic characteristics, while the third chap-
ter presents the related work on the cultural characteristics and information security,
especially the adoption of ISO 27001 and the relationship between the characteristics
that are selected for the purpose of this thesis and the implementation of ISO 27001
is investigated. The results of this research are explained in two separated chapters.
The fourth chapter presents the results of the qualitative analysis. The fifth chapter
defines the research methodology of the quantitative analysis and chapter six analyses
the results of the quantitative analysis. Both the fourth and sixth chapter contains a dis-
cussion and the implications on implementing ISO 27001, and the last chapter concludes

this thesis.



Chapter 2

Fundamentals

2.1 Introduction

This chapter provides the fundamentals of this thesis, which is divided into four main
sections. In the first section, an overview of the ISMS (Information Security Management
System) structure and development process as well as the ISO 2700x family of standards
are provided. The history of ISO 27001 and certification process are also covered in this
section. In the second section, we explain culture, cultural characteristics, and then the
cultural dimensions. Then in the third section, we describe the political and economic
characteristics, which are later used in our analysis. After describing the basis of our
analysis, we explain in the last section the Global Cybersecurity Index that is a measure
of each nation state’s level of cybersecurity development. We expand cultural, political
and economic characteristics to describe how they might be related to the adoption of

ISO 27001 in the next chapter.

2.2 Information Security Management System

People, governments, and organisations are all concerned about information security is-
sues that affect economic, social, political and technical features [FCL10, ITU15, SSA16,
FAE14, DF06, EE05]. An ISMS (Information Security Management System) manages

an organisation’s sensitive data by establishing, operating, reviewing, and improving

10
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information security, which addresses employees’ behaviour as well as data and technol-
ogy. An ISMS helps organisations to establish countermeasures to information security-
related vulnerabilities, which provides a secure base to grow and meet several legal

expectations and information security requirements for organisations.

An ISMS consists of different processes, which begins with identifying security require-
ments and is continued to meet these requirements with necessary strategies and mea-
suring results. Most security requirements come from the business an organisation is
engaged in, and the other sources of security requirements could be legal, regulatory
and contractual requirements as well [Bre07]. The organisation’s security requirements,
objectives, process as well as size, and structure influence an ISMS. To protect assets
within an organisation, an ISMS provides a set of procedures and guidelines for manag-
ing resources and activities. In addition, to ensure consistent application of the security
principles and policy statement [PL14], an ISMS consists of all instruments and methods

the leadership should use to satisfy the information security in all tasks and activities.

The goal of an ISMS is to manage risk. In order to identify and measure organisational
risk and to ensure business continuity, security policies and controls for risk mitigation
are implemented. For supporting the security policy implementation, comprehensive
documentation of all security processes is required. The structured management of in-
formation security as result of implementing an ISMS requires a process for creating,
communicating, and maintaining policies and procedures within an organisation. Stan-
dardisation of information security management processes provides several advantages,

such as reducing costs or enhanced system compatibility [Boe09].

An ISMS standard provides requirements for an ISMS, which could mitigate I'T secu-
rity incidents, contractual penalties or loss of reputation, such as revealing confidential

customer information [Fre07].

An international standard for governing information security could improve information
security methods in a competitive environment, which provides common reference points
between organisations and countries. At an international level, a common shared ISMS
standard could provide a consistent way of addressing information security issues be-
tween countries. Compliance with information security legislations at international level
is one of the concerns of organisations in international communications, which could be

addressed by an ISMS standard such as ISO 27001.
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In the next section, the process of developing an ISMS is described, based on ISO 27001.

2.2.1 Processes of Developing an ISMS Based on ISO 27001

For developing an ISMS, the first step is to define the scope of the ISMS in terms of
the organisational characteristics, business, its location, assets, and technology, which
includes any interfaces with other systems and organisations. The scope of an ISMS
may include the whole organisation or specific and identified sections of an organisation
[AHK13]. It can be targeted towards a particular type of data, such as customer data, or
it can be implemented in a comprehensive way that becomes part of the organisation’s
structure. As a part of the overall management system, an ISMS consists of interrelated
or interacting elements of an organisation to establish policies, objectives, and processes
to achieve objectives. To achieve organisational and ISMS objectives, an appropriate risk
assessment is established based on the threats and assets within the scope of the ISMS,
vulnerabilities, and impacts on an organisation. Based on the risk evaluation process,
the control domains and controls for the treatment of risks are selected. The control
domains, controls selected and the reasons for their selection are also documented. Then,
the next stages of implementing, operating, monitoring, maintenance and improvement
of the ISMS are started. ISO 27001 describes best practices for developing an ISMS as
one of the standards of the ISO 2700x family, which helps organisations keep information

assets secure.

ISO 27001 provides a systematic approach, which ensures the confidentiality, integrity,
and availability of corporate information, applicable to all types and sizes of organisa-
tions. ISO 27001 main components are processes and policies [PL14] to help organisa-
tions safeguarding their information and physical assets in a structured manner. ISO
27001 is also the main reference standard for complying with various international laws
and regulations. This compliance is based on organisational business policy, strategy,
and contractual obligations. Especially, in the case of litigation or regress claims (on the
grounds of inadequate information security), ISO 27001 certification could be beneficial
[Int13]. For example, ISO 27001 can help management to prove an acceptable level of

data protection, in case of security incidents [FVBOS].
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ISO 27001 provides awareness to protect against the information security vulnerabilities,
which includes the requirements for continual improvement, as well as corrective and pre-
ventive action. ISO 27001 has a cycling process for developing, executing, monitoring
and verifying security controls, which are flexible based on organisational information
security requirements. Besides that, ISO 27001 does not mention any method for col-
lecting, constructing and documenting the required information, which are all necessary

steps for implementing this standard.

For implementing an ISMS compliant with ISO 27001, the scope of implementing ISO
27001 in an organisation and the ISMS policies are defined as a link between management
and the information security activities. Afterwards, a risk assessment methodology is se-
lected to define the rules for identifying the assets, vulnerabilities, threats, and impacts
to decrease the risks that are not acceptable to the organisation. Then, a document
is provided to describe the selected controls that are applicable to the organisation,
the reasons for such decisions, and a description of how to implement selected controls
[BHSS14]. Afterwards, the effectiveness of these controls should be measured to assess
the fulfilment of objectives of the whole ISMS and each applicable control. For imple-
menting the controls and policies, the people should be trained to be able to perform as
expected [HP06]. At this stage, the ISMS policy, controls, processes, and procedures are
operated, implemented and monitored based on the objectives for the controls and the
measurement methodology, and then the internal audits are performed. Subsequently,
the management should be informed and make decisions about the key issues related to
ISMS. The most important step is management support for budget and human resource
allocation because ISO 27001 is established based on responsibilities, planning, and re-
quirements. Then, ISO 27001 requires systematic corrective and preventive actions to

maintain and improve the ISMS.

The organisation should assign responsibilities for implementing information security
objectives, such as internal and external staff for ISMS communication. The organisation
shall determine who measures implementation and effectiveness of the ISMS and analyse

the results of this evaluation afterward with clearly defined responsibilities.

Adopting ISO 27001 involves almost all employees and different sections of an organ-
isation, and several roles are required for developing this standard. The CISO (Chief

Information Security Officer) should define policies, procedures, and guidelines based
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on the organisational security requirements. The CISO should ensure the security of
data, applications, and data communication systems [RMCO07, Bre07, BMGO1]. Senior
management plays an important role in motivating employees to follow policies, as com-
pliance with the selected information security standard is one of the main concerns of
senior management [MB82]. Accordingly, senior management should consider organisa-
tional culture to guide employees’ behaviour in a way to match the desired information
security culture [ZM13]. The management decisions for developing ISO 27001 is signifi-

cant [BSKF11], such as approving selected controls and confirming essential resources.

ISO 27001 precisely mentions the involved people such as relevant external parties to
communicate information security policies, and contractors to understand their respon-
sibilities [Int13]. Selected internal auditors are also required to conduct internal audits at
planned intervals to ensure objectivity and fairness of the audit process. Data operators
or end users are the main executers of ISO 27001 rules and policies who have access to
information and use safeguards as the first defence layer of an organisation, for example,
employees, third parties or contractors [HP06]. ISO 27001 also takes stakeholders into
account to ensure an adequate level of risk management process [Bre07], whose legal

system and contractual requirements should be determined.

The next section introduces the history of ISO 27001 and the most important standards
in ISO 2700x family of standards.

2.2.2 1SO 27001 History

The Green Books code of practice came in a green cover and therefore became known
as the Green Book, which consists of evaluation criteria and certification schemes for
IT security management in organisations [DTI89]. The CCSC (Commercial Computer
Security Centre) of the British DTI (Department of Trade and Industry) published the
User’s code of practice and the Vendor’s code of practice as codes of good security
practice in 1989. Some sections of the Green Books shaped the BS 7799 standard for IT
security [27098]. Subsequently, BS7799 was split into two parts in 1999, which covers
both code of practice (BS7799-1) and specifications for certification (BS7799-2), which

was revised in 1999.
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The British companies and the NCC (National Computing Centre) developed the User’s
code of Practice for information security management in 1993. The Code of Practice for
IT Security Management was the result of further revision as the British standard BS
7799:1995. Several organisations outside of the UK (United Kingdom) used the standard
as a best practice guideline for the information security management. It was revised
because of extensive international interests to include new technologies and processes

such as E-Commerce and mobile computing in 1999.

The ISO (International Organisation for Standardisation) is an international organi-
sation for standards from different national standard organisations [Int13]. The IEC
(International Electrotechnical Commission) publishes international standards for all
electrical, electronic and related technologies [Int05]. The ISO and IEC cooperated to

publish the next information security standard.

The first part of BS 7799 was published as ISO/IEC 17799 in 2000 and revised again in
2005 under the name ISO/IEC 17799:2005. The result of the next revision was ISO/IEC
27002:2005. The second part of BS 7799, namely BS 7779-2, was revised in 2002 to be
compatible with other management standards changes, such as ISO 9001:2000. The ISO
and the IEC published ISO/IEC 27000 as a composition of different information security
standards for information security management, risks and controls within an ISMS. The
ISO information security standards before the ISO 2700x family of standards were ISO
13335 and the aforementioned ISO 17799.

ISO 27000 provides an overview and vocabulary, while ISO 27002, offering the code
of practice for an ISMS, contains general recommendations for information security
activities. In the beginning of 2007, ISO 17799 was renamed as ISO 27002, which
consists of management level recommendations for IT security management. ISO 27002
is a reference for selecting commonly accepted controls in the process of implementing an
ISMS, based on the specific information security risk environment of each organisation.
The ISO committee finally released ISO 27001:2005 as part of the ISO 2700x family.
The ISO committee published the latest revision of the standard in September 2013.
Figure 2.1 shows the history of information security documents from the 1980s to the
ISO 27001 update in 2013. Following the changes in the structure and content of the
international standard for information security, the next section describes ISO 27001 in

more details.
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2.2.3 The ISO 27001 Standard Overview

FIGURE 2.1: ISO 27001 development timeline [Int05, 27098]

ISO 27001 is divided into two main parts. The first part is the requirements defini-

tion, while the second part is Annex A security controls. The first part defines the

context of an organisation (such as scope or stakeholders’ expectation), leadership (such

as policy), planning (such as risk assessment) and support (resources). Besides that, the

first section describes ISO 27001 evaluation measurement (such as monitoring), opera-

tion (operational planning and control) as well as an improvement (such as correction

actions). The second part consists of the controls and control domains. The controls

categorised under each control objective are high level and can be classified as different

features, such as physical, technical or human resource.
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ISO 27001:2013 Sections 1 and 2 describe the standard scope, and how the document
is referenced. Section 3 explains terms and definitions. Section 4 describes the ISMS
[Int05]. The information security requirements part of ISO 27001 consists of Sections 4 to
9 [Int13], which include security manuals, standards, and procedures, as well as records
[MCW12]. ISO 27001 ISMS hierarchical mandatory levels provide a central point for se-
curity manuals (policy), standards, guidelines, and procedures enforcement (processes).
The first managerial part could be in the form of rules and guidelines based on the
security requirements; while the second practical part comprises the implemented mech-
anisms and countermeasures to support the execution of expected information security

policies.

Annex A defines an extensive list of 114 controls, which provides a suitable solution for
defining essential countermeasures in any organisation [Fre07]. Annex A controls are
categorised into 14 groups, based on their common objectives, from domains A.5 (the
information security policies) to A.18 (Compliance). An overview of the control domains
is provided in the Appendix A of this thesis (see page 93). Most of the control domains
include distinctive subdomains, which demonstrate the relevant controls in more details.
The main areas of the implementation of ISO 27001 are policy, responsibilities, asset
classification, personnel security, communication and access control [SLP14]. As ISO
27001 comprises two managerial and practical parts of security requirements and con-
trols, information security activities should integrate into both fields, which guarantees
practicability of information security polices to form an acceptable information security

culture.

The next section clarifies the main differences between two latest versions of ISO

27001:2005 and 2013.

2.2.4 1SO 27001:2005 vs. ISO 27001:2013

ISO 27001:2013 looks structurally and fundamentally different from ISO 27001:2005.
The updated standard is based on the Annex SL, which is the main reason for this
notable distinction [Int13]. ISO created Annex SL to provide a universal high-level
structure and common terms for all management system standards, which make it easier
for organisations to be consistent with more than one management system standard.

For instance, ISO 22301:2012 on business continuity, ISO 9001 (quality management
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system) and ISO 27001:2013 (as mentioned) were published with conformance to Annex
SL [HP11].

For the first part, the requirements for establishing, implementing, maintaining and
continually improving an ISMS are defined in different sections of ISO 27001:2013. For
conformity to ISO 27001:2013, Sections 4 to 10 is mandatory (cf. Table 2.1); while
Annex A controls are selected based on the organisational security requirements. These
requirements are defined in a way to provide a variety of choices for implementation. For
example, preparing an inventory of assets is no longer a requirement for risk assessment.
The titles and the contents of Sections 4 to 10 in the updated standard are different from
ISO 27001:2005 (cf. Table 2.1). Every section defines a document requirement, based on
the definition and specifications of each section, for example, the document requirements
for Section 4 is “scope” and Section 8 is “the results of risk treatment plan”. Sections
4 to 7 specify requirements for establishing an ISMS, while Sections 8 to 10 identify
the implementation requirements. In ISO 27001:2013, each requirement is mentioned
only one time and there are no duplicate requirements (for instance preparing a list of

documents is no more required).

The updated standard is not based on the PDCA (Plan-Do-Check-Act) cycle anymore
[Int13]. The PDCA is an iterative four stage management model that is used for the con-
trol and continuous improvement of processes. Therefore, related phrases and concepts
are changed, such as “continual improvement” instead of PDCA. In ISO 27001:2005,
the terms and definitions were mentioned in the body of the standard and the nor-
mative reference (that is deriving from this standard) is ISO 27002:2005; While ISO
27000:2013 is mentioned as a normative reference for ISO 27001:2013. Additionally, in
ISO 27001:2013, ISO 31000:2009 is mentioned as a reference to determine the internal
and external context of the organisation, which provides a framework for managing risk.
Table 2.1 indicates the differences between the requirements sections of the two latest
versions of ISO 27001 (2005 and 2013). Table 2.1 indicates the initial sections of O:
Introduction, 1: Scope, 2: Normative reference, and 3: Terms and definitions as they
have not changed between the two latest versions of ISO 27001. However, the remain-
ing sections are distinct based on the context and definitions as described so far. For
the second part according to ISO 27001:2005, Annex A is a checklist to make sure all

essential controls are considered and no necessary control is ignored by an organisation.
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TABLE 2.1: ISO 27001:2005 vs. ISO 27001:2013 requirements

ISO 27001:2005 ISO 27001:2013

4. Information Security Management System 4. Context of the Organisation
5. Management Responsibility 5. Leadership

6. Internal ISMS Audits 6. Planning

7. Management Review 7. Support

8. ISMS Improvement 8. Operation

Annex A Control Domains & Controls 9. Performance Evaluation
Annex B OECD Principles & this International 10. Improvement

Standard

Annex C Correspondence between ISO 9001:2000, Annex A Reference Control Do-

ISO 14001:2004 & this International Standard mains & Controls

However, ISO 27001:2013 recommends that controls have to be selected in the risk treat-
ment process. The risk treatment process defines the necessary controls that need to be
implemented to protect an organisation from identified risks. ISO 27001:2013 is more
flexible with different risk assessment methodologies [Fre07] as there is no prerequisite

for identifying risk.

Besides that, the SOA (Statement of Applicability) contains the organisation’s infor-
mation security control domains and controls. The SOA is one of the most important
documents that explains the selected controls and the reasons for including or excluding
each control domain from Annex A in the scope of an ISMS. In ISO 27001:2013, the
SOA emphasises more on objectives, monitoring and measuring the implementation of
ISO 27001 [SG11]. Based on the ISO 27002:2013 guidelines referenced in [JM14], there
is a connection between the implementation requirements of each control with other rel-
evant controls. For example, the controls relevant to ownership of assets are supportive

controls for implementing information security roles and responsibilities controls (cf. A).

For a transition to the updated version, there are some areas, which do not require any
changes, such as control of documentation. Nevertheless, there are some other areas

that require a rethink like objectives of the management system [HP11].

The next section describes the process of getting ISO 27001 certification as the last
section of describing ISO 27001 development.
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2.2.5 1S0O 27001 Certification Process

ISO 27001 certification is one of the possible ways to reassure customers and clients
that ISO recommendations have been followed [Boe(09]. In the beginning, the adop-
tion of ISO 27001 was among IT services and software development, and only large
organisations applied for ISO 27001 certification because of high implementation com-
plexity and certification costs [NEF08]. The number of ISO 27001:2013 certifications
is steadily growing each year. For example, in December 2015, 27536 certificates were
issued around the world, which increased 20% compared to 2014, based on the ISO
survey 2015 [Int15]. Most of the countries with a high number of ISO 27001 certificates
are among top economies in the world, for example, China, and they are interested in
information security standards because of their global activities, for example, the UK
or Japan. The USA, which has the biggest national economy, was ranked relatively
lower compared to the top 10 countries with the highest annual growth of ISO 27001

certification. Figure 2.2 summarises the procedure of getting an ISO 27001 certificate.

Organisations have three different options for certification:

1. They can declare compliance to the standard by themselves.
2. They can ask clients to confirm their compliance with the standard.

3. An independent external auditor can verify the conformity [SW09].

The ISO introduces a list of RCBs (Registered Certification Bodies) for certification
procedure as authorised certification organisations [HWL16]. These RCBs help organ-
isations to determine the extent to which there already conforming with ISO 27001
and further actions required for successful certification, as an examination [CWO0S].
Afterwards, the necessary measures for ISO 27001 conformity should be defined in a
preparation project. External experts are required for a certification process, for the
essential level of knowledge and experience in implementing ISO 27001 policies and con-
trols [Call3]. Initially, the RCB reviews all the documents, such as security policy and
process description. The main audit follows this preparation phase [Dis13], which con-

sists of several steps; for instance, interviewing all responsible employees to examine their
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FIGURE 2.2: Getting an ISO 27001 certificate [HWL16, Call3]

understanding of the security policy. Based on the findings of these interviews, the cer-

tification organisation generates a report describing the audit results and improvement

measures before conducting the next audit.

Finally, the company receives an official certificate of the ISMS conformity with ISO

27001 requirements, in case of overall positive results. The implementation phase dura-

tion varies from a few months to some years, based on the level of the IT security man-

agement maturity in an organisation. An ISO 27001 certificate is valid for three years,

and recertification mainly requires less effort than the initial certification [HWL16]. The

RCBs can withdraw or suspend ISO 27001 certificates when serious deviations are ob-

served from the requirements of ISO 27001 during a monitoring audit [HWL16]. There
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are some national alternatives to RCBs, such as the German BSI (federal office for
the information security) in Germany. The German BSI offers ISO 27001 certification
based on the IT baseline protection guideline since 2006, which provides conformity with
both ISO 27001 and an assessment of the I'T security measures against the I'T baseline

protection catalogues.

After introducing ISMS and describing the process of developing ISO 27001, the rela-
tionship between ISO 27001 and culture is described briefly.

2.2.6 1S0O 27001 and Culture

ISO 27001 provides a common framework to build a culture of security. Culture is a
medium between management and employees’ behaviour, which affect operation and
effectiveness of their activities [SATT11b]. An organisational culture is important for
implementing ISMS [CWO08] because an ISMS is implemented in the context of an organ-
isation, and suitable choices and different methods can be used to lead organisational
culture [BHSS14]. Proper methods of communicating security policies to employees
[SAB07, Cal05, KMKRNFO06] keep employees informed of the information security is-
sues to have an appropriate understanding of security contribution and commitment to

the ISMS. The full description of culture is provided (cf. 2.3).

The next section explains culture as the main scope of this thesis followed by the state
of the art on culture, national culture, organisational culture and information security

culture. Afterwards, three publications and the relevant dimensions are described.

2.3 Culture

Culture defines social attitudes and behavioural characteristic of a particular group of
people or society. The research project Globe (Global Leadership and Organisational
Behaviour Effectiveness) stated that culture is shared motives, values and interpretations
of significant events, as the result of common experiences of members [TV10]. Culture is
made up of patterns, explicit and implicit behaviour learned creating distinctive achieve-
ments [JHDT06], which are shared through generations using social learning processes

of modelling and observations [KLGO06]. Cultural differences reflect in different aspects
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from work motivation to conflict, negotiation and human resource practices [HJHDO02].
Culture as the main driver of people behaviour constructs their motivation, mind-set
and their judgements [Hof84]. In this section, we introduce cultural characteristics and
the literature before describing their meanings and their relation to the implementation

of ISO 27001 in the next chapter.

2.3.1 Definition of Culture

National culture is broadly described as values and national behavioural patterns, which
shapes people perception about risk and progress [KDHK99]. National culture comprises
of a set of norms that exist within the population of a society [VNB93]. The political and
educational system, media, and language lead to a shared culture in a society [GNRO6].
A specific condition of social or economy may develop certain characteristics, which
creates a special cultural type [VNB93]. In order to understand the reasons for some
events happening in a certain period of time, the event and the motivation should be
analysed separately [Hof84]. Skills, values, and opportunities affect the conversion of a
motivation into an action [VNB93] because of the complicated relationship between be-
haviour and mind-set [Hof83]. Besides that, the way that people are thinking is different
based on their culture and their patterns of thinking. Understanding these differences
is important for organisations to develop their management and other practices in ac-
cordance with the national culture they are operating in, because analysing, evaluating

or changing organisational culture should follow the national culture [Sch86].

Organisational culture is a system of shared assumptions, values, and beliefs, which
dictates how people behave and perform their jobs in organisations [GEA07]. This
culture is transferred through employees by shared practices, based on their work char-
acteristics and job context as the group affect the employees’ decisions [RMC07]. The
organisational culture is applied to the whole organisation, determined and preserved
by a group of people, which is hard to change [PC06]. However, organisational culture
can be improved in some stages by briefing and awareness for all management levels
[KKN12, CMR02, FCL10, LCMAOQ9]. Several context-specific subcultures might exist
in an organisation, although a general culture is established in an organisation [ME02].
To estimate the effects of these subcultures, a content analysis of organisational culture

was conducted in four US medical centres [Hys14] to prove that subcultures are based
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on the larger organisational culture that is related to organisational performance. The
most effective factor in establishing organisational culture is main leaders’ and founders’

values [TTKGO7].

Information security culture helps organisations to make security decisions. As two di-
mensions of information security are knowledge and behaviour, culture is the behaviour
of an organisation to protect the data, knowledge and information [UbelS]. Culture also
determines the social roles and guiding attitudes for responding to security threats, such
as security policy [RF99], which has to be part of designing IT applications [TvSLO6].
The security concerns are the same in most cases, but their importance differs in each
country [SFC15]. The effects of culture on the information security were studied based
on the Edgar Schein’s three-layer model of culture to implement security culture in an
organisation [ST03]. Kuuisto, Nyberg, and Virtanen studied the intercultural factors
[KNV04] to investigate the organisational security culture in multicultural organisa-
tions. Understanding the information security culture of a local organisation is less
challenging when the national and organisational cultural is the same between insiders
[HJHDO02] because if a user behaves in a secure manner, she/he creates a benefit for
the organisation as a whole [GP07]. Zakaria stated that information security activities
are related to information routines, information security norms and information secu-
rity culture [Zak13]. Robbins mentioned that national culture, organisational culture
and employees’ performance are correlated [Rob09]. In addition to these publications,
researchers [ECL0O7, DSM00, FFAT05, FFA114] gave little attention to the relationship
between national culture and information security in organisations, which describes the

main motivation of this thesis.

As the authors of these papers may not have the same view on culture, as culture
is a complicated concept to define, we have detailed what culture means in the con-
text of this thesis. We define culture based on distinguishable widespread similarities
among people within a society, which influences people behaviours and their values
about right and wrong. For the purpose of this thesis, we describe culture as an on-
going learned and patterned mind-set and behaviours [Hof03]. We denote mind-set by a
set of people assumptions, attitudes, and intentions of a society that result in adopting
or accepting prior behaviours [Hof84]. We define behaviour as a range of actions of
a group of people to act in response to a particular situation or environment [Hof83].

We describe national characteristics in the sense of nationwide measurement due to
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FIGURE 2.3: National cultural publications & the relevant dimensions [Hof03, JHD 106,
GNRO6]

common regulation that is influenced by wealth and economic power, historical back-
ground, and cultural characteristics related to existing information security requirements
[Hof84, Hof83, TV10, JHD 06, KLGO6]. Then, we describe the literature to specify cul-

tural dimensions.

In order to find out the cultural related characteristics applicable to this thesis, the liter-
ature is selected for defining cultural characteristics in the field of information security.
Accordingly, in this section, three publications and the relevant dimensions are analysed
at the national level, which are Hofstede [Hof84, Hof83, Hof03, HHM10], Globe (Global
Leadership and Organisational Behaviour Effectiveness) [JHD 06, PC06], and Gelfand
[GEA07, GNRO6] as presented in Figure 2.3.

Hofstede defines culture as the collective programming of the mind that distinguishes
members of a group from others, who believes personality shows the uniqueness of a
person; while culture shows the uniqueness of human groups [KLGO06]. He explains

the effects of a society’s culture on the members’ values and these values’ relation to
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behaviour. Bradley L Kirkman reviewed 180 articles and chapters that used Hofstede
cultural dimensions for empirical research [KLGO06]. They provide some suggestions to
help researchers improve their use of Hofstede’s framework in the fields of management
and applied psychology [KLGO06]. Hofstede is the father of defining cultural dimensions
whose dimensions are shared between individuals in each country. The dimensions rep-
resent what proportion of people prefers one state of affairs to another that distinguish
countries from each other. These dimensions are relative, which ranged from 0 (the
lowest level) to 100 (the highest level). Hofstede’s six dimensions are introduced briefly,
and then the cultural, political and economic characteristics (cf. 3.3.4) are discussed in

more details (cf. 2.3.2).

UAI (Uncertainty Avoidance Index) is related to the number of rules and regulations
and their effectiveness to produce a desired result or the desired output [Hof83]. How-
ever, PDI (Power Distance Index) is based on a hierarchical order that shows the level
of accepting and expecting unequally distribution of power among people [Hof84]. The
people IDV (Individualism) level is related to the level of people’s compliance with organ-
isational requirements [VNB93]. In contrast, collectivism shows the level of integration
of a group member together, which is based on undoubted loyalty and support when a
conflict arises. We denote collectivism by low IDV in this thesis. The other Hofstede
dimensions that are not used in this thesis are: Masculinity (the level of achievement
and assertiveness), Long term orientation (the level of focus on past or future), and
Indulgence (level of enjoying life and having fun) [Hof03]. Based on the literature, the
relationship between cultural characteristics and the implementation of ISO 27001 are

provided (cf. 3.3.1).

The Globe project investigates how cultural values are related to organisational and
leadership practices [JHD106]. Over time, organisational developers might change their
behaviour and leadership style to adopt all or most members [KDHK99]. Globe inves-
tigates the national culture of middle managers to compare leadership perceptions and

behaviours. Globe identified nine cultural competencies that are explained briefly.

1. Performance orientation is the degree performance improvement and excellence is

encouraged.

2. Assertiveness orientation shows the level of individuals’ assertiveness and aggres-

siveness in their social relationship.
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3. Future orientation is based on individuals’ engagement in future-oriented be-

haviours such as planning.

4. Human orientation shows the level individuals are encouraged for being fair, gen-

erous and caring to others.

5. Gender egalitarianism is the level of minimising gender role differences and gender

biases.

6. Institutional collectivism shows the level of encouraging collective distribution of

resources and collective action.

7. In-group collectivism is based on the level individuals express pride and loyalty to

their organisations.

8. Power distance is based on the level of individuals’ expectation and acceptance of

unequally shared power.

9. Uncertainty avoidance shows the level of avoiding uncertainty by supporting social

norms and bureaucratic practices to decrease unpredictability of future events.

The Uncertainty Avoidance (level of procedures and bureaucratic practices for prevent-
ing the future unpredictability) and Power distance (level of expectation and acceptance
for unequally shared power) dimensions of Globe and Hofstede are considered to have
a consistent definition based on the purpose of this thesis, which are used in the same
meaning as in Hofstede [HJHDO2]. The collectivism dimension of Hofstede and in-group
collectivism (level of loyalty and pride for belonging to a group) of Globe have the re-
quired level of similarity for the scope of this thesis to consider as matching concepts,

which is addressed as low Individualism in this thesis (cf. 2.3.2).

Gelfand’s theory of tightness vs. looseness is related to the strength of social norms
and monitoring in a society [GEA07]. Fixed disciplines, strict rules, integration, and
uniformity are the main concerns in tight countries [GEAOQ7]. Loose people challenge
established procedures [GRNT11] and they are more flexible in changing their behaviour
according to policies, and defined rules [GRNT11]. Loose employees’ different interpre-
tations about executing policies on one hand, may lead to conflicts and on the other

hand, may lead to innovations [GNRO6]. As the tightness score is not available for all
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countries [GEA07, GRN*11], and it contributes little to our model, we eliminate this

cultural characteristic in further steps.

In the following, we describe the cultural characteristics that are selected for the purpose
of this thesis in more details based on the publications that discuss the relationship

between culture and information security.

2.3.2 Cultural Characteristics: Uncertainty Avoidance (UAI), Power Dis-
tance (PDI), and Individualism (IDV)

The UAI is definable in both country and individual level. The countries high in UAI
(such as Romania and Uruguay [HHM10]) maintain rigid codes of beliefs and behaviours
by carefully planning and implementing rules, laws, and regulations to decrease the
uncertainty and unpredictability of people’s behaviour [KLGO06]. For simple tasks, people
with high UAT have more success and they mostly perform their job in such a manner as
to achieve the desired result [Hof84]. For harder tasks, they have more failure and avoid
the tasks that result in poor performance [Hof83]. For example, people with high UAI
focus on completed tasks, solve fewer issues in case of time pressure and work better after
positive feedback [Hof84]. In the countries high in UAI it is important to have many
formal and informal rules for emotional needs, and people do not feel comfortable without
a structured set of rules [JHDT06]. Nevertheless, in low UAI countries (such as the
Philippines and Ireland [HHM10]), people cannot cope easily with strict rules and they
are more suitable for doing unclear tasks [VNB93]. The second cultural characteristic

to be defined is the PDI.

The countries high in PDI (such as Malaysia and Slovakia [HHM10]) believe in cen-
tralised decision-making [Hof83]. In high PDI countries, managers do not normally
consult with subordinates, and employees pay more attention to superiors and formal
norms [Hof84]. Managers are possibly less cooperative and more competitive [KLGO6],
and they care more about the results. They are mostly influenced by prestige posses-
sions and they need more loyal and respectful supporters [Hof84]. Besides that, they
are more visible to other members of their group [VNB93]. The countries high in PDI
might negatively evaluate their group members. In the countries high in PDI, if people
behave positively and task-oriented, they are most likely chosen as best leaders. Lead-

ership depends on personal characteristics and characteristics of the other members of
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a group. The countries low in PDI (such as New Zealand and Iceland [HHM10]) are
based on trust and they mostly consider their peers and informal norms as behaviour
guidance, rather than formal obligations [Hof83]. In addition, a country low in PDI
is more helpful in supporting group decision-making based on the facts. The PDI and
UAI show the way organisations normally do their tasks. After analysing PDI, the third

cultural characteristic to be defined is IDV.

Countries with high IDV (such as Australia and USA (United States of America)
[HHM10]) resolve conflicts by using skills and training to integrate people’s interests
in an organisation [VNB93]. Countries with low IDV (such as Romania and Ecuador
[HHM10]) look for positive and effective relationships with other persons [Hof84] to
be successful in producing a desired or intended result. In these countries, managers
normally learn social relationships faster as people are important for them; they have
more conversations and maintain their relationship with others [Hof83]. Managers may
also focus on the group relationship rather than group performance [Hof84]. They try
to avoid conflicts and competitions. Moreover, in the countries with low IDV, man-
agers, and employees work together and managers are mostly effective helpers [KLGO06].
Shared responsibilities help people with low IDV to improve their performance [VNB93].
Moreover, people with low IDV mostly emphasises on following guidelines and rules in
their tasks. Co-workers with different PDI and IDV may find it difficult to communicate
[KLGO6].

So far, we select the UAI, PDI, and IDV for the purpose of this thesis. In the following,
the political and economic characteristics are introduced and described in more details.
For describing political characteristics, Economic freedom of the world annual report
[GLN16] and for the economic characteristic, the World economic and financial survey
of World Economic Outlook (WEQ) database by the IMF (International Monetary Fund)
is used [Fonl5].

2.4 Politics and Economy

The economic freedom is based on protecting acquired property from physical attacks
with no force from fraud or theft [GLN16], according to James Gwartney and Robert

Lawson. Their research was based on five areas and 42 measurements for evaluating the



Chapter 2. Fundamentals 30

level of acquired property protection and voluntary transactions engagement [GLN16].
These 42 measurements express the freedom for personal choices, open market (entrance
and competing), personal security and privately owned property by clear and obligatory
policies and rights. Each component has sub-components in the five areas, and the
average of the sub components constructs each component rating. Then, the component
areas are averaged to derive each area ranking. In 2016, 156 countries were investigated
in the economic freedom research, which shows 95% of these countries have an acceptable
economic freedom index. For example, Hong Kong was first ranked in the level of
economic freedom, followed by Singapore, New Zealand and Switzerland [GLN16] in

2015 and 2016.

Based on Jone’s research, private property security, international trend openness and
a stable money system are related to economic activities promotion [HJ]. The law for
protecting property and contract security possibly influence market economy [BN13],
and market economy is an economic system in which economic decisions are guided.
Moreover, the market economy could be improved by preventing long delays in the en-
forcement of contracts and property rights [MahO1]. There are several pieces of evidence
that demonstrate the positive relationship between economic freedom enhancement and
advanced level of GDP (Gross domestic product) [GLN16, Nys08, HJ]. Then, we intro-

duce the literature for the economic characteristic.

The IMF (International Monetary Fund) is an organisation of 189 countries, and the
WEO (World Economic Outlook) report is a survey that is usually published twice a
year, which presents the analyses of global economic developments. We use the world

economic and financial survey from October 2015.

The next two sections describe the political characteristics of regulation and legal sys-
tems, and economic characteristic of GDP (Gross domestic product). The relationship
between ISO 27001 and these two political characteristics (cf. 3.3.2) and the economic

characteristic (cf. 3.3.3) is explained in the next chapter.

2.4.1 Political Characteristics: Regulations and Legal System

The regulation is based on the level of bureaucracy to enable market entry and to

limit competition [GLN16]. The regulation is an indicator of the level of restriction
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of employment, product market and credit exchange. Graef discovers that some types
of regulations help in reducing corruption [GMO3]. Feldmann defines that the level of
business regulations affects employment rate and contribution, such as price controls

and administrative difficulties for establishing a new business [Fel07].

The legal system is based on public protection and property rights, as one of the im-
portant economic freedom and public rights [GLN16], which indicates if people can use,
exchange or give their property freely when they do not violate others’ rights. Mahoney
expresses that countries with legal systems and common laws have developed financial
markets [MahO1]. Berggren declares that trust increases with legal system structure and
property rights security [BN13]. We denote legal system and property rights by legal
system in this thesis. In this thesis, we describe the political characteristics in terms of

regulation and legal system.

After describing political characteristics of legal system, and regulation, the next section

explains the GDP and the selected GDP type.

2.4.2 Economic Characteristic: Gross domestic product (GDP)

The GDP is based on the fiscal costs of all final services and goods in a period of time.
It is one of the major assessments of a country’s economy [OS11]. The constant-price
GDP measures a country’s goods value and services in relation to a base year based on
the annual values of all services and goods. The constant-price GDP is not influenced
by money value changes, which is an indicator for measuring a country’s growth rate
compared to the previous year [Fonl5]. The constant-price GDP per capita is based
on volume changes of goods and services, which is calculated by dividing constant-price

GDP by total population [Fonl5] to the base year.

PPPs (Purchasing-Power-Parity) equalise the purchasing power of different currencies
by eliminating the differences in price levels between countries, which present the ratio of
the prices of the same good or service in different countries. PPP is based on the values
of a set of different amounts of different goods and possibly services in each country,
which serves to monitor the state of an economy. PPP is used to monitor the amount
of money needed to buy all the items of different goods and possibly services a typical

consumer will likely need over time. In order to add the population size, the GDP-PPP
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per capita is used, which is an appropriate indicator for comparing data internationally.
The PPP indicator is suitable for comparing countries’ living standard, considering the
relative living costs and inflation rate [Fon15]. The GDP-PPP per capita is calculated
by dividing the fiscal PPP value of a country’s final good and services by the average
population. According to the OECD (Organisation for Economic Co-operation and
Development), in order to provide a global economic overview of countries’ domestic
economy, GDP-PPP is used to assign weights to countries to determine their economic
performance. According to [BRH16], the World Economic Outlook report of the IMF
is a commonly referenced statistic to measure the relative economic strengths of 189
member nations. We use the economic characteristic of Gross domestic product based
on purchasing-power-parity (PPP) per capita GDP (dollars). We denote Gross domestic
product based on purchasing-power-parity (PPP) per capita GDP by GDP-PPP in the

following. In this thesis, we describe the economic characteristic in terms of GDP-PPP.

The next section introduces Global Cybersecurity Index.

2.5 Global Cybersecurity Index

Global Cybersecurity Index [ITU15] is a profile about cybersecurity development of a
country based on five measures of:

1. Legal,

2. Technical,

3. Organisation,

4. Capacity building,

5. Cooperation.
These five measures are mainly based on political, economic and social features [ITU15],
which are explained in the following. The law enforcement, justice, technology develop-
ers, intra-state cooperation institutes, educational and private sectors are all involved to

evaluate the Global Cybersecurity Index [ITU15]. For calculating the Global Cybersecu-

rity Index, each sub group has three possible comprehensive levels of activity. The total
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level of readiness point evaluated based on the number of subgroups of each indicator.
The five measures are introduced in more details, which cover widespread information
security concepts and activities. For example, the legal, technical, and capacity build-
ing measures are based on standards as well as certifications to assess the level of the

information protection of studied countries.

1. Legal measure can help nations with integrated and uniform regulatory basis as
a response mechanism to breaches, which covers regulation and compliance (data
protection and certification), as well as criminal legislation (unauthorised access)

[ITU15].

2. Technical measure is based on the number of national institutions and frameworks
to detect and respond to threats, such as computer emergency response team (re-
sponse and management), standards (government approved or recommended in-
ternational framework), and certification (government approved or recommended
framework for certification and accreditation of national professionals for imple-

menting international standards) [ITU15].

3. Organisation measure applies procedures for implementing and measuring national
initiatives uniformly in a country, based on policy (minimum recovery time and
damage), governance roadmap (legal system and cultural challenges for reporting,
collaboration and management of incidents), responsible agency (committee or
consultant for organisational structure), and national benchmarking (best practices

to measure cybersecurity development) [ITUL5].

4. Capacity building measure is a supportive measurement for the mentioned mea-
sures, based on education, training, research, and development that involve socio-
economic and political features [ITU1L5]. It consists of standardisation devel-
opment (technology maturity level and new standards), manpower development
(widespread public campaigns for safe behaviour), professional certification (num-
ber of certified professionals for international certification programs), and agency
certification (number of certified agencies for international certification standards)

[ITU15].

5. Cooperation measure focuses on communication and sharing attack scenarios and
best practices for enhancing the level of cybersecurity, based on partnership and in-

formation sharing networks [ITU15]. It consists of intra-state cooperation (official
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TABLE 2.2: Global overview of Global Cybersecurity Index [ITU15]

Region Legal Technical Organisational CB Cooperation
Africa 0.31 0.13 0.17 0.11 0.16
Americas 0.44 0.24 0.24 0.25 0.20
Asia pacific  0.41 0.30 0.30 0.27 0.25
Europe 0.79 0.42 0.45 0.37 0.34

national partnership for globally sharing cybersecurity assets), intra-agency coop-
eration (official national partnership within the public sector for sharing cybersecu-
rity assets), public-private partnerships, and international cooperation (recognised

cooperation in international platforms and forums).

We summarise the results of this publication findings after introducing these five mea-

sures.

Broadly speaking, Europe had the highest Global Cybersecurity Index, and the highest
level of legal measure that is based on response mechanisms and recovery to information
security breaches [ITU15]. This high level could be the result of the EU (European
Union) legislation on cybersecurity, and the overall strategic framework of the EU ini-
tiatives on cybersecurity, which propose additional measures on cybersecurity standards
and certification. However, Africa had the lowest Global Cybersecurity Index, and the
lowest level of capacity building measure that is based on supportive information se-
curity activities, such as certification development. Table 2.2 presents the measures of
the Global Cybersecurity Index. We denote Capacity building with CB. The Amer-
icas focused on the legal measure, which includes the continents of North and South
America. To emphasise, most of the countries focused on the legal measure; however,
capacity building measure received the lowest attention in 2014. These findings indicate
that the response mechanism, such as legal, regulations, and compliance were developed
adequately to address bureaucratic measures for managing security. On the other hand,
the supportive information security activities require more attention, such as education
and manpower development (insiders’ safe behaviour), as well as certified professionals

and certified agencies for international certification standards.

The Global Cybersecurity Index does not measure the number of security incidents or

damages from security incidents, but security management, such as rules and regulations,
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as well as reporting structures. The ITU (International Telecommunication Union)
describes this index as a multi-stakeholder initiative to measure the commitment of
countries to cybersecurity [ITU15], based on different features of managerial, technical,

and international collaboration.

In the next chapter, we describe the related work to shape the relationship between the
implementation of ISO 27001 and the cultural, political and economic characteristics

that have been described in this section.



Chapter 3

Literature Review and Cultural, Political and

Economic Characteristics

3.1 Introduction

This chapter starts by briefly stating which fields of work are related to this research,
followed by separate sections on related work in each of the fields. In the first section,
we describe the related work on ISO 27001 and cultural characteristics followed by the
literature about information security and Hofstede cultural dimensions. In the second
section, based on the cultural, political and economic characteristics that are introduced
in Chapter 2, we investigate the potential relationship between those characteristics and
the adoption of ISO 27001. Then, we provide an overview of all those characteristics

that are used in our quantitative analyses.

3.2 Related Work on Information Security and Culture

IT management specialists analysed different characteristics of people (such as age, gen-
der, and culture (mind-set and behaviour)) in executing information security activities
[LGJ10] because people are the main planners, executors and decision makers of de-
veloping any standard from the beginning phase. Among these studied characteristics,
culture is defined as the main criterion regarding information security standards adop-

tion [PC11, HP11, Ubel3, RF99]. The national culture for protecting important assets

36
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could be related to the decisions of selecting an ISMS standard, such as ISO 27001
[FVBO08]. Accordingly, various social characteristics are analysed in cultural, political
and economic fields, which form the basis of our analysis to answer the first research
question (cf. 1.4). As the combination of culture and information security has not been
considered in the available publications [FAE14, SSC*17, KMKRNF06, PC11, Ube13],

the following sections describe the main cultural drivers of implementing ISO 27001.

Accordingly, we investigate related works on culture dealing with information security

and the adoption of ISO 27001, followed by the Hofstede cultural dimensions.

3.2.1 1S0O 27001 and Cultural Characteristics

The literature is selected based on the number of citations for defining cultural charac-
teristics, which is focused particularly on the adoption of ISO 27001. The logical flow
of presenting these publications is in terms of time. This section describes existing lit-
erature on the relations of culture to information security and ISO 27001 to show how

our work differs from these existing publications.

One year after the publication of ISO 27001:2005, Calder et al. suggested that large or-
ganisations should create a single ISMS with a single business culture [CW06]. Although
a clear definition of culture was not provided, they pointed out that the management
should trust employees to enhance employees’ commitment to maintaining information
security. For example, the policy for acceptable use of email and Internet or document-
ing policies, procedures and processes should reflect organisational culture. They stated
that organisations should implement a reporting system for employees to report security

events.

Broderick stated that security compliance culture fosters information security culture
among employees [Bro06] to follow up on [FA98], which was based on rewards to demon-
strate that desirable behaviours are recognised for creating a security compliance culture.
Broderick described when a security compliance culture is established; compliance with
an ISMS standard is a business process that users follow. He suggested having several
internal audits to encourage adoption of a security culture because audits make employ-

ees realise that they will be assessed on compliance [Bro06]. However, this was the view
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of ten years ago, and supposedly experience has shown that it does not work partic-
ularly well. For example, Meng Chow Kang described several examples where such a

compliance culture does not necessarily improve security [Kan13].

In addition to organisational efforts in shaping the desired level of information security
culture, national culture might be related to fulfilling information security requirements.
This could be related to the practicability of established security countermeasures, which
provides fewer opportunities for employees’ commitment [ECL0O7, RMCO07]. For exam-
ple, organisations are suggested to embed the information security culture with their
information security practice to influence employees’ actions and behaviours [LCMAQ9).
Besides that, listening to employees’ feedback and reports is helpful to guide employees
to the expected security behaviour based on the established policies [FCL10]. Organi-
sations are suggested to communicate security policies with employees, for example by
clarifying the reasons for establishing policies, and there should be processes for moni-

toring the effects of policies, from both positive and negative aspects.

Besides that, Brenner shows that ISO 27001 helps foster a strong culture where strong
values are promoted for protection of client and business information [Bre07]. They
followed up on [KMKRNF06] who conducted a research to describe the relationship be-
tween cultural values and performance as well as learning motivation. In 2007, STOPE
(Strategy, Technology, Organisation, People and Environment) was introduced [SABO7],
which was later used for evaluating and continuously improving an ISMS, based on ISO
27001 [SMAT12]. They followed up on [ALK94] to describe the effects of environment on
adopting ISO 27001. Alison Anderson and Dennis Longley developed a security model
for information security officers, which considers information system environment, in-
formation systems, and information system assets in their analysis [ALK94]. They
selected the environment of an information processing system because risks are trans-
mitted through that environment, which is related to the system and the assets that are
stored, processed or communicated by that system. They introduced environment as

one of the related factors in establishing a secure system.

It is known [Ash08] that several nontechnical issues are related to the implementation of
ISO 27001. Information security requirements could be related to the cultural charac-
teristics, which are different between organisations and countries. Ashenden indicated

that individuals in organisations are influenced by the identity of their job as well as



Chapter 3. Related Work & Cultural, Political and Economic Characteristics 39

their personal and social identity (unique attitudes, beliefs, and perceptions) that they
bring with them to work. Her research focused on management and organisational be-
haviour based on the required skills to change organisational culture, the identity of the
information security manager and effective communication with end users. Organisa-
tional culture is based on assumptions that individuals will use as guidance when facing
situations in the organisation that they have not experienced before. The organisational
culture is shaped based on the observable behaviour of individuals, what they say and
do and core values, such as the followed rituals and routines and the told stories [Ash08].
She considered the main challenge is to manage the mix of the organisational, social and
personal elements of individual identity to ensure the optimum structure, business pro-
cesses and relationships for organisational objectives. Ashenden suggested information
security managers should develop their skills in different areas, such as communication
skills. She focused on the importance of organisational culture rather than national

culture for implementing an ISMS standard such as ISO 27001.

Although these publications mostly focused on organisational culture, Schmidt et al.
explained that national culture affects employees and management perceptions as well
as privacy-related issues. For example, they described that countries had different per-
ceptions of relevant computer security threats [STAT08]. However, this was the result
of ten years ago and might not be still true today. The results of studying contextual
factors such as national transparency levels and ethical behaviour of organisations indi-
cated positive associations with some information security threats and controls [Ifil4b].
Individuals may view issues based on their environments preconditioned of different
countries [Ifil4b]. For example, countries with less transparency may have little or no
need for compliance with organisational security and privacy policies, which has an in-
direct relationship with their organisations risk and information security threats. In
addition, Ifinedo suggested managers establishing information systems security policies
and practices based on regional differences [Ifil4b]. There might be a relationship be-
tween a national culture and an organisational culture as the psychological development

of individuals [Hof84] guide their daily behaviours.

Parkin et al. stated that external standards should be customised based on the organi-
sational culture and employees’ requirements [PvMC09]. As vulnerabilities are mostly
based on a potential pattern of employees’ behaviour in comparison to the technical

configuration, employees’ capabilities and organisational culture should be considered
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[PvMCO09]. They addressed some controls as behaviour control, for example deploying a
password-authentication system might be challenging for employees who are encouraged
to have a culture of trust. They mentioned that behavioural foundation includes ethi-
cal, temporal, mind-set, capability and cultural types, and they described that different

cultural practices might exist across geographic or social boundaries.

Veiga et al. addressed culture as a narrow security-centric concept, which was considered
as a helpful way to understand the relationship between culture and ISO 27001 [DVE10].
Accordingly, the culture was defined as the behaviour of an organisation to protect data,
information, and knowledge. The term cultural change was mentioned as the main
challenge for receiving ISO 27001 certification, which requires employees’ acceptance
and ownership across the organisation to overcome this challenge, especially in smaller

companies [SG11].

Alan Gillies’ approach is based on a maturity model to develop processes for making
organisations mature enough to achieve ISO 27001 certification [SG11]. His model is
based on motivating employees, as he stated that a cultural change is required within the
organisation to shift processes from strategic commitment into implementation. These
processes are required to achieve organisational goals, such as collecting monitoring data

for identifying employees’ non-compliances with the process.

To find out the challenges of implementing ISO 27001 in Saudi Arabia’s organisations,
interviews were conducted and employees’ resistance to change was known as primary
or a secondary obstacle [ASAK11]. When they asked if there is a relationship between
Saudi Arabia’s culture and the implementation of ISO 27001 process, more than 50% of
the organisations said that Saudi Arabia’s culture was not a factor; while 25% stated that
their culture was not a major challenge, and the rest mentioned that their culture was a
major obstacle for implementing ISO 27001 process. The results of their study indicated
that employees’ attitudes were one of the main drivers of achieving ISO 27001 goals
compared to national culture. Although they questioned the effects of national culture
on the implementation of ISO 27001, they did not describe the definition of culture and

attitude in their research, and the justifications of their interviewees’ response.

Susanto et al. investigated the relationship between Annex A controls of ISO 27001 and
culture to analyse the implementation of ISO 27001 more specifically [SAT*11b]. Their

results indicated that there is a relationship between culture and the Annex A controls
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relevant to Information Security Incident Management and Business Continuity Man-
agement [SATT11b]. They proposed a framework to assist stakeholders in assessing the
level of their ISO27001 compliance readiness [SAT12b], which consists of six layers of an
organisation, stakeholder, tools and technology, policy, culture, and knowledge. They
defined organisational culture as the values and behaviours that contribute to the so-
cial and psychological environment of an organisation, based on an organisation’s past
and current assumptions [SAT12b]. They followed on [SG11] to show that organisa-
tional change could be related to organisational culture because employees should adapt
to new security controls and policies [SAT12a]. The results of mapping the ISO27001
information security standard by six layers of their framework indicated that security
plans should carefully look at the people, policy and the technology in order for achieving
organisational goals [SA12]. To follow up on [FA98] and [Bro06|, organisations are sug-
gested having a reward enforcement system based on the organisational moral standards
and values [CRW12] to reduce the employees’ non-compliances with the process. They
stated that organisations’ information security efforts might be threatened by employees’

negligence and insider breaches [CRW12].

Researches followed on previous works in respect to the role of people and change pro-
cess for implementing ISO 27001. For example, Calder et al. suggested organisations
should ensure a cultural fit between the organisational desires and certification bodies
for getting ISO 27001 certificates [CW12]. They also stated that cultural environment
should be considered for establishing information classification policies. Organisations
should assign members to a team in an organisation tasked with working towards ISO
27001 certification. For this team, it is important to select people who are able to repre-
sent the needs and concerns of key parts of an organisation, because the implementation
of ISO 27001 may require a change process with a cultural impact on people and the
organisation. However, general statements were mentioned about culture and a concrete

definition for measuring culture was not explained.

Selamat et al. investigated the relationship between information security activities and
information security culture in an organisational setting of the banking industry in
Nigeria [SB14]. They explained culture as a system of values and norms that influence
society, organisations and political systems, which could be described as motivation to
the employee to be loyal to security practices. They suggested establishing the culture

of compliance with security measures would improve organisational performance, which
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improves operational activities by reducing costs and increasing profitability. They men-
tioned that developed countries mostly establish information security culture through

information security activities compared to developing countries, such as Nigeria.

One year after the publication of ISO 27001:2013, Flores et al. mentioned that knowl-
edge sharing indicates management approach toward information security governance
mechanisms, and those governance mechanisms are used to form employees’ informa-
tion security behaviour and mind-set. Accordingly, national characteristics, the variety
of the implementation of ISO 27001 approaches, and information security requirements

are related to management decisions and prioritisation [FAE14].

Besides that, AlHogail proposed a framework based on the STOPE (Strategy, Tech-
nology, Organisation, People, and Environment) [SAB07] to develop an information
security culture in organisations, which impacts employees’ perceptions and security be-
haviour. His framework is based on four domains of human preparedness, responsibility,
management, and society and regulations [AIH15] to protect from information security
threats by insiders. He surveyed experts to provide their views and feedback to vali-
date the framework structure. To follow up on [SATT11b], the implementation of ISO
27001 challenges were investigated with respect to the Annex A controls to show the

importance of clear definitions of people roles.

Feltus et al. developed a responsibility model and analysed the responsibility elements
in the Annex A controls of ISO 27001, such as accountability and commitment [FK17].
They also proposed some improvement perspectives for implementing ISO 27001 such as
clarifying the description of top management’s responsibility or the definition of rights

and capabilities needed for each responsibility.

Tsao indicated that the differences and conflicts between organisations employees’ in-
formation security management acceptance would be related to the information security
policy and the organisation coordination systems [T'sal7]. Based on the results of the
interviews, there is a relationship between information security management acceptance
and organisation conflicts in user’s view. King used linear regression as the statistical
method to indicate a positive linear relationship between effective I'T governance and ISO
27001/27002 [Kinl7]. He stated that corporate leadership should become accountable
and embrace IT governance awareness as part of organisational culture. He examined

if there is a linear relationship between IT governance and ISO 27001/27002, based on
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SMEs located within the Continental USA (Alaska and Hawaii). Armeanu et al. used
regression models to analyse the relationship between following ISO management system

standards, such as ISO 27001 and 21 European Union member states’ levels of economic

confidence [AVG17].

To sum up, securing information system resources and assessing organisational readi-
ness was the main focus of these publications toward implementation of ISO 27001.
The results of conducted literature review show the relationship between employees’ in-
formation security culture as well as adequate information security knowledge and the
implementation of ISO 27001. Most of the publications did not introduce a measure-
ment for evaluating organisational culture and researchers investigated the approaches
for selecting and implementing appropriate information security controls. Cultural char-
acteristics should be considered in the early stages of establishing ISO 27001 because
employees are involved in executing ISO 27001 policies and procedures, based on the job
requirements [CW08, FVB08, Cal06]. Although most of these publications described
the relationship between organisational culture and ISO 27001, this thesis focuses on
the relationship between national characteristics and the implementation of ISO 27001.
Based on our knowledge, there is no related work in analysing the correlation between
the adoption of ISO 27001 in terms of an average number of certification, and the search
keywords of the discussed characteristics. The relationship between national charac-
teristics in such fields of cultural, political and economic have not been addressed yet.
Among the studied literature, there was a single publication that was the closet research

to this thesis, which is described in the following.

3.2.2 Information Security and Hofstede Cultural Characteristics

Ifinedo investigated the effects of national culture on information security threats and
controls in global financial services institutions based on the 2012 DTTL (Deloitte
Touche Tohmatsu Limited) survey [Ifil4a]. The results of multiple regression analysis
indicated that UAI and IDV are correlated with the assessment of information threats
and controls related to acquisition and implementation of security tools, such as iden-
tity access management and cloud computing. His results demonstrated that national

cultural norms are correlated with respondents’ experiences with privacy breaches and
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TABLE 3.1: Research with national culture and information system security [Ifil4a]

Dependent variable Moderating variable
Behavioural intention of security technologies UAI PDI, IDV
Information systems misuse UAI PDI, IDV

Effectiveness of information system security implementa- UAIL IDV
tion
Information security management in organisations UAI, PDI, IDV

assessment of information security budget, as national culture influence individuals and

organisations.

In the following, Ifinedo’s research is summarised based on the relationship between
information system security as a dependent variable and national culture as a moderating
variable [Ifil4a] as Table 3.1 resents: These findings indicated that the most dominant
cultural characteristics are based on Hofstede’s cultural dimensions of UAI, PDI and

IDV [Ifilda].

Next, we investigate the possible relationship between the implementation of ISO 27001
and characteristics that are selected for the purpose of this thesis, such as national

culture (cf. 2.3.2), politics (cf. 2.4.1) and the economy (cf. 2.4.2).

3.3 Cultural, Political and Economic Characteristics

In this section, we write about how the cultural (cf. 2.3.2), political (cf. 2.4.1) and
economic (cf. 2.4.2) characteristics may be relevant to the adoption rate of ISO 27001, in
terms of the average number of certificates issued (2006-2014). First, we investigate the
potential relationship between the Hofstede cultural dimensions and the implementation
of ISO 27001 to initiate our research contribution. Next, the relationships between ISO
27001 and the political as well as economic characteristics are described. The last section
presents an overview of the characteristics that are selected for the purpose of this thesis,

which serve as an input to our model for our quantitative analysis.
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3.3.1 1SO 27001 and Hofstede Cultural Characteristics

Several publications pointed out the relationship between UAI, PDI, and IDV dimen-
sions and shaping the organisational culture, the employees’ behaviour and manage-
ment decisions [VNB93, JHD'06, Hof03, HHM10]. Information security publications
[DVEI10, Ifilda, MEO2] have mainly discussed the impacts of one cultural publication
on information security activities. For example, the impact of Chinese culture on the
outsourcing market was analysed using Hofstede cultural dimensions [Gla09]. Glaser
suggested security managers should understand human behaviour in addition to politi-

cal and economic systems to improve system regulation [Gla09].

Based on the literature and the possible relationship between the cultural characteristics
and the adoption of ISO 27001, Hofstede’s publication is selected for further analysis
whose framework explains national cultural differences. In the context of this thesis,
culture is the national characteristics of a society that is defined based on the three
dimensions of Hofstede to show the differences of individual behaviour in various cultural

groups. The Hofstede dimensions that we pick for this thesis are [Hof03]:

e UAI how to make sure what must be done is really done (cf. 2.3.2),
e PDI: who decides what (cf. 2.3.2),

e IDV vs. Collectivism: self-image as “I” or “we” vs. the degree people are inte-

grated into groups in a society (cf. 2.3.2).

At the country level, we have investigated the potential relationship between these di-
mensions and the controls relevant to people in Annex A, such as A.6.1.1 (Information
security roles and responsibilities) [SFS14, SES15, SFS16a, SFS16b] that are described
in more detail in the qualitative analysis. For example, there might be a relationship
between the people with high UAI and the controls relevant to establishing rules, regula-
tions and policies, for example A.5.1.2 (Review of the policies for information security).
Comparatively, there might be a relationship between the people with high PDI and the
controls relevant to management contribution, such as A.5.1.1 (Policies for information

security). There might be a relationship between the people with high IDV and the
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way roles and responsibilities are defined, like the levels of details, generality or over-
lapping, such as A.6.1.2 (Segregation of duties) and A.6.1.1 (information security roles

and responsibilities).

We extend our characteristics to economic and political characteristics because the level
of national wealth, the governance of a country, and political relations between countries
[HJ, GOGO05, GLL03, FVB08, GM03, BN13] might be related to the adoption rate of
ISO 27001 [AL09, And01, KH14, AHK13].

3.3.2 1SO 27001 and Regulations and Legal System

To date, there are requirements for compliance with several international and national
information security business, legal, contractual and regulatory requirements as results
of extensive international communications and contracts, which requires structured and
organised strategies [Fre07]. One of the motivations for ISO 27001 certification is to
comply with the core requirements of information related regulations as well as the
required laws and contractual obligations [Boe09, HP06, Canl4, SZK08, Boe08]. When
a government allocates adequate resources in different forms of policies and regulations,
then citizens can pursue their own economic interests [GLN16]. Horst’s findings [Fel07]
described that level of regulations and bureaucracy to limit market entry is related to
the level of economic growth. Armeanu et al. investigated 21 EU (European Union)
member states to reflect perceptions of the government’s ability to formulate and apply
sound policies and regulations by following ISO management system standards, such as
ISO 27001 [AVG17]. In this section, we investigate the possible relationship between
legal systems and regulations (cf. 2.4.1) and information security management activities

and the implementation of ISO 27001.

The legal system is based on public rights [GLN16], which might have a relationship
with some of the security controls of ISO 27001 defined in the Annex A (cf. A), such
as A.18.1.2 (Intellectual property rights) or A.18.1.3 (Protection of records). The secu-
rity of property rights and effective law enforcement have an influence on the level of
successful financial market operation for the contracts [GLN16], which could have a re-
lationship with some of the controls of the Annex A , such as A.7.1.1 (Screening) or A.5
(Information security policies). Nystrom stated that legal system structure, property

rights security and credit regulations support the capacity and willingness to develop,
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organise and manage a business [Nys08], which might be related to some controls, such
as A.18.1.4 (Privacy and protection of personally identifiable information) or the controls
relevant to compliance and contracts, such as A.18 (Compliance) or A.14.1.2 (Securing

application services on public networks).

To sum up, legal systems and regulations are potential political characteristics, which
might be related to the motivation for ISO 27001 certification. For example, economic
growth and development could have a relationship with the level of international trading
that demands an acceptable assurance of the information security level, which might be

satisfied by implementing ISO 27001.

3.3.3 IS0 27001 and GDP (Gross domestic product)

Publications have investigated the relationship between national economy and the adop-
tion rate of ISO 27001 [Brel4, O0OQ10, KKN12, JKW11, EVS00, CMR04, BVS00,
FVBO08|]. For example, Armeanu et al. examined the correlation between following ISO
management system standards and economic sentiment indicator for the EU member
states from 2005 to 2014, which reflects and represents judgments and attitudes of pro-
ducers and consumers about economic activity [AVG17]. They used regression models
to show a positive relationship between following ISO standards, such as ISO 27001 and

the economic sentiment indicator [AVG17].

For the economic characteristic, we select the GDP (Gross Domestic Product) to measure
economic performance of a country [Fonl5]. Based on the results of comparing different
types of GDPs and the studied literature, the GDP-PPP (Purchasing Power Parity)
(cf. 2.4.2) is selected to compare different countries’ market exchange rate, which is
GDP converted to international dollars using PPP rates and divided by total population
[Fonl5]. There might be a relationship between economic performance of a country and
the implementation of the security controls of the Annex A relevant to maintenance,
such as A.17 (Information security aspects of business continuity management) or A.16

(Information security incident management).

We denote those cultural, political and economic characteristics by characteristics that

are selected for the purpose of this thesis in the following.
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FiGURE 3.1: Cultural, political and economic characteristics that are selected for the
purpose of this thesis

3.3.4 The Selected Characteristics for the Purpose of This Thesis

In this section, we provide an overview of the characteristics that are selected for the
purpose of this thesis, which might have a relationship with the adoption of ISO 27001,
which are cultural (UAI, PDI, IDV) (cf. 2.3.2), political (legal systems and property
rights, regulation) (cf. 2.4.1), and economic (GDP-PPP) (cf. 2.4.2) characteristics as
Figure 3.1 presents. Cultural characteristics are comparably more stable and only gradu-
ally change in the long-term [UbelS, VNB93, Gar04, VNvS05, KDHK99, Ifi09, GRN 11,
Sch94, SS95]; while the economic and political characteristics are more likely to reform

over time [GLN16, GM03, Fel07, MahO1, BN13, Nys08, HJ, OS11].

Note that in Figure 2.3, three cultural publications and the relevant dimensions are
analysed at the national level, and in Figure 3.1 we present the cultural characteristics,
which are selected for the purpose of this thesis. We analyse the correlation between the
cultural, economic and political characteristics and a number of ISO 27001 certificates

in our quantitative analysis.
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After describing the characteristics that are selected for the purpose of this thesis, we

describe the results of our qualitative analysis.



Chapter 4

Qualitative Analysis

4.1 Introduction

For our qualitative analysis, we conduct a literature review and we investigate Annex
A controls of ISO 27001 to answer the second research question (cf. 1.4). The results
of the qualitative analysis are based on the relationship between the national cultural
characteristics that are selected for the purpose of this thesis, and the implementation
of ISO 27001. First, the relationship between ISO 27001 Annex A controls and the
national cultural characteristics are analysed. Then, the adoption rate of ISO 27001 is
analysed in different countries to investigate possible reasons for the number of issued
ISO 27001 certificates. The next section describes the motivation for developing national
information security guidelines and the possible relationship with the adoption rate of
ISO 27001. Next, we state possible alternative factors that can explain our empirical
observations that have not been studied in this thesis. Then, the results of our qualitative

analysis are summarised as a basis for further research.

50
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4.2 Annex A controls of ISO 27001

One of the research contributions is to identify and discuss the issues that might
be related to the implementation of ISO 27001 based on the national cultural char-
acteristics. We describe national characteristics as characteristic of a particular na-
tion as a whole, which is influenced by wealth and economic power, historical back-
ground, and cultural characteristics related to existing information security requirements
[Hof84, Hof83, TV10, JHD ™06, KLGO06]. There might be a relationship between cultural
distinctiveness and the adoption of ISO 27001. In the following, Annex A controls of
ISO 27001:2013 (cf. A) are investigated based on a high-level classification.

4.2.1 High-Level Classification

We classify Annex A controls to a high-level classification to investigate the main focus
of each control. For example, management’s perceptions are possibly related to the
definition of formal procedures such as policies, and employees’ attitudes may be related
to execution and design phases of the controls. Accordingly, Annex A controls are

classified into three general groups of detection, prevention, and reaction.

Most of the control domains defined in Annex A are related to all these three gen-
eral groups. Annex A controls are mostly based on the prevention concept, which covers
more than two-thirds of the total number of controls, such as A.10 (Cryptography). The
controls A.14 (System acquisition, development, and maintenance), and A.16 (Informa-
tion security incident management) are mostly based on the reaction concept, which
focuses on maintenance activity in the process of developing ISO 27001. Moreover, the
control A.17 (Business continuity management) particularly focuses on the reaction con-
cept. The controls A.11 (Physical and environmental security) and A.12 (Operations

security) are mainly based on the detection concept.

The cultural characteristics could also be related to each group of our high-level clas-
sification; for example, there might be a relationship between the countries with high
UALI (cf. 2.3.2) and the controls that are based on the prevention concept. The goal of
most of the controls is to eliminate future uncertainty by establishing policies, guide-

lines, and procedures to control employees’ behaviour. Accordingly, we investigate the
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relationship between the Annex A controls and the cultural characteristics of UAI, PDI,
and IDV (cf. 2.3.2), based on Hofstede as the adopted literature at a national level
[JHDT06, TV10, VNB93, KLG06].

4.2.2 The National Cultural Characteristics Selected

We expect a relationship between the implementation of ISO 27001 and the national
cultural characteristics that are selected for the purpose of this thesis. The cultural
distinctiveness is one of the potential factors that might be related to the number of
issued ISO 27001 certificates, which could prevent or hinder employees from cooperating
with established policies and procedures. Accordingly, Annex A controls are analysed

to come up with the aim of the controls based on the cultural characteristics selected.

There are requirements that have to be met so that a control can be implemented.
Based on the focus of each control in a control domain, we investigate the controls that
are based on the People category, such as A.5.1.1 (Policies for information security) or
A.6.1.1 (Information security roles and responsibilities). For example, there might be a
relationship between the countries with high PDI and the controls relevant to manage-
ment decision-making and interaction with employees, as well as the controls relevant to
defining and communicating policies, such as A.7.2.1 (Management responsibilities). In
countries with high PDI, not involving and consulting with employees is more tolerable,
and communicating with management mostly requires a formal procedure [KLG06]. In
high PDI countries, employees constantly seek for management’s confirmation about
their duties [Hof03]. In general, employees are not expected to contradict management

in high PDI countries [Hof83] and it is more likely that rules are followed strictly.

There could be a relationship between countries with high IDV and the level of details of
policies and employees’ segregation of duties. The people with high IDV may have more
security concerns and they may be more precise about defining guidelines and rules,
for example, access control polices. However, the people with low IDV may have fewer
security concerns about internal unauthorised access that can be related to some of the
controls, such as A.9.2.2 (User access provisioning). The countries with high levels of
UAI and IDV may define more restrictions and limitations for employees committing

breaches, by forcing harder penalties compared to the countries with low IDV [VNB93].
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Annex A control domains may not have the same weight in every organisation and every
country. It is important to prepare an appropriate environment for guiding employees to
conduct their behaviour according to the policies and procedures, such as access control
policy. Development stages of ISO 27001 are possibly related to the cultural character-
istics of the people planning or maintaining this standard. There could be a relationship
between the selected cultural characteristics of UAI, PDI, and IDV on one side, and
adoption of some controls on the other side, for example, the A.7 (Human resource secu-
rity) controls, such as A.7.2.2 (Information security awareness, education and training).
There might be a relationship between selection and execution of some controls such as
A5 (Information security policies) and the cultural characteristics selected, which are

called cultural controls in this thesis.

However, the cultural characteristics selected might not be related to the controls that
mainly address technical issues, such as A.10 (Cryptography) or A.14 (System acqui-
sition, development, and maintenance). The control A.17 (Business continuity man-
agement) might not be related to the cultural characteristics of UAI, PDI, and IDV,
which are called technical controls in this thesis. The cultural controls, such as poli-
cies, might not be updated or maintained regularly, compared to technical controls

[Ash08, Ifil4a, HPOG].

To sum up, people mind-set and behaviour has a long-term influence and cannot be
changed in a short period of time. Accordingly, a pre-phase plan is recommended before
commencing the first phase of ISO 27001 development for analysing the current organi-
sational culture. Such a pre-phase plan could be useful for estimating an organisation’s
readiness for adopting ISO 27001 because cultural characteristics are considered early
on. However, there could be other factors that might be related to the adoption rate of
ISO 27001 that have not been measured in this thesis. The motivation for the further
research is based on the fact that the country’s cultural characteristics might have a

relationship with the adoption and development phases of ISO 27001.
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Countries with the highest average number of ISO 27001 certificates (2006-2014)
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FIGURE 4.1: High adoption rate of ISO 27001 & cultural characteristics selected [Int14,
Hof03]

4.3 Spectrum of Adoption Rate of ISO 27001 in Different

Countries

To measure the adoption rate of ISO 27001, the average number of ISO 27001 certifica-
tion is calculated from 2006 to 2014 [Int14]. After describing the cultural characteristics
of the countries with the highest adoption rate of ISO 27001, the countries with the
lowest adoption rate are investigated. For both groups, we investigate the relationship
between those countries and the characteristics that are selected for the purpose of this

thesis (cf. 3.3.4).

4.3.1 Countries with the Highest Average Number of Certification

Figure 4.1 shows the relationship between the cultural characteristics selected (cf. 2.3.2)

and the average number of ISO 27001 certification from 2006 to 2014 [Int14].

The higher values of these cultural characteristics indicate that these countries are rel-
atively stronger in these cultural dimensions. Most of these countries have reasonably
high levels of UAI and IDV with comparably low levels of PDI. There is an empirical
relationship between the countries with relatively high UAI and IDV, but low PDI on
one side, and higher average number of ISO 27001 certification on the other side from
2006 to 2014. The highest average number of ISO 27001 certification belonged to Japan

as one of the most important economies with a relatively high UAT and PDI.
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TABLE 4.1: High adoption rate of ISO 27001 & characteristics that are selected for the
purpose of this thesis

Country Ave. Cert UAI PDI IDV LS Reg NI GCI
Japan 7150.17 92 54 46 778 724 v 0.70
UK 1881.33 35 35 89 859 749 v 0.70
India 1818.00 40 7 48 587 623 Vv 0.70
China 934.50 30 80 20 536 696 v 0.44
Italy 696.17 75 50 76 572 6.82 - 0.55
Romania 767.00 90 90 30 623 7.23 - 0.47
Taiwan 885.33 69 58 17 6.62 738 - 0.50
Spain 721.83 86 57 51  6.56 6.85 - 0.58
USA 574.00 46 40 91 7.07 816 v 0.82
Germany 579.67 65 35 67 803 6.72 v 0.70
Czech Rep. 35833 T4 57 58 6.99 8.01 - 0.50
Poland 301.00 93 68 60 677 733 v 0.52
Rep. of Korea 238.67 85 60 18 6.14 6.91 - 0.70
Hungary 237.67 82 46 80 631 7.27 - 0.67
Netherlands 253.00 53 38 80 9.10 7.56 - 0.67
Bulgaria 22283 85 70 30 491 744 - 0.44
Turkey 170.33 85 66 37 440 593 - 0.64
Australia 126.67 51 36 90 863 78 v 0.76
Israel 159.67 81 13 54 671 729 - 0.67
Malaysia 147.50 36 100 26 728 848 - 0.76
Hong Kong 11283 29 68 25 787 88 v 061
Slovakia 143.50 51 100 52 546 713 v 0.61
Switzerland 89.83 58 34 68 866 7.82 - 0.35
UAE 109.83 80 90 25 768 631 v 0.35
Thailand 111.33 64 64 20 4.74 6.61 - 0.41
Mexico 79.83 82 81 30 416 6.65 - 0.32
Singapore 72.83 8 74 20 8.03 832 v 0.67
France 103.17 86 68 71 767 683 v 0.58
Brazil 67.50 76 69 38 474 4838 v 0.70
Austria 65.67 70 11 55 839 6.58 Vv 0.67

Next, we extend our analysis to more countries based on the ISO survey 2015. We inves-
tigate the relationship between countries with high average number of ISO 27001 certifi-
cation from 2010 to 2015 and the characteristics that are selected for the purpose of this
thesis as Table 4.1 presents. We denote the average number of ISO 27001 certification
with Ave. Cert, Legal System with LS, Regulations with Reg, the existence of national
information security guidelines with NI, and Global Cybersecurity Index with GCI. The
top countries listed in Table 4.1 are mostly the main manufacturers and the biggest

economies with distinct information security requirements [HHN10b, Jon10, HHN10a].
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Countries with the lowest average number of 1SO 27001 certificates (2006-2014)
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FIGURE 4.2: Low adoption rate of ISO 27001 & cultural characteristics selected [Int14,
Hof03]

Most of these countries have reasonably high levels of UAI, PDI and IDV as well as
comparably high property rights and regulations. Half of these countries have national

information security guidelines.

Then, we describe the relationship between the Global Cybersecurity Index and the num-
ber of issued ISO 27001 certificates. The Global Cybersecurity Index is a comprehensive
profile for covering several countries’ national characteristics of political, economic and
social characteristics based on the five measurements such as legal, technical and cooper-
ation. We investigate the relationship between the top countries with the highest level of
Global Cybersecurity Index and the adoption of ISO 27001 in Appendix B. Our results
indicate that ISO 27001 certification has a moderate positive relationship with Global
Cybersecurity Index (cf. 2.5), which acts as a multi-stakeholder initiative to measure

the commitment/preparedness of countries to cybersecurity [ITU15].

We now investigate the countries with the lowest average number of ISO 27001 certifi-

cation.

4.3.2 Countries with the Lowest Average Number of Certification

Figure 4.2 displays the cultural characteristics of the countries with the average number
of certification of almost one from 2006 until 2014 based on the cultural characteristics

selected (cf. 2.3.2).

Most of these countries have relatively high levels of UAI and PDI as well as low IDV

(cf. 2.3.2). The combination of these cultural characteristics might be related to lower
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numbers of ISO 27001 certificates. However, there might be other influential factors

that we have not studied in this thesis.

In countries with high PDI, managers may not consult with employees during the pro-
cess of developing policies [Hof84]. They might not ask for employees’ opinions or
execution experiences, in order to deal with organisational security concerns [Hof83].
In order to increase practicability of established policies and procedures, assigning a
responsible group is necessary for taking feedbacks in short and interactive meetings
[KKN12, UB13, SMP14, PS10]. Training and awareness programs could be a formal
process of educating employees about computer security, corporate policies and pro-
cedures for working with IT. Employees’ security awareness training and education
[PC11, CDMSO08, Gar04, EUE09, ST05, FCL10] may be helpful especially for these coun-
tries to guide employees to conduct their behaviour as expected and to adapt to estab-
lished policies and procedures [SAT12b, HWL16, CW08, Call3, Dis13, Gar04, EUE09,
SA12]. Besides that, legal system and social sanctions for employees’ non-compliance
[FFAT14, TvSLO06, Sch14, SFC15] could be related to practicability of ISO 27001 policies
[AS13, AS99]. However, if employees have the fear of losing their job and the conse-
quences of non-compliance, they would be committed to following the policies even when

they feel that it is counterproductive [SMP14, PS10].

Then, we investigate the countries who had less than ten certificates of ISO 27001 in
2014, as can be seen in Table 4.2. These countries mostly had low average of ISO
27001 certificates from 2006 to 2015. We denote ISO 27001 certification in 2014 with
Cert, Legal System with LS, Regulations with Reg and Global Cybersecurity Index with
GCI. Comparing to the studied top countries (cf. Table 4.1) with the highest number of
issued ISO 27001 certificates in 2014, the main difference is based on the levels of IDV,
and GDP-PPP. However, the difference between these two groups of countries’ UAI is
relatively low. We observe a relationship that does not imply causality. Then, we discuss

possible reasons for this low adoption rate.

According to Ivan Flechais, a particular style of information security management may
not be acceptable and fitting in all countries [FCvS*10, FS09, FSHO03], which could
be one of the possible reasons for ISO 27001 low adoption. He also identified that
the ISO 27000 family of standards and similar documents are essentially of English-

speaking origin and are inherently based on their governance structures. Accordingly,
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TABLE 4.2: Countries with a drop in the number of issued ISO 27001 certificates in
2014 & characteristics that are selected for the purpose of this thesis

Country Cert UAI PDI IDV LS Reg GDP-PPP GCI
Ukraine 9 95 92 25 4.57 6.87 8680.83 0.35
Albania 8 70 90 20 521 6.34 11390.71  0.20
Ecuador 7 67 78 8 3.46 6.31 11302.68 0.35
Luxembourg 7 70 40 60 9.04 7.38 97638.71  0.47
Malta 7 96 56 59 8.35 T7.16 33197.52  0.35
Morocco 5 68 70 46 7.50 5.82 7813.38  0.55
Kenya 4 50 70 25  5.02 7.09 3098.61 0.41
Tanzania 3 50 70 25  6.59 T7.24 2741.69 0.20
Dominican Rep. 3 45 65 30 4.40 6.68 14014.41  0.11
Estonia 3 60 40 60 739 7.55 27879.72  0.70
Guatemala 3 99 95 6 4.36 6.77 7549.75  0.20
Jordan 2 65 70 30  6.17 7.00 11970.54 0.20
El Salvador 1 94 66 19 413 7.50 8059.80  0.20
Lebanon 1 50 75 40  4.38 6.17 18051.81  0.08
Mozambique 1 44 85 15 4.07 5.81 1178.27  0.58
New Zealand 1 49 22 79  9.07 8.20 35305.27  0.73
Trinidad 1 55 47 16 546 6.74 32170.23 0.20
Venezuela 1 76 81 12 1.18 4.00 17759.40  0.20

translating the document into a foreign language could possibly influence comprehension
of the requirements that have to be met for implementing ISO 27001 because of different

interpretations and cultural differences.

To sum up, the motivation for adopting ISO 27001 might be related to national char-
acteristics, such as historical background, economy, and global activities. Our results
empirically show that there is a relationship between the countries’ levels of IDV and

GDP-PPP and the adoption of ISO 27001 in 2014.

We follow up on previous works by analysing the relationship between national infor-

mation security guidelines and the selection as well as implementation of ISO 27001.

4.4 National Information Security Guidelines

Cultural differences may be related to several types of national information security
guidelines, and studying similarities and differences between these guidelines guides

us to investigate the possible related characteristics with the adoption of ISO 27001.
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This section analyses national information security guidelines, and classifies them based
on common characteristics, such as national economy and global activities. Next, the
reasons for implementing and selecting national information security guidelines are de-
scribed to investigate the information security requirements that are not possibly fulfilled
by implementing ISO 27001. Then, these countries’ average number of ISO 27001 certi-

fication and their social characteristics are described with some examples.

4.4.1 The Implementation of 1ISO 27001

The average number of ISO 27001 certification of the developed countries with national
information security guidelines was higher than the developing countries studied from
2006 until 2014 [Int14]. For example, the average number of certification of Rwanda,
Uganda, Malawi and Azerbaijan was comparatively lower than Japan, the UK, India,
China, the USA and Germany from 2006 until 2014 [Int14]. Most of these countries with
a high number of issued ISO 27001 certificates [Int14] have a strong national economy
level (such as China or Japan), and they mostly adopt both ISO 27001 and national
information security guidelines. Then, possible motivations for developing a national

information security guideline are described.

One of the possible reasons for creating a national information security guideline is to
address specific national or industrial information security requirements. The devel-
oping countries’ motivation for their national information security guideline might be
to establish the basic information security knowledge and awareness for related secu-
rity risks. For example, the Uganda’s government published the national information
security guideline for improving information security awareness and establishing an in-
formation security culture. The second reason could be the time of establishing the
international information security standard. The other possible reasons might be ISO
27001 generic ISMS requirements, which addresses every organisation regardless of their

system’s properties, business and finance in every country.

The cultural characteristics of the countries with national information security guide-
lines are described as the next step, based on and the cultural characteristics selected

(cf. 2.3.2).



Chapter 4. Qualitative Analysis 60

Countries with national information security guidelines
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4.4.2 Cultural Characteristics

Figure 4.3 shows that most of these countries have relatively high levels of UAI and
PDI. There might be a relationship between the countries with high levels of UAI, PDI
and IDV on one side, and adoption of both ISO 27001 and national information security
guidelines on the other side. The cultural characteristics of some of the studied countries

are not available (such as Rwanda), which is one of the limitations of this thesis.

To sum up, ISO 2001 adoption could be related to several national characteristics such
as historical background, governmental regulations and population [Boe08, SAT12a,
FVBO08, NEF08, SAT12b]. There might be a relationship between the adoption rate of
ISO 27001 in these countries and the national socio-economic background and cultural
characteristics. The countries with national information security guidelines may not
select ISO 27001 as a single point of reference for an ISMS, because of the language or

generality of ISO 27001.

4.5 Alternative Factors

In the qualitative analysis, we investigate the relationship between the adoption of ISO

27001 and the cultural characteristics. However, the potentially influential factors are



Chapter 4. Qualitative Analysis 61

not limited to cultural characteristics. The most important alternative factors that can
be related to the number of issued ISO 27001 certificates are listed in the following
[FVB08, Canl4, Fre07, Boe09, SAT12a, HWL16]:

e Security breaches in the organisation,

e Difficult economic situation for the organisation and/or its environment,
e Competitors achieving certification,

e Lack of qualified security experts,

e Resistance to change from employees,

e Management not being aware of the need for security,

e Employees not complying with security measures,

e Lack of qualified security experts,

e Local regulations that require certification,

e Contracts requiring the organisation to be certified.

4.6 Conclusion of Qualitative Analysis

In the qualitative analysis, we investigated the ISO 27001 survey 2014 [Int14] and the
national cultural characteristics of UAI, PDI and IDV (cf. 2.3.2) to build a relationship
between the adoption of ISO 27001 and the cultural characteristics that are selected
for the purpose of this thesis. Assessing organisation’s readiness as a pre-phase plan,
especially for the cultural controls (cf. 4.2.2) can help in the implementation of ISO
27001, based on the organisational information security requirements and employees’
cultural characteristics. The results of conducted literature review show the relationship
between employees’ adequate security awareness as well as knowledge [BHSS14, SAT12a,
HP06, Cal06, SCHH09, FG02, CMR02, Sip00, KBS13, PC11, CDMS08] and the adoption
rate of ISO 27001. To sum up, there might be a relationship between the adoption of
ISO 27001 on one side, and several global and national characteristics on the other side,
for example, financial crisis of recent years, governmental regulation and information

security well-known events, such as privacy breaches.
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The following chapters discuss the methodology and results of the quantitative analysis

as the main focus of this thesis.



Chapter 5

Methodology of Quantitative Analysis

5.1 Introduction

The initial hypothesis to be tested is based on the relationship between the adoption
of ISO 27001 in terms of the average number of certificates issued (2006-2014) and
the characteristics that are selected for the purpose of this thesis (cf. 3.3.4). Theories
used to formulate the hypothesis included Hofstede [Hof84]. Our hypothesis is that the
cultural, political and economic characteristics selected (cf. 3.3.4) have a relationship
with the adoption of ISO 27001, in terms of the average number of certificates issued
(2006-2014). In this section, we describe methods used to answer the third research
question (cf. 1.4). We present the process of developing the quantitative analysis part of
this research, including the basis of the statistical models, as well as basic assumptions
and fundamentals. Afterwards, we describe the methods and functions in more details

to results of our qualitative research with our quantitative analysis.

5.2 Statistical Fundamentals for Statistical Models

When the independent selected variables are correlated (for example cultural dimensions
of Hofstede), then extending the number of independent variables decreases the impact
of each independent variable separately that may result in misleading results. Therefore,

we select each variable from a category (for example culture, politics and economy) so

63



Chapter 5. Methodology 64

that the characteristics that are selected for the purpose of this thesis may be individ-
ually significant. Each selected predictor in our model may provide enough information
because we select the potential national characteristics that might have a relationship
with the adoption of ISO 27001. We eliminate some of the dependent variables such as
cultural features, when they are correlated with each other, and knowledge of one nec-
essarily covers the knowledge of the others [DK92], such as power distance dimensions

of Hofstede and Globe.

The variables are mainly quantitative, which were initially presented with arithmetic
operations in some cases in our qualitative analysis, such as an average number of ISO
27001 certification. All of the quantitative variables are discrete, with a finite number of
possibilities, for example, score of Global Cybersecurity Index, cultural or economic char-
acteristics. Some levels of the measurements are ratios, such as regulations (cf. 3.3.4).
Some variables are intervals, implying that zero does not mean that the parameter does
not have any value, such as GDP-PPP (cf. 2.4.2) or cultural characteristics (cf. 2.3.2).
Some variables have an extensive range, such as a number of issued ISO 27001 certifi-
cates, or the GDP-PPP. This indicates the wide distribution of our data; for example,
the UK with ISO 27001 certificates: 2253, IDV: 89% (relatively high), and Global Cy-
bersecurity Index: 0.706, compared to Venezuela with ISO 27001 certificate: 1, IDV:
12% (relatively low), and Global Cybersecurity Index: 0.205.

Table 5.1 indicates the top 10 countries with the highest number of issued ISO 27001
certificates in 2014, with different values of UAI, PDI, IDV, legal, regulation, GDP-PPP

and Global Cybersecurity Index.

It is necessary to examine where the bulk of the values lie and the range of the values
to make the variables more condensed; for example, a number of issued ISO 27001
certificates ranges from 634 to 7171, or IDV from 20 to 91. Our data show high dispersion
as Table 5.1 presents, so we group countries with at least one certificate in 2014 based
on the certain ranges for a number of issued ISO 27001 certificates to approximately
mitigate the effects of this dispersion at the beginning. For example, we define a range
for a number of issued ISO 27001 certificates (for instance 0-10), instead of absolute
numbers for developing our dataset. For analysing the correlation between the adoption
of ISO 27001 and the characteristics that are selected for the purpose of this thesis

(cf. 3.3.4), we select the regression analysis model.
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TABLE 5.1: Top 10 countries of number of issued ISO 27001 certificates

Country Cert UAI PDI IDV LS Reg GDP-PPP GCI

Japan 7171 92 54 46 778 7.24 37,618.75  0.70
UK 2253 35 35 89 839 7.49 39,826.06 0.70
India 2168 40 77 48 587 6.23 5,808.43 0.70
China 1210 30 80 20 5.36 6.96 13,224.00 0.44
Italy 969 75 50 76 5.72 6.82 35,131.05  0.55
Romania 893 90 90 30 6.23 7.23 19,743.54 047
Taiwan 781 69 58 17 6.62 7.38 46,035.83  0.50
Spain 698 86 o7 51  6.56 6.85 33,835.01  0.58
USA 654 46 40 91 7.07 8.16 54,369.83  0.82
Germany 634 65 35 67 8.03 6.72 46215.70  0.70

Regression analysis is a statistical technique for investigating and modelling the relation-
ship between the dependent (or response) and the independent (or predictor) variables
[BLBO8]. The response variable is the focus of a question in a study, and a predictor
variable explains changes in the response variable that might affect the response vari-
able. This method is applicable to find the relationship between an average number
of ISO 27001 certification as the response variable and the selected predictor variables
(cf. 3.3.4). Then, we explain the reasons why regression analysis is more appropriate

compared to clustering as one of the possible methods for our analysis.

Clustering might be applicable provided that the data and parameters required for
clustering are available and accessible for grouping a set of data points in such a way
that data points in the same group of a cluster are more similar than those in other
groups in order to segregate groups with similar traits and assign them into clusters.
Such data for different counties are hardly accessible. Clustering based on one parameter
could be misleading, such as population. The similarity among data points is subjective,
which can impact our results [XWO05]. Cluster analysis maximises in-group homogeneitys;
while regression analysis seeks to determine which independent variable plays the biggest

role in distinguishing between groups on a dependent variable.

Regression analysis will help us to answer a question such as which variables (cf. 3.3.4)
have the strongest correlation with the number of issued ISO 27001 certificates, which
is more applicable to analyse the dataset. We assume that the characteristics that
are selected for the purpose of this thesis have the same meaning across countries and

that they are measured in the same way. We also assume that the measurement and
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the underlying relationships are the same in all countries, and regression analysis is an

applicable method. Regression analysis has several requirements to meet.

To use a linear regression method, the relationship between the independent and depen-
dent variables should be linear. The linear regression analysis requires all variables to be
normally distributed [DSP66]. Normal distribution and equal variance between response
and predictor variables should be satisfied. For accepting a regression analysis output,
we have to address these main points. First, the residual mean is always approximately
zero. Next, the residual variance is almost constant and the residual distribution is

normal for every x value.

Our model uses multiple regression analysis, as the number of predictor variables is more
than one. Our model is only based on national characteristics, and the organisational
culture is not included in the quantitative analysis. We analyse how dependent variable
y: 1SO 27001 certification is explained in terms of independent variables of z: the
national characteristics that are selected for the purpose of this thesis (cf. 3.3.4), given
as:

y=DBo+ Bi1 X1+ By Xo+e (5.1)

In multiple regression, y, x and e are column vectors of observed values, regression
parameters, and random errors. Fach value of the y column matrix corresponds with
observations of the x matrix, and both matrices have the same row number. By is the
y-intercept, and By to Bg evaluates changes in y, based on z;1 to xzg (cf. 3.3.4). The
input to the regression model is a & matrix with each row defining a data point for
each country, and each column representing a feature for the variables selected for the
purpose of this thesis. For instance, xo is the PDI (cf. 2.3.2), and z¢ is the GDP-PPP
(cf. 2.4.2).

After describing the fundamentals, we explain the forward selection method as the main
part of this analysis. The results of the statistical models are described in the next

chapter.
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5.3 Basic Assumptions and Definitions

We choose a forward selection for entering inputs based on the predictor variable in
the regression analysis. In this method, predictor variables are entered into the regres-
sion model based on the criteria for accepting or removing observed predictor variable
[BLB08]. The forward selection method adds predictors sequentially for assessing a
predictors’ significance to shape a satisfactory model [CH15]. The complete regression
model includes all the predictor variables; while the reduced model leaves out one pre-

dictor variable in each step. The forward selection is formulated as follows:
[b, bint,r, rint, stats| = regress(y, x) (5.2)

Values of b are called regression coefficients, for example in our model b; is the UAI
(cf. 2.3.2), and bg is the GDP-PPP (cf. 2.4.2). r shows residual as the difference between
the observed data of the dependent variable y and the fitted values, which is used
to discover model assumption failures. The residual is the distance between observed
and predicted response values [DSP66], which shows whether the LSR (Least-Squares
Regression) is an appropriate model [MPV15]. bint and rint are the possible intervals for
regression coefficients and each residual. The default value of bint (confidence interval
for ) and rint (confidence interval for residuals r) is 0.05 for a confidence level of 95%
[DK92]. In our forward selection method, we set a confidence level of 95%. Then, we

introduce the stats variable as the main part of this regression function.

The stats structure includes additional statistics, which comprises of R? value, F-
statistic, p-value, and the estimated error variance [KVAZ07]. The response variability
explained by the model is called the adjusted R2. R? value measures how close the data
are to the fitted regression line, F-statistic indicates if the model fits the data better
than the mean and a group of variables is jointly significant, and p-value indicates if
the model is significant. R? coefficient of determination is a statistical measure of how
well the regression line approximates the real data points. F-statistic is the test statistic
used for assessing the statistical significance of the model, which tests for a significant
linear regression relationship between the response variable and the predictor variables.
p-value is the probability for a given statistical model when the hypothesis of no rela-

tionship between the response variable and the predictor variables is true. p-value is
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calculated based on the assumptions that the difference in the sample is caused entirely
by random chance. The error variance is the variance of the error variable and the
error is the difference between predicted and observed value. Then, we describe these

variables in more details.

The correlation coefficient is a number that quantifies a type of correlation and depen-
dence (statistical relationships) between two or more values, which is a measure of the
strength (positive or negative) and direction of the linear relationship between predic-
tor and response variables. The Pearson correlation coefficient is always between —1
and 1. Values that are not equal to zero show a strong relationship and direct when
it is positive (reverse when it is negative). The correlation coefficient returns a matrix
based on the input matrix z with observations as rows, and variables as columns, or
between 2 columns matrixes of x and y. We apply the correlation coefficient to measure
the strength of the linear relationship between our variables, for example, a number of
issued ISO 27001 certificates and the characteristics that are selected for the purpose
of this thesis (cf. 3.3.4). The coefficient of determination is the square of coefficient of

correlation.

R? as the coefficient of determination measures how well observed outcomes are repre-
sented by the model. R? shows how close the data are to the fitted regression line, for
example, 0% indicates that the model explains none of the variability of the response
data. When R? is a large number, it does not mean causality, as a strong correlation

does not necessarily mean a causal relationship. There are four possibilities in this case

[KVAZO07):

Causal link: when we are not sure x causes y or y causes ,

Hidden cause: when there is a hidden factor that creates the correlation,

Confounding factor: when a hidden factor and x both cause y,

Coincidence: by chance correlation.

R? changes are the key factor for choosing predictors, based on the significant predictor
strength after entering the model. Furthermore, R? value ranges between 0 and 1, which

is used to find the best predictor variables. When R? value is close to 1, it means a strong
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relationship between x and y. The higher R? value leads us to explain response variables

variation more accurately.

F-statistics is used to measure data variability of the model from the random error,
and to compare these two values. F-statistic is also used to test the hypothesis that
all regression coefficients are zero, and the p-value is associated with the F-statistic. In
correlation syntax, the p-value is used to test the hypothesis of no correlation between
two variables [BLBO08|. The smallest p-value demonstrates stronger evidence for sup-
porting the initial hypothesises. If the p-value is smaller than 0.05, then the correlation

is not zero.

The error of prediction is called residuals, and the error variance is called RSME (Root-
Mean-Square Error) [BLBOS]. If the exclusion of an observation causes the prediction
to change by a large value, then it is an influential observation [MPV15, DSP66]. For
interpreting the results, the influential observations should be examined as their inclusion
may change the results. In statistics, excluding an influential observation from the
dataset considerably change the result of the calculation. Eliminating this influential

point has a noticeable effect on the parameter estimation, in regression analysis.

After introducing the tools and functions of our statistical models, we focus on the last

section of adopting this tool to match the objectives of our research.

5.4 Tools and Statistics of Our Model

The stepwise forward selection is an interactive method for predicting y based on the
predictors’ subset of matrix x columns, by including or excluding predictors into or out of
the model. The aim of the stepwise forward selection is to build a model that accurately
predict the response [KVAZ07]. This function chooses and adds the candidates, which
suggest the best correlation with the response. This method also helps to find the outliers
that affect the quality of the overall result as an outlier is an observation that does not
fit the rest of the data [BLBO08]. This method begins with selecting the variables that
minimise the deviation from the mean value, until adding more data does not decrease
the mean value deviation. This method builds a linear model at each step of an iteration.
As a result, the output of this method shows the final chosen data. The data selection

stops when the new candidate does not considerably reduce the prediction error. For
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analysing the accuracy of our data to find the suitable model, we use the MATLAB
(MATrix LABoratory) computer program. In this section, we describe the forward
selection method, the functions and the variables for interpreting their meaning in our

forward selection method.

The first value R? of the stats shows the coverage percentage of the model for the vari-
ability of observations. If F-statistic is significant, then it means the excluded variable in
the reduced model contributes in predicting the value of criterion variable. Accordingly,
the overall regression F-statistic and the associated probability of significance are also
computed to add the most significant data (the largest F-statistic or smallest p-value)
and remove the least significant data until no data remains [DSP66]. The combination
of a high F-statistic value and low amount of p-value indicates that it is unlikely that
all regression coefficients are zero [DK92|. Regarding the correlation coefficient, every
p-value is the probability of finding a large correlation based on the observed data. The
low value of an error variance of stats indicates the low level of variability between
regression function and the variable. After explaining the stats variables, we discuss
forward selection functions, which builds up the bases of our statistical models. The

forward selection method consists of several functions that we present in this section.

The main part of the forward selection method is the SFS function. The inputs to the
SFS function are predictors (x), target (y), and p-value. The SFS function adds the
significant predictors in the model that predicts the response variable more accurately
together with the old variables until the new variables do not change the prediction
error. The stepwise forward selection forms the target vector as an output based on
the variables. The target is the same size as x, and the correlation coefficient of each
element of z is calculated with 3. After calculating R? of all elements, the max R? value

is calculated and replaces the old ones.

The other function that builds up this forward selection method is SFLIN. The inputs
of SFLIN are x and y, which calculates the weight vector. The minimum error is stored
in a temp variable to find the fitting new model. After that, the p-value of the new
model is calculated and the significance is calculated with the F-statistic. The most
significant data is selected based on the overall regression F-statistic and the associated

significance of R? values. The gained p-value is substituted with the smallest initial
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p-value, and the residual of the model terms is compared with the chosen term to build

the final model.

To sum up, we conduct our research based on the countries with available information
about a number of issued ISO 27001 certificates and the characteristics that are selected
for the purpose of this thesis based on the forward selection method in the context of

linear regression.
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Results of Quantitative Analysis

6.1 Introduction

In this section, we firstly present a brief overview of how we create our dataset before
establishing our research process and describing the results. Secondly, we investigate
the countries with more than the average number of the ISO 27001 certificates issued
worldwide (2006-2014), followed by the statistical models to investigate the relationship
between the cultural, political and economic characteristics that are selected for the
purpose of this thesis and the adoption of ISO 27001, in terms of the average number
of certificates issued (2006-2014). Similarly, we analyse the relationship between the
adoption of ISO 27001 and the cultural, political and economic characteristics selected
for the countries with less than the average number of the ISO 27001 certificates issued
worldwide (2006-2014), followed by the discussion section that reflects on the results
and the limitations. For both groups, we describe the number of issued ISO 27001
certificates in 2014 as well. Then, we analyse Germany and Iran to illustrate our results

using two culturally different countries.

6.2 Dataset Preparation

In this section, we describe the establishment of our dataset. In total, 83 countries have
been analysed to investigate the relationship between the average number of ISO 27001

certification and the characteristics that are selected for the purpose of this thesis. In
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this section, first we provide an overview of our dataset based on the general criteria
for records to be excluded, and then we describe how we classify our dataset into two

groups.

6.2.1 Overall Evaluation of our Dataset

In order to take into account the possible relations of the population and urban popu-
lation with the number of issued ISO 27001 certificates, we give weight to the number
of issued ISO 27001 certificates in 2014 per population and per urban population in
Appendix C. Based on the results, the low populated countries placed on the top of
our list, such as Iceland with 31 certificates in 2014 as the first country with the highest
number of issued ISO 27001 certificates-per urban population. Most of the top countries
with the highest number of issued ISO 27001 certificates-per urban population does not
have relatively high numbers of ISO 27001 certificates in 2014, such as Bahrain, Latvia,
Luxembourg, Malta as well as Trinidad (Trinidad and Tobago). Accordingly, assigning
weight to the number of certificates based on one factor is not applicable. In this sec-
tion, we describe the relationship between a number of issued ISO 27001 certificates and
possible influential factors before selecting an average number of ISO 27001 certification

for our statistical models.

Comparing absolute numbers of ISO 27001 certificates is not conclusive, as these coun-
tries’ differences should be considered, such as size. Accordingly, we normalise the
number of issued ISO 27001 certificates in 2014 by the GDP-PPP and population in the
Appendix D to restrict the range of values in the dataset and to eliminate the effects of

certain factors.

A number of issued ISO 27001 certificates could also be related to the number of suc-
cessful attacks per country. Therefore, we calculate the correlation coefficient between
a number of issued ISO 27001 certificates in 2014 [Int14] and the average total cost of
a data breach [Ins17] for limited numbers of countries to find out whether there is a
relationship between implementing ISO 27001 and the average costs of data breaches

for organisations in these countries in Appendix E.

Figure 6.1 displays an overview of the top countries of our initial dataset based on the

number of issued ISO 27001 certificates in 2014.
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The top 10 countries with the highest number of ISO 27001 certificate
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FIGURE 6.1: Overview of the top 10 countries with at least 1 certificate in 2014 & the
characteristics selected [Int14]

We have to narrow down our research based on the available information about the
cultural characteristics of the UAI, PDI and IDV after collecting data about an average
number of ISO 27001 certification issued from 2006 to 2014. For example, the coun-
tries with average certification of less than one [Int14] are eliminated, e.g. Gabon, Fiji,
Somalia, and Yemen. Most of these countries have few numbers of certificates during
these 9 years and no certificate in 2014. In further steps, Iraq is also excluded because
of unavailable data about legal systems and regulation. Japan is an observation point
that is distant from other observations in our sample, which could be the result of an
unusual event or factor that was missed during the study. Japan’s number of issued
ISO 27001 certificates is 31.34% of the total number of issued ISO 27001 certificates in
2014, and the average of Japan’s certificates is around half of the total average number
of ISO 27001 certification from 2006 to 2015. We eliminate Japan from our final analysis
as an outlier [RH11] because Japan’s number of issued ISO 27001 certificates deviates

markedly from other countries of our dataset as Figure 6.2 displays.

To sum up, the general criteria for records to be excluded from our analysis are countries

with unavailable data of the characteristics that are selected for the purpose of this thesis,
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the countries with average certification of less than one, as well as Japan.

6.2.2 Classifying our Dataset into Two Groups

One of the leading publications that distinguish the mind-set and behaviour of different
countries are based on the WEIRD (Western and educated who are from industrialised,
rich, and democratic countries) theory [HHN10b]. Henrich et al. demonstrated that
most of the assumptions about human thinking and behaviour are not applicable to all
countries, which characterise only 12% of the world’s population that are distinct in
analytical reasoning and economic decisions [HHN10a]. Generalising these assumptions
may lead to false claims about the main drivers of human behaviour [Jonl0]. Besides
that, WEIRD countries may have distinct cultural characteristics and requirements from
the rest of countries [HHN10a]. In our qualitative analysis, we observe distinct informa-
tion security culture for the top countries with the highest number of issued ISO 27001
certificates, which can match the samples of WEIRD countries. The cultural characteris-
tics and information security requirements are largely distinguishable between developed
Furopean countries in comparison with the countries struggling with internal conflicts,
such as Uganda. Wealthy countries and big manufacturers’ risk management, informa-
tion security activities, culture and economy differ from those countries with budget

constraints and financial crises.

Accordingly, a common comparison approach may not be helpful for investigating the
relationship between the adoption of ISO 27001 and the cultural, political and economic
characteristics selected for several countries from different continents with distinct in-
formation security requirements. As our data is ranked based on the average number
of ISO 27001 certification, the motivation for implementing ISO 27001 might be dis-
tinct between the countries with more than 1000 certificates (such as India or UK), and
the rest with fewer than 10 certificates (such as Albania or Kenya). As the citizens of
WEIRD countries must cope with the demanding information security culture, these
countries’ number of issued ISO 27001 certificates and the adoption rate of ISO 27001
is comparably high. Accordingly, we classify our dataset into two groups based on the
average number of ISO 27001 certification from 2006 to 2014 (excluding Japan), which
is 65.41.
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Then, we describe the first group with more than the average certification rate of 66

(2006-2014), followed by the results of the quantitative analysis of the second group.

6.3 First Group

The first group consists of 23 countries with the highest average number of ISO 27001
certification from India as the 15° ranked country to the UAE (United Arab Emirates)
as 23" ranked country. More than two-thirds of ISO 27001 certificates in 2014 belong
to the top 23 countries. In this section, we describe the adoption rate of ISO 27001,

followed by statistical models and discussion.

6.3.1 Average Number of ISO 27001 Certification

As Figure 6.2 shows the UK and India have almost the same average number of is-
sued ISO 27001 certificates viz. more than 1000 certificates. From China to Germany,
countries have an average number of 834 certificates in 2014. The rest of the countries
from the Netherlands to the UAE have 247 certificates on average in 2014. The average
certification of this group is more than 66 from 2006 to 2014. To make the captions
self-contained, we include the cut-off point that we have used as criterion based on the

number of issued ISO 27001 certificates in 2014.

Most of the countries of the first group are leading manufacturers with a strong economy,
which is directed by their extensive international communication. The number of ISO
27001 certification has increased for these countries yearly [Int14]. These countries’
stable systems may support international standards based on the extensive international
communication [SAT12a, FVBO08], which demands an acceptable level of data protection
[Boe09, HP06] or consistency with applicable regulatory or legal requirements [SAT12a,
NEFO08].

Then, we explain the relationship between the first group’s average number of ISO
27001 certification and the characteristics that are selected for the purpose of this thesis

(cf. 3.3.4).
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FIGURE 6.2: The countries with more than the average certification rate of 66 (2006—
2014) [Int14]

6.3.2 Statistical Models

The results of the statistics of the regression analysis of the first group is: R? value:
0.5016, F-statistic: 3.4213, p-value: 0.0255, and an estimate of the error variance:
0.2357. The R? value indicates that the model accounts for over 50% of the variability in
the observations, which equals the square of the Pearson correlation coefficient between
the observed and modelled data values of the dependent variable: the adoption of ISO
27001. The F-statistic of almost 4 and the p-value of 0.02 demonstrates it is unlikely
that all of the regression coefficients are zero. The error variance of 0.2 indicates that

there is a small random variability between the variable and the regression function.

The results indicate that the the adoption rate of ISO 27001 is correlated with the 15¢,
5thand 6" variables, which are UAI (cf. 2.3.2), regulations (cf. 2.4.1) and GDP-PPP
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(cf. 2.4.2) with the R value of 0.7082. The signs of the variables’ regression coefficients
(UAI, regulations, and GDP-PPP) show a positive or negative association of these pre-
dictors with the adoption rate of ISO 27001. The results of the regression analysis
demonstrate the positive correlations of regulations and GDP-PPP with the adoption

rate of ISO 27001. The UAI is correlated with the adoption rate of ISO 27001 negatively.

To sum up, there is a relationship between countries with relatively high regulations and
GDP-PPP, a bit low UAI on one side, and higher ISO 27001 adoption on the other side
for the first group. We measure the correlation that does not imply causality, and there

might be hidden root factors that explain our results, such as similar size or region.

Then, we discuss the first group’s characteristics that are selected for the purpose of
this thesis that is correlated with the average number of ISO 27001 certification: UAI,
regulations, and GDP-PPP.

6.3.3 Statistical Models and the Characteristics Selected

Most of these countries have reasonably high levels of the cultural characteristics of UAI,

PDI, and IDV, as Figure 6.3 displays.

The UALI is based on the level of formulating different types of rules, regulations, laws,
and controls to reduce the uncertainty of future, which could be related to the practica-
bility of established policies. Clarifying the main objectives of security rules and policies
are helpful for these types of cultures. Besides that, it is important to address daily
and routine behaviours with an adequate number of policies and to reduce unnecessary
details. For example, Poland, Spain, and Romania have relatively high values of UAI

Then, we explain the first group level of regulations.

Regulations are based on the level of bureaucratic procedures and market entry strate-
gies, which may be related to poor security decisions to bypass challenging policies.
These countries mostly have a relatively high level of regulations (such as Hong Kong
and Malaysia) as can be seen in Figure 6.4. These countries are mostly supported by
an adequate level of administrative procedures to enter market freely and to guarantee

property rights. Then, we explain these countries level of GDP-PPP.

Most of the countries in the first group are among the top economies as Figure 6.5

presents. The GDP-PPP is based on the size of a country’s economy that may be related
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to high industrial growth rate, a stable currency, and investments on security mecha-
nisms. Financial constraints could be related to the selection and the implementation of
security mechanisms among the number of proposed security mechanisms. Most of the
countries in the first group as large and fast-growing economies may focus on several
types of information security activities, but not necessarily implement ISO 27001. For
example, the USA, Netherlands, and Australia have relatively high levels of GDP-PPP
in 2014 [Fon15].

As the cultural characteristics are comparably more stable and only gradually change in
the long-term, the economic (cf. 2.4.2) and political characteristics (cf. 2.4.1) are more
likely to reform over time. For example, China’s GDP-PPP (cf. 2.4.2) score increased
from 9215.4 USD (2010) to 14189.52 USD (2015) [Fonl15], or Turkey’s GDP-PPP score
grew from 16193.13 USD (2010) to 20276.9 USD (2015) [Fonl5]. Czech Republic’s
regulation score ranged from 4.4 (1990) to 8.01 (2014), or Poland’s regulation score
extended from 2.06 (1980) to 7.33 (2014) [GLN16].
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Then, we state the limitations and discuss possible motivations for the adoption of ISO
27001 that have not been considered in the characteristics that are selected for the

purpose of this thesis.

6.3.4 Discussion

We consider history as one of the influential factors that have not been studied in this
thesis, which deals with the growth of a particular country. History and culture are both
inter-related, and culture can be defined as a subset of history. The first group includes
the former Warsaw Pact countries, such as Romania, Bulgaria, Poland, Hungary, Czech
Republic, and Slovakia. The number of issued ISO 27001 certificates might not match
the economic importance of those countries. These EU countries and companies in these
countries have an incentive to proactively adhere to international norms to extend their
collaboration opportunities with markets they had little access to until the dissolution
of the Warsaw Pact. Western European countries do not have the same incentive. Then,

we state the other limitations of this research.

The USA is the prime mover in the I'T sector. The UK is the origin of ISO 27001, which is
one of the main reasons that it comes on top of our list. The UK and India have relatively
high numbers of ISO 27001 certificates, which could be related to their language. The
same language with ISO 27001 could reduce misunderstanding and misinterpretations
of translation. India and China have a high population, which can be related to the
number of issued certificates. One of the characteristics that most of these countries

have in common is a strong economy, which might influence our results.

Around 67% of first groups’ countries have privacy policy legislations, such as the UK,
India, Germany, and France, and half of these countries have anti-terrorist legislations
such as China, and Turkey. The EU also adopted a directive for the security of in-
formation networks and systems for member countries to be equipped and prepared to
respond to incidents, by having a national competent authority, which possibly impacts

our findings.

Besides that, our results are possibly influenced by selecting the average number of
certificates as the criterion for splitting the dataset into two parts, and the existence

of a mix of diverse countries in each group. Most of the countries with a high average
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number of ISO 27001 certification from 2006 to 2014 are in East Asia and the Pacific
[Int14]. These countries are known for having a high level of order, discipline, and a

system of behaviour, such as Japan.

Then, we explain the second group’ adoption rate of ISO 27001, which comprises more

than two-thirds of our dataset.

6.4 Second Group

The second group starts from Thailand ranked as 24" to Honduras as 83' country
based on the average number of ISO 27001 certification from 2006 to 2014. In this
section, we explain the adoption rate of ISO 27001, and then we describe the relationship
between the average number of issued ISO 27001 certificates and the characteristics that
are selected for the purpose of this thesis (cf. 3.3.4). For each section, we discuss the

differences between the first and the second group.

6.4.1 Average Number of ISO 27001 Certification

This group is a mix of different countries from different continents such as Canada,
Thailand, and El Salvador, and it is unlikely that they would be driven by common
motivations for implementing ISO 27001 as can be seen in Figure 6.6. The second

group’s countries have less than the average certification rate of 66 from 2006 to 2014.

Around 30% of these countries have fewer than 10 certificates in 2014, and some of these
countries struggle with poverty and internal conflicts such as Trinidad. The population
standard deviation of the second group is 40.15 and the mean value is 40.65; while the
population standard deviation of the first group is 591.91 and the mean value is 629.76
in 2014. These countries have a high spectrum of nationalities, political characteristics,
geographic distribution and distinct levels of information security requirements. The
number of ISO 27001 certifications of the second group could be related to the size of
economy and population. For example, in the second group, there are countries with
highly developed economies but relatively small population, such as Singapore, Austria,
Norway or Sweden. The Singaporean government has a fifty-year plan that may be

related to their decisions to information security activities.
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Then, we analyse the relationship between the characteristics that are selected for the

purpose of this thesis and the average number of ISO 27001 certifications of the second

group.

6.4.2 Statistical Models

The results of the second group regression analysis is: R? value: 0.3087, F-statistic:
6.3648, p-value: 0.0003, and an estimate of the error variance: 0.1947. The R? value
shows that this model accounts for over almost 30% of the variability in our observation
of the second group. The F-statistic of almost 6.4 and the p-value of 0.0003 indicate
that it is unlikely that all of the regression coefficients are zero. The error variance
of 0.19 indicates that variability between our variables and the regression function is a

small random number.

The second group’s average number of ISO 27001 is correlated with the 6", 274 and
34 variables of GDP-PPP (cf. 2.4.2), PDI (cf. 2.3.2) and IDV (cf. 2.3.2) with the R-
value of 0.555. IDV and GDP-PPP are positively, and PDI is correlated negatively with
the second group’s average number of ISO 27001 certification. In both groups, GDP-
PPP is positively correlated with the adoption rate of ISO 27001; while the cultural
characteristic of UAI and PDI are negatively correlated with the average number of ISO
27001 certifications in the first and second group. The results show that two out of three
predictors are cultural characteristics. To sum up, the results demonstrate that there
is a relationship between the countries of the second group with a reasonably high IDV
and GDP-PPP, a bit low PDI on one side, and higher ISO 27001 adoption on the other

side. The observed correlation does not imply causality.

Then, we describe the second group’s characteristics that are selected for the purpose of
this thesis that is correlated with the average number of ISO 27001 certification: PDI,

IDV, and regulations.

6.4.3 Statistical Models and the Characteristics Selected

Figure 6.7 presents that most of the second group’ countries have relatively high levels of

UAI (such as Serbia, Malta, and Uruguay) and PDI (such as Saudi Arabia and Bahrain).
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Most of the countries in the second group have a relatively low IDV (such as Costa Rica,

Guatemala, and Ecuador).

Figure 6.8 presents the second group’s GDP-PPP (cf. 2.4.2), which shows the GDP on

a purchasing power parity (PPP) basis divided by population in 2014 and is expressed

in USD (US Dollar).

The PPP indicates that the exchange rate between two currencies is equal to the ratio of

the currencies’ respective purchasing power. The PPP exchange rates might be helpful

for making comparisons between countries because they change modestly from year to

year. However, the PPP exchange rate calculation is controversial because it is relatively

difficult to find a comparable relatively fixed set of consumer products and services
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valued on an annual basis to compare purchasing power across countries. The small
countries that dominate the top ten all have small populations compared to the world’s

top economies, such as the USA, China, or Germany.

Some of the second group’s countries have relatively high levels of GDP-PPP (such as
Luxembourg, Singapore, and Kuwait), while some countries have relatively low levels
of GDP-PPP (such as Mozambique, Tanzania, and Kenya). All Northern hemisphere
countries have highly advanced economies, and very good social security systems, which
do not have too large population. A mixture of very diverse countries into the same

group possibly influences our results.

Then, we discuss the results, and we state the limitations of this research, based on the

influential factors that have not been considered, such as population and area.

6.4.4 Discussion

Possible influential factors that have not been studied in this thesis are considered to be
population and a countries’ land area, which is the aggregate of all land within interna-
tional boundaries, excluding water area. The smaller European countries in this group
have a number of issued ISO 27001 certificates proportional to their size compared to the
European countries in the first group. This would suggest that in this case the number of
certificates could be explained by size, rather than by cultural differences. For example,
Iceland with population: around 330 thousand and GDP-PPP: 44029.39 USD, placed
above Pakistan with population: around 190 million and GDP-PPP: 4749.08 USD. In
this case, almost similar average numbers can be explained by economic differences. One
of the factors that could influence these observations is the level of sanctions against one

country, which result in economically or politically isolation from the global community.

Then, we interpret our results followed by one sample from each group. We select
Germany from the first group and Iran from the second group to analyse these countries’

information security culture.
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TABLE 6.1: Germany vs. Iran the characteristics that are selected for the purpose of
this thesis

Country Cert UAI PDI IDV LS Reg GDP-PPP GCI

Germany 634 65 35 67 8.034 6.72 46215.70  0.70
Iran 23 59 58 41  6.2292 5.8128 17442.52  0.29

6.5 Case Study: Germany vs. Iran

We select Germany as one of the leading industrial countries with a national information
security approach making use of IT Baseline Protection (in German: IT-Grundschutz)
from the first group. Then, we select Iran from the second group whose political con-
ditions limited international communication due to sanctions in recent years, and an
institute called NAMA [ITC] responsible for ISO 27001 certification. In this section,
we compare these two countries’ adoption rate of ISO 27001 and the characteristics
that are selected for the purpose of this thesis to provide an overview of their social

characteristics.

We present the characteristics that are selected for the purpose of this thesis of Germany
and Iran in Table 6.1. We denote ISO 27001 certification with Cert, Legal System with
LS, Regulations with Reg, and Global Cybersecurity Index with GCI. Germany is among
the top ten countries based on the number of issued ISO 27001 certificates in 2014 that
ranked globally 10t". Iran is in the middle of the second group that ranked globally 56"
based on ISO 27001 certification in 2014.

Both countries are high in UAI and the results of our quantitative analysis demonstrate
that UAI is negatively correlated with the adoption of ISO 27001 in the first group.
There might be a relationship between relatively high regulations and GDP-PPP, a bit
low PDI on one side, and the adoption of ISO 27001 on the other side in Germany. Iran
has a relatively higher PDI compared to Germany, which is negatively correlated with

the adoption of ISO 27001 in the second group.

Table 6.2 presents these countries’ scores based on the measures of Global Cybersecurity

Index. We denote Capacity building with CB.
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TABLE 6.2: Germany vs. Iran Global Cybersecurity Index [ITU15]

Country Legal Technical Organisational CB Cooperation

Germany 1 1 0.62 0.62 0.50
Iran 0.50 0.33 0.50 0.12 0.12

Germany is ranked first on the legal and technical measures of the Global Cybersecurity
Index in 2014 [ITU15]. For example, regulations and compliance, as well as technical
standards and certification are supported in Germany comprehensively. The cooperation
measure is relatively low for all countries as well as Germany. For example, intra-state
and international cooperation is not supported in Germany comprehensively. The legal
and organisational measures of the Global Cybersecurity Index are moderately supported
in Iran [ITU15]. For example, regulation, compliance, and national benchmarking are
supported in Iran in 2014. Iran does not seem to focus on the cooperation measure of the
Global Cybersecurity Index in 2014. For example, professional certification and public
sector partnership might not be supported in Iran comprehensively [ITU15]. Then, we
provide some recommendations to develop an ISMS standard based on the ISO 27001

in Iran.

When organisations agree with ISO 27001 and get certified, it is important to follow
up on living a security culture and commit to ISO 27001 policies and procedures in a
substantial way. It is necessary to establish adequate numbers of information security
policies, and communicate information security policies and procedures on a regular basis
for every employee to understand each policy, and how they relate to them. Bureaucratic
and complex procedures as well as process of decision-making could be challenges of
executing ISO 27001 security controls in a country with high level of PDI, such as in

Iran.

6.6 Conclusion of Quantitative Analysis

To take into account for the differences between the countries of our dataset, we identified
groups of countries based on the average number of ISO 27001 certification from 2006
to 2014. Based on the results of our regression analysis, there is a relationship between

high regulations and GDP-PPP, as well as low UAI on one side, and higher adoption
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of ISO 27001 on the other side for the countries in the first group. However, there is a
relationship between the countries of the second group with high IDV and GDP-PPP
as well as low PDI on the one side, and higher adoption of ISO 27001 on the other side.
The observed correlation does not imply causality. Whether the observed correlation is
indicative of a causal relationship requires further investigations that are left to future

work.

This research has several limitations. It is possible that several factors influence our
statistics, especially the accurate number of issued ISO 27001 certificates in each country.
For instance, the NAMA (National Information Security Management System) institute
in Iran as national reference organisation for the ISMS is responsible for ISO 27001
certification [ITC]. The NAMA statistics about ISO 27001 is different from ISO 27001
survey 2014 [Int14] and NAMA might present the actual numbers. Besides that, there
could be a relationship between the number of issued ISO 27001 certificates and a specific
condition at both national and international scale, such as the global financial crisis in

2008.

Forward selection method has drawbacks, for example, each addition of a new candidate
may reduce the significance of the already included candidates. Forward selection does
not guarantee the best model containing a particular subset of the predictors. Looking
at all possible models may not be applicable to the model could be affected by variance.
One of the limitations of these methods is based on a small sample size, which might
increase the probability of fitting the randomness and obtaining a spurious model. In

addition, outliers can have a large impact on stepwise methods.

Our results are possibly influenced by the references that are selected for the character-
istics that are selected for the purpose of this thesis, as in any statistical analysis; some

sampling and estimation errors are to be expected.
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Conclusion

ISO 27001 is an international ISMS (Information Security Management System) stan-
dard comprising policies and procedures for systematically managing information assets.
Data and systems could be protected with ISO 27001 security mechanisms to minimise
risk and ensure business continuity based on the organisational security requirements.
Although ISO 27001 requirements are intended to be generic, there are some countries
that have not adopted ISO 27001 extensively. Recent studies have shown the impor-
tance of culture (behaviour and mind-set) on information security activities, which have
not focused specifically on the implementation of ISO 27001. In this thesis, we have
analysed both qualitative and quantitative data to address the relationship between the
adoption of ISO 27001 and the characteristics that are selected for the purpose of this
thesis (cf. 3.3.4).

We described three cultural characteristics of UAI, PDI, and IDV (cf. 2.3.2) that are se-
lected for the purpose of this thesis, which indicate the level of inconvenience with future
uncertainty, power distribution, and interdependence to a society, based on Hofstede’s
publications on culture. Two political characteristics of legal systems and regulations
(cf. 2.4.1) are based on the level of support for legal ownership of individual property,
and efficiency of established business regulations for national and international trading.
The economic indicator of GDP-PPP (cf. 2.4.2) indicates national economic performance

based on the exchange rates between currencies.

In the qualitative analysis, we investigated Annex A controls of ISO 27001 (cf. A) to

find the relationship between the national culture and the implementation of ISO 27001.

91
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We also described the relationship between the cultural characteristics selected and
the average number of ISO 27001 certification issued from 2006 to 2014. Then, we
investigated the relationship between national information security guidelines and the
adoption of ISO 27001. The qualitative analyses indicate that there is a relationship

between cultural characteristics and the implementation of ISO 27001.

Our contribution is to demonstrate the correlated national characteristics with the adop-
tion of ISO 27001, in terms of the average number of certificates issued (2006-2014).
To address different national characteristics, we classify our dataset into two groups of
23 countries and 60 countries based on the average number of ISO 27001 certification
from 2006 to 2014. The relationship between the characteristics that are selected for
the purpose of this thesis and the adoption of ISO 27001 of the first group with more
than the average certification rate of 66 is distinct compared to the second group with
less than the average certification rate of 66. The observed correlation does not imply
causality in this research as there could be other influential factors that have not been

studied (cf. 4.5).

The results of our quantitative analysis indicate that there is a relationship between
relatively high regulations (cf. 2.4.1) and GDP-PPP (cf. 2.4.2), a bit low UAI (cf. 2.3.2)
on one side, and higher ISO 27001 adoption rates on the other side for the countries of
the first group. However, there is a relationship between relatively high IDV (cf. 2.3.2)
and GDP-PPP (cf. 2.4.2), a bit low PDI (cf. 2.3.2) on one side, and higher ISO 27001
adoption rates on the other side for the countries of the second group. In both groups,

the GDP-PPP is positively correlated with the adoption of ISO 27001.

This thesis paves the way for future research and improves knowledge about correlated
characteristics, which may extend the cultural characteristics for evaluating the adop-
tion of ISO 27001. Our work can be extended in the future to investigate a distinct
measurement for information security standards that we have left out due to time con-
straints. We suggest that analysing influential organisational characteristics and the
possible measurements needed for evaluating ISMS standard implementation would be

worthwhile to follow up in future work.



Appendix A

Annex A Controls

An overview of the control domains are provided in the following [Int13]:

A.5 Information security policies
A.5.1 Management direction for information security
A.5.1.1 Policies for information security

A.5.1.2 Review of the policies for information security

A.6 Organisation of information security
A.6.1 Internal organisation
A.6.1.1 Information security roles and responsibilities
A.6.1.2 Segregation of duties
A.6.1.3 Contact with authorities
A.6.1.4 Contact with special interest groups
A.6.1.5 Information security in project management
A.6.2 Mobile devices and teleworking
A.6.2.1 Mobile device policy
A.6.2.2 Teleworking

A.7 Human resource security
A.7.1 Prior to employment
A.7.1.1 Screening
A.7.1.2 Terms and conditions of employment
A.7.2 During employment
A.7.2.1 Management responsibilities
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A.7.2.2 Information security awareness, education & training
A.7.2.3 Disciplinary process
A.7.3 Termination and change of employment

A.7.3.1 Termination or change of employment responsibilities

A.8 Asset management

A.8.1 Responsibility for assets
A.8.1.1 Inventory of assets
A.8.1.2 Ownership of assets
A .8.1.3 Acceptable use of assets
A .8.1.4 Return of assets

A.8.2 Information classification
A.8.2.1 Classification of information
A.8.2.2 Labelling of information
A.8.2.3 Handling of assets

A.8.3 Media handling
A.8.3.1 Management of removable media
A.8.3.2 Disposal of media
A.8.3.3 Physical media transfer

A.9 Access control
A.9.1 Business requirements of access control
A.9.1.1 Access control policy
A.9.1.1 Management of removable media
A.9.1.2 Access to networks and network services
A.9.2 User access management
A.9.2.1 User registration and de-registration
A.9.2.2 User access provisioning
A.9.2.3 Management of privileged access rights
A.9.2.4 Management of secret authentication information of users
A.9.2.5 Review of user access rights
A.9.2.6 Removal or adjustment of access rights
A.9.3 User responsibilities
A.9.3.1 Use of secret authentication information

A.9.4 System and application access control
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A.9.4.1 Information access restriction
A.9.4.2 Secure log-on procedures

A.9.4.3 Password management system
A.9.4.4 Use of privileged utility programs

A.9.4.5 Access control to program source code

A.10 Cryptography
A.10.1 Cryptographic controls
A.10.1.1 Policy on the use of cryptographic controls
A.10.1.2 Key management

A.11 Physical and environmental security

A.11.1 Secure areas
A.11.1.1 Physical security perimeter
A.11.1.2 Physical entry controls
A.11.1.3 Securing offices, rooms and facilities
A.11.1.4 Protecting against external & environmental threats
A.11.1.5 Working in secure areas
A.11.1.6 Delivery and loading areas

A.11.2 Equipment
A.11.2.1 Equipment siting and protection
A.11.2.2 Supporting utilities
A.11.2.3 Cabling security
A.11.2.4 Equipment maintenance
A.11.2.5 Removal of assets
A.11.2.6 Security of equipment and assets off-premises
A.11.2.7 Secure disposal or reuse of equipment
A.11.2.8 Unattended user equipment
A.11.2.9 Clear desk and clear screen policy

A.12 Operations security
A.12.1 Operational procedures and responsibilities
A.12.1.1 Documented operating procedures
A.12.1.2 Change management
A.12.1.3 Capacity management
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A.12.1.4 Separation of development, testing & operational environments
A.12.2 Protection from malware
A.12.2.1 Controls against malware
A.12.3 Backup
A.12.3.1 Information backup
A.12.4 Logging and monitoring
A.12.4.1 Event logging
A.12.4.2 Protection of log information
A.12.4.3 Administrator and operator logs
A.12.4.4 Clock synchronisation
A.12.5 Control of operational software
A.12.5.1 Installation of software on operational systems
A.12.6 Technical vulnerability management
A.12.6.1 Management of technical vulnerabilities
A.12.6.2 Restrictions on software installation
A.12.7 Information systems audit considerations

A.12.7.1 Information systems audit controls

A.13 Communications security

A.13.1 Network security management
A.13.1.1 Network controls
A.13.1.2 Security of network services
A.13.1.3 Segregation in networks

A.13.2 Information transfer
A.13.2.1 Information transfer policies & procedures
A.13.2.2 Agreements on information transfer
A.13.2.3 Electronic messaging

A.13.2.4 Confidentiality or nondisclosure agreements

A.14 System acquisition, development and maintenance
A.14.1 Security requirements of information systems
A.14.1.1 Information security requirements analysis & specification
A.14.1.2 Securing application services on public networks
A.14.1.3 Protecting application services transactions

A.14.2 Security in development and support processes
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A.14.2.1 Secure development policy
A.14.2.2 System change control procedures
A.14.2.3 Technical review of applications after operating platform changes
A.14.2.4 Restrictions on changes to software packages
A.14.2.5 Secure system engineering principles
A.14.2.6 Secure development environment
A.14.2.7 Outsourced development
A.14.2.8 System security testing
A.14.2.9 System acceptance testing
A.14.3 Test data
A.14.3.1 Protection of test data

A.15 Supplier relationships
A.15.1 Information security in supplier relationships
A.15.1.1 Information security policy for supplier relationships
A.15.1.2 Addressing security within supplier agreements
A.15.1.3 Information and communication technology supply chain
A.15.2 Supplier service delivery management
A.15.2.1 Monitoring and review of supplier services

A.15.2.2 Managing changes to supplier services

A..16 Information security incident management
A.16.1 Management of information security incidents & improvements

A.16.1.1 Responsibilities and procedures
A.16.1.2 Reporting information security events
A.16.1.3 Reporting information security weaknesses
A.16.1.4 Assessment of and decision on information security events
A.16.1.5 Response to information security incidents
A.16.1.6 Learning from information security incidents

A.16.1.7 Collection of evidence

A.17 Information security aspects of business continuity management
A.17.1 Information security continuity
A.17.1.1 Planning information security continuity

A.17.1.2 Implementing information security continuity
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A.17.1.3 Verify, review and evaluate information security continuity
A.17.2 Redundancies

A.17.2.1 Availability of information processing facilities

A.18 Compliance

A.18.1 Compliance with legal and contractual requirements
A.18.1.1 Applicable legislation identification & contractual requirements
A .18.1.2 Intellectual property rights
A.18.1.3 Protection of records
A.18.1.4 Privacy and protection of personally identifiable information
A.18.1.5 Regulation of cryptographic controls

A.18.2 Information security reviews
A.18.2.1 Independent review of information security
A .18.2.2 Compliance with security policies and standards

A.18.2.3 Technical compliance review



Appendix B

Countries with the Highest Levels of Global

Cybersecurity Index

The relationship between the countries with high Global Cybersecurity Index and the
cultural characteristics selected cf. 2.3.2) can be seen in Table B.1. Some of theses
countries have no available data on the cultural characteristics (such as Oman and
Qatar) (cf. 2.3.2), and we have to eliminate them. We denote average number of ISO
27001 certificates with Av.Cert from 2006 to 2014, and the ISO 27001 certification in in
2014 with Cert, Global Cybersecurity Index with GCI, Global rank with Rank. Most of
these top countries have relatively high numbers of ISO 27001 certificates in 2014 and
they also have high average number of ISO 27001 certificates from 2006 to 2014. These
top countries are also ranked high in cultural characteristics of UAI, PDI, and IDV.
The USA had the highest Global Cybersecurity Index in 2014, followed by Canada and

Australia.
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TABLE B.1: Countries with high levels of Global Cybersecurity Index & the cultural
characteristics selected [ITU15, Hof03]

Country Av.cert Cert UAI PDI IDV GCI Rank
USA 574.00 654 46 40 91 0.82 1
Canada 60.67 66 48 39 80 0.79 2
Australia 126.67 157 51 36 90 0.76 3
Malaysia 147.50 232 36 100 26 0.76 3
New Zealand 5.83 1 49 22 79 0.73 4
Norway 36.17 70 50 31 69 0.73 4
Brazil 67.50 8 76 69 38 0.70 5
Estonia 1.83 3 60 40 60 0.70 5
Germany 597.67 634 65 35 67 0.70 5
India 1818.00 2168 40 77 48 0.70 5
Japan 7150.17 7171 92 54 46 0.70 5
Rep. of Korea 238.67 288 85 60 18 0.70 5
UK 1881.33 2253 35 35 89 0.70 5
Austria 65.67 87 70 11 55 0.67 6
Hungary 237.67 295 82 46 80 0.67 6
Israel 159.67 201 81 13 54 0.67 6
Netherlands 253.00 335 53 38 80 0.67 6
Singapore 72.83 84 8 74 20 0.67 6
Latvia 15.00 24 63 44 70 0.64 7
Sweden 42.33 45 29 31 71 0.64 7
Turkey 170.33 224 85 66 37 0.64 7
Hong Kong 112.83 125 29 68 25 0.61 8
Finland 31.17 33 59 33 63 0.61 8
Uruguay 9.67 11 99 61 36 0.61 8
Colombia 61.83 78 80 67 13 0.58 9
Denmark 11.33 13 23 18 74 0.58 9
Egypt 10.00 11 80 70 25 0.58 9
France 103.17 155 86 68 71 0.58 9
Spain 721.83 698 86 57 51 0.58 9

Italy 696.17 969 75 50 76 0.55

—
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Appendix C

Number of ISO 27001 Certificates per Pop-

ulation and Urban Population

We give weight to the number of ISO 27001 the number of our initial dataset per
population and urban population as Table C.1 presents. Our initial dataset includes
Japan. We denote countries’ urban population with Urban-Pop, assigned weights to
population with Per-Pop, and assigned weights to urban population with Per-Urban-
Pop. Assigning weight to the number of ISO 27001 based on one related variable could be
misleading as the low populated countries that are mostly considered as small countries
by area mostly place on top of this list, although they have few numbers of ISO 27001

certificates.

TABLE C.1: ISO 27001 certificates per population & urban population

Country Urban-Pop Per-Urban-Pop Per-Pop
Japan 120043900 9.03 15.13
UK 52463320 6.49 9.37
India 414080000 0.79 0.45
China 785664000 0.23 0.24
Italy 42978530 3.41 4.28
Romania 12178800 11.09 12.06
Taiwan 17825000 6.62 9.12
Spain 38351400 2.75 4.01
USA 261570600 0.38 0.55
Germany 62516560 1.53 2.10
Netherlands 15216740 3.33 5.34
Bulgaria 5374656 9.28 12.27
Poland 22806000 2.06 2.19
Hungary 7138640 6.25 8.04
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Country Urban-Pop Per-Urban-Pop Per-Pop
Rep. of Korea 41310500 1.05 1.52
Czech Rep. 7876440 5.30 7.04
Malaysia 22732960 1.54 2.06
Turkey 54845360 0.62 0.78
Israel 7304024 4.16 6.57
Slovakia 2915422 8.40 8.03
Australia 20644800 1.15 1.80
France 53196660 0.44 0.63
Thailand 34894200 0.62 0.56
Switzerland 5961592 3.32 4.30
UAE 8082261 2.45 3.88
Ireland 2950263 6.71 7.62
Hong Kong 7242000 2.61 4.64
Serbia 4242945 3.60 3.81
Croatia 2530086 5.74 6.09
Mexico 96006600 0.15 0.20
VietNam 30666740 0.46 0.28
Austria 5637720 2.33 2.74
Brazil 170507000 0.08 0.11
Singapore 5470000 2.32 4.13
Colombia 37467360 0.31 0.44
Saudi Arabia 23823720 0.46 0.63
Norway 4042819 2.62 3.66
Canada 28822940 0.35 0.50
Greece 8712000 1.08 1.53
Indonesia 136223400 0.07 0.07
Slovenia 1028938 8.52 7.56
Portugal 6884800 1.21 1.42
Philippines 44244200 0.16 0.13
Sweden 8197740 0.83 1.25
Russia 105261600 0.06 0.08
Belgium 10761600 0.60 1.03
Sri Lanka 3987840 1.25 0.43
Finland 4555308 1.10 1.62
Iceland 313593 14.95 25.47
Pakistan 70675500 0.06 0.04
Bahrain 1154304 3.41 5.23
Lithuania 2058264 1.84 2.29
Chile 6427650 0.56 0.37
Latvia 1395800 2.60 3.23
Argentina 37908360 0.09 0.14
Iran 57552940 0.06 0.08
South Africa 34331100 0.10 0.11
Costa Rica 3815916 0.87 1.24
Kuwait 3339506 0.81 1.28
Nigeria 84367000 0.03 0.02

Bangladesh 54993000 0.04 0.03
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Country Urban-Pop Per-Urban-Pop Per-Pop
Denmark 4931982 0.40 0.62
Peru 23970780 0.08 0.10
Uruguay 3249000 0.51 0.86
Egypt 35805900 0.05 0.03
Ukraine 31598460 0.04 0.05
Albania 1857627 0.65 0.74
Ecuador 10080600 0.10 0.12
Luxembourg 473156 2.24 3.38
Malta 419314 2.52 4.40
Morocco 20317440 0.04 0.04
Kenya 11873160 0.05 0.02
Tanzania 15982380 0.03 0.02
Dominican Rep. 8317590 0.05 0.08
Estonia 867900 0.52 0.61
Guatemala 8119200 0.06 0.05
Jordan 7337897 0.04 0.06
El Salvador 4428105 0.03 0.04
Lebanon 4140617 0.04 0.05
Mozambique 8326260 0.02 0.01
New Zealand 3923700 0.04 0.06
Trinidad 111028 1.36 0.20

Venezuela 27204900 0.01 0.01




Appendix D

The Normalised Values Number of ISO
27001 Certificates by GDP-PPP and Pop-

ulation

We normalise the number of ISO 27001 certificates of our dataset by the GDP-PPP
and population as Table D.1 presents. We denote countries’ area with Area, Gross
domestic product based on purchasing-power-parity (PPP) per capita GDP with GDP-
PPP, population (million) with Pop, normalise by GDP-PPP with Norm-GDP, normalise

by population with Norm-Pop.

TABLE D.1: ISO 27001 certificates normalised by GDP-PPP & population

Country Area GDP-PPP Pop Norm-GDP Norm-Pop
UK 243610 39826.06 64.61 97638.71 1364.00
India 3287263 5808.43 1294.00 93997.46 1312.53
China 9572900 13224.00 1364.00 52963.41 732.42
Italy 301230 35131.05 60.79 42640.65 586.49
Romania 238391 19743.54 19.90 39385.34 540.47
Taiwan 35980 46035.83 23.43 34588.04 472.65
Spain 504781 33835.01 46.77 31032.90 422.39
USA 9525067 54369.83  318.60 29148.24 395.74
Germany 357021 46215.71 80.98 28291.58 383.63
Netherlands 41526 47959.90 16.87 15484.50 202.58
Bulgaria 110910 17925.79 7.224 15270.34 199.55
Poland 312685 25247.21 38.01 14413.68 187.44
Hungary 93030 25019.03 9.86 13771.18 178.36
Rep. of Korea 98480 35379.02 50.75 13471.35 174.12
Czech Rep. 78867 30046.76 10.53 12957.36 166.85
Malaysia 329750 25145.35 30.23 11072.70 140.21
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Country Area GDP-PPP Pop Norm-GDP Norm-Pop
Turkey 780580 19698.30 77.03 10730.04 135.36
Israel 26990 33135.69 8.216 9744.88 121.43
Slovakia 48845 28278.81 5.42 8074.39 97.82
Australia 7692024 46550.05 23.46 7860.22 94.79
France 675417 40537.54 66.33 7774.56 93.58
Thailand 514000 15578.56 68.42 7260.56 86.31
Switzerland 41210 58148.75 8.19 6746.56 79.05
UAE 82880 66346.63 9.07 6746.56 79.05
Ireland 71273 51283.75 4.62 6746.56 79.05
Hong Kong 1092 55096.96 7.24 6489.57 75.41
Serbia 88361 13378.02 7.13 5461.57 60.88
Croatia 56542 20947.34 4.24 5247.41 57.85
Mexico 1964375 17950.01  124.20 5161.74 56.64
VietNam 329560 5655.79 90.73 5161.74 56.64
Austria 83858 46640.27 8.54 4861.91 52.40
Brazil 8515767 16155.34  204.20 4776.25 51.19
Singapore 692.7 83065.59 5.47 4733.41 50.59
Colombia 1197411 13479.70 47.79 4476.41 46.95
Saudi Arabia 2149690 52310.95 30.78 4219.42 43.32
Norway 324220 67165.70 5.14 4133.75 42.11
Canada 9984670 44967.27 35.54 3962.42 39.69
Greece 131940 25953.58 10.89 3791.09 37.26
Indonesia 1904556 10651.34  255.10 3791.09 37.26
Slovenia 20253 29866.54 2.06 3619.75 34.84
Portugal 88267 27068.89 10.40 3491.25 33.03
Philippines 300000 6973.67  100.10 3148.59 28.18
Sweden 449964 46219.39 9.70 3062.92 26.97
Russia 17098246 24448.67  143.80 2977.26 25.76
Belgium 32545 43139.15 11.21 2977.26 25.76
Sri Lanka 65611 10410.21 20.77 2548.93 19.70
Finland 337030 40660.71 5.46 2548.93 19.70
Iceland 103000 44029.39 0.33 2463.26 18.49
Pakistan 803940 4749.08  185.50 2334.76 16.68
Bahrain 665 49020.17 1.34 2249.10 15.47
Lithuania 65201 27258.88 2.93 2206.26 14.86
Chile 756950 23056.96 17.61 2163.43 14.25
Latvia 64589 23793.48 1.99 2163.43 14.25
Argentina 2780400 22301.68 42.98 2120.60 13.65
Iran 1648000 17442.52 78.41 2120.60 13.65
South Africa 1219912 13093.90 54.15 2077.76 13.04
Costa Rica 51100 14919.11 4.76 2077.76 13.04
Kuwait 17820 70685.70 3.78 1906.43 10.62
Nigeria 923768 6053.53  176.50 1820.77 9.41
Bangladesh 147570 3390.79  159.40 1777.93 8.80
Denmark 43098 44625.32 5.64 1692.27 7.59
Peru 1285220 11859.99 30.97 1649.43 6.99

Uruguay 176220 21054.99 3.42 1606.60 6.38
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Country Area GDP-PPP Pop Norm-GDP Norm-Pop
Egypt 1001450 10918.00 91.81 1606.60 6.38
Ukraine 603628 8680.83 45.27 1520.93 5.17
Albania 28748 11390.71 2.89 1478.10 4.57
Ecuador 283560 11302.68 15.90 1435.27 3.96
Luxembourg 2586 97638.71 0.56 1435.27 3.96
Malta 316 33197.52 0.43 1435.27 3.96
Morocco 446550 7813.38 34.32 1349.60 2.75
Kenya 580367 3098.61 46.02 1306.77 2.14
Tanzania 945087 2741.69 52.23 1263.94 1.54
Dominican Rep. 48730 14014.41 10.41 1263.94 1.54
Estonia 45339 27879.72 1.32 1263.94 1.54
Guatemala 108890 7549.76 15.92 1263.94 1.54
Jordan 92300 11970.54 8.81 1221.10 0.93
El Salvador 21040 8059.80 6.28 1178.27 0.33
Lebanon 10452 18051.81 5.60 1178.27 0.33
Mozambique 801590 1178.27 27.21 1178.27 0.33
New Zealand 269190 35305.27 4.51 1178.27 0.33
Trinidad 5128 32170.23 1.35 1178.27 0.33

Venezuela 912050 17759.40 30.74 1178.27 0.33




Appendix E

Number of ISO 27001 Certificates and the

Average Total Cost of a Data Breach

ISO 27001 as a compliance-based security approach uses the measurement as number
of boxes ticked on a checklist. For example, the UK has mainly applied compliance-
based approaches for business until 2015 [Int14, SSA16, EVS00], which are based on
best practices and state of the art practices [HP11]. However, an active debate is based
on the concern if compliance-based approach helps to enhance the security level in prac-
tice [NMSR14, TBOM14, SG11, BHSS14, SAT11a, KKN12, Poj06] as compliance is
a legal or regulatory requirement. According to Meng-Chow Kang, compliance deals
with information security requirements, which are mainly based on the past experiences
[Kan96, Kan13] and might not be suitable for approaching new breaches [Par98]. Focus-
ing on the past could prevent organisations from analysing and considering threats of
unknown breaches, as they may perceive current security controls sufficient to approach

all breaches [Par03].

There are several ways to choose security controls, which are mostly selected from An-
nex A of ISO 27001 [HP06, Call3, Bre07, Boe09, SAT12a, Ifi09, YAABI1]. In the
literature [Canl4, HWL16, Dis13, Cal05, NEF08], most researchers have focused on
a specific organisation that has already implemented ISO 27001, which is normally
a medium-sized organisation. It is difficult to select ISO 27001 security controls by
means of statistics [ITU15, KWU12, Benll], such as organisational potential risks or
IT failures [Dis13, Bre07]. It is not easy to estimate accurate losses before implement-

ing security controls [Bre07, PwC15, BMGO1], or to make an exact trade-off between
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security and cost-benefits of established security controls due to extensive and vari-
ous information security requirements. One of the possible measurements is the level
of protection from cybersecurity attacks. There are several publications addressing
the information protection level of countries. Most of these publications are limited
to particular countries and information security breaches, in a specific time period
[GLLO03, CG16, Verl6, Benll, GOGO05]. Accordingly, we summarise the results of the
cybersecurity attacks since 2006, focusing on insiders as the main executers of organisa-

tional rules and responsibilities.

Studying several publications of information protection indicate the inconsistent re-
searches, considering the investigated countries and time interval. The results of study-
ing several cybersecurity publications indicate that the external threats decreased;
while insiders accidentally or deliberately cause more security breaches as time passes
[KWU12, Benll, Verl4, McA14]. Most of the insiders’ breaches follow a basic pat-
tern, for example insiders misused their privileged access right to do their normal tasks
[SAT12a]. Most of the time, there was more than one cause of security breaches, such
as unauthorised hardware and email misuse or data manipulation [McA14]. In 2013,
the main sources of incidents were disabling or bypassing controls [Verl4] or misusing
gained information for their company or competitors’ benefits [Verl4]. Most of the
time, end users and developers were the main source of mistakes [McA14]. In 2014,
most of the attacks were based on soft intellectual properties (such as processes and
organisational knowledge) compared to hard intellectual properties (such as financial
documents) [Verl4, McA14]. Accordingly, it is important to establish internal rules

such as law enforcement or legal system charges for malicious employees.

The countries’ properties are possibly related to types of attacks, such as wealth, econ-
omy and national resources [ITU15], for example countries’ economy could influence
security investment, security investments strategies and allocated annual security bud-
get [SAT12a]. Most of the targeted countries were ranked with high number of ISO
27001 certification. For example, the USA was among the top list of cyber attacks in
2013 and 2014, possibly because of high population and internet users as one the main
target of technical support frauds [Verl4]. Accordingly, organisations may implement
ISO 27001 to communicate their efforts for worldwide collaborations about common

security threats and possible countermeasure.
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Based on analyses of different cybersecurity literature [Verl6, PwC15, McA14, Verl4,
ITU15, SAT12al, those publication covered few numbers of countries. Therefore, we
perform a correlation analysis between numbers of ISO 27001 certificates [Int14] and
the average total cost of a data breach [Ins17] for a limited number of countries. The
average total cost of a data breach from 2014 to 2017 included all breaches in which an
individual’s name, a medical record or a financial record or debit card was potentially
put at risk, based on malicious or criminal attack, system problem or human error
[Ins17]. This survey did not include data breaches of more than approximately 100,000
compromised records to represent global organisations costs when protected information

was lost or stolen. These statistics were provided for limited numbers of countries:

e The USA,

e UK,

e Germany,

e Australia,

e France,

e Brazil,

o Italy,

e India,

e Canada,

e South Africa,

e The Middle East (including the United Arab Emirates (UAE) and Saudi Arabia),

e ASEAN region (including Singapore, Indonesia, the Philippines and Malaysia).
Table E.1 presents the number of ISO 27001 certificates and the average total cost

of a data breach, which was measured in USD (millions). We denote the ISO 27001

certification in in 2014 with cert.

Considering these 26 countries, there is a weak negative linear relationship between the
number of ISO 27001 and the average total cost of a data breach. This weak rela-

tionship could be related to the fact that accurately identifying security threats and
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vulnerabilities might not be possible for all organisations during risk management of
ISO 27001 [BMGO1, Bre07]. As the risk management process is based on previous
models of attack, it may not be applicable for the future. Moreover, Ketil Stolen’s
experience about risk management indicates that it is seldom possible to provide ex-
act numbers [BHSS14]. Different assumptions might impact selected security controls
[KH14, KMS12], for example the skills of information security staff to evaluate risks
realistically and perceptions of decision-makers about protection such as reputation and
insurance [RF99, VNB93, Gar04, KH14, BS12]. The number of countries and the type
of attack are limited that influences the strength of relationship between these two vari-

ables.

TABLE E.1: ISO 27001 certificates & average total cost of a data breach

Countries Cert Average cost of a data breach
USA 654 6.69
Germany 634 4.58
Canada 66 4.56
France 155 4.19
Egypt 11 4.12
Iran 23 4.12
Israel 201 4.12
Jordan 2 4.12
Kuwait 18 4.12
Lebanon 1 4.12
Turkey 224 4.12
UAE 131 4.12
Saudi Arabia 72 4.12
Bahrain 26 4.12
UK 2253 3.55
Australia 157 2.39
Thailand 143 2.29
Vietnam 94 2.29
Singapore 84 2.29
Indonesia 62 2.29
Philippines 47 2.29
Malaysia 232 2.29
Ttaly 969 2.87
South Africa 22 2.2
Brazil 85 1.7

India 2168 1.53
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